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1 Introduction

In this note we model the Needham-Schoreder Public-Keyopobtusing CCS and
subsequently we analyze the model using MWB. We show, fafigwthe strategy in
[6], that the protocol is insecure in that an intruder canénspnate another user of the
protocol.

2 What isa security protocol?

A protocol in our context is a set of rules of how to communicate in ordesltain
a certain goal. For instance, HTTP (the Hypertext Transfetdeol) is a protocol for
communicating hypertext over the Internet.

If the goal is to enforce security the communicating prote@re often denoted se-
curity protocols. As an example HTTPS (the Secure Hypefextsfer Protocol) is

a communication protocol designed to transfer encryptéatimation between com-
puters over the Internet. HTTPS is based on the secure stagiet protocol SSL

developed as a web based e-commerce security protocosthatwi named Transport
Layer Security (TLS) [2]

In this note we study a particularly famous security prototde Needham-Schroeder
Public-Key Protocol (NSPK) [9]. It belongs to the family afithentication protocols,

a specific branch of security protocols where the goal is tabdish assurance of the
identity between two communicating parties, making sua¢ttiey are actually talking
to each other.



The protocol NSPK is notoriously famous because it actugllyeared and was in use
for about 17 years before it was eventually broken [6]. Fstdnce the client/server
network authentication protocol Kerberos [5] is based oPK@&nd Kerberos is used
in numerous commercial products. To illustrate the suleisrof the attack breaking
the protocol is was incorrectly proven correctin 1989 [1].

3 The Needham-Schroeder Public-Key Protocol

As mentioned above the purpose of NSPK is to establish matibéntication between
two parties. In order to do so the protocol upeblic key encryption [3].

Encryption is used to protect a messagdrom being read by others it may be en-
crypted using a parametric kdy in which case we write:

{m}k
If the key issymmetric we may decrypt with the same key, hence

m={{m}k}K

Instead of any two parties sharing a common symmetric keyijt be advantageous to
work with asymmetric keys.

A pair of asymmetric keys consists ofaivate and apublic key, K~ andK T respec-
tively. The two keys are each others inverses, ie.

m = {{m}x-}x+ = {{m}x+}x-

The idea is that the owner of a private key distributes iteise public key to all inter-
esting parties. Then any message encrypted by the publica®pnly be decrypted
by the owner holding the private key (and the private key canded by its owner to
sign messages).

In this note we study a simplified version of NSPK. The versiturdied is similar to the
one presented in [6]. The protocol can be described as felising standard notation
for security protocol definition:

Alice — Bob : {na, KA+}KB+
Bob — Alice : {na,np}g,+
Alice — Bob : {np}g,+

Intuitively the meaning of the protocol is: Alice is theitiator of the protocol, she
wants to establish a session with tlegponder Bob. Alice starts sending a message to
Bob, the message is encrypted by Bob’s public key that Alimaehow has obtained.
Hence the message can only be decrypted by Bob. The messaigiea randomly
generatedonce, n 4, for this session of the protocol only, and also it contaims t
public key of Alice.



When Bob receives the message he decrypts it using his @iest and obtains the
noncen, and Alice’s public keyK »*. Bob then returns4 together with a new
randomly generated nonesg; to Alice all encrypted using Alice’s public key.

When Alice receives the second message she may be assurduethaessage came
from Bob, since only he could decrypt the first message andéhebtain the nonce 4
that is now returned to Alice. Alice then returns to Bob thecen g encrypted with
Bob’s public key.

When Bob receives the third message he may be convincedhthatdssage cam from
Alice since only she could be able to obtain the returned eanc

It then seems that Alice and Bob are confident to be talkingathether. So why is
the protocol incorrect? We'll see.

4 Modeling NSPK

We now model the NSPK protocol in CCS, or to be more precise wegtit using an
extension of CCS which allows for receiving and sending &alu

The idea is to extend CCS by letting output actions now becamibe form:
'act<al,a2,...,ak>.P

intuitively meaning that along the chanregt the valuesal,a?2,...,ak can be
send after which the process behaveB.as

Dually CCS is extended with input actions on the form:

act(x1,x2,...,xk).Q

Intuitively act(x1,x2,...,xKk) is a binder of the free occurrences of the variables
x1,x2,...,xk in Q Hence, when the process on charawl receives: values, say
al,a2,...,ak, thenit becomes

Q[al/x1,a2/x2,...,ak/xK] ,

i.e. it become®where all the variablesl, x2, ...,xk are substituted bgl, a2, ...,
ak respectively.

That is, if we take the parallel composition
'act<al,a2,...,ak>.P | act(x1,x2,...,xk).Q
then there is an internal transition to

P | Q[al/xl,a2/x2,...,ak/xK]



Actually, what above has been referred to as values or wagae formally both just
names and name binders respectively, but we shall not gaainketailed discussion
about that here. The interested reader is referred totlilerabout ther-calculus, see
e.g.[7, 8].

4.1 Initiator and Responder

Using the extension of CCS presented above we may modelitis#dn Alice and the
responder Bob by:

agent Alice(a,kB,kAi,c) =

(" n)(i.’a<kB,n,kA>.a(x,y,z).[x=kA][y=n]'c.’a<kB,z> .0)
agent Bob(a,kB,r,c) =

(¢ n)(a(x,y,z).[x=kB]'r."a<z,y,n>.a(x,y).[x=kB][y=n] 'c.0)
agent Sys(iAB,rBA,cAB,cBA) = (* a,kA,kB)( Alice<a,kB,kA, iAB,cAB>

| Bob<a,kB,rBA,cBA>)

The idea is that Alice and Bob communicate over their shatetheela and each
message send ovaris supposed to contain some parameters.

First Alice signals by that she is about to start initiating a session run with Bdier
she send along the messagekB,n,kA> meaningkB, the public key of Bob, and
that it contains a new nonceand the public key of Alice. Notice that is restricted
S0 no one else but Alice knows about it yet.

Then Alice expects to receive three valuesofMhe firstis checked to be Alice’s public
key, meaning that the message is encrypted by that key. Thevaleie is checked to
be the nonce she previously send to Bob. If both checks sddbea she signals by
c that the run of the session is completed and the third valersived is send to Bob
encrypted under his public key.

The encoding of Bob follows the same ideas as the encodingjad A-irst he receives

three values, the first telling as to whether the messageciygted using his public

key. If that is the case Bob signals byto be running a session and then he retyrns
and a newn both encrypted using. If Bob then receives encrypted using his own
public key he signals to have completed the protocol runesfody byc.

In the parallel composition we are only interested in obisgrthe events signalling the
initiation, running and completion of the protocl.

If we step through the (deterministic) run of the executibéthe system of Alice and
Bob we get (omitting some of the details):



MWB>step Sys(iAB,rBA,cAB,cBA)
* Valid responses are:
a number N >= 0 to select the Nth commitment,
<CR> to select commitment O,
g to quit.
0: |>'IAB.("V,"v6,"v7)((TVv8)"v<V7,7v8,"v6>."v(X, Y,2).[x="v6]... (A)
Step>0
0: |>t.("v,v6, V7,7 v8)("V(X,y,z).[x="v6][y="v8] CA B."v<'v7,z2>.0 ... (B)
Step>0
0: |>'rBA.("V,"v6,"v7,"v8)("V(X,Y,2).[x="v6][y="v8] 'CAB."v<V7,2>.0 ...
Step>0
0: |>t.("v,"v6,"V7)('cAB."V<V6,v7>.0 | “V(X,y).[x= “v6][y="v7]'cBA.0)
Step>0
0: |>'cAB.("V,"v6, V7)("V<V6,v7>.0 | “v(Xy).[x="v 6][y="v7]'cBA.0)
Step>0
0: |>t.’cBA.O
Step>0
0: |>'cBA.0
Step>0
No commitments for O
Quitting.

We indeed observe that Alice starts the protocol with Boht Bob engages in a run
with Alice, and finally that first as expected Alice commitd®running a session with
Bob and thereafter that Bob commits to be engaged in a sesionith Alice.

Notice the restricted nam& in the line marked by above, it is the MWB internal
representation of Alice’s nonae When the nonce is send to Bob he becomes aware
of it and that is whw8 in the linie marked byB belongs to the outer most restriction.
The restriction that first belonged to Alice is said tods&uded to contain also Bob.

As an example, when a locally restricted name is send to anptiocess as e.g. in
(" a)((C nm(a<n>.P | a(x).Q))
then the internal transition results in

Ca m(P | Qi)

5 Adding more parties

Clearly there may be more than two parties involved in rugriire NSPK protocol
and it may be that some party may both take the role as initatd responder. We
therefore add to the specification from above a new aggatwhich may act both as
initiator and responder, and in so doing we introduce theegdragents of an initiator
and a respond.



agent Initiator(a,kX,kY,i,c) =

(¢ n)(ia<kY,n,kX>.a(x,y,z).[x=kX][y=n]'c.’a<kY,z> .0)
agent Responder(a,k,r,c) =
C n)(ax,y,z).[x=k]'r."a<z,y,n>.a(x,y).[x=k][y=n]'c .0)
agent Alice(ab,ae,kA kB, KE,iAB,IAE,cAB,CAE) =
Initiator<ab,kA,kB,iAB,cAB> + Initiator<ae,kA,kE,IAE, CAE>

agent Bob(ab,eb,kB,rBA,rBE,cBA,cBE) =
Responder(ab,kB,rBA,cBA) + Responder(eb,kB,rBE,cBE)
agent Eve(ae,eb,kE,kB,iEB,rEA,CEB,CEA) =
Initiator<eb,kE,kB,iEB,cEB> + Responder(ae,kE,rEA,CEA
agent Sys(iAB,IAE,iEB,rBA,rBE,rEA,cAB,cBA,cAE,cEA,cB E,cEB) =
(" ab,ae,eb,kAkB,KE)( Alice<ab,ae,kA,kB,kE,iAB,AE,c AB,cAE>
| Bob<ab,eb,kB,rBA,rBE,cBA,cBE>
| Eve<ae,eb,kE kB,iEB,rEA,cCEB,cCEA>)

An Initiator with public keykX initiates a session with a responder on chamanel
this party is assumed to have public Key. Encrypted with this key it sends aloiag
a fresh nonca and its own public key. If in responce on the same channetéives
encrypted with its own public key the noneexand another noncethe succesful com-
pletion of the authentication is signalled ands returned encrypted by .

If a Responder on channeh receives a message with noncand keyz encrypted
with its public keyk then it signals to be running a session with the party withmvho
it shares the communication channel. On the channel itmetamew fresh nonae
together with the nonce it just received, all encrypted with the key If it then on
the same channel receives its nonce back encrypted by it xely then succesful
completion of the authentication is signalled.

The involved parties Alice, Bob, and Eve are then definedgutie general agents
taking care that they pairwise communicate on distinct okém

Notice although that the roles of the parties are either.@rAlice intiates with either
Bob or Eve, Bob responds to either Alice or Eve, and Eve eitbgponds to Alice or
initiates with Bob.

Exercise How to model that parties can take up several roles simuttasig? Will
that cause problems?

6 TheAttack

When several parties are running the protocol we don’t kn@sicri that they are all
honest. Within the security protocol community a dishorastyis often refered to as
anentruder.

In [6] they show a so called “man in the middle attack” on theF¥Sorotocol where
Alice initiates a run with one party that appears to be arughdr. The intruder then
initiates a run with Bob in a tricky fasion such that Bob evellly believes he is running
a session with Alice.



Letting Eve now be the intruder the attack goes as follows:

Alice — Eve : {nA;KA+}KE+
Eve(Alice) — Bob : {nA,KA+}KB+
Bob — Eve(Alice) : {na,nB}g,+
Eve — Alice : {na,nB}g,+
Alice — Eve : {nB} i+

Eve — Bob : {nBlkg+

First Alice following the rules of the protocol initiates arr with Eve. Eve then de-
crypt the messages and impersonating Alice forwards it to &wrypted using Bob’s
public key. Bob then decrypts the message, finds the publiokélice and therefore
believes the messages came from Afic&ccording to the protocol Bob then returns
Alice’s nonce together with a new nonce both encrypted byptitdic key of Alice to
the entruder Eve which he mistakenly believes is Alice. Eaenot decrypt the mes-
sage returned from Bob, but she can simply forward it to Aliédice then decrypts
the message and finds a nonce she believes belongs to Evediagdo the protocol
she returns the nonce to Eve encrypted by Eve’s public keyonUpception of that
messages Eve decrypts the message, retrieves Bob’s norddetivn is send to Bob
making him believe he is talking to Alice, since only she wapposed to be able to
read Bob’s nonce.

Notice how the attack is an interleaving of two runs of the KSiPotocol.

Exercise Explain the two interleavings of the NSPK protocol consiitg the attack.

7 Modélling theintruder

We next provide a model containing the interference shovewalit is presented along
the lines used by the model in Section 5 by devising a specdigdgse agent for the
intruder Eve, naturally Eve is neither a genuine initiatoresponder.

1we assume the public key also can be used for identificatidts ofvner, otherwise the message simply
could contain an identification (say IP address) from theleen



agent Initiator(a,kX,kY,i,c) =

(¢ n)(ia<kY,n,kX>.a(x,y,z).[x=kX][y=n]'c.’a<kY,z> .0)
agent Responder(a,k,r,c) =

C n)(ax,y,z).[x=k]'r."a<z,y,n>.a(x,y).[x=k][y=n]'c .0)
agent Alice(ae,kAKE,IAE,cAE) = Initiator(ae,kAKE,IAE ,CAE)

agent Bob(eb,kB,rBA,cBA) = Responder(eb,kB,rBA,cBA)
agent Eve(ae,eb,kE,kB) =
ae(x,y,z).[x=kE]'eb<kB,y,z>.eb(x,y,z).
‘ae<x,y,z>.ae(x,y).[x=kE]'’eb<kB,y>.0
agent Sys(iAE,rBA,cBA,CAE) =
(" ae,eb,kAkB,kE)( Alice<ae,kA kE,IAE,cAE>
| Bob<eb,kB,rBA,cBA>
| Eve<ae,eb,kE,kB>)

The attack shown above is indeed possible in that the sysa¢isfias the following
HML formula:

MWB>prove Sys(iAE,rBA,cBA,CAE)
<TAE><t><t><TBAS<t><t><'CAE><t><t><'cBA>TT

Model Prover says: YES!

(21 inferences)

8 Howtomakeageneral intruder?

Above we explicitly constructed an intruder for a specifiowm attack on the NSPK
protocol. In principle for a new protocol we don’t know befband whether there is
an attack on the protocol and if there is we certainly dontmow a succesful attack
could be established.

Instead of inventing a number of potential atacks on a givertogol Dolev and Yao
put forward in their seminal paper [4] the approach to defergain realistic capabili-
ties that any intruder may have. For instance, an intrudsr lnegound initiating and
responding to runs of the protocol:

e listen to any message being part of a protocol run,
¢ replay any message seen possibly changing unencryptedyfdne message,
¢ steal messages and hide them from other parties,

¢ decrypt messages encrypted by the keys he knows, and therebgbly learn
new nonces and keys, and

¢ send messages based on the knowledge (of nonces and keyingdiso far.

Then based upon these capabilities a general intruder fostaqwl could be defined,
i.e. general in the sense that any possible attack on thequicshould be somehow
composed of the intruders capabilities.

This now leaves us with the question: How to define in our esitenof CCS a general
intruder that could find the attack himself?



First we may assume that all parties share and communicatetloy same channel,
saya. By convenience, to make the model below simpler and morepecimwe let
a channel always take a fixed number of parameters so in thelrhetbwa always
takes three parameters, hence when only two parametergedechwe dublicate the
second parameter.

To make the model even simpler we assume that the intrudendascard messages.
Below is the model of the general specifications of an irdtiaind a responder:

agent Initiator(a,kX,kY,i,ic) =
(" n)(i.’a<kY,n,kX>.Initiatorl<a,kX,KY,i,ic,n>)
agent Initiatorl(a,kX,kY,i,ic,n) =
a(x,y,z).([x=kX]([y=nJic.’a<kY,z,z>.0
+ ’a<x,y,z>.Initiatorl<a,kX,KY,i,ic,n>)
+ ’'a<x,y,z>.Initiatorl<a,kX,kY,i,ic,n>)

agent Responder(a,k,k1,k2,r1,r2,c1,c2) =
a(x,y,z).([x=k]Responderl<a,k,k1,k2,r1,r2,c1,c2,y,z >
+ ’'a<x,y,z>.Responder<a,k,k1,k2,r1,r2,c1,c2>)
agent Responderl(a,k,k1,k2,r1,r2,c1,c2,y,z) =
[z=k1]'r1.Responder2<a,k,cl,y,z>
+ [z=k2]'r2.Responder2<a,k,c2,y,z>

agent Responder2(a,k,c,y,z) = (" n)('a<z,y,n>.Responder 3<ak,c,n>)
agent Responder3(a,k,c,n) =
a(x,y,z).(x=K]l([y=n]'c.0 + 'a<x,y,z>.Responder3<a,k, c,n>)

+ ’'a<x,y,z>.Responder3<a,k,c,n>)

and next we define the actual system composed of Alice, BabEaa:

agent Alice(a,kA,kB,KE,iAB,iAE,icAB,icAE) =

Initiator<a,kA,kB,iAB,icAB> + Initiator<a,kA,KE,iAE,i CAE>
agent Bob(a,kB,kA KE,rAB,rEB,cAB,cEB) =

Responder(a,kB,kA KE,rAB,rEB,cAB,CEB)
agent Eve(a,kE,kAkB) = (a(x,y,z).([x=kE]Evel<a,kE kA, kB,y,z>

+ ’a<x,y,z>.Eve<a,kE,kA kB>)
+ (* n)('a<kB,n,kE>.Eve<a,kE kA kB>))
agent Evel(a,kE,kAkB,n,k) = 'a<kA,n,k>.Eve<a,kE,kA kB >
+ ’'a<kB,n,k>.Eve<a,kE,kA kB>

agent Sys(iAB,IAE,icAB,icAE,rAB,rEB,cAB,cEB) =
(" a,kAkB,kE)( Alice<a,kA,kB,kE,iAB,iAE,icAB,icAE>
| Bob<a,kB,kA kE,rAB,rEB,cAB,cEB>
| Eve<a,kE,kA kB> )

The initiator declaration is almost as before, however neadoise all parties share a
common channel we must also take care to return any messatie @mannel that
is not encrypted under the key of the initiator and likewisenaturn a message if the
second parameter does not match the expected nonce. Nbétthe initiator has now
a repetitive behaviour.

The model of the responder also returns messages that aeacrypted by its public
key. Moreover, the responder makes a match on the receiye(thesthird element in



the first message received) in order to find out who (suppgsedhd the message
and thereby making the proper signalling of responding amdmaiting respectively
to a session run. In the previous model such a check wasndedekecause there
was a unique channel between any two communicating parfies.second message
received is checked for mismatch and returned if one is foluike the intiator also
the responder has repetetive behaviour.

The intrudor Eve is allowed to receive any message encryptdaer own public key.

If that happens she may send the contents of the message tharyparty, i.e. in

this case either Alice or Bob. If the message is not encypyeive’s public key it is

returned on the common channel. Eve may also initiate a pobtan by sending a
first message of the protocol to any receiver, i.e. in thie cady Bob. Eve, as the two
processes above, can continue its behavior indefinitely.

To demonstrate the appropriateness of this general modehweheck that the attack
shown above is still possible:

MWB>prove Sys(iAB,iAE,icAB,icAE,rAB,rEB,cAB,cEB)
<IAE><t><t><TAB><t><t><'iICAE><t><t><’cAB>TT

Model Prover says: YES!

(83 inferences)

Exercise One of the internal transitions in the attack demonstratedhle attack
above can be eliminated. Show and explain the property sporeling to that attack.

Of course it is satisfactory that the known attack can beiedrout in the general
model also, but for a new protocol as touched upon above wi kitow a priori what
exact sequence of behaviour reveals an attack. Thereforeusedo something more
cleverly, say for instance define a more general propertyisheatisfied by models if
there is an attack on the protocol it models. Also, since tlopgrty above reveals
an attack it should be the case that if a model satisfy thgigutg then it would also
satisfy our more general property.

Intuitively we would say that there has been an attack on tABRprotocol if there is
an execution of the protocol where a receiBa&ands commiting to be running a session
with an initiator A without everA prior in that same execution has commited to be
running a session witB.

We may write that property as a kind of weak liveness propetigre eventually the
signalling of A commiting to be running a session wiihi.e. <cCAB>TT , holds but
only along a path where no eveitAB , i.e. is carried out.

In MWB we may check for the general model above that:

%It is a feature of the model that the third element in the firesaage is always a key so if the responder
is cleverly defined to check against the values of keys frdrataer parties it for sure will find a match and
therefore never has to return the message on the channe dumismatch on the third element of a received
message.

10



MWB>prove Sys(iAB,IAE,icAB,icAE,rAB,rEB,cAB,cEB)
mu X.( <'cAB>TT |
( <t>X | <IiAB>X | <IAE>X | <licAE>X
| <rTAB>X | <tEB>X | <’cAB>X | <'cEB>X ))
Model Prover says: YES!
(31483 inferences)

revealing that there indeed is a possible attack on the NSBt@I as it has been
modelled above?

Notice, in the property above that the evBoAB is not allowed to be used for ensur-
ing progress, this is precisely the means to ensure thae Alwer along that run has
commited to be running a session with Bob.

Exercise How can the property above be simplified?
Exercise Explain why any model satisfying

<IAE><t><t><rAB><t><t><'iICAE><t><t><'cAB>TT

also satisfy the property above.

9 A Corrected Version of NSPK

Having focused so much on the failure of the NSPK protocatatid of couse be of

great interest to improve it and make it correct. In [6] theyide a remedy correcting
the protocol from the attack they show. The corrected varsicthe NSPK protocol

they define by:

Alice — Bob {nA,KA+}KB+
Bob — Alice {nAanBaKB+}KA+
Alice — Bob : {np}y,+

Exercise Explain why the attack found above cannot be carried out amgér.

10 Exercises

1. Do the exercises above

2. Modify the general model of the entruder such that it imbaillowed to intercept
messages. Does this influence on the attack on the NSPK pt@tGbeck using
MWB.

3Warning, it may take a while to run this check.
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3. Modify the general model of the entruder such that it isvadld to act also as
initiator and receiver. Does this influence on the attackhenNSPK protocol?
Check using MWB.

4. How to slightly change the weak liveness property abowdefine that there is
an execution of the protocol where Bob ends commiting to being a session
with Alice without ever Alice prior in that same executiorshior initiated and
neither commited to be running a session with Bob.

5. Can you come up with other formulas describing possitikeckton the NSPK
protocol?

6. Model the corrected version of the NSPK protocol and sh@t it doesn’t sat-
isfy the formulas for attacks.
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