




 

 
 

 



 

 









 


 


 


 



 












 




 
• 

• 


 
• 

• 



 
























 
• 

• 


 
• 

• 

• 









 






















 
 
  
  
  
   
   
    
   
   
  
  
 
 
 
 
 






 
 
 
  
  
   
  
  
   
  
   
   
  
  
 
 
 
 









 


































• 


• 



• 


 















































 

 

  
  
   
  
 

 
 
 

 
 
 



• 
√ 

• 

 

• 


• 






 
 


 
 

 
  
 
  




















Simple Example mutual authentication sequence 

• 
• 
• 
• 
• 
• 
• 
• 











where 

• 
• 
• 
• 



• We!need!to!store!user!passwords!so!they!can!
log!back!in!later,!however:

• Don’t!store!passwords!in!plain!text
– They!can!be!easily!read!and!that’s!bad!

• Don’t!(just)!store!encrypted!passwords
– This!makes!the!passwd!storage!problem!a!key!
hiding!problem.!



• Store!cryptographic!hashes!of!passwords

• Use!a!salt!when!hashing

• Make!the!hash!run!slow

• Run!the!hash!several!times!(hash!the!hash!of!
the!hash)

• Encourage!your!users!not!to!pick!guessable!
passwords



Cryptographic!Hash!Functions



Cryptographic!Hash!Functions

Have!3!main!properties

• It!is!very!hard!if!not!impossible!to!get!from!the!
hash!to!the!input!that!produced!the!hash.

• Should!not!be!fast!to!compute.

• Collisions!do!not!occur,!even!when!two!sets!of!
input!are!closely!related.



Salt

A!salt!is!a!string!of!(random)!bits!that!we!append!
to!the!password!before!hashing.

Each!bit!doubles!the!search!space.

Precomputed!dictionaries!must!be!recomputed,!
which!can!be!very!costly.



Salt!– an!example

User!is!known!to!use!one!of!200.000!words!as!
his!password.

System!uses!a!32"bit!salt.!
Attacker!must!precompute!hashes!for!all!
passwords!with!all!4.294.967.296!possible!
salts.

Total:!
232 x!200000!hashes!=!8.58993459!x!1014

Around!800!trillion!combinations



Salt!– storing

We!can!depend!on!a!static!salt!and!try!to!hide!it!
somewhere!in!the!code.

Or!we!can!generate!a!new,!random!salt!for!each!
new!user!and!store!the!salt!in!the!clear!along!
with!usernames!and!password!hashes



LM!Hash

Example!of!bad!hash!algorithm!is!LMHash for!Windows

#!The!user’s!password!is!converted!to!uppercase.
#!This!password!is!either!null"padded!or!truncated!to!14!bytes.
#!The!“fixed"length”!password!is!split!into!two!7"byte!halves.
#!These!values!are!used!to!create!two!DES!keys,!one!from!each!7"byte!

half,!by!converting!the!seven!bytes!into!a!bit!stream,!and!inserting!a!
zero!bit!after!every!seven!bits.!This!generates!the!64!bits!needed!for!
the!DES!key.

#!Each!of!these!keys!is!used!to!DES"encrypt!the!constant!ASCII!string!
“KGS!@#$%”,!resulting!in!two!8"byte!ciphertext values.

#!These!two!ciphertext values!are!concatenated!to!form!a!16"byte!
value,!which!is!the!LM!hash.
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Guidelines

• Protocols
• Password Resets
• Password Choice
• Other

Michael Howard, David LeBlanc and John Viega: 
’19 Deadly sins of Software Security’



Guidelines for Choosing Protocols

• Use strong password protocol 
• Establish an SSL/TLS connection
• Otherwise - cryptography



Guidelines for Password Resets

• Be carefull with locking out users in case 
of too many bad password attemps (DoS)

• Password reset questions 
• The Paris Hilton Hijacking
• E-mail – temporary, new, random 

password better than human involved.
• Customer support should not be allowed 

to give password over the phone – or mail



Guidelines for Password Choice

• Usability >< Security
• Give ideas of how to choose passwords.
• Check for weak password when it is 

chosen - CrackLib
• If change of password is mandatory –

keep old password in database



Other guidelines
• Only one single message for failed log in
• Log failed password atempts – not the failed 

passwords
• Do not store plaintext passwords
• Make users change their account passwords 

first time they use the application
• Use strong salted cryptographic one-way 

function based on hash for password storage
• No echo when users type password
• Use one-time password for access from 

untrustworthy systems







 

 

 

 



 

 

 









• 
• 


• 
• 
• 
• 


• 


• 


• 


• 


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