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Teknikker for datab asebaserede web-sites
e CGl-scripts
o Webservere med faste databaseforbindelser og scripting (f.eks. AOLserver med Tcl)
e Java-applets
CLIENT PROGRAM
RESULTE
(DATAY
RDBMS
SERVER PROGRAM
Billede: http ://www .arsdi gita.c om/boo ks/pan da/nap kin/12 .1.gif
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CGl-script s
CGl star for Common Gateway Interface
Fordele:
o alle betydelige web-servere understgtter CGl-scripts
e programmeringsprogs-uafheengig
Ulemper :
e CGl-programmet startes som en ny operativsystemsprocess for hver forespgrgsel
e En ny databaseserver-process startes for hver forespgrgsel
o CGl-programmet skal autoriseres af den nystartede databaseserver

e Det tager tid at lukke CGl-programmet
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Java Applet s

Fordele:
e Hurtig eksekvering pa klienten (browseren), pa trods af hgj downloadtid
e Potentiale for god usability

Ulemper :

e Problemer med sikkerhed - ekstra aben port til databasen

e Problemer med licensen - da en port til databaseadgang skal veere aben skal der typisk betales licens for

antallet af samtidige brugere

e Potentielt mange databaseforbindelser og mange kerende databaseservere - hvornar kan man antage at en

databaseforbindelse ikke bliver anvendt?

e Understgttes kun af fa browsere - dette bliver bedre med tiden

Fordele:

e Hurtig opstart af fortolket program

Ulemper :

Webservere med faste databaseforbindels er og scripting

e Hurtig tilgang til eksisterende databaseforbindelser

e Steerkt knyttet til en bestemt web-server - tab af portabilitet
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Sikkerhed
For at en hacker kan angribe data kreeves :
1. Forbindelse til databaseservers IP-addresse
2. Kodeord til databaseserver
eller
1. Forbindelse til serverens IP-addresse
2. Kodeord til root, ved at hacke maskinen

eller ...

For at undg & angreb :
e Flyt databaseserver bag firewall og tillad kun forbindelse for webserver

e Flyt webserver bag firewall og tillad kun adgang udefra via port 80
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Konfig urationsfi len / usr/ | ocal / aol server/ nsd. mael . t cl, fortsat

ns_sectio n "ns/s erve r/mae I"
ns_param dire ctory file inde x.htm |
ns_param pageroot /web/ mael /www
ns_param enabletcl pages on
ns_sectio n "ns/s erve r/mae litcl "
ns_param libr ary /we b/mae l/tcl

ns_sectio n "ns/s erve r/mae I/mod ule/ nslog "
ns_param file  /web /mael /log /acce ss.| og

ns_sectio n "ns/s erve r/mae I/mod ule/ nssoc k"
ns_param port 8002
ns_p aram host name $host
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Opseetnin g og start af AOLser ver pa hug.it .edu
Opstar t af AOLserver fra UNIX-prompt :
cd /us rlloc al/ao Iser ver/
bin/ nsd-o racl e -t nsd.mael. tcl
Konfig urationsfi len / usr/ 1 ocal / aol server/ nsd. nael . tcl:
Jeg har klippet en del i filen!
Heomm e B e R,
# mael’s serv er
E e R R
set home /usr /loca l/aol serv er
set host [ns_ info hostn ame]
ns_s ectio n "ns/p arameters "
ns_p aram Home /usr /loca l/ao Iserv er
ns_param serv erlog /web /maelllog /ser verl og
ns_param pidf ile /we b/mael/log /nsp id.ma el
ns_p aram user mael
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Konfig urationsfi len / usr/ 1 ocal / aol server/ nsd. nael . tcl, fortsat

Her falger konfiguration af Oracle i AOLserver.

ns_sectio n "ns/d b/dr ivers
ns_param ora8 ora8 .so
ns_sectio n "ns/d b/po ol/ma in"
ns_param Driv er ora8

ns_p aram Connectio ns 2

ns_p aram User mael

ns_param Password ##### #
ns_param Verbose On

ns_sectio n "ns/d b/po ols"
ns_p aram main main

ns_sectio n "ns/s erve r/mae l/db"
ns_param Pool s *
ns_param Defa ultPo ol main
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Checking Form Variables - The Easy Way
We have already seen how to check form variables:

e Weuseinf 0 exis ts to see if a form variable has been defined.

o If a form variable exists, then we normally use a regular expression to test the contents of the variable.
Until now, we have tested form variables by copying code into the scripts.

Using the TCL command upva r we can build a library of procedures checking both the existance and contents
of form variables.

The library is a collection of procedures, each procedure testing one type of form variables, for instance integers
or emails.

Given the library, lets call it for mvar.tcl , we can have the scripts call one procedure in the library for each
form variable to test.
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The upvar command (upvar.tcl)

Consider the procedure

proc add4 { var } {
upvar $var v
set v [ex pr $v+4]

}

and the program
set x 32
puts "x bef ore add4: $x"
add4 x
puts "x aft er add4: $x"
set y 2
puts "y before add4: $y"
add4 y

puts "y aft er add4: $y"

The procedure add4 accesses the variable with name $var in the enclosing procedure call. In add4 that
variable is named V

In the first call, the variable X is accessed in add4 as v.
In the second call, the variable Y is accessed in add4 as V.

This works, even if add4 is located in a separate file!

Checking Form Variables - The Easy Way

If the script contains 10 form variables, then the script will contain only 10 procedure calls in order to test the form

variables. Without the library, it would take maybe 50 lines of code.

On top of that, we can have the library automatically return an error page, in case a form variable fails a test.

To build the library we must
1. learn about UpV ar
2. build a general error page for our service, file for mvar. tcl
3. build procedures testing for various types of form values, file for mvar .tcl

4. call the procedures from the scripts
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A Standard Error Page
We write the library procedures in file form vars .tcl
You must define a standard error page, such that all errors are reported consistently.
A simple error page may use the well known back key.
Given an error message error_-msg we may use the following outline:
We had a problem processing your entry:
® error_msg
Please back up using your browser, correct it, and resubmit your entry.
Thank you
proc retu rn_p age { titt e body } {
ns_r eturn 200 text /html "
<htmI>
<tit le> $ti tle </t itle>
<body>
$body
</bo dy>
</ht ml>"
}
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Code for a very simple error page
proc retu rn_error { err_msg } {
set title "Pro blem with Your Inp ut"
set body "We had a prob lem pro cessing your entry: <ul >"
append body "<li >$err _msg\n"
append body "</u I>
Plea se back up usi ng your browser, corr ect it, and
resu bmit your entr y.

<p>

Thank you.

retu rn_pa ge $tit le $body

exit
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Check Em

that is, the script.

In the script, where we check the form variable email , we write

sour ce "/we b/nh/ wwwi/formv ars/f ormvars.t cl"
set_ form_ vari ables 0

chk_email emall

# Now we can safel y use the form variable email

Try htt p:// hug. ite du:8 077/f ormvars/ chk_form vars .tcl

In chk _email , the variable email accesses the form variable $fo rm_var in the enclosing procedure call,

Checking Email, file f or mvars. t cl

Because we are only writing a test procedure for each form type once, we can actually put some effort into
reporting good error messages.

A procedure chk _emai | for checking an email:

proc chk_email {fo rm_var {erro r_msg "} {
upvar $fo rm_var email
if {i nfo exist s email ] ||
reg exp "\ [[@t J+@\[@. I+ (\\ [@)\ n ]+)+$ " $emaill} {
if {fem pty_s trin g $error_m sg]} {
if { nfo exi sts emal] || [empty_st ring $emaill} {
set erro r_msg "You must ente r an <b>email< /b> address"
} else {
set erro r_msg "You must ente r a val id <b>email< /b> address -
‘$em ali is not one!"

}
append error _msg "<bl ockqu ote> Exanple email addr esses are
<ul>
<li>u ser@super net.c om
<li>F irst Lastn ame@wery. big.c ompagny.c om
</ul> </bl ockqu ote>"
retur n_er ror $er ror_m sg
}

retu rn
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Checking arange [a,...,0], file f or mvars. t cl

A procedure checking that two form variables @ and b forms a range [a,. . .,b], where a < b

proc chk_rang e {fo rm_varl form _var 2} {

upvar $fo rm_varl firs t

upvar $fo rm_var2 last

if {i nfo exist s first ] ||
Ireg exp {{( OI([1 -9]C [0-9] *))) $} sfir st ||
Iinff o exist s last] ]
Ireg exp {( OI([1 -9]C [0-9] *))) $} $las f] ||
($las t - $fi st < 0)} {

retur n_er ror $er ror_m sg

}

retu rn

In the script we write:

sour ce “/we b/nh/ wwwfformv ars/f ormvars.t cl"
set_ form_ vari ables 0

chk_range a b

#Now, | can safely use a and b

where the two form variables are named a and b.

erro r_msg "You must enter a <b>range</b> \[a,. .,b\ ], where a < b} } {
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Introdukt ion til @velse 8

Konstru ktion af et web-bas eret projektb ars
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