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F
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sning
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Teknikker
for

datab
asestø

tted
e

w
eb-site

s
og

check
af

form
v

ariab
ler

�

W
ebservere

m
ed

faste
databaseforbindelser

og
scripting

�

Java
A

pplets

�

S
ikkerhed

�

O
psæ

tning
og

startafA
O

Lserver
på

hug.it.edu

�

C
hecking

form
variables

using
u

p
va

r
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Teknikker
for

datab
asebaserede

w
eb-sites

�

C
G

I-scripts

�

W
ebservere

m
ed

faste
databaseforbindelser

og
scripting

(f.eks.
A

O
Lserver

m
ed

T
cl)

�

Java-applets

B
illede:

h
ttp

://w
w

w
.a

rsd
i

g
ita

.c
o

m
/b

o
o

ks/p
a

n
d

a
/n

a
p

kin
/1

2
.1

.g
if
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G
enerel

K
lient-S

erver
D

atabase
arkitektur

�

K
lienter

kø
rer

potentieltpå
forskellige

fysiske
m

askiner

�

D
atabaseprocesser

kø
rer

på
sam

m
e

fysiske
m

askine

�

E
n

databaseproces
etableres

for
hver

klientforbindelse

B
illede:

h
ttp

:
//w

w
w

.
a

rsd
ig

ita
.co

m
/b

o
o

k
s/p

a
n

d
a

/n
a

p
k

in
/1

2
.

2
.g

if
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C
G

I-script
s

C
G

Istår
for

C
om

m
on

G
atew

ay
Interface

F
ordele

:

�

alle
betydelige

w
eb-servere

understø
tter

C
G

I-scripts

�

program
m

eringsprogs-uafhæ
ngig

U
lem

per:

�
C

G
I-program

m
etstartes

som
en

ny
operativsystem

sprocess
for

hver
forespø

rgsel
�

E
n

ny
databaseserver-process

startes
for

hver
forespø

rgsel

�

C
G

I-program
m

etskalautoriseres
afden

nystartede
databaseserver

�

D
ettager

tid
atlukke

C
G

I-program
m

et
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Langsom
database-forbindelse

m
ed

C
G

I.

B
illede:

h
ttp

:
//w

w
w

.
p

h
o

to
.

n
e

t/w
tr/th

e
b

o
o

k/n
a

p
kin

/
1

2
.4

.g
if

H
urtig

database-forbindelse
m

ed
f.eks.

T
cl

og
A

O
Lserver

der
anvender

faste
database-

forbindelser.

B
illede:

h
ttp

:/
/w

w
w

.p
h

o
to

.n
e

t/w
tr

/th
e

b
o

o
k/n

a
p

kin
/1

2
.3

.g
if
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W
ebservere

m
ed

faste
databa

seforbindels
er

og
scripting

F
ordele

:

�

H
urtig

opstartaffortolketprogram

�

H
urtig

tilgang
tileksisterende

databaseforbindelser

U
lem

per:

�

S
tæ

rktknyttettilen
bestem

tw
eb-server

-
tab

afportabilitet
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Ja
va

A
pplets

F
ordele

:

�

H
urtig

eksekvering
på

klienten
(brow

seren),på
trods

afhø
jdow

nloadtid

�

P
otentiale

for
god

usability

U
lem

per:

�

P
roblem

er
m

ed
sikkerhed

-
ekstra

åben
porttildatabasen

�

P
roblem

er
m

ed
licensen

-
da

en
porttildatabaseadgang

skalvæ
re

åben
skalder

typisk
betales

licens
for

antalletafsam
tidige

brugere

�

P
otentieltm

ange
databaseforbindelser

og
m

ange
kø

rende
databaseservere

-
hvornår

kan
m

an
antage

aten

databaseforbindelse
ikke

bliver
anvendt?

�

U
nderstø

ttes
kun

affå
brow

sere
-

dette
bliver

bedre
m

ed
tiden
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S
ikkerhed

F
or

at
en

hacker
kan

angribe
data

kræ
ves

:

1.
F

orbindelse
tildatabaseservers

IP
-addresse

2.
K

odeord
tildatabaseserver

eller

1.
F

orbindelse
tilserverens

IP
-addresse

2.
K

odeord
tilroot,ved

athacke
m

askinen

eller
...

F
or

at
undg

å
angreb

:

�

F
lytdatabaseserver

bag
firew

allog
tillad

kun
forbindelse

for
w

ebserver

�

F
lytw

ebserver
bag

firew
allog

tillad
kun

adgang
udefra

via
port80
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D
atabaseser

ver
og

W
eb-server

g
em

t
ba

g
fire

w
all

B
illede:

h
ttp

:
//w

w
w

.
a

rsd
ig

ita
.co

m
/b

o
o

k
s/p

a
n

d
a

/n
a

p
k

in
/1

2
.

5
.g

if
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O
psæ

tnin

�

g
og

start
af

A
O

Lserver
p

å
hug.it.edu

O
pstart

af
A

O
Ls

erver
fra

U
N

IX
-prom

pt:

cd
/u

s
r/lo

c
a

l/a
o

lse
r

ve
r/

b
in

/
n

sd
-o

ra
cl

e
-t

n
sd

.m
a

e
l.

tcl

K
onfig

urationsfi
len

/
u
s
r
/
l
o
c
a
l
/
a
o
l
s
e
r
v
e
r
/
n
s
d
.
m
a
e
l
.
t
c
l

:

Jeg
har

klippeten
delifilen!

#
---

-----
----

-----
-----

----
-----

----
----

#
m

a
e

l’s
se

rv
e

r

#
---

-----
----

-----
-----

----
-----

----
----

se
t

h
o

m
e

/u
sr

/lo
ca

l/a
o

l
se

rv
e

r

se
t

h
o

st
[n

s_
in

fo
h

o
stn

a
m

e
]

n
s_

s
e

ctio
n

"n
s/p

a
ra

m
e

te
rs

"

n
s_

p
a

ra
m

H
o

m
e

/u
sr

/lo
ca

l/a
o

lse
rv

e
r

n
s_

p
a

ra
m

se
rv

e
rlo

g
/w

e
b

/m
a

e
l/lo

g
/se

r
ve

r.l
o

g

n
s_

p
a

ra
m

p
id

f
ile

/w
e

b
/m

a
e

l/lo
g

/n
sp

id
.m

a
e

l

n
s_

p
a

ra
m

u
se

r
m

a
e

l
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K
onfig

urationsfi
len

/
u
s
r
/
l
o
c
a
l
/
a
o
l
s
e
r
v
e
r
/
n
s
d
.
m
a
e
l
.
t
c
l

,forts
at

n
s_

s
e

ctio
n

"n
s/s

e
rve

r/m
a

e
l"

n
s_

p
a

ra
m

d
ire

cto
ry

file
in

d
e

x.h
tm

l

n
s_

p
a

ra
m

p
a

g
e

ro
o

t
/w

e
b

/
m

a
e

l/w
w

w

n
s_

p
a

ra
m

e
n

a
b

le
tcl

p
a

g
e

s
o

n

n
s_

s
e

ctio
n

"n
s/s

e
rve

r/m
a

e
l/tcl

"

n
s_

p
a

ra
m

lib
r

a
ry

/w
e

b
/m

a
e

l/tcl

n
s_

s
e

ctio
n

"n
s/s

e
rve

r/m
a

e
l/m

o
d

u
le

/
n

slo
g

"

n
s_

p
a

ra
m

file
/w

e
b

/m
a

e
l

/lo
g

/a
cce

ss.l
o

g

n
s_

s
e

ctio
n

"n
s/s

e
rve

r/m
a

e
l/m

o
d

u
le

/
n

sso
c

k"

n
s_

p
a

ra
m

p
o

rt
8

0
0

2

n
s_

p
a

ra
m

h
o

st
n

a
m

e
$

h
o

st
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K
onfig

urationsfi
len

/
u
s
r
/
l
o
c
a
l
/
a
o
l
s
e
r
v
e
r
/
n
s
d
.
m
a
e
l
.
t
c
l

,forts
at

H
er

fø
lger

konfiguration
afO

racle
iA

O
Lserver.

n
s_

s
e

ctio
n

"n
s/d

b
/d

r
ive

rs
"

n
s_

p
a

ra
m

o
ra

8
o

ra
8

.so

n
s_

s
e

ctio
n

"n
s/d

b
/p

o
o

l/m
a

in
"

n
s_

p
a

ra
m

D
riv

e
r

o
ra

8

n
s_

p
a

ra
m

C
o

n
n

e
ctio

n
s

2

n
s_

p
a

ra
m

U
se

r
m

a
e

l

n
s_

p
a

ra
m

P
a

ss
w

o
rd

#
#

#
#

#
#

n
s_

p
a

ra
m

V
e

rb
o

se
O

n

n
s_

s
e

ctio
n

"n
s/d

b
/p

o
o

ls"

n
s_

p
a

ra
m

m
a

in
m

a
in

n
s_

s
e

ctio
n

"n
s/s

e
rve

r/m
a

e
l/d

b
"

n
s_

p
a

ra
m

P
o

o
l

s
*

n
s_

p
a

ra
m

D
e

fa
u

ltP
o

o
l

m
a

in
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C
hecking

F
orm

V
ariab

les
-

T
he

E
asy

W
ay

W
e

have
already

seen
how

to
check

form
variables:

�

W
e

use
in

f
o

e
xis

ts
to

see
ifa

form
variable

has
been

defined.

�

Ifa
form

variable
exists,then

w
e

norm
ally

use
a

regular
expression

to
testthe

contents
ofthe

variable.

U
ntilnow

,w
e

have
tested

form
variables

by
copying

code
into

the
scripts.

U
sing

the
T

C
L

com
m

and
u

p
va

r
w

e
can

build
a

library
ofprocedures

checking
both

the
existance

and
contents

ofform
variables.

T
he

library
is

a
collection

ofprocedures,each
procedure

testing
one

type
ofform

variables,for
instance

integers

or
em

ails.

G
iven

the
library,lets

callitfo
r

m
va

r.tcl
,w

e
can

have
the

scripts
callone

procedure
in

the
library

for
each

form
variable

to
test.
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C
hecking

F
orm

V
ariab

les
-

T
he

E
asy

W
ay

Ifthe
scriptcontains

10
form

variables,then
the

scriptw
illcontain

only
10

procedure
calls

in
order

to
testthe

form

variables.
W

ithoutthe
library,itw

ould
take

m
aybe

50
lines

ofcode.

O
n

top
ofthat,w

e
can

have
the

library
autom

atically
return

an
error

page,in
case

a
form

variable
fails

a
test.

To
build

the
library

w
e

m
ust

1.
learn

aboutu
p

v
a

r

2.
build

a
generalerror

page
for

our
service,file

fo
r

m
va

r.
tcl

3.
build

procedures
testing

for
various

types
ofform

values,file
fo

r
m

va
r.tcl

4.
callthe

procedures
from

the
scripts
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T
he

u
p
v
a
r

com
m

an
d

(u
p
v
a
r
.
t
c
l

)

C
onsider

the
procedure

p
ro

c
a

d
d

4
{

va
r

}
{

u
p

va
r

$
va

r
v

se
t

v
[e

x
p

r
$

v+
4

]
}

and
the

program

se
t

x
3

2
p

u
ts

"x
b

e
f

o
re

a
d

d
4

:
$

x"
a

d
d

4
x

p
u

ts
"x

a
ft

e
r

a
d

d
4

:
$

x"

se
t

y
2

p
u

ts
"y

b
e

f
o

re
a

d
d

4
:

$
y"

a
d

d
4

y
p

u
ts

"y
a

ft
e

r
a

d
d

4
:

$
y"

T
he

procedure
a

d
d

4
accesses

the
variable

w
ith

nam
e

$
va

r
in

the
enclosing

procedure
call.

In
a

d
d

4
that

variable
is

nam
ed

v

In
the

firstcall,the
variable

x
is

accessed
in

a
d

d
4

as
v

.

In
the

second
call,the

variable
y

is
accessed

in
a

d
d

4
as

v
.

T
his

w
orks,even

ifa
d

d
4

is
located

in
a

separate
file!
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A
S

tanda
rd

E
rror

P
ag

e

W
e

w
rite

the
library

procedures
in

file
fo

rm
va

rs
.tcl

You
m

ustdefine
a

standard
error

page,such
thatallerrors

are
reported

consistently.

A
sim

ple
error

page
m

ay
use

the
w

ellknow
n

back
key.

G
iven

an
error

m
essage

error
m

sg
w

e
m

ay
use

the
follow

ing
outline:

W
e

had
a

problem
processing

your
entry:

�

error
m

sg

P
lease

back
up

using
your

brow
ser,correctit,and

resubm
ityour

entry.

T
hank

you

p
ro

c
re

tu
rn

_
p

a
g

e
{

titl
e

b
o

d
y

}
{

n
s_

r
e

tu
rn

2
0

0
te

xt
/h

tm
l

"
<

h
tm

l>
<

tit
le

>
$

ti
tle

<
/t

itle
>

<
b

o
d

y>
$

b
o

d
y

<
/b

o
d

y>
<

/h
t

m
l>

"
}
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C
ode

for
a

very
sim

ple
error

pa
g

e

p
ro

c
re

tu
rn

_
e

rro
r

{
e

rr_
m

sg
}

{
se

t
title

"P
ro

b
le

m
w

ith
Y

o
u

r
In

p
u

t"
se

t
b

o
d

y
"W

e
h

a
d

a
p

ro
b

le
m

p
ro

ce
ss

in
g

yo
u

r
e

n
t

ry:
<

u
l

>
"

a
p

p
e

n
d

b
o

d
y

"<
li

>
$

e
rr

_
m

sg\n
"

a
p

p
e

n
d

b
o

d
y

"<
/u

l>
P

le
a

se
b

a
ck

u
p

u
si

n
g

yo
u

r
b

ro
w

se
r,

co
rr

e
ct

it,
a

n
d

re
su

b
m

it
yo

u
r

e
n

tr
y.

<
p

>

T
h

a
n

k
yo

u
.

"re
tu

rn
_

p
a

g
e

$
tit

le
$

b
o

d
y

e
xit

}
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C
hecking

E
m

ail,
file

f
o
r
m
v
a
r
s
.
t
c
l

B
ecause

w
e

are
only

w
riting

a
testprocedure

for
each

form
type

once,w
e

can
actually

putsom
e

effortinto

reporting
good

error
m

essages.

A
procedure

ch
k

e
m

a
il

for
checking

an
em

ail:

p
ro

c
ch

k_
e

m
a

il
{fo

rm
_

va
r

{e
rro

r_
m

s
g

""}}
{

u
p

va
r

$
fo

rm
_

va
r

e
m

a
il

if
{![i

n
fo

e
xist

s
e

m
a

il
]

||
![re

g
e

xp
"ˆ\

[ˆ@
\t

]+
@

\[ˆ@
.

\t]+
(\\.\

[ˆ@
.\

n
]+

)+
$

"
$

e
m

a
il]}

{
if

{[e
m

p
ty_

s
trin

g
$

e
r

ro
r_

m
sg

]}
{

if
{![i

n
fo

e
xi

sts
e

m
ail]

||
[e

m
p

t
y_

st
rin

g
$

e
m

a
il]}

{
se

t
e

rro
r_

m
s

g
"Y

o
u

m
u

st
e

n
te

r
a

n
<

b
>

e
m

a
il<

/b
>

a
d

d
re

ss"
}

e
ls

e
{

se
t

e
rro

r_
m

s
g

"Y
o

u
m

u
st

e
n

te
r

a
va

l
id

<
b

>
e

m
a

il<
/b

>
a

d
d

re
ss

-
‘$

e
m

a
il’

is
n

o
t

o
n

e
!

"
}

}a
p

p
e

n
d

e
rro

r
_

m
sg

"<
b

l
o

ckq
u

o
te

>
E

xa
m

p
le

e
m

a
il

a
d

d
r

e
sse

s
a

re
<

u
l>

<
li>

u
se

r@
su

p
e

r
n

e
t.c

o
m

<
li>

F
irst

L
a

stn
a

m
e

@
ve

ry.
b

ig
.c

o
m

p
ag

n
y.c

o
m

<
/u

l>
<

/b
l

o
ckq

u
o

te
>

"
re

tu
r

n
_

e
r

ro
r

$
e

r
ro

r_
m

sg
}re

tu
rn

}
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C
heck

E
m

ail

In
ch

k
e

m
ail

,the
variable

e
m

a
il

accesses
the

form
variable

$
fo

rm
va

r
in

the
enclosing

procedure
call,

thatis,the
script.

In
the

script,w
here

w
e

check
the

form
variable

e
m

ail
,w

e
w

rite

so
u

r
ce

"/w
e

b
/n

h
/

w
w

w
/fo

rm
v

a
rs/f

o
rm

v
a

rs.t
cl"

se
t_

fo
rm

_
va

ri
a

b
le

s
0

ch
k_

e
m

a
il

e
m

ail

#
N

o
w

w
e

ca
n

sa
fe

l
y

u
se

th
e

fo
rm

va
r

ia
b

le
e

m
a

il

Try
h

tt
p

://
h

u
g

.
it.e

d
u

:8
0

7
7

/f
o

rm
v

a
rs/

ch
k_

fo
rm

va
rs

.tcl
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C
hecking

a
rang

e
[a,...,b],

file
f
o
r
m
v
a
r
s
.
t
c
l

A
procedure

checking
thattw

o
form

variables
a

and
b

form
s

a
range

[a
,

�
�
� ,b

],w
here

a

�

b

p
ro

c
ch

k_
ra

n
g

e
{fo

rm
_

va
r1

fo
rm

_
va

r
2

}
{

e
rro

r_
m

sg
"Y

o
u

m
u

st
e

n
t

e
r

a
<

b
>

r
a

n
g

e
<

/b
>

\[a
,.

..,b
\

],
w

h
e

r
e

a
<

b
"}

}
{

u
p

va
r

$
fo

rm
_

va
r1

firs
t

u
p

va
r

$
fo

rm
_

va
r2

la
st

if
{![i

n
fo

e
xist

s
first

]
||

![re
g

e
xp

{ˆ(
0

|([1
-9

](
[0

-9
]

*)))
$

}
$

fir
st]

||
![in

f
o

e
xist

s
la

st]
||

![re
g

e
xp

{ˆ(
0

|([1
-9

](
[0

-9
]

*)))
$

}
$

la
s

t]
||

($
la

s
t

-
$

fi
rst

<
0

)}
{

re
tu

r
n

_
e

r
ro

r
$

e
r

ro
r_

m
sg

}re
tu

rn
}

In
the

scriptw
e

w
rite:

so
u

r
ce

"/w
e

b
/n

h
/

w
w

w
/fo

rm
v

a
rs/f

o
rm

v
a

rs.t
cl"

se
t_

fo
rm

_
va

ri
a

b
le

s
0

ch
k_

ra
n

g
e

a
b

#
N

o
w

,
I

ca
n

sa
fe

ly
u

se
a

a
n

d
b

w
here

the
tw

o
form

variables
are

nam
ed

a
and

b
.
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http://hug.it.edu:8077/formvars/chk_formvars.tcl


Introduktion
til

Ø
velse

8

K
onstru

ktion
af

et
w

eb-bas
eret

projektb
ø

rs

S
e

h
ttp

://w
w

w
.i

t.e
d

u
/co

u
rse

s
/W

2
/

F
2

0
0

2
/L

b
/lb

8
.h

tm
l
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http://www.it.edu/courses/W2/F2002/Lb/lb8.html

