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Formal Methods have a long track record of developing tools, methods and
techniques, to verify protocols, software and hardware systems. Wireless Networks
combine these areas in a characteristic way. Due to the nature of the network nodes,
hardware is comparatively small as is the software running on it. Due to the nature
of the network algorithms and protocols should be distributed and concurrent. An
important aspect of a wireless networks is that nodes use multi-hop communication
on an unreliable medium, and that the network is subject to dynamic changes and
environmental interference. This talk presents experience from a research project
on Formal Methods in the wireless network domain, and in particular how model
checking can help with the design of the different aspects of wireless networks, and
how they can position themselves with respect to network simulators, the main tool
for developers other than testing in this realm.

The project Formal Methods of Performance Analysis of Wireless Network Ap-
plications (PEWNA) was a small-scale three year project within the Formal Meth-
ods program of National ICT Australia. The PEWNA project demonstrated the
use of formal methods, in particular model checking, for wireless applications, and
it applied them successfully to time-synchronization protocol, gossiping protocols,
and power management protocols.

The purpose of model checking however differed for the different applications.
Model checking was of course used to show correctness [4]. But for protocols that
are known to fail for some problematic configurations, it can be also used to iden-
tify all problematic scenarios [5]. The counterexamples then help to address some of
the problematic scenarios, even though complete correctness will not be achieved.
Another use of model checking it to use for optimization to compute optimal op-
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eration schedules [6]. Finally, we used model checking tool to obtain performance
and network measures, such a reception rates, for given protocols [1,2,3].

Given the different purposes, there are roughly speaking two use cases for for-
mal methods. The most traditional and most common use case is to use them to
thoroughly analyze a protocol or system [3,4,5,6]. For this it is necessary to develop
detailed models, and use the full range of tools and techniques to tackle the prob-
lem. This use case assumes an expert user. Any improvements can be leveraged to
any implementation of the protocol, which justifies the effort. On the other hand
there is the case when model checking is used in the design process to compute per-
formance measures for many iterations of a wireless network design [1,2]. Each time
the designer makes a change to the topology or the network parameters, the anal-
ysis has to be repeated. To become feasible, we need abstract modelling templates
such that the response time of the model checker remain acceptable. The aim is
that model checking will become transparent to the user, and just one tool among
others to assess the quality of the current network design. This use case targets
non-experts in formal methods, with a background in wireless network design.

The main motivation at the beginning of the PEWNA project was the observa-
tion that simulation, the main tool used in the wireless network domain, is fraught
with problems. It has for example been observed in that different simulators can
produce vastly different results, even for very simple protocols. The size of networks
that can be simulated are typically several orders of magnitude higher than the size
of networks that can be model checked. However, this is a skewed comparison, since
simulation, especially in the presence of probabilistic protocols and a probabilistic
environment, cannot provide complete coverage. The strength of simulation to pro-
vide very detailed illustrative traces for debugging. Furthermore, model checking
can be used to provide performance measures that are difficult if not impossible to
obtain by simulation. The project showed that for formal methods to be successful
in the wireless network domain, it is not necessary to compete with simulation tools,
but that they can position themselves as valuable tools in their own right.
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