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1. INTRODUCTION

Variants of the recent formalism of separation logic [Reynolds 2002; Ishtiaq
and O’Hearn 2001] have been used to prove correct many interesting algo-
rithms involving pointers, both in sequential and concurrent settings [O’Hearn
2004; Yang 2001; Birkedal et al. 2004]. Separation logic is a Hoare-style
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program logic, and its main advantage over traditional program logics is that
it facilitates modular reasoning, that is, local reasoning, about programs with
shared mutable data. Different extensions of core separation logic [Reynolds
2002] have been used to prove correct various algorithms. For example, Yang
[2001] extended the core logic with lists and trees and in Birkedal et al. [2004]
the logic was extended with finite sets and relations. Thus, it is natural to ask
whether one has to make a new extension of separation logic for every proof
one wants to make. This would be unfortunate for formal verification of proofs
in separation logic, since it would make the enterprise of formal verification
burdensome and dubious. We argue in this article that there is a natural sin-
gle underlying logic in which it is possible to define the various extensions and
prove the expected properties thereof; this is then the single logic that should
be employed for formal verification.

Part of the pointer model of separation logic, namely, that given by heaps (but
not stacks, i.e., local variables), has been related to propositional BI, the logic
of bunched implications introduced by O’Hearn and Pym [1999]. In this article
we show how the correspondence may be extended to a precise correspondence
between all of the pointer model (including stacks) and a simple notion of pred-
icate BI. We introduce the notion of a BI hyperdoctrine, a simple extension of
Lawvere’s notion of hyperdoctrine [Lawvere 1969], and show that it soundly
models predicate BI. The notion of predicate BI we consider is different from
the one studied in Pym [2004, 2002], which has a bunched structure on variable
contexts. However, we believe that our notion of predicate BI with its class of BI
hyperdoctrine models is the right one for separation logic (Pym aimed to model
mulitiplicative quantifiers; separation logic only uses additive quantifiers). To
make this point, we show that the pointer model of separation logic exactly
corresponds to the interpretation of predicate BI in a simple BI hyperdoctrine.
This correspondence also allows us to see that it is simple to extend separation
logic to higher-order separation logic. Now we briefly explain this extension and
outline why it is important for program proving.

The force of separation logic comes from both its language of assertions—
which is a variant of propositional BI [Pym 2002]—and its language of speci-
fications, or Hoare triples. In the present work, we extend both of these. First,
we introduce an assertion language which is a variant of higher-order predi-
cate BI. The extension from the traditional assertion language of separation
logic simply allows function types, has a type Prop of proposition, and allows
quantification over variables of all types. Thus, the assertion language is higher
order in the usual sense that it allows quantification over predicates. Next, we
present a specification logic for a simple second-order programming language.
We provide models for both the new assertion language and the specification
logic, and provide inference rules for deriving valid specifications. As it turns
out, it is technically straightforward to do so; this emphasizes that our notion
of higher-order predicate BI is the correct one for separation logic.

Next we consider the expressiveness of higher-order separation logic and
argue, with the use of examples, that it is quite expressive. In particular, we
show that higher-order separation logic can be used in a natural way to model
data abstraction via existential quantification over predicates corresponding to
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abstract resource invariants. The main formal rule in this development is

A+ Pt
A, %13 T = {P1[P/x]} e {Q1[P/x]}

A, 23T P[P /x]} ¢ {QnlP /x1)

A5 T, At ({Prk1(c){@1) A - - - A {Prkn(6){@n) - {P} ¢ (@}
AT H{P}Ylet ki(X1) =c1,...,ky(X,) =c, in c end {Q)

x ¢ FV{P} c {Q).

Here one may think of x as a predicate describing a resource invariant used
by an abstract data type with operations k1, ..., k,. If a client ¢ has then been
proved correct under the assumption that such a predicate exists, it is possible
to use the client with any concrete resource invariant P and implementations
Cly,...,Cpn.

Moreover, we show that, using universal quantification over predicates, we
can prove correct polymorphic operations on polymorphic data types, for exam-
ple, reversing a list of elements described by an arbitrary predicate. For this
to be useful, however, it is clear that a higher-order programming language
would be preferable (such that one could program many more useful polymor-
phic operations, e.g., the map function for lists); we have chosen to stick with
the simpler second-order language here to communicate more easily the ideas
of higher-order separation logic.

Before proceeding with the technical development, we give an intuitive jus-
tification of the use of BI hyperdoctrines to model higher-order predicate BI.
A powerful way of obtaining models of BI is by means of functor categories
(presheaves), using Day’s construction to obtain a doubly closed structure on
the functor category [Pym et al. 2004]. Such functor categories can be used to
model propositional BI in two different senses: In the first sense, one models
provability, that is, entailment between propositions, and it works because the
lattice of subobjects of the terminal object in such functor categories forms a BI
algebra (a doubly Cartesian closed preorder). In the second sense, one models
proofs, and this works because the whole functor category is doubly Cartesian
closed. Here we seek models of provability of predicate BI. Since the considered
functor categories are toposes and hence model higher-order predicate logic,
one might think that a straightforward extension is possible. But, alas, it is
not the case. In general, for this to work, every lattice of subobjects (for any
object, not only the terminal object) should be a BI algebra and, moreover, to
model substitution correctly, the BI algebra structure should be preserved by
pulling back along any morphism. We show this can only be the case if the BI
algebra structure is trivial, that is, coincides with the Cartesian structure (see
Theorem 2.7). Our theorem holds for any topos, not just for the functor cate-
gories just mentioned. Hence, we need to consider a wider class of models for
predicate BI than just toposes and this justifies the notion of a BI hyperdoc-
trine. The intuitive reason at BI hyperdoctrines work is that predicates are not
required to be modeled by subobjects, but they can be something more general.
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Another important point of BI hyperdoctrines is that they are easy to come
by: Given any complete BI algebra B, there is a canonical BI hyperdoctrine in
which predicates are modeled as B-valued functions; this is explained in detail
in Example 2.6.

The rest of the article is organized as follows. In Section 2, we first recall
Lawvere’s notion of a hyperdoctrine [Lawvere 1969] and briefly recall how it
can be used to model intuitionistic and classical first- and higher-order predi-
cate logic. More details about this can be found in the handbook chapter [Pitts
2001] and the book [Jacobs 1999]. We then introduce the concept of a BI hyper-
doctrine and show that it models BI. In Section 3, we show that the standard
pointer model of Bl is an instance of our class of models. The new class of models
provides a straightforward way to give semantics to a higher-order extension
of BI, and we discuss ramifications of this extension for separation logic in
Section 4. In Section 5, we introduce the programming language considered in
this work. It is a simple extension of the standard programming language of
separation logic with simple procedures and calls to these. We use the higher-
order logic just introduced to give a specification logic for the programming
language. In Section 6, we present examples which illustrate how this speci-
fication logic can be used to reason about data abstraction, using existential
quantification over predicates. In Section 7 we present some simple applica-
tions of universal quantification over predicates in program proving. In the last
section we discuss related and future work.

This article is the full version of an extended abstract presented at the
ESOP 2005 conference. Compared to the conference version, this work in-
cludes more detailed proofs and a much more extensive discussion of appli-
cations of higher-order separation logic in program proving, in particular for
data abstraction.

2. BIHYPERDOCTRINES

We first introduce Lawvere’s notion of a hyperdoctrine [Lawvere 1969] and
briefly recall how it can be used to model intuitionistic and classical first-
and higher-order predicate logic (see, e.g., the handbook chapter [Pitts 2001]
and book [Jacobs 1999] for more explanations). We then define the notion of
a BI hyperdoctrine, which is a straightforward extension of the standard no-
tion of hyperdoctrine, and explain how it can be used to model predicate BI
logic.

2.1 Hyperdoctrines

A first-order hyperdoctrine is a categorical structure tailored to model first-
order predicate logic with equality. The structure has a base category C for
modeling the types and terms, and a C-indexed category P for modeling formu-
las. Recall that a Heyting algebra is a bi-Cartesian closed partial order, that is,
a partial order which, when considered as a category, is Cartesian closed (T, A,
—) and has finite coproducts (L, V).

Definition 2.1. Let C be a category with finite products. A first-order hyper-
doctrine P over C is a contravariant functor P : C°’ — Poset from C into the
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category of partially ordered sets and monotone functions, and has the following
properties.

(1) For each object X, the partially ordered set P(X) is a Heyting algebra.

(2) For each morphism f : X — Y in C, the monotone function P(f) : P(Y) —
P(X) is a Heyting algebra homomorphism.

(3) For each diagonal morphism Ay : X — X xX inC, the left adjoint to P(Ax)
at the top element T € P(X) exists. In other words, there is an element =x
of P(X x X) satisfying that for all A € P(X x X),

(4) For each product projection 7 : I’ x X — I in C, the monotone function
P(x) : P(I') — P(I' x X) has both a left adjoint (3X )r and a right adjoint
VX)r.

A < P(r)A) ifandonlyif (3X)r(A) <A’
P(r)A) <A ifandonlyif A’ < (VX)r(A)

Moreover, these adjoints are natural in I', that is, givens : I’ — I’ in C,

£ 'dx 3 'dX
P x X) — ) o1 x) P x X) — ) o1 x)
(HX)F/l l(HX)p (VX)F/l l(VX)r
I’ T I’ ).
P(Y) ——————P() PY) ————= (D)

The elements of P(X), where X ranges over objects of C, are referred to as
P-predicates.

Interpretation of first-order logic in a first-order hyperdoctrine. Given a
(first-order) signature with types X, function symbols f : X1,..., X, — X, and
relation symbols R C X1, ..., X,, a structure for the signature in a first-order
hyperdoctrine P over C assigns an object [X] in C to each type, a morphism
[FT : X1 x --- x [X,] — [X] to each function symbol, and a P-predicate
[R] € P(IX 1] x --- x [X,]) to each relation symbol. Any term ¢ over the sig-
nature, with free variables in I' = {x1:X1,...,x,:X,} and of type X, say, is
interpreted as a morphism [¢] : [T] — [X1, where [T] = [X1] x --- x [X,1,
by induction on the structure of ¢ (in the standard manner in which terms are
interpreted in categories).

Each formula ¢ with free variables in I' is interpreted as a P-predicate [¢] €
P(ITT) by induction on the structure of ¢ using the properties given in Definition
2.1. For atomic formulas R(¢y,...,{,), the interpretation is given by

Pl ..., [£1)ARD.
In particular, the atomic formula ¢ =x ¢’ is interpreted by the P-predicate
PUIe], [ I (=1xp)-

The interpretation of other formulas is defined by structural induction. Assume
@, ¢’ are formulas with free variables in I' and that v is a formula with free
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variables in I' U {x:X }. Then,

[Tl = Tgy o A @'l el Ag ']
[L] = 1y o v el el Ve [¢]
[o — ¢'T = el -5 [l
IVe: X .v] = (VIXDir(IyD) € PATT)
[Ex:X.y] = GIX DIy € PATD,

where Ap, vV, ete., is the Heyting algebra structure on P([T']). Finally, one
may show that [¢[f(x)/y]l is interpreted by P([ f1)([¢]), so one should think
of P(g) as the interpretation of substitution.

A formula ¢ with free variables in I' is said to be satisfied if [¢] is the top el-
ement of P([T']). This notion of satisfaction is sound for intuitionistic predicate
logic in the sense that all provable formulas are satisfied. Moreover, it is com-
plete in the sense that a formula is provable if it is satisfied in all structures in
first-order hyperdoctrines. A first-order hyperdoctrine P is sound for classical
predicate logic in case all the fibers P(X) are Boolean algebras.

Definition 2.2 (Hyperdoctrine). A (general) hyperdoctrine is a first-order
hyperdoctrine with the following additional properties: C is Cartesian closed,
and there is an internal Heyting algebra H (for the definition of internal Heyt-
ing algebra, see e.g., MacLane and Moerdijk [1994]) and a natural bijection
Ox : 0bj(P(X)) ~C(X, H).

Higher-order intuitionistic predicate logic is first-order intuitionistic predi-
cate logic extended with a type Prop of propositions and with higher types. See,
for instance Jacobs [1999] for a formal presentation. A hyperdoctrine is sound
for higher-order intuitionistic predicate logic: The Heyting algebra H is used to
interpret the type Prop of propositions and higher types (e.g., PropX , the type
for predicates over X), are interpreted by exponentials in C. The natural bijec-
tion Oy is used to interpret substitution of formulas in formulas: Suppose ¢ is
a formula with a free variable g of type Prop and with remaining free variables
in T, and that ¢ is a formula with free variables in I'. Then [v] < P(IT'D),
[l € PUTT x H), and ¢[y/q] (¢ with  substituted in for q) is interpreted by
Pid, Oy I))([el). For more details see, for instance the handbook chapter
[Pitts 2001].

Again it is the case that a hyperdoctrine P is sound for classical higher-order
predicate logic in case all the fibers P(X) are Boolean algebras.

Example 2.3 (Canonical Hyperdoctrine Over a Topos). Let £ be a topos. It
is well-known that £ models higher-order, intuitionistic predicate logic. In ad-
dition, a topos also models full subset types and extensionality (see, e.g., Jacobs
[1999]). The interpretation is given by interpreting types as objects in £, terms
as morphisms in &£, and predicates as subobjects in £. The topos £ induces a
canonical £-indexed hyperdoctrine Sub¢ : £ — Poset, which maps an object
X in £ to the poset of subobjects of X in £ and a morphism f : X — Y to
the pullback functor f*: Sub(Y ) — Sub(X). Then the standard interpretation
of predicate logic in £ coincides with the interpretation of predicate logic in
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the hyperdoctrine Subs. Compared to the standard interpretation in toposes,
however, hyperdoctrines do not require that predicates are always modeled by
subobjects, but can come from some other universe. This means that hyperdoc-
trines describe a wider class of models than do toposes.

2.2 Bl Hyperdoctrines

We now present a straightforward extension of first-order hyperdoctrines which
models first and higher-order predicate BI. Recall that a BI algebra is a Heyt-
ing algebra which has an additional symmetric monoidal closed structure
I, %, —) [Pym 2002].

Definition 2.4 (Bi Hyperdoctrine).

—A first-order hyperdoctrine P over C is a first-order BI hyperdoctrine in the
case where all the fibers P(X) are BI algerbras and the reindexing functions
P(f) are BI algebra homomorphisms.

— A BI hyperdoctrine is a first-order BI hyperdoctrine with the additional prop-
erties that C is Cartesian closed, and there is a BI algebra B and a bijection
Ox : 0bj(P(X)) ~ C(X, B), natural in X. In other words, Obj(P(—)) and
C(—, B) are isomorphic as objects in the functor category Set”” .

First-order predicate BI is first-order, intuitionistic predicate logic with
equality, extended with formulas I, ¢ % ¥, ¢ —y satisfying the following rules
(in any context I' including the free variables of the formulas).

(pxvY)*x0Fr o*x (Y x0) ox(W*x0)r(p*xy)*0 Fro< epxl
grry 6Fro P*¥ o6
oxYbr Yk ox0Fr ¥ xow ¢ Fr ¢ —x0
Our notion of predicate BI should not be confused with the one presented in
Pym [2002]; the latter seeks to include a BI structure on contexts but we do not

attempt to do that here, since this is not what is used in separation logic. In
particular, weakening at the level of variables is always allowed.

prry
@ I_F U{x: X'} Kﬁ
We interpret first-order predicate Bl in a first-order BI hyperdoctrine simply by

extending the interpretation of first-order logic in the first-order hyperdoctrine
defined before by

(18] =13

[y vl ol +p [v1

[ =<yl = lel —plvl,
where Ip, *p, and —p comprise the monoidal closed structure in the BI algebra
P(T]). We then have

THEOREM 2.5.

(1) The interpretation of first-order predicate BI given previously is sound and
complete.
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(2) The interpretation of higher-order predicate BI given previously is sound
and complete.

Proor. Soundness is proved by straightforward induction and completeness
is proved by forming the Lindenbaum-Tarski algebra over each context I' of
variables, and showing that this gives a first-order BI hyperdoctrine in the first
case, and a BI hyperdoctrine in the second. The proof is a simple extension of
the proof of the corresponding result for intuitionistic predicate logic given in
Jacobs [1999]. O

Of course, a first-order BI hyperdoctrine is sound for classical BI in the case
where all the fibers P(X) are Boolean BI algebras and all the reindexing func-
tions P(f) are Boolean BI algebra homomorphisms. The following is a canonical
example of a BI hyperdoctrine, which we will use later in Section 3.2 to show
that the pointer model is actually an instance of a BI hyperdoctrine.

Example 2.6 (Bi Hyperdoctrine Over a Complete Bi Algebra). Let B be a
complete BI algebra, namely, it has all joins and meets. It determines a BI
hyperdoctrine over the category Set as follows. For each set X, let P(X) = BX,
that is, the set of functions from X to B, be ordered pointwise. Given f : X — Y,
P(f): BY — B¥ is the BI algebra homomorphism given by composition with £.
For example if s, € P(Y), thatis,s,t : Y — B, then P(f)s)=sof:X — B
and s x ¢ is defined pointwise as (s *£)(y) = s(y) x t(y). Equality predicates =x
in BX*X are defined by

def | T ifx=x
ZX(xyx)z . )
1L ifx £«

where T and L are the greatest and least elements of B, respectively. The
quantifiers use set-indexed joins (\/) and meets (/\). Specifically, given A €
B™X one has
def . . . def . . .
AX)r(A) = xieT.\/ AG,x) (VX)r(4) = M el. )\ AG,x)
xeX xeX

in BT, The conditions in Definition 2.2 are trivially satisfied (® is the identity).

This example can be stated more generally by replacing Set with any Carte-
sian closed category C and let B be an internal, complete BI algebra, that is,
B is a BI algebra object in C which is complete as an internal Heyting algebra.
There are plenty of examples of complete BI algebras: For any Grothendieck
topos £ with an additional symmetric monoidal closed structure, Subg(1) is a
complete BI algebra, and for any monoidal category C such that the monoid is
cover preserving with respect to the Grothendieck topology </, SubSh(c, J)(l) is
a complete BI algebra [Biering 2004; Pym et al. 2004]. For a different kind of
example based on realizability, see Biering et al. [2006].

The following theorem shows that to get interesting models of higher-order
predicate BI, it does not suffice to consider BI hyperdoctrines arising as the
canonical hyperdoctrine over a topos (as in Example 2.3). Indeed, this is the
reason for introducing the more general BI hyperdoctrines.
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THEOREM 2.7. Let £ be a topos and suppose Subg : £ — Poset is a Bl
hyperdoctrine. Then the BI structure on each lattice Subs(X) is trivial, that is,
for all ¢, ¢ € Subg(X), o %V < @ A Y.

Proor. Let £ be a topos and suppose Subg : £°? — Poset is a BI hyper-
doctrine. Let X be an object of £ and let ¢, ¥, ¥’ € Subg(X ). Furthermore, let
Y be the domain of the mono ¢, and notice that the lattice Subs(Y) can be
characterized by

Sube(Y) = {y Ag | ¥ € Sube(X)}. (1D
Moreover, notice that the order on Subg(Y) is inherited from Sub¢(X), that is,
for all x, x' € Sube(Y), x Fy x' iff x Fx x'. (2)

Since A is modeled by pullback which by assumption preserves *, the following
equations hold in Sub¢(Y) (and therefore also in Subg(X)).

(@AY sy (@ AY) < oA *xx ¥') (3)
and
(e AY) =y (@ AY) < o A (Y —kx V) 4)

By assumption, Sub¢(Y') forms a BI algebra with connectives *y, —y, and Iy, so
using the characterization of subobjects of Y given in Eq. (1) yields the following
rule for each y € Sub¢(X):

(pAP)xy (gAY )y x Ao
e AU by (@ AY) =y (X A @)
Using (2), (3), and (4), we deduce that
AW xx Y )bEx x Ao
PAY Ex o AW —kx x)
for all ¢, ¥, ¥', x € Subg(X), which implies
AW xrx Y bx x Ao
PAY X Y —xx
(pAY)*x ¥ Fx X (5)
Inserting ¢ A (y xx ¢') for x into (5) yields

P AW x ¥ Fx o AW xx YY)
(AP xx ¥ Fx o AP xx ¥ . (6)

Since the entailment preceding the line in Eq. (6) always holds,

(pAY)xx V' Fx o AW *xx ¥).
This gives us projections for xx by letting ¢ be T.

(pxx V) Ix (AT xx ¥ Fx o A(Txx ¥ Fx @
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Now, let x be the subobject (¢ A ¥) xx ¥’, then x <> x A ¢ due to the projections
for xx. Using (5) in bottom-up fashion gives

(onAy)sx ¥ Fx (@ AY) xx ¥/

o AW ax Y bx (o AY) sx ¥ (7
By Eqs. (6) and (7) we conclude that for all ¢, ¥, ' € Sube(X),
oA ax ¥) o (@Ay)xx ¥ (8)

We already noted the projections for xx, so Txx Ix Fx Ix,whichentails T < Ix.
Let ¢ be T in (8), then ¢ A (T *x ¥') < (@ A T)xx ¥/, and so ¢ A Y’ < ¢ *x ¥/,
as claimed. O

In fact, it is possible to slightly strengthen Theorem 2.7. We say that a logic
has full subset types [Jacobs 1999] if the following conditions are satisfied:

—For each formula ¢(x4, ..., x,), there is a type {x1:71, ..., %,:Ts | ©(x1, ..., x,)}.

—For a term N of type {x1:71, ..., %,:70 | 9(x1,...,%x,)}, in a context I, there is
a term o(N) of type 11 x --- x 7, in I.

—The rule

T, y{x:X | ¢} | 0lo(y)/x] F yrlo(y)/x]
X |0, ¢ (9)

is valid. Here I' | ¢ - ¢ is an alternative notation for ¢ Fr ¢ to make the
previous formula more readable.

One can then show

ProrosiTioNn 2.8. Adding the aforementioned rules for full subset types to our
notion of predicate BI yields a logic where for all formulas ¢, ¥ in a context T,

Ay A o x Y.
The proof may be found in Appendix A. The following is an easy consequence.

CoroLLARY 2.9. Any BI hyperdoctrine which satisfies the rules for full subset
types is trivial.

The BI hyperdoctrine S, which we define next and which corresponds to
the standard pointer model of separation logic, satisfies all of the preceding
except the downward direction of (9). When this is the case, we say that the
logic has subset types, but not full subset types [Jacobs 1999]. In fact, any
BI hyperdoctrine over a complete BI algebra, that is, following the recipe of
Example 2.6, has subset types but not necessarily full subset types.

3. SEPARATION LOGIC MODELED BY BI-HYPERDOCTRINES

We briefly recall the standard pointer model of separation logic (for a more
thorough presentation, see, e.g., Reynolds [2002]) and then show how it can be
construed as a BI hyperdoctrine over Set.

The core assertion language of separation logic (which we will henceforth
also call separation logic) is often defined as follows. There is a single type Val
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of values. Terms ¢ are defined by a grammar
tui=x|n|t+t|t—-2]|---,

where n : Val are constants for all integers n. Formulas, also called assertions,
are defined by

pu=T|L|t=t[t—>t]lorploVeole—>9|lexg|p—x@|emp|Vx.p|Ix.p.

The symbol emp is used in separation logic for the unit of BI.

Note that the aforementioned is just another way of defining a signature (i.e.,
specification of types, function symbols, and predicate symbols) for first-order
predicate BI with a single type Val, function symbols +, —, ... : Val, Val — Val,
constants n : Val, and relation symbol — < Val x Val.

3.1 The Pointer Model

The standard pointer model of separation logic is usually presented as follows.
It consists of a set [Val]l interpreting the type Val, a set [Loc]l of locations such
that [Loc]] € [Valll, and binary functions on [[Val] interpreting the function
symbols +, —. The set H = [Loc] —f;, [Vall of finite partial functions from
[Locl to [Valll, ordered discretely, is referred to as the set of heaps. The set of
heaps has a partial binary operation x defined by

hi1Uhs if hq#ho
undefined otherwise,

h1 *h2=

where # is the binary relation on heaps defined by A1#hs iff dom(h;)Ndom(hg) =
@. The interpretation of the relation + is the function [[Val]l x [Val]l — P(H)
given by & € [[vy — vg]l iff dom(h) = {v1} and A(v1) = ve. To define the stan-
dard interpretation of terms and formulas, one assumes a partial function
s : Var —;, [Vall, called a stack (also called a store in the literature). The
interpretation of terms depends on the stack and is defined by

[x]ls = s(x)
[n]s =[xl
[t1 +t2lls = [t1lls + Mtalls.

The interpretation of formulas is standardly given by a forcing relation s, 4 = ¢,
where FV(¢) C dom(s), as follows:

s, h =t =t iff [t110s = [t1s

s, h =t — to iff dom(h) = {[#1]s} and A([t1]s) = [t21ls
s, h = emp iff h=9

s,hET always

s,hi=_L never
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s,hl=@=xy iff there exists i1, he € H such that Ay *he = h, and
s,h1 = ¢, and s, hy = ¢

s,h =9 —y iff forall A, h'#h, and s, h’ = ¢ impliess,hxh' &=

s,hi=Eevy iff sshiEgpors,h =y

s,hi=ony iff sshi=pands,h =y

s,hi=@ — ¢ iff s,h = ¢ impliess,h = ¢

s,h =Vx.p iff forallv e [[Vall, slx — vl,h = ¢

s,h=3x.¢ iff there exists v € [Vall, such that s[x — v],h E ¢

Remark 3.1. The pointer model has a single-sorted signature (the only type
is Val), and to get a many-sorted or higher-order version of the pointer model,
we add appropriate types to the signature. Variables come with a type x : X,
and we require that s(x : X) € [X] for all variables x € doms. The last two
rules of the forcing relation, become typed.

s,h=Vx: X.giffforallv e [X], slx —» vl,hE¢
and similar for the exists rule.

We now show how this pointer model is an instance of a BI-hyperdoctrine of
a complete Boolean BI algebra (compare with Example 2.6).

3.2 The Pointer Model as a Bl Hyperdoctrine

Let (H_, %) be the discretely ordered set of heaps with a bottom element added
to represent undefined, and let « : H, x H, — H, be the total extension of
x: Hx H—~ H satisfying |l xh=hx1 =1,forallh e H,andh+h' = L
if A and A’ are not disjoint. This defines an ordered, commutative monoid with
the empty heap ¢ as the unit for . The powerset of H, P(H) (without 1) is
a complete Boolean BI algebra ordered by inclusion and with monoidal closed
structure given by (for U,V € P(H)):

—TIis {#};
—UxV:i=hxh |heUAR € V}\{L}; and
—U V= iIWCH|(WxU)CV}.

It can easily be verified directly that this defines a complete Boolean BI
algebra; it also follows from more abstract arguments in Pym et al. [2004] and
Biering [2004].

Let S be the BI hyperdoctrine induced by the complete Boolean BI algebra
P(H), as in Example 2.6. To show that the interpretation of separation logic
in this BI hyperdoctrine exactly corresponds to the standard pointer model
presented earlier, we spell out the interpretation of separation logic in S.

Aterm¢ in a context I' = {xy : Val, ..., x, : Val} is interpreted as a morphism
between sets:

—[lx; : Valll = 7;, where 7; : Val* — Val is the ith projection;
—[[n] is the map [#] : [T] — 1 — [Vall which sends the unique element of
the one-point set 1 to [n]; and
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—[t1£t2ll = Mt £z : [T — [Valll x [Vall — [Valll, where [[#;] : [T'T] — [Vall,
fori =1, 2.

The interpretation of a formula ¢ in a context I' = {x; : Val, ..., x, : Val} is
given inductively as follows. Let [I'll = [Valll x --- x [Valll = [Vall” and write ¥
for elements of [T']l. Then ¢ is interpreted as an element of P[[T']] as follows:

[t1 = &I&) = {h|dom(h) = {[£:1(¥)} and A([#11(V)) = [t21(7)}

[t =l = Hif [tH11F) = [£1(7), ¥ otherwise
[TIG) =H

[LNGx) =0

[empll () = {h | dom(h) = ¥}

o A1) = [pl™ N Iy1E)

o v ¥1() = [pl™ U [¥]1F)

[o - vI® = {h|h e [p] implies & € [y1@)
e * ¥1(¥) = [pl®) * [¥v1F)

= {h1 * ho | hi € |I(/7]](V) and A9 € [[w]](V)} \ {1}
o =+ vI&) = lel(¥) = [y¥1()

= {h | [ol(®¥) = {h} S [¥]IF)}
[Vx : Val.pl(¥) = M, cqvan(lel @y, ¥))
[3x : Val.ol™) = U, cpvan(lel vy, ¥))

Now it is easy to verify, by structural induction on formulas ¢, that the inter-
pretation given in the BI hyperdoctrine S corresponds exactly to the forcing
semantics given earlier.

THEOREM 3.2. h € [oll(vy, ..., v,) iff [x1 > v1, ..., %, = U], h = .

As a consequence, we of course obtain the well-known result that separation
logic is sound for classical first-order BI. But, more interestingly, the correspon-
dence also shows that we may easily extend separation logic to higher-order,
since the BI hyperdoctrine S soundly models higher-order BI. We expand on
this in the next section, which also discusses other consequences of the afore-
mentioned correspondence. First, however, we explain that one can also obtain
such a correspondence for other versions of separation logic.

3.3 An Intuitionistic Model
Consider again the set of heaps (H |, x) with an added bottom L, as before. We
now define the order by

hi13hy iff dom(h1) € dom(hs) and for all x € dom(hq). A1(x) = ho(x).

Let I be the set of sieves on H, that is, downwards closed subsets of H, ordered
by inclusion. This is a complete BI algebra, as can be verified directly or by
abstract argument [Biering 2004; Pym et al. 2004].

Now let T' be the BI hyperdoctrine induced by the complete BI algebra I,
as in Example 2.6. The interpretation of predicate BI in this BI hyperdoctrine
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corresponds exactly to the intuitionistic pointer model of separation logic, which
is presented using a forcing-style semantics in Ishtiaq and O'Hearn [2001].

3.4 The Permissions Model

It is also possible to fit the permissions model of separation logic from Bornat
et al. [2005] into the framework presented here. The main point is that the set
of heaps (which in that model map locations to values and permissions) has a
binary operation %, that makes (H, *) a partially ordered commutative monoid.

Remark 3.3. The correspondences between separation logic and BI hyper-
doctrines given previously illustrate that what matters for the interpretation
of separation logic is the choice of BI algebra. Indeed, the main relevance of the
topos-theoretic constructions in Pym et al. [2004] for models of separation logic
is that they can be used to construct suitable BI algebras (as subobject lattices
in categories of sheaves).

4. SOME CONSEQUENCES FOR SEPARATION LOGIC

We have shown earlier that it is completely natural and straightforward to
interpret first-order predicate BI in first-order BI hyperdoctrines and that the
standard pointer model of separation logic corresponds to a particular case of
BI hyperdoctrine. Based on this correspondence, in this section we draw some
further consequences for separation logic.

4.1 Formalizing Separation Logic

The usefulness of separation logic has been demonstrated in numerous papers
before. It has been shown that it can handle simple programs for copying trees,
deleting lists, etc. The first proof of a more realistic program appeared in Yang’s
thesis [Yang 2001], in which he showed correctness of the Schorr-Waite graph
marking algorithm. Later, a proof of correctness of Cheney’s garbage collection
algorithm was published in Birkedal et al. [2004], and other examples of cor-
rectness proofs of nontrivial algorithms may be found in Bornat et al. [2004].
In all of these papers, different simple extensions of core separation logic were
used. For example, Yang [2001] used lists and binary trees as parts of his term
language, and Birkedal et al. [2004] introduced expression forms for finite sets
and relations. It would seem a weakness of separation logic that one has to come
up with suitable extensions of it every time one has to prove a new program
correct. In particular, it would make machine-verifiable formalizations of such
proofs more burdensome and dubious if one would have to alter the underlying
logic for every new proof.

The right way to look at these “extensions” is that they are really trivial
definitional extensions of one and the same logic, namely, the internal logic of
the classical BI hyperdoctrine S presented in Section 3. The internal language
of a BI hyperdoctrine P over C is formed as follows: To each object of C one
associates a type, to each morphism of C one associates a function symbol, and
to each predicate in P(X) one associates a relation symbol. The terms and
formulas over this signature (considered as a higher-order signature [Jacobs
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1999]) form the internal language of the BI hyperdoctrine. There is an obvious
structure for this language in P.

Let 2 = {1, T} be a two-element set (the subobject classifier of Set). There is
a canonical map ¢ : 2 — P(H) which maps L to {} (the bottom element of the
BI algebra P(H)) and T to H (the top element of P(H)).

Definition 4.1. Let ¢ be an S-predicate over a set X, namely, a function
¢ : X — P(H). Call ¢ pure if ¢ factors through .

Thus ¢ : X — P(H) is pure if there exists a map y, : X — 2 such that

X ¢ P(H)

NS

commutes. This corresponds to the notion of pure predicate traditionally used
in separation logic [Reynolds 2002].

The sublogic of pure predicates is simply the standard classical higher-order
logic of Set, and thus is sound for classical higher-order logic. Hence one can
use classical higher-order logic for defining lists, trees, finite sets, and relations
in the standard manner using pure predicates and can also prove the standard
properties of these structures, as needed for the proofs presented in the afore-
mentioned papers. In particular, notice that recursive definitions of predicates,
which in the papers [Yang 2001; Birkedal et al. 2004; Bornat et al. 2004] are
defined at the meta level, can be defined inside the higher-order logic itself, as
detailed in Section 4.3. For machine verification one thus need only formalize
the same exact logic, namely, a sufficient fragment of the internal logic of the
BI hyperdoctrine (with obvious syntactic rules for when a formula is pure). The
internal logic itself is “too big” (e.g., it can have class-many types and function
symbols); hence the need for a fragment thereof, say, classical higher-order logic
with natural numbers.

4.2 Logical Characterizations of Classes of Assertions

Different classes of assertions, precise, monotone, and pure, are introduced by
Reynolds [2002], who notices that special axioms for these classes of assertions
are valid. Such special axioms are exploited in the proof of Cheney’s garbage
collector [Birkedal et al. 2004], where pure assertions are moved in and out of
the scope of iterated separating conjunctions, and in the paper O’'Hearn et al.
[2004], where properties of precise assertions are crucially applied to verify
soundness of the hypothetical frame rule. The different classes of assertions are
defined semantically and the special axioms are validated using the semantics.
We show how the higher-order features of higher-order separation logic allow
a logical characterization of the classes of assertions, as well as logical proofs
of the properties earlier taken as axioms. This is, of course, important for ma-
chine verification, since it means that the special classes of assertions and their
properties can be expressed in the logic.
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To simplify notation we just present the characterizations for closed asser-
tions, the extension to open assertions begin straightforward. Recall that closed
assertions are interpreted in S as functions from 1 to P(H), that is, as subsets
of H.

In the proofs to follow, we use assertions which describe heaps in a canonical
way. Since a heap & has finite domain, there is a unique (up to permutation)
way to write an assertion py =11 — ny x...*lp — ng such that [p,] = {h}.

Precise assertions. The traditional definition of a precise assertion is se-
mantic inasmuch as an assertion q is precise if and only if for all states (s, A),
there is at most one subheap A of A such that (s, g) = q. The following propo-
sition logically characterizes closed precise assertions (at the semantic level,
this characterization of precise predicates has been mentioned before [O’Hearn
et al. 2003]).

ProposiTioON 4.2. The closed assertion q is precise if and only if the assertion

Vp1, p2 : Prop. (p1xq) A(p2xq) < (p1 A p2) % q (10)
is valid in the BI hyperdoctrine S.

Proor. The “only-if” direction is trivial, so we focus on the other implication.
Thus suppose (10) holds for g, and let & be a heap with two different subheaps
h1, he for which h; € [q]. Let p;1, p2 be canonical assertions describing the heaps
h\ hiand h\ he, respectively. Then & € [(p1*xq) A(p2* p)ll, soh € [(p1 A p2)*ql,
whence there is a subheap 2’ C A with A’ € [p; A p2]l. This is a contradiction. O

One can verify properties for precise assertions in the logic without using
semantical arguments. For example, one can show that gy * go is precise if ¢
and g9 are by the following logical argument: Suppose (10) holds for q1, go. Then,

(p1*(q1%q2) A (p2 *(q1%q2) = (p1*q1) *q2) A (P2 *q1) *q2))
= ((p1*q1) A(p2*q1))xqo = ((p1 A p2) *q1) *q2
= (p1 A p2) x(q1 % q2),

as desired.

Monotone assertions. A closed assertion g is defined to be monotone if and
only if whenever & € [gll, then also 2’ € [q], for all extensions A’ D h.

ProrosiTioN 4.3. The closed assertion q is monotone if and only if the asser-
tion Vp:Prop. p xq — q is valid in the BI hyperdoctrine S.

This is easily verified, and again, one can show the usual rules for
monotone assertions in the logic (without semantical arguments) using this
characterization.

Pure assertions. Recall from before that an assertion g is pure iff its inter-
pretation factors through 2. Thus, a closed assertion is pure iffits interpretation
is either ¢ or H.
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ProposiTioN 4.4. The closed assertion q is pure if and only if the assertion

Vp1, p2:Prop. (g A p1) * p2 < q A (p1 * p2) (11)
is valid in the BI hyperdoctrine S.

Proor. Again, the interesting direction here is the “if” implication. Sup-
pose (11) holds for the assertion ¢, and that 2 € [g]. For any heap ¢, we must
show that A € [g]. This is done via the verification of two claims.

Fact 1: For all 2’ C A, A’ € [q]. Proof: Let p; be a canonical description of
h', and ps a canonical description of 2\ A'. Then A € [g A (p1 * p2)], so by 11,
h € (g A p1) * pell. This means there is a split 21 * Ay = h with A1 € [g A p1l
and hg € [pol. But then, ho = h \ A/, so hy = I/, and thus, A’ € [q].

Fact 2: ForallA’ D h, A’ € [[q]. Proof: Let p; and pg be canonical descriptions
of h and h'\ h, respectively. Then, A’ € [(qg A p1)* p2ll, soby 11, A" € g A(p1* p2)l,
and in particular, &’ € [¢], as desired.

Using Facts 1 and 2, we deduce that 2 € [q] = emp € gl = ho e lql. O

4.3 Predicates via Fixed Points

Consider the following predicate clist taken from Parkinson and Bierman
[2005]. It is required to satisfy the recursive equation

clist=1(x,s).x =null v(3j,k.x — j,kxP(j,s)*clist(k,s)),

for some specific P. Solutions to such equations are definable in higher-order
separation logic. Indeed, we may define both minimal and maximal fixed points
for any monotone operator on predicates, using standard encodings of fixed
points (due to Prawitz and Scott, independently). To wit, consider for notational
simplicity an arbitrary predicate

q : Prop - ¢(q) : Prop
satisfying that ¢ only occurs positively in ¢. Then
nq.¢(q) =vq.(plg) > q) > q

is the least fixed point for ¢ in the obvious sense that ¢(ug.¢(q)) — ug.¢(g) and
Vp.(p(p) - p) - (uqg.p(g) — p) holds in the logic. Note that the latter is the
corresponding induction principle. Likewise,

vg.¢(q) =3q.(q — ¢(@) A g

is the maximal fixed point for ¢.

5. HIGHER-ORDER SEPARATION LOGIC

We present a programming language and use the higher-order assertion lan-
guage of the pointer-model BI hyperdoctrine S to give a specification logic for it.
The programming language is a simple extension of that of standard separation
logic with simple call-by-value procedures, and the program logic includes stan-
dard rules for these. The logic is for partial correctness and absence of pointer
errors.
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Programming language. 'The programming language uses a restricted set of
terms of type Int, referred to as expressions, and uses Booleans, which consist of
a restricted (heap-independent) set of terms of type Prop. E ranges over the set
of terms of type Int, and B ranges over the Boolean terms. They are generated
by the grammar.

E:=n|x|E+E|E—-FE|E xE |null
B:=E=E|E<E|BAB]|---.

Formally, Booleans have type Prop in our system, but we sometimes write B :
Bool if they can be generated from this grammar (i.e., Boolean expressions
are pure assertions). Moreover, officially we always consider expressions and
formulas in context and thus write A ~ E:Int, A + B:Bool, and A ~ P:Prop
for expressions, Booleans, and general assertions, respectively. A context A is a
pair A;; A, of contexts for logical and program variables (i.e., finite maps from
variables to types).

The syntax of the programming language is given by the following grammar.
Here, & ranges over a set of function names and x ranges over a set of program
variables.

¢ = skip
| X = ki(El, ey Emi)
| mewvar x;c
| x:=FE
| x:=[E]
| [E]:=FE'
| x:=cons(Eq,...,E,)
| dispose(E)
| if B then c else c fi
| while B docod
|
|

c;c
let kl(xl, Ce ,xml) =C1
kn(x1, ..., %m,) = ¢y
in c end
| returne

There are some restrictions on the programs, and a program is called well
formed if it meets them. The restrictions include:

—There is always a return at the end of a function body.

—A function name is declared at most once in a let.

—There are the right number of parameters in function calls.

— Function bodies modify neither nonlocal variables nor parameters.

The semantics is mostly standard; we specify it formally in the following.
Note that the language includes a declaration of new local variables, as well as
operations for reading from the heap (x := [E]), updating the heap [E] := E’,
allocating new cells in the heap (x := cons(E1, ..., E,,)), and disposing cells in
the heap (dispose(E)). Functions are first order and call-by-value.
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Function specifications. There is a judgment
A+ y:FSpec

stating that y is a well-formed function specification in context A.
Function specifications are used to record assumptions about the functions
used in programs. The judgment is given by
A+ P:Prop At Q:Prop
AF{P}k(xy,...,x,) {Q}:FSpec
A+ y:FSpec AR y':FSpec
A+ y Ay':FSpec
A, x:t - y:FSpec
A b tx:t. y:FSpec

where ¢ € {3, V}.

The set of free variables for a function specification is defined as the free vari-
ables in the assertions occurring in it.

Specifications. We introduce syntax for commands and specifications. There
is a judgment A F c:comm which asserts that the program c is well formed in
the context A. We omit the formal definition here.

The specification of higher-order separation logic is given by a judgment

A+ 5:Spec
which asserts that § is a well-formed specification in the context A. This judg-
ment is given by
AFcccomm AR P:Prop AF Q:Prop
A+ {P}c{Q}:Spec
AF §:Spec AR §:Spec
A+ 8 A8:Spec
A, x:Tt - 8:Spec
A+ fx:t. §:Spec

7 e {3,V}

The set FV(§) of free variables of a specification § is the set of free variables in
the assertions and variables in the commands occurring in 8. The set Mod(5)
of modified variables of § is the set of modified variables in the commands
occurring in §.

Operational semantics. The operational semantics of the programming lan-
guage is given by a judgment

(1, c,s,h) | (s',R), (12)

where I1 is a well-formed semantic function environment. A semantic function

environment maps function names % to pairs (X, ¢), where X is a vector of in-

teger variables and ¢ a command from the programming language. Such an

environment is well formed if the function bodies only modify local variables
(and ret, by the return command).

IT ok iff V(x, ¢) € cod (IT). Mod(c) = ¢
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We write SemFunEnv for the set of all well-formed semantic function
environments.

Intuitively, the judgment (12) says that the state (s, 2) is transformed to the
state (s, h’) by the program c. The judgment is given by the clauses in Figure 1.
We occasionally use A, for the domain of s in the definition of the judgment, for
example, in the second rule (for assignment). Furthermore, the notation 4 — {n}
is used to denote the heap which is like A, but with n taken out of its domain.
In the evaluation of a function call x = k(E), a designated variable ret is used
to transfer the return value of the function call via the stack to x.

The configuration (I1, ¢, s, h) is called safe if (I, ¢, s, h) §f wrong. A configu-
ration may terminate in a state (s’, A’), diverge, or go wrong.

Note that since this semantics is the same as the operational semantics of
the language of Parkinson and Bierman [2005], the properties needed to prove
the frame rule, namely, safety monotonicity and the frame property [Yang and
O’Hearn 2002], are valid for all programs of the language. These properties are:

—Safety monotonicity. For all well-formed semantic function environments IT,
programs c, stacks s, and heaps A, if (I, ¢, s, &) is safe, then for all heaps A’
disjoint from A, (1, ¢, s, A * h') is also safe.

—The frame property. For all well-formed semantic function environments I1,
programs c, stacks s, and heaps A, if (I1, ¢, s, 2) is safe and A’ is disjoint from
h, then (I, ¢c,s,h x h') || (s’, h”) implies that there is ¢ disjoint from A’ such
that A" = hg x A’ and (I, ¢, s, k) | (s/, ho).

5.1 Program Logic Judgments

A list T of function specifications is called an environment. We shall define the
judgment

Ar; Ap;T'| = 8:Spec

which states that in the context A; used for logical variables, and context A,
used for program variables, given the assumptions about functions recorded
in I, the specification § holds. This judgment is defined in several straightfor-
ward steps. First, we give the semantics of a triple, relative to a context. The
semantics of [A;; A, - §:Spec] is a map from SemFunEnv x [A;] to the domain
{true, false}, and given by (some obvious type annotations are omitted):

[Az; Ay F {P) ¢ {QI(TT, 5) iff Vs, € [A,1.VA € [A7, Ay - Pl(sy, sp).
— (I, ¢, sp, h) is safe, and
— (I, ¢,sp,h) | (s, h) implies
helA+ Q]](sl,s;,)
[A; Ay F 8 A8, s) iff [A;; A, 81(T, 5) and [A;; A, = 8'1(T, 5)
[A;; Ap b 3xer. 81T, s;) iff [Agx : 5 A, = SITT, () fxesoy) for some v € [[7]
[Az; Ap = Vait. ST, sp) iff [Ayx 2 £; A, = SI(TT, (8))wisey) for all v € [z

We call A;; A, 8 valid and write Aj; Ap| = 8 iff [Ar; Aps F SI(IT, s;) = true for
all IT and all s; € [A[].
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[Ap F Eidnt]s =n
(H7Skip757h) U (87 h) (H,l’ = E,S,h) U (8[:c>—>n]7h)

[Ap - E:nt]s =n [Ap F E:nt]s=n n € dom(k) h(n)=n'
(I, return E,s,h) | (Siretsn), h) (I, z = [E], s,h) I (Sjg—n’), h)

[Ap F Eint]ls=n [A,F EInt]ls=n" n € dom(h)
(H7 [E} = El: S5, h) U’ (‘97 h[nl—»n'])

[Ap - Eint]s =n  n € dom(h) [Ap F Eint]s =n n ¢ dom(h)
(I, dispose(E), s, h) | (s,h — {n}) (I, dispose(E), s, h) || wrong

[Ap F E:nt]s =n n ¢ dom(h) [Ap F Eint]s =n  n ¢ dom(h)
(II,z := [E], s, h) | wrong (I, [E] := E', 5, h) | wrong

{n,n+1,....,n+m} &dom(h) ([Ap+F Eilnt]s =mns)i=o,....m
(H7 T = COIIS(E[), RS} Em)7 S, h) 'U’ (8[5'3’—’"]7 h[n+i>—>ni]i:0

(H7617S, h) U’ (5,7h/) (H70275lvh,) U’ (S,,7h”)
(H7 C1;C€2, S, h) ‘U’ (8”’ h”)

[A, - B:Bool]s = false (I1,c1,s,h) | (s', 1)
(I1,if B then ¢ else c; fi) || (s',h')

[Ap + B:Bool]s = true (II, co, s,h) 4 (s',h')
(IL,if B then ¢y else ¢; fi) || (s',h')

[Ap F B:Bool]s = false
(II, while B do ¢ od, s, h) | (s, h)

[A, F B:Bool]s = true (II, c; while B do ¢ od, s,h) | (s',h")
(I1, while B do c od, s,h) | (s',h)

II(k) = ((x1,...,Zm), Ck)
([Ap F Es:Int]s = ni)i=1,...,m

(H1$ = k(El» ey Em)7 S,h) U (S[w—»s’(ret)]’ h/)

(H7 Ck, S[I’i g 7’Li]7 h) 4 (8,, hl)

(T, ¢, ${zrsmuiys h) 4 (8", 1) s(x) =v
(II, newvar z;c, s, h) | (Siz»—m]» h")

(HU (kl = ((1171,. "7x7ll)7c1)7~~~7k7b = ((«T17~~~ 7x7tk)7cn))7cyszh) ‘U (S,7h,)

(ILlet ki(z1, .- s Tny) =C1y vy kn(T1, .oy Tny) = Cn in ¢, 5,h) | (8',R')

Fig. 1. Operational semantics of the programming language.

LemMma 5.1.  Let § be a specification, x:t a variable, and A; - t:t a term such
that (FV(t) U {x}) N Mod(8) = @. Further, let s; € [A;]l, and 1 be well formed.
Then,

[Az; Ap =61t /21T, ) iff [A; Ap, x:7 F SI(TT, ()i 0)s
wherev = [A; - t:1]s;.
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There is a similar semantics for function specifications. This semantics is a
map

[A;; A, F y:FSpec] : SemFunEnv x [A;] — {true, false}
and given in much the same way as the corresponding map for specifications.

The only difference is the base case, which is given by

[A; Ap = AP} by (@I, ) iff [Az; Al = {P} ¢ (@I, 57)
where H(km) = ((xla cee xnm), Cm);

where A} is A, with the x;’s added (with type Int).
As mentioned, an environment is a list of function specifications. The seman-
tics of an environment is given componentwise.

[A;; A, T, s) iff [A;;A, FyI(T0,s) forally eT

Finally, the semantics of specifications, relative to a context and an environ-
ment, is defined by

Ar; Ap; T =8 iff for all well-formed IT and all s; € [A],
[A;; A, FTII, s;) implies [A;; A, F SI(IT, ).

5.2 Inference Rules
We define a judgment

A Ap; 6

for deriving valid specifications. The inference rules are given in Figure 2. For
brevity, we have omitted obvious rules for conjunctions of specifications and
some structural rules for weakening and strengthening of variable contexts. We
first explain some of the rules at an intuitive level, and then show soundness.

5.3 Informal Explanation of Rules

The first two rules are the usual ones for skip and assignment from Hoare
logic. The rule for return is similar to that for assignment, since return simply
amounts to an assignment to the special variable ret.

The rule

(PYEGE) (@) eT
Aj; Ap;T = {(PIE/R]) y := k(E) (QIE, y /%, ret])

Y ¢ FV(Q)UFV(E)

for a function call says that in order to call a function, the precondition for the
function must be satisfied. This precondition is recorded in the environment,
along with the corresponding postcondition.

The next four rules, which involve the heap-manipulating constructs of the
programming language, are the standard rules of separation logic, adapted to
our setting. Note that the specifications are “tight” in the sense that they only
mention those heap cells that are actually manipulated by the commands. For
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A Ap; T F {P}skip{P} A;;Ap; T+ {P[E/z]} z:=FE {P}

{PY k(@) {Q}eT ,Y¢ FV(Q)UFV(E)

Ai; AT F {P[E/ret]} return E {P} A; AT F{P[E/T]} y = k(E) {QIE,y/Z, ret]}

A Ap; T {emp Az = m}x := cons(Ex, ..., Ey){z — Ei[m/z],..., E,[m/z]}

Ay Ap; T'H {E — —}dispose(E){emp}

A Ay TH{E—nAz=m}x:=[E{E[m/z] » nAz=n}

A Ap;TH{E— —}E]:= E'{E— E'}
Ay Ap, 71T = {P1} 1 {Q1}
Al;Alhfn?F = {PIL} Cn {Qn}

Ay Ap Ty { P} ki (Z1) {Qu}, o {Pn} kn(@n) {Qn} F {P} c {Q}
Ay Ap;THA{P} let ki (T1) = c1, ..., kn(Tn) = cn in ¢ {Q}

Ay Ap;THA{PY er {P'} ApApTH{P'} e {Q}
Ay Ap;T'H{P} e1500 {Q}

Ay Ap, znt; T = {P Az = null} ¢ {Q}
Ay Ap;T'H{P} newvar z in ¢ end {Q}

x ¢ FV(P,Q,T)

Ay Ay TE{PAB} ai{Q} A Ap;THA{PA-B} 2{Q}
A;; Ap; T'H{P} if B then c; else c; fi {Q}

Ay Ap;T'H{P A B} ¢ {P}
A AT - {P} while B do c od {P A B}

ApApEP =P ApApTH{P} e {Q'} AsA+FQ =Q
A Ap; T HA{P} ¢ {Q}

Aoy Apy TyyE 6

DAL T o " FFVDY)

JAVI S SAVSS B o} FV(T
AT v o CEEVD)
Ay Ay T HA{P} ¢ {Q}

Ay Ay TH{P+P'} c{Q* P’}

Mod(c) NFV(P') =0
Fig. 2. Program logic.

example, the rule

A Ay T H{empAx =mlx = cons(E'){x = E[m/x]}

for cons produces a new cell when run in an empty heap. Note that this does
not mean that cons can only be executed in an empty heap. The last rule of the
system
Ay Ap; T H{P}c{Q)
A Ay TH{P % P’y c{Q % P’}

Mod(c) NFV(P’) = emp,
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called the frame rule, implies that one can infer a global from a local
specification, like the one for cons. Hence, cons can be executed in any heap,
described by the predicate P (in which x does not occur freely), by the following
instance of the frame rule.

A Ap T H{emp Ax =mix = cons(E‘){x = E‘[m/x]}

A AT H{P Ax =mlx = cons(E’){P *(x E’[m/x])}

The rule
A Ap, X137 {P1} e {Q1)

Al; Ap’ in;r l_ {Pn} Cn {Qn}
Ap; Ap; Ty (P1) k1(%1) {Q1), -+, {Pr} kn(%0) {Qn) H (P} c {@)
AVE Ap; I'={P} let kl(»’%l) =C15---, kn(-;én) =c,inc {Q}

for function definitions is the usual one from Hoare logic with procedures [Hoare
1971]. The rules for while and if-then-else are also standard. The rule of
consequence is standard, and the rules

Apxt; Apy Ty H6

Al Ap; T, 3xT. y F o ¢ Fv(I)
Apxt; Ay TS
AL Ay T F Va8 ¢ Fv(I)

are straightforward adaptations of standard rules of predicate logic. (Note that
by the convention that variables in contexts A;; A, are all distinct, x ¢ FV(5)
in the first rule and x ¢ FV(I") in the second.) They are used later for reasoning
about data abstraction. Note here that x may be of any type 7, including higher
types for predicates (see the examples in Sections 6 and 7).

5.4 Soundness
TuEOREM 5.2. If a specification
A Ap; TS
can be derived from the rules in Figure 2, then it is valid.
Proor. By induction. For each rule of form
A Ap TS ,
A ANT =8 (13)
we check that Aj; A7 T |= ¢, under the assumption A;; Ap; ' k= §. For axioms
of the form

the proof obligation is to show A;; A,; T = 6.
Consider the rule for skip:

Ar; Ap; T = {P} skip {P}
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Although trivial, we show soundness of this rule to exercise the definitions. Let
I1 be a well-formed semantic function environment. It suffices to show that
[As; Ap = {P} skip {P}](IT, ;)
for all 5; € [A;]l. Let s, € [A,]l and let A € [P](s;, sp). Then,
(I1, skip, sp, 2) | (sp, h)

and clearly, & € [P1(s;, s), so this rule is sound.
The soundness of the rule for assignment

A Ap; T H{P[E /x]} x :== E {P}

depends, as usual, on the standard substitution lemma for assertions (not in-
cluded in the review in Section 3).
Now consider the rule for function calls.

{P} ki(x1,...,%,){Q} €T
Ay Ap, T = {PIE1/x; - Enl/xm]} y=ki(Eq,..., Eﬂi) {QIE/x1-- ‘Eni/xnn y/retl}
To show soundness, suppose {P} k;(x1,...,x,,) {Q} € T. Let s5; € [A;], and let

IT be a well-formed semantic function environment with [A;; A,|= T'I(I1, 5,). In
particular,

[A; Ap = (P} Rilxq, ..., x,,) {Q(IT, 51),
so if TI(k;) = ((x1, ..., %), ¢;), then [A;; A, F {P} ¢; {Q}(IT, s;). Now, suppose
that s, € [A,] and
helP [El/xl e Eni /xni]]](sla Sp) = |IP]](SI, (sp)[levl,...,xni»—)Uni])a
where v; = [A;;A, F Ej:Intl(s;,sp) and j € {1,...,n;}, by the substitution
lemma. This means that if
(T, ¢, (Sp)[xln—wl,...,xni»—wni]a h) (3;;, h/);

then ' € [Q1(s;, s;,). Since IT is well formed, ¢; does not modify any variables,
80 s}, is of the form

3;7 = (Sp)[xlwvl,...,xniwvni ,ret>s'(ret)]
and by the substitution lemma, A" € [Q[E1/x1 - Ey, /xn,, s;,(ret)/ret]]](sl,sp).
By the operational semantics for function calls,
(11, y = ki(Eq, ..., Eni), Sp, h) ((Sp)[ywsb(ret)]a h')

and thus, the rule holds.
The first rule for existentials is

Ax:t; Ay T,y E6
A Apy Uy AxiT. y =6

x ¢ FV(I).

Suppose that for all well-formed IT and s; € [A;, x:7],
[A;, x:t; A, E T, yI(I1, sp) implies[[ A, x:7; A, F SI(IT, 57)

and let [A;;A, F T'l(II,s) and [A;;A, F 3x:r. yI(I0,s). This means that
(A7, x:t; Ap = yI(IT, () sv)) for some v € [7]. Since x ¢ FV(D), [A7, x:7; A, -
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I, (s)x>op). This implies [A;, x:7; A, = 81(TT, (s7)(x>0)), and since x ¢ FV($),
we have [A;; A, = 8111, s).
The other rule for existentials is

Ay Apy U Axit. y =6
A x:t; Apy Uy 6 '

For soundness, first suppose 7 is inhabited and that for all well-formed IT and
s € [A],

[A7; Ap BT, 3x:t. yI(I1, 5p) implies [A;; A, = SI(IT, 5;)
and suppose [A;, x:7; A, T, yI(I1, s7). Since 7 is inhabited, this means that
[A;, x:7; Ap BT, y I, ()i 5y 001)
and since x ¢ FV(I'), this implies
[A;, x:7; Ap T, 3z, y (I, 5)
and thus, [A;; A, F 8I(IT, 5;), as desired. If 7 is an empty type, one can make an
easy case analysis on whether x occurs in y.

Soundness of the downwards rule for universals is easy. For soundness of the
upwards rule,

A Ap T EVxiT. §
Apx:t; Ap; 'S

suppose that for all well-formed IT and s; € [A;],
[A;; Ap FTI, s;) implies [A;; Ap F Vo:z. SI(TT, 57)
and let s; € [A;, x:7]. Suppose [A;, x:7; A, = T'I(I1, s7). Since x ¢ FV(I'),
[Az; Ap =TI, (s — %)),
and this implies
[A7, x:t; Ap F SI(IT, (5] — X)psvy), for all v e [7].
This means in particular that
[Az, x5 Ap = ST, (8 s sy 2015

which shows the desired result. O
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5.5 A Derived Rule

There is an important rule abstract function definition that is derivable from
the rules in Figure 2. The rule is

A; P
A3 Ap, X1; T = {P1[P/x]} e1 {Q1[P /x]}

ALy Ap, %n; T H {Py[P/x]} ¢ (Qn[P/x]) (14)

Ap; Ap; T, 3t ({Pr}k1(X){@Q1) A -+ - A{Pr}kn(X:){@ 1)) - {P) ¢ (@}
A Ap; T H{PYlet k(%) =c1, ..., k(%) = ¢, inc end {Q}

x ¢ FV({P} c {Q)).

Here one may think of x as a predicate describing a resource invariant used by
an abstract data type with operations k1, ... %,.

We show how this rule can be derived; for simplicity, we assume n = 1 and
that there are no parameters. The proof of the more general case is essentially
the same. First, by the function definition rule,

A3 Ap, v; T = {P1[P/x]} c1 {Q1[P/x])

AL Ap; T {P1P /x]} ki(y) {Q1[P/x]} - (P} ¢ {Q}
A Ap; T H{P}let ki(y) =ciinc {Q}

The rule for existentials gives us

A Ap; T, 3t {P1} Ri(y) {Q1} H {P} c {Q} )
AL x:t; Ap; T {Pr) Ri(y) (@1} F (P} c {Q)

so we need to establish
AL Ap; T, {P1P /x]} ki(y) {Q1[P/x]} - (P} ¢ (@),
given
Apy ity Aps T, {P1) Ri(y) {@1) - (P} e {@).

But this follows from a substitution lemma, since x is not free in {P} ¢ {@}.

6. DATA ABSTRACTION VIA EXISTENTIAL QUANTIFICATION

We present an example that demonstrates how one may use the program logic
for reasoning using data abstraction. The example involves two implementa-
tions of a priority queue, and the intention is, of course, that the client programs
which use these implementations should be unaware of and unable to exploit
details of the particular implementation used. Data abstraction is modeled via
existential quantification over predicates, corresponding to the slogan “abstract
types have existential type” [Mitchell and Plotkin 1985].
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6.1 Reasoning using Abstract Priority Queues

Priority queues are used frequently in programming, for example, in scheduling
algorithms for processes in operating systems [Silberschatz and Galvin 1998].
These consist of pairs (p,v), where v is a stored value and p is the priority
associated with v. In such a structure, one can then enqueue such pairs and
extract an element with the highest priority. Some operations and relations on
such queues are needed:

MaxPri(e) = -1
MaxPri((p, v) U @) = Max(p, MaxPri(Q))
MaxPair(@, (p,v)) < (p,v) € @ A p = MaxPri(Q)

We assume a base type PriQ, whose values are priority queues. These types and
operations are only used in the logic, not in programs. Observe that the type
PriQ is, of course, definable in the higher-order logic.

We now discuss how to reason about client code which uses an abstract pri-
ority queue. First, since client programs cannot modify abstract values, we’ll
use a predicate stating that there is a “handle” to a priority queue. Hence, we
introduce the predicate

repr(q, @)

which asserts that the integer denoted by g is a handle to the priority queue
@, but does not say anything about how @ is represented. Note that the type
of repr is (Int x PriQ) = Prop, a type of predicate.

This will be used as an abstract predicate in our proofs (thus playing the
role of x in the abstract function definition rule (14)). Given this predicate, the
following are reasonable specifications for the various operations on a priority
queue.

Creating a queue. There should be an operation which enables a client program
to create a priority queue. Its specification is

{emp} createqueue() {repr(ret, ¢)},

which merely states that upon creation of a queue, a handle to an empty
priority queue is returned.

Enqueing. There should be an operation for storing elements in a queue. The
specification is

{repr(qg, @) xv — _} enqueue(q, (p,v)) {repr(q, (p,v) U @)}.
Note that ownership of the cell pointed to by v transfers from the client to

the module.

Dequeing. There should be an operation for dequeing. We make sure not to
dequeue from an empty queue via the specification

{repr(g, Q) A Q # ¢}
dequeue(q)

{3Q’, p,v.(repr(q, Q) A @ = (p,v) W Q" A MaxPair(Q, (p,v)) Aret =v)
* U > _}
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Note that the ownership of the dequeued cell is now transferred back to the
client.

Disposing a queue. The specification for disposing a queue is
{repr(q, @)} disposequeue(q) {emp}.

We can now show a specification for a client program c using the abstract spec-
ification of the priority queue.

Arepr : (PriQ x Int) = Prop.
{emp} createqueue() {repr(ret, )} A

{repr(q, @)} disposequeue(q) {emp}
}_

{Pclc{@Qc}

Observe that a client may use multiple instances of priority queues, unlike
in O’Hearn et al. [2004], which only considers static modularity.

6.2 Implementations of Priority Queues

One can implement priority queues in many ways. We have verified two im-
plementations: one using sorted linked lists and the other doubly-linked lists.
The implementations and proofs make use of some of the properties shown
by Reynolds [2002], are fairly standard, and thus omitted. Of course, a client
may use either of the two implementations, and we expect that the behavior
of a client is independent of which implementation of priority queues is used.
The simple model we have devised in this article cannot be used to prove this
formally; for that we would need a relationally parametric model.

7. SOME APPLICATIONS OF UNIVERSAL QUANTIfiCATION

In the previous section we saw how to use existential quantification over predi-
cates to reason using data abstraction. In this section we present two examples
of how to apply universal quantification over predicates (in addition to the ex-
amples involving fixed points in Section 4.3).

7.1 Polymorphic Types via Universal Quantification

We show that universally quantified predicates may be used to prove correct
polymorphic operations on polymorphic data types.

The queue module example from O’Hearn et al. [2004] is parametric in a
predicate P at the metalevel. We show that in higher-order separation logic,
the parameterization may be expressed in the logic. To that end, consider the

following version of the parametric list predicate from O’Hearn et al. [2004].
. | i=null Nemp if B=¢
list(P, B,1) = { 3j.i > x, j * Px) % list(P, B, j) if B=(x) B

The predicate P is required to hold for each element of the sequence § involved.
Different instantiations of P yield different versions of the list, with different
amounts of data stored in the list. If P = emp, then plain values are stored
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(i.e., no ownership transfer to the queue module in O’Hearn et al. [2004]), and
if P = x — —,—, then the addresses of cells are stored in the queue Gi.e.,
ownership of the cells is tranferred in and out of the queue [O’Hearn et al.
2004]).

Returning to our higher-order separation logic, the definition of list may be
formalized with

i:Int, B : seqint, P : Prop™ F list(P, B, i) : Prop.

Here we have used a type seqint of sequences of integers which is easily de-
finable in higher-order separation logic, and the definition of list(P, 8, 1) can be
given by induction on B in the logic.

Suppose listRev is the list reversal program given in the Introduction
of Reynolds [2002]. Then one can easily show the specification

{list(P, B,1)} listRev {list(P, 87, j)}.
By the introduction rule for universal quantification, we obtain the specification
B : seqint - VP : Prop™. {list(P, B, i)} listRev {list(P, ', j)}

which expresses that listRev is parametric in the sense that it, roughly speak-
ing, reverses singly-linked lists uniformly, independently of how much heap
storage is used for each element of the list.

Thus we have one parametric correctness proof of a specification for listRev,
which may then be used to prove correct different applications of listRev (to
lists of different types).

For such parametric operations on polymorphic data types to be really useful,
one would of course prefer a higher-order programming language instead of the
first-order language considered here. Then one could, for example, program the
usual map function on lists, and provide a single parametric correctness proof
for it. See our joint paper with Yang [Birkedal et al. 2005] for a proposal of
separation logic for a higher-order language.

7.2 Invariance

In this subsection we briefly consider an example, suggested to us by John
Reynolds, which demontrates that one may use universal quantification to spec-
ify that a command does not modify its input state. We disregard stacks here,
since they are not important for the argument.

Suppose that our intention is to specify that some command ¢ takes any heap
h described by a prediate q, and produces a heap (we assume for simplicity that
¢ terminates) which is an extension of 2. We might attempt to use a specification
of the form

{g} c{g' xq}. (15)
This does not work, however, unless ¢ is strictly exact [Reynolds 2002], that is,
uniquely describes the heaps satisfying g (e.g., if g is 3B:seqInt. list(emp, 8, 1),
then ¢ may delete some elements from the list in the input heap A).
Instead, we may use the specification
Vp:Prop.{g A p}c {q’ * p}, (16)
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as we see by the following argument. Predicate ¢ describes a set of heaps [q].
For each & € [ql, let p, = {h}. Suppose that ¢ terminates in heap A’. Then
h' = hq * h, for some h;. In other words, the heap 4 is invariant under the
execution of ¢, as intended.

8. RELATED AND FUTURE WORK

We have introduced the notion of a Bl hyperdoctrine and showed that it soundly
and completely models intuitionistic and classical first- and higher-order BI. We
showed that the semantics for BI given by separation logic is an instance of our
class of models, and that interesting models for higher-order predicate BI cannot
exist in toposes. Several applications of higher-order BI in program proving,
and particularly separation logic, were illustrated. Specifically, we introduced
higher-order separation logic, and gave sound reasoning principles for data
abstraction in the presence of mutable pointer structures, using existential
quantification over predicates.

The idea of using data abstraction to reason about complex data struc-
tures goes back to Hoare [1972], who introduced the idea of using abstrac-
tion functions, namely, functions that map object structures to values of an ab-
stract domain. Modifications of object structures can then be described in terms
of their abstract values, which makes implementation-independent specifica-
tions possible. Hoare’s idea has been extended and applied in a variety of con-
texts (see, e.g., Leavans [1988], Liskow and Guttag [1986], Leino [1995], Miiller
[2002], Leino and Miiller [2004, 2006], Barnett et al. [2003], Barnett and Nau-
mann [2004], and Naumann and Barnett [2006]). In several of these papers,
abstraction functions are captured via so-called model fields and the data ab-
straction technique is combined with ownership-based invariants to deal with
mutable pointer structures. The model fields correspond very closely to (some
of) the arguments of our existentially quantified propositions, for example, the
PriQ argument of the repr predicate in Section 6.1. We believe that our approach
to data abstraction using standard higher-order existential quantification gives
a particularly clear account of data abstraction by employing standard logical
notions, rather than introducing additional new logical concepts. One could ar-
gue, however, that our logical approach to data abstraction comes at the price
that we move to higher-order logic, which poses difficulties for tool support.
More research is needed to evaluate how much of an issue this is in practice.
More research is also needed to evaluate how useful our approach is for practi-
cal verification; the examples we have considered in this article merely serve to
show that the approach is viable. In particular, it would be interesting to extend
the presented specification logic to richer programming languages with more of
the features found in modern programming languages. We are currently inves-
tigating extensions to higher-order programming languages [Nanevski et al.
2006; Krishnaswami et al. 2006] and hope in the future to extend it to object-
oriented languages.

In other work, we extended separation logic to a higher-order lan-
guage [Birkedal et al. 2005], a version of Algol with immutable variables and
a first-order heap. The system in loc. cit. doesn’t distinguish the type system
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from the specification language: Command types can contain pre- and postcon-
ditions written in separation logic in a fashion similar to refinement types. The
assertion logic is first order (i.e., no quantification over propositions) but in-
cludes a powerful kind of hypothetical frame rule, extending the second-order
frame rule of O’Hearn et al. [2004] to higher order. We have worked out a sim-
ple translation from hypothetical frame rules to higher-order separation logic,
which suggests that all uses of hypothetical frame rules can be represented in
higher-order separation logic, but more work is needed to properly analyze this
conjecture.

As mentioned in Section 6.2, we expect that one should be able to show
that clients cannot detect any differences between different implementations
of abstract data types. Such representation independence (i.e., relational para-
metricity) results have been shown for a Java-like language and for a semantic
notion of confinement by Banerjee and Naumann [2005a, b]. It is quite challeng-
ing to develop relationally parametric models for separation logic, even for a
simple first-order programming language like the one considered in this article.
The reason is that standard models of separation logic allow location identities
to be observed in the model. This means, in particular, that allocation of new
heap cells is not parametric because the location identity of the allocated cell
can be observed in the model. In very recent work, the second author and Yang
did, however, succeed in defining a relationally parametric model of separation
logic [Birkedal and Yang 2006]. However, the model in loc. cit. was only devel-
oped for a first-order logic with hypothetical frame rules, and thus it is still an
open question how to devise a relationally parametric model for higher-order
separation logic.

APPENDIX

A. PROOF OF PROPOSITION 2.8

For a term ¢ with y:Y ¢(y):X, we add the abbreviation
3. 0(9) Y 3y Y t(y) =x A g(y).

The following rule can be deduced:

x:X | 3. o(y) Eyr(x)
y:Y [ o(y) = ylt(y)/x]

In particular, for y:{x:X | ¢} F o(y):X we have

x:X | 3,.0(y) Fyx)
yi{x:X | ¢} | 6(y) - ¢lo(y)/x]

Let ¢, ¥, ¥/, x be formulas in a context {x:X } (for simplicity we just assume one
free variable, the general case is similar). First we show that

x:X oAy -3, vlo(y)/x]. 17
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This is done by

x:X | 3. ¥lo(y)/x] F 3. Ylo(y)/x]
yi{x:X | o} | Ylo(y)/x] = G,. Ylo(y)/xDlo(y)/x]
x:X | v Ap k3, Ylo(y)/x]

where the last derivation is the rule for full subset types. For the other direction,
consider

yi{x:X | ¢} | Ylo(y)/x] = ¥lo(y)/x]
x:X | 3. Ylo(y)/x] =y

and
xX gAY o
y{x:X | o} | ¥lo(y)/x] F plo(y)/x]
x:X | 3. Ylo(y)/x] - @
which imply that x:X | 3,. ¥ [o(y)/x] - ¢ A . We also need the following:

yi{x:X | o) | xlo(y)/x] - wlo(y)/x]
X | 3. xlo(y)/x] F 3. Ylo(y)/x] (18)

which is shown by

yi{x:X | o} | xlo(y)/x] = ylo(y)/x]
xX | x A pkEy
xX | xANpbEYyAp
x:X | 3,. xlo(y)/x] F 3. vlo(y)/x]

where the last derivation follows from Eq. (17). We then have

yi{x:X | o} | wlo(y)/x] * y'lo(y)/x] + xlo(y)/x]
yi{xe:X | o} | ¥lo(y)/x] = y'lo(y)/x] — x[o(y)/x]

namely,
y{x:X [ @} | (W x Y )lo(y)/x] F xlo(y)/x] '
y{x:X | @} | ¥lo(y)/x] = (" = x)lo(y)/x]
By (18) we then get
x:X | 3. (Y ¢ )lo(y)/x] F3,. xlo(y)/x]
x:X | 3o. Ylo(y)/xl =3, (Y = x)lo(y)/x]
which by (17) gives us

X oAy IEonx
xX |oAY oA = x)
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This entails the following:
xX |oAWxy) -y

x X |oAWxyYy)Ex Ag
xX |oAYEoeAW = x)
xX |oAY EY =y
xX |[(@AY)xy' = x
Letting x be (p A ¥) x ¢/, respectively ¢ A (¥ x '), we read off the equivalence
x: X | oA *y’) = (@ AY)x . Now, let ¢ and ¢ be I, and v’ be T; this gives
IAd*T)A= T AI % T, thatis, I 4~ T, which in return yields ¢ A (T % ') -+
(@ AT)*xy/,namely, p AY' =@ xy/'. O
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