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Abstract— In this paper, we propose a new family of wireless
networks, the multimodal wireless networks. These networks of-
fer multiple functionalities realized on the same infrastructure.
We describe a wireless network that has two modes of opera-
tion: the communication mode, when the network is used as a
traditional wireless communication network, and the surveillance
mode, when the network is used as a distributed sensor network
that can detect illegal intrusion. The surveillance functionality is
realized by analyzing the properties of the received signals, and
the change of the propagation environment caused by the intruder
serves as the basis for intrusion detection. We also develop a gen-
eral single-receiver model for detecting changes in a signal param-
eter of interest and derive a parameter change detector. The ex-
perimental results demonstrate that low-cost, off-the-shelf IEEE
802.11b WLAN hardware can be used as building blocks for mul-
timodal networks.

Index Terms—WLANs, sensor networks, multimodal networks,
surveillance

I. I NTRODUCTION

There has been an abundance of research activities in the area
of wireless networks for short to medium-range wireless com-
munication [1]. Results of these efforts so far are the widely
utilized IEEE 802.11 a, b, and g Wireless Local Area Network
(WLAN) standard, the Bluetooth and the IEEE 802.15 Wire-
less Personal Area Network (WPAN) standard. These systems
and standards were designed to maximize the efficiency of the
communication between two different physical locations, while
mitigating the effect of the physical propagation environment
(i.e. multipath fading) on the communication [2]. These net-
works are one of the key prerequisites for the design of perva-
sive computing systems [3]. Simultaneously with the devel-
opment of wireless communication networks, there is an in-
tense research activity within wireless sensor networks, aim-
ing to cover a physical area with sensing and communicating
nodes. Each node contains one or more sensors for acquisi-
tion and analysis of the physical properties of the environment
[4], [5], [6]. Examples of properties measured and analyzed
are temperature, acceleration, sound, image, or chemical prop-
erties.

In paper, we propose the idea of multimodal wireless net-
works: networks that can offer multiple functionalities realized
on the same infrastructure. We present the description of a wire-
less network that has two modes of operation: the communica-
tion mode, when the network is used as a traditional WLAN or
WPAN, and the surveillance mode, when the communication
network is used as a distributed sensor network that can detect
illegal intrusion. In surveillance mode, the nodes constantly
monitor the environment by analyzing the properties of the re-
ceived signal, such as time of arrival or signal strength. When
entering a site covered by such a network, the intruder will
disturb the physical propagation environment, causing change
in the characteristics of the received signals, and this change

can be used for intrusion detection. We also develop a general
single-receiver model for detecting changes in the received sig-
nal parameter of interest and derive a parameter change detec-
tor based on the generalized likelihood ratio test (GLRT). The
model and the detector take explicitly into account the quan-
tized nature of the signal parameter. By performing a set of
experiments using the detector, we show that it is possible to
use currently available WLAN components as building blocks
for multimodal networks.

So far, the problems of wireless communication and ”physi-
cal” intrusion detection (i.e. detecting a person or persons enter-
ing private/corporate premises illegally) have been considered
as two separate issues, and two different infrastructures have
been deployed: one for communication and one for surveil-
lance/security. However, if the communication infrastructure
could also be used for security purposes, the deployment of
the additional infrastructure could be avoided, resulting in a
considerably more cost-effective solution. Possible applica-
tions include ad-hoc networks deployed for both communica-
tion and surveillance purposes, and indoor surveillance of cor-
porate buildings and private houses using the existing WLAN
systems.

Previous experiments investigating the impact of moving
objects/humans on the propagation environment [7], [8] have
shown that significant variations can be observed in the received
signal strength and the rms delay spread. However, those mea-
surements were carried out using specialized equipment, and
not low-cost, off-the-shelf devices, such as a WLAN card, and
the authors did not propose any signal processing architectures
or algorithms for intrusion detection.

II. T HE PROPOSEDSURVEILLANCE SYSTEM

The architecture of the surveillance system based on the pro-
posed multimodal network model is shown in Figure 1. In com-
munication mode, the wireless transciever nodes, denoted by
Ni, i = 1, . . . , n, implement the functionality of a traditional
wireless network. They can be access points or clients in a cel-
lular network architecture, or they can be communicating nodes
in an ad-hoc wireless network. In surveillance mode, the nodes
transmit, for example, one by one in a round robin fashion, and
the rest of the nodes receive the transmitted signal, acting as a
distributed sensor network. For sufficient sensitivity and robust-
ness, the nodes must be placed properly, and some additional
low-cost nodes might be needed. First, the received signal at
each node is processed by a preprocessor to extract the relevant
characteristics of the propagation environment, which include
time of arrival, angle of arrival, the strength of the received sig-
nal, channel impulse response, or a combination of these. The
preprocessor is also responsible for reducing the undesirable ef-
fects of measurement noise and inaccuracy. The obtained set of
such quantities that characterize the environment, also called as
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Fig. 1. The proposed surveillance system architecture.

the ”signature” of the environment, is then combined by a data
fusion function, which produces a single output that describes
the similarity of the current signature of the environment to a
stored one or a previously computed one. If significant differ-
ence is detected, it is assumed that the disturbance in the prop-
agation environment was caused by an intruder, and the system
generates an alarm signal and an estimate of the intruder’s lo-
cation.

In what follows, we develop a single-receiver (or single-
sensor) model for the received signal parameter of interest (e.g.
time of arrival or signal strength) and derive a detector for de-
tecting change in the parameter. This parameter will serve as
the ”signature” of the environment, and the detection of change
in the parameter value can be used as an indicator of probable
intrusion.

III. S IGNAL MODEL AND PROBLEM SETUP

The received signal model can be observed in Figure 2. The
true value of the received signal parameter,l0, is shifted by an
unknown bias,B, resulting in the biased parameter,l, which is
assumed to take on values betweenlmin and lmax. The bias
represents measurement inaccuracy due to signal measurement
values that are not standardized and/or not calibrated, such as
the 802.11 RSSI values. The true signal parameter is further
disturbed with zero-mean, white Gaussian noisezn with vari-
anceσ2 at discrete timen. The observed signal is usually only
available in quantized form (for example, 802.11 RSSI values),
so the observations are{yn}, the quantizer indices correspond-
ing to the noisy and biased signal parameter values{xn}. The
quantizer is assumed to haveNq = 2b levels, whereb is the
number of bits representing the signal parameter. The deci-
sion regions are denoted bya0 < a1 < ... < aNq , with
a0 = −∞ andaNq = +∞, and the quantizer maps the in-
put valuexn to the quantizer indexyn ∈ {0, 1, ..., Nq − 1} if
ayn < xn ≤ ayn+1.

Our objective is to detect a change∆l with respect to the
true signal parameterl0 based on a set ofN observations,
y = [ y0, y1, ..., yN−1 ]T , so the two detection hypotheses can
be formulated as follows:H0 : l0 (no intruder present), and
H1 : l0 + ∆l, ∆l 6= 0 (intruder present). Since the detection
of change is not affected by the biasB, we have the equivalent
hypotheses:H0 : l, andH1 : l + ∆l, ∆l 6= 0. This means that
the true value of the signal parameter,l0, is not needed for our
purposes.

Fig. 2. The received signal model

The detection procedure will consist of the following two
phases. During the first phase, the training phase, the steady
state of the propagation environment is estimated. The signal
(and noise) parametersl and σ are not known, so they must
be estimated when it is ensured thatH0 is true (i.e. no in-
truder). The quantitiesl andσ are estimated by developing an
approximate and an iterative maximum likelihood (ML) estima-
tor using a larger number (1000) of training samples.This can be
done during a couple of seconds when the surveillance system
is armed. Note that this step is necessary since the propagation
environment may change significantly during an inactive period
of the surveillance system. For example, workers at a company
may move furniture or open/close doors during daytime.

The second phase is the detection phase, when the surveil-
lance system detects the unknown parameter change∆l based
on a small number (50) of observations. Since the probability
of detection must be maximized for a given probability of false
alarm, the detection is carried out by GLRT. Again, the value
of ∆l for theH1 case is estimated by an approximate and an
iterative ML estimator.

IV. T RAINING PHASE

Given an observation vectory of lengthN (now N repre-
sents the training data record length), we would like to estimate
l andσ. The log-likelihood function is given by

ln P (y = i; l, σ) =

N−1∑
n=0

ln G(l, σ, ain , ain+1), (1)

wherei = [ i0, i1, ..., iN−1 ]T is an observed realization ofy,
and the functionG(.) is defined as

G(l, σ, a, b) =
1√
2πσ

∫ b

a

e
− (z−l)2

2σ2 dz = Q

(
a− l

σ

)
−Q

(
b− l

σ

)

for notational convenience. The ML estimate of the parame-
ters can be obtained by finding the values ofl andσ such that
∂
∂l ln P (y = i; l, σ) = 0 and ∂

∂σ ln P (y = i; l, σ) = 0, yielding
the conditions

f1(l, σ) =
N−1∑
n=0

X(l,σ,ain )−X(l,σ,ain+1)

G(l,σ,ain ,ain+1)
= 0 and

f2(l, σ) =
N−1∑
n=0

(ain−l)X(l,σ,ain )−(ain+1−l)X(l,σ,ain+1)

G(l,σ,ain ,ain+1)
= 0,

whereX(l, σ, a) = exp(−(a − l)2/2σ2). The solution cannot
be obtained in closed form, so we derive an approximate ML
estimator and an iterative ML estimator.

The approximate ML estimator is obtained by approximat-
ing integrals as

∫ b

a
f(x)dx ≈ f(a+b

2 )(b − a). As a result, the
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approximate log-likelihood function becomes

ln P (y = i; l, σ) ≈
N−1∑
n=0

− ln(
√

2πσ) +
1

2σ2

(ain + ain+1

2
− l

)2

+ ln(ain+1 − ain).

By taking its partial derivative with respect tol, setting it equal
to zero and solving forl yields the estimator

l̂ap =
1

N

N−1∑
n=0

ain + ain+1

2
, (2)

which is the sample mean of the observed reconstruction levels
for uniform quantizers. Similar, taking the partial derivative
with respect toσ2, setting it to zero, solving forσ2 and using
l̂ap for the value ofl gives the estimator

σ̂2
ap =

1

N

N−1∑
n=0

(ain + ain+1

2
− l̂ap

)2

. (3)

In (2) and (3), the values ofa0 andaNq need to be replaced with
appropriate finite values.

The iterative ML estimator performs a series of Newton-
Ralphson iterations using the estimates from the approximate
ML estimator as initial values:
[

l̂k+1

σ̂k+1

]
=

[
l̂k
σ̂k

]
−

[
f1,1(l̂k, σ̂k) f1,2(l̂k, σ̂k)

f2,1(l̂k, σ̂k) f2,2(l̂k, σ̂k)

]−1 [
f1(l̂k, σ̂k)

f2(l̂k, σ̂k)

]
,

wherek is the iteration index, andfi,j(l, σ)’s are the appropri-
ate partial derivatives off1(l, σ) andf2(l, σ) with respect tol
andσ. These derivatives can be obtained after some tedious,
but straightforward calculations, and they are omitted here for
brevity. The iterations stop if two consecutive solution vectors
are closer to each other than a predefined threshold valueδ.

V. DETECTION PHASE

In the detection phase, the detector observes a quantizer in-
dex vectori of lengthN (now N is considerably smaller than
that for the training phase), and decides whether there is a sig-
nificant change in the signal parameterl (H1) or not (H0). The
detection algorithm is based on the GLRT: decideH1 if

P (y = i;H1)

P (y = i;H0)
> γ, (4)

andγ is the decision threshold. For both hypotheses, the pre-
viously estimatedl andσ values are used. In addition, for the
hypothesisH1, the value of∆l also has to be estimated, while
for H0, ∆l = 0 is assumed.

The value of∆l underH1 can be estimated similarly to the
method described in Section IV, but now we are interested only
in the level change∆l (l andσ are assumed to be constant). In
this case, the log-likelihood function becomes

ln P (y = i;∆l) =

N−1∑
n=0

ln G(∆l, σ̂, ain− l̂, ain+1 − l̂), (5)

and the ML estimator can be obtained by setting∂
∂∆l ln P (y =

i;∆l) equal to zero, and the resulting condition is

f1(∆l) =

N−1∑
n=0

X(∆l, σ̂, ain− l̂)−X(∆l, σ̂, ain+1 − l̂)

G(∆l, σ̂, ain− l̂, ain+1 − l̂)
= 0.

The approximate ML estimator for∆l is found to be

∆̂lap =
1

N

N−1∑
n=0

ain + ain+1

2
− l̂, (6)

and the iterative ML estimator calculates

∆̂lk+1 = ∆̂lk − f1(∆̂lk)

f1,1(∆̂lk)
,

wheref1,1(∆l) is the partial derivative off1(∆l) with respect
to∆l. Again, the approximate ML estimator provides the initial
value for the iterative ML estimator.

By taking the logarithm of (4) and using (5) with the estimate
of ∆l for H1, the GLRT becomes: decideH1 if

N−1∑
n=0

ln G(∆̂l, σ̂, ain− l̂, ain+1− l̂)

− ln G(0, σ̂, ain− l̂, ain+1− l̂) > γ′ = ln γ.

VI. EXPERIMENTAL RESULTS

To illustrate the performance of the change detector, we per-
formed some computer simulations and some experiments. The
observations were the RSSI values provided by an 802.11b
ZyAIR B-100 WLAN card, and the signal parameterl was the
received signal strength. We used a uniform quantizer matched
to the properties of the WLAN card: it hadNq = 128 levels
with lmax = 27.5 dB andlmin = −100.5 dB, and the deci-
sion regions wereai = lmin + i∆, i = 1, 2, ..., Nq − 1, with
∆ = (lmax − lmin)/Nq = 1. For the approximate ML estima-
tors, the valuesa0 = lmin andaNq = lmax were used, and for
the iterative ML estimators, the convergence threshold was set
to δ = 0.01.

Figure 3 shows the simulated performance of both the ap-
proximate ML estimator and the iterative ML estimator when
the true valuesl = −32.42 dB andσ2 = 0.5 were to be esti-
mated. The upper part of the figure depicts the average mean
squared error (MSE) for the levell as a function of the train-
ing data record length, while the lower part depicts the aver-
age MSE for the noise parameter,σ. From the figures, it can
be seen that in case of the signal levell, both estimators have
the same performance. However, in case of the noise param-
eterσ, the iterative estimator yields better estimates at longer
data record lengths: atN = 1000, its accuracy is one order of
magnitude better than that of the approximate ML estimator. If
the data record length is very small, the initial values provided
by the approximate estimators are not accurate enough, so the
iterative estimator will converge to a local optimum point, as
opposed to the global optimum point, resulting in worse per-
formance. However, if the data record length is long enough,
the iterative method is able to find the global optimum point,
improving its performance compared to the iterative estimator.

The performance of the detector was evaluated by perform-
ing a set of experiments using two laptops with 802.11b WLAN
cards. One laptop was configured to send beacon frames in ev-
ery 10 ms, and the second one captured those frames in monitor
mode and recorded the received RSSI values. The laptops were
placed in the opposite ends of two rooms, and a wooden door
along their line of sight was opened, half-closed and closed.
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Fig. 3. The performance of the estimator

The decision hypotheses were:H0: the door is closed, andH1:
the door is not closed. Figure 4 shows an example RSSI value
sequence corresponding to the closed door case (bottom curve)
and the half-open door case (top curve). For the training phase,
N = 1000 samples were used to estimatel andσ with the iter-
ative ML estimator when the door was closed. Then, blocks of
N = 50 samples were used to detect the change in the signal
level l with different threshold valuesγ′. To calculate the av-
erage probability of false alarm, 159980 blocks of RSSI values
were recorded with closed door. To calculate the average prob-
ability of detection, 2000 blocks of RSSI values were recorded
with both open door and half-open door. The resulting detec-
tor performance curves can be observed in Figure 5, using both
the approximate and the iterative ML estimators to estimate the
level change∆l. The top curves correspond to the open door
case, while the bottom curves correspond to the half-open door
case. The curves show that the change in the received signal
strength due to opening the door could always be detected, even
with 10−5 probability of false alarm. In case of the half-open
door, the probability of detection was slightly reduced, but we
can still observe at least 0.9975 probability of detection at10−5

probability of false alarm. Note that the performance of the de-
tector with the iterative ML estimator is a little worse due to the
short data record length.

VII. C ONCLUSIONS ANDFUTURE WORK

We introduced the notion of multimodal networks that can
offer multiple functionalities on the same infrastructure: the
communication functionality, and surveillance functionality.
The surveillance functionality is implemented by using a wire-
less communication network as a wireless sensor network, and
the effect of moving objects or humans on the characteristics of
the radio signal propagation is used to detect the intruder. It was
also shown that it is possible to detect indoor physical environ-
ment changes using off-the-shelf, low-cost WLAN hardware,
so existing WLAN systems have the potential to provide the
infrastructure for the implementation of multimodal networks.

Future work includes developing the received signal model,
efficient and reliable data fusion algorithms and intrusion detec-
tion models for multiple receivers (sensors). The development
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Fig. 5. The performance of the detector

of new network planning methods, simultaneously optimizing
the node placement for both communication and intrusion de-
tection is also an important problem.
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