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Preface

The ideasbehind the SMLsener project camealive in 1999when the rst
author was attending a talk by Philip Greenspun,the author of the book
\Philip and Alex's Guide to Web Publishing” [Gre99. Philip and his friends
had beenwriting an astonishing250,000inesof dynamically typed TCL code
to implemert a comnunity systemthat they plannedto maintain, extend,
and even customizefor di®eren Web sites. Although Philip and his friends
were very successfulwith their commnunity system, the dynamic typing of
TCL makes sudh a large system dixcult to maintain and extend, not to
mertion customize.

The SMLsener project wasinitialized in the end of 2000by the construc-
tion of an embeddableruntime systemand a bytecode badkend for the ML
Kit [TBE* 01], an Open SourceStandard ML compiler. Oncethe bytecode
badkend and the embeddableruntime system, also called the Kit Abstract
Machine (KAM), was in place, the KAM was embeddedin an AOLsener
module! in such a way that requestsfor Tes endingin .sml and .msp (also
called scripts) causethe corresppnding compiled bytecode Ies to be loaded
and executed. In April 2001,the basic systemwas running, but more work
was necessaryto support cading of loaded code, multi-threaded execution,
and marny of the other interesting AOLsener features, sud as databasein-
teroperability. Although the costof using Standard ML for Web applications
is a more tedious dewelopmert cycle due to the compilation phaseof Stan-
dard ML, its static type systemcausesnany bugsto be found beforea Web
site is launched.

In the following, we assumethat the readeris familiar with the program-
ming language Standard ML and with functional programming in general.
There are seeral good introductory Standard ML text books available, in-
cluding [Pau96 HR99. The presen book is not meart to be a complete

1AOLserver is a multi-threaded Web sener provided by America Online (AOL).

Vil
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user's manual for SMLsener. Instead, the book is meart to give a broad
overview of the possibilities of using SMLsener for Web dewelopmen. The
choice of cortent and the examplespresened in the book are inspired from
more than two yearsof experiencewith deweloping and teadhing the course
\W eb Publishing with Databases"at the IT University of Copenhagen.

We would like to thank Lars Birkedal, Ken Friis Larsen, and Peter Ses-
toft for their many helpful commerns on the project. Peter deweloped the
conceptof ML Sener Pagesand we are happy that much of the code that
Peter wrote for his Moscav ML implemertation of ML Sener Pagesis reused
in the SMLsener project (in particular, the Mspstructure is written ertirely
by Peter). We would alsolike to thank Mads Tofte for his cortinued encour-
agemenm on working on this project. Madsis a brilliant programmerand has
deweloped seeral Web siteswith SMLsener, including an alumni systemfor
the IT University of Copenhagen.

SMLsener is Open Sourceand distributed underthe GNU GeneralPublic
License(GPL). More information about the SMLsener project can be found
at the SMLsener Web site:

http://www.smlserver.org

Martin Elsman
Niels Hallenberg

Copenhagen,Denmark
February, 2002
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Chapter 1

In tro duction

SMLsener is a module for AOLserer, an Open Sourcemulti-threaded Web
sener provided by America Online (AOL). SMLserer comeswith a com-
piler for compiling Web applications written in Standard ML [MTHM97]
into bytecode to be interpreted by the SMLsener module. AOLserer has
an extensiwe Application Programmerinterface(API), including interfacesto
most Relational DatabaseManagemenh Systems(RDBMSs) on the market.
Although AOLsener scalesto work well for very large sitessud asthe AOL
Web site, dynamic Web sitesbasedon AOLserer must be constructedusing
either a C programminginterfaceor a TCL programminginterface. Whereas
C providesfor very fast executionof compiled code, the TCL programming
interface provides programmerswith a quick dewvelopmern cycle through the
embeddedinterpreter for the TCL language.

SMLsener, then, extendsAOLsenrer by providing the possibility of pro-
gramming dynamic Web pagesin Standard ML usingits rich languagefea-
tures including datatypes, pattern matching, higher-order functions, para-
metric polymorphism, and a Moduleslanguage.SMLsener providesa Stan-
dard ML interfaceto the AOLserwer API, thereby giving the Standard ML
programmeraccesdo all the great featuresof AOLsener, including the fol-
lowing:

2 Di®erert RDBMSs, including Oracle, Postgresql,and MySQL, may be
accessedhrough a genericdatabaseinterface.

2 SMLsener provideseasyaccesso HTTP headerinformation, including
form cortent and cookie information.
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2 Ezxcient cading support makesit possibleto decreasdhe load caused
by frequertly run databasequeries,sut asthe querying of passvords
for userauthertication.

2 SMLsener has a simple interface for Web applicationsto sendemails.

2 SecureSacket Layer support (SSL) allows for encryptedcommunication
betweenthe Web sener and its clierts.

1.1 Web Scripting

The Common Gateway Interface (CGI) is a standard for interfacing external
applications with a Web sener that commnunicates with clients using the
HyperText Transfer Protocol (HTTP). The situation is pictured as follows:

The Internet

\
\

, HTTP BY\ésvt;er
External CGl /
- Web Server '

Application

The external application, which is alsocalleda CGI program, may be written
in any languagethat allows the program to be executedon the system. It
is even possibleto write Standard ML CGl-scripts with your favorite Stan-
dard ML compilerusingthe Mosmilcgilibrary provided with the Moscav ML
distribution.

Unfortunately, the traditional CGI approad has a seriousdrawbad: It
is slowv. Every time a client requestsa pagefrom the Web sener, the sener
must fork a newprocessand load the external application into memorybefore
the application is executed. Moreover, after execution,the operating system
must reclaimresourcesisedby the process.Oneway of increasingavailability
andto speedup responsetimesisto enmbedan interpreter within aWebsener
asfollows:
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The Internet

Web Server
HTTP BWGb
E% Script Interpreter rowser

Cache

Notice that in this setting, scripts are cadhedin the Web sener, which further
increasesthe exciency of script execution. This is the approad taken by
SMLsener.

1.2 Why Standard ML

Standard ML (SML) is a high-lewel statically typed functional programming
language.

It is a high-level programming languagein the sensethat it usesauto-
matic memory managemeh In cortrast to a low-level programming lan-
guage,sud asC, the programmerneednot be concernedwith the allocation
and deallocation of memory Standard ML supports many other high-level
programming languagefeaturesas well, including pattern-matching and ex-
ceptions. It even has an advanced Modules language,which enhancesthe
possibilities of program composition.

In cortrast to Web systemsbuilt with dynamically typed languagessut
as TCL, Perl, PHP, or so, systemsbuilt with statically typed languagesare
often more reliable and more robust. When a changeis madeto somepart
of the program, a static type systemenforces(at compile time, that is) the
changeto integrate well with the ertire program; in a dynamically typed
setting, no errors are caugltt this early in the developmer cycle.

Standard ML is a functional languagein that it supports higher-order
functions, that is, functions may take functions as argumens and return
functions as a result. Although it is a functional language, Standard ML
alsohassupport for imperative featuressud as mutable data structureslike
arrays and references.

1.3 Outline

Chapter |2 provides instructions for getting started with SMLsener. Chap-
ter 3 preseints two simple examples,which illustrate the basic medanism



4 CHAPTER 1. INTRODUCTION

for writing dynamic Web pageswith SMLsener. Chapter 4 descrikes how
SMLsener Web scripts may use data obtained from users. Chapter |5 de-
scribes how state in Web scripts may be emulated using so-calledhidden
form variables. The conceptof regular expressionsand the idea of fetching
data from foreign Web sites are coveredin Chapter 6. The generalinterface
for connectingto a Relational DatabaseManagemen System (RDBMS) is
described in Chapter 7. A medanism for cheing that form variablescon-
tain valuesof the right type is presernied in Chapter(8. Finally, Chapter 9
presens a user authentication medanism basedon information storedin a
databaseand cookie information provided by the client browser. A summary
is givenin Chapter/10.

All conceptsare illustrated using a seriesof examples,which are all in-
cludedin the SMLsener distribution.



Chapter 2

Getting Started

This chapter describeshow to install and setup SMLsener on an Intel Redhat
Linux box usingthe Redhat PackageManager(RPM). To install SMLsener

on a Linux box that do not support RPMs, seethe Te README_SMLSERVER
in the sourcedistribution, which is available from the SMLsener homepage
(http://www.smiserver.org ).

2.1 Requiremen ts

If your Redhat Linux box doesnot acceptthe RPMs, it may be necessaryo
rebuild the RPMs as descrited in Section/2.9. Moreover, if your version of
RedhatLinux is 6.2 or earlier, you needto install RPM version4.0.2or later;
seehttp://www.redhat.com/support/errata/RHSA- 2001-016.html . Re-
building the SMLsener RPM or compiling SMLsener from the sourcedis-
tribution requiresGCC version2.96 (or later).

2.2 Installing RPMs

To install the necessaryRPMs, run the following two commandson your
Redhat Linux box:

# rpm -Uvh \
http://lwww.smiserver.org/dist/aolserver-3.4-1.i386.rpm

# rpm -Uvh \
http://lwww.smiserver.org/dist/smiserver-4.1.0-1.i386.rpm

5
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The two commandscauseAOLsener and SMLsener to beinstalled in the di-
rectories/usr/share/aolserver  and /usr/share/smliserver , respectively.

2.3 Starting AOLserver

Beforeyou start the AOLserver Web sener, a few customizationsare neces-
sary:
1. Copy the directory /usr/share/smiserver/smiserver_demo to some-
wherein your homedirectory:

# cp -a /usr/share/smiserver/smiserver_demo  ~/web/

2. Copy the AOLsener con guration le ~/web/nsd.demo.tcl to a e
~/web/nsd.user.tcl , whereuser is your username. Modify the rst
two or three lines of the e ~/web/nsd.user.tcl  to suit your needs
(seeAppendix/A).

Your directory structure should now look as follows:

/home/user/web/
nsd.demo.tcl
nsd.user.tcl
www/

demo/
demo.pm

demo_lib/
lib/
log/

AOLsenrer cannow be started by executingthe command|again substi-
tute user with your username:

# [lusr/share/aolserver/bin/nsd -t ~/web/nsd.user.tcl -u user
By executingthe command
# ps --cols=200 guax | grep nsd

you should seethat AOLsener is running Vv e or six processes.AOLsener
writes information into the Te ~/web/log/server.log . By looking at the
log, you shouldseea notice that AOLsener hasloadedthe module nssml.so.
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2.4 Compiling the Sample Web Pro ject

Beforeyou can requestsml- les and msp les from port 80800n your Linux
box (the settings can be altered by editing the Te ~/web/nsd.user.tcl ),
you needto compilea project le, which mertions the Tes and libraries that
SMLsener should know about. To compile the sample project demo.pm
erter the following commandson your system:

# cd ~/web/www
# In -s demo.pmsources.pm
# smiserverc sources.pm

Now, try to requestthe script http://localhost:8080/demo/index.sml
from a Web browser.

2.5 Interfacing to an RDBMS

To getaccesso an RDBMS from within your SMLsener scripts,an RDBMS
supported by AOLsener must be beinstalled on your system. Onesupported
RDBMS is Postgresqgl (http://www.postgresgl.org ); RPMs for Redhat
Linux are available from the PostgresqlWeb site. Other options include
Oracle 8i, for which a driver for AOLsener is made available by ArsDigita
(http://www.arsdigita.com ), and MySQL (http://www.mysgl.com ), for
which a driver is made available by the consulting compary Panoptic Com-
puter Network (http://www.panoptic.com/nsmysgl/ ).

Information on how to interfaceto Oracle8i and MySQL is available from
the SMLsener home page. The next section describes how to interface to
the Open SourceRDBMS Postgresql.

2.6 Interfacing to Postgresq|

This section describes how to set up a databasewith Postgresqlfor the
purposeof using it with SMLsener. We assumethat Postgresqlis already
installed on the system. We also assumethat the sample Web project is
compiledas descriked in Section2.4.

1. Install the Postgresqldriver for AOLsener by executingthe following
commandon your Linux box:


http://localhost:8080/demo/index.sml
http://www.postgresql.org
http://www.arsdigita.com
http://www.mysql.com
http://www.panoptic.com/nsmysql/

CHAPTER 2. GETTING STARTED

# rpm -Uvh \
http://www.smlserver.org/dist/pgdriver-2.0-1.i386.rpm

If the RPM doesnot install on your system,seeSection2.9 for how to
rebuild the padkage.

. Start the Postgresqgldaemonprocessby executing(as root) the follow-
ing command:

$ /etc/rc.d/init.d/postgresql start

. Create a databaseuserwith the samename as your usernameon the
Linux box:

$ su - postgres
# createuser -P user

Invent a new passvord for the databaseuser. Answer yesto both ques-
tions asked by createuser . Insert the password for the new database

userin the AOLsener con guration Te ~/web/nsd.user.tcl  (instead
of XXXX

. As user, createa database(also called user) asfollows:

# createdb user
You can now use the command psql to corntrol your databaseand
submit SQL queriesand commandsto your database.Install the data

modelsfor the demonstration programsby executingthe commands

# cd ~/web/demo_lib/pgsql
# psql -c "\i all.sqgl"

. Restart AOLsenwer by rst killing it usingthe command
# killall nsd

and then starting AOLsener again as shavn above.
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6. Edit the Te ~/webl/lib/Db.sml . Make surethat the structure Dbis
boundto the structure Ns.DbPg The linesde ning the Oraclestructure
and the MySQL structure should be commerted out:

(* For The PgSQLUser *)
structure Db: NS_DB= Ns.DbPg
val _ = Db.Handle.initPools ['pg_main","pg_sub"]

7. Go start your Web browser and visit the databaseexamplesavailable
from http://localhost:8080/demo/index.sml

2.7 Automating Startup of the Web Server

There are basically two reasonswhy you would want the operating system
to cortrol the startup of your Web sener:

1. When your madine is rebooted, you may want the Web sener to
restart oncethe madine has comebad up.

2. If your Web sener terminates due to someinternal error in the sener,
you may want the operating systemto restart the Web sener.

Thesefeaturesare obtained by adding the following line (replaceuser with

your actual user name) to the e /etc/inittab on your Linux box|y ou
must be root to do this:

al:5:respawn:/usr/share/aolserver/bin/nsd -\
-t ~user/web/nsd.user.tcl  -u user -g user

Then, asroot, to have Linux rereadthe Te /etc/inittab , executethe com-
mand

$ /sbin/telinit q

Now, if you want to restart your Web sener, simply execute|also asroot

$ killall nsd


http://localhost:8080/demo/index.sml
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2.8 SoYou Want to Write Your Own Pro ject

To write your own project, createa new le yourproject.pm and make this
project the currernt project:

# cd ~/web
# rm -f sources.pm
# In -s yourproject.pm sources.pm

You can have only oneproject assaiated with eath Web sener that you run.
Usethe compilersmiserverc (locatedin the directory /usr/bin ) to compile
your project into bytecode. Once your project is compiled, the Web sener
answersrequestsof the Tes listed in the [...]  part of your project Te (see
Section3.5).

Library code to be sharedbetween scripts may be stored anywhere on
the systemand mertioned in the local part in the project ITe[lo ok in the
sampleproject le demo.pnfor examples.

2.9 Rebuilding The RPMs

To rebuild the RPMs for a RedhatLinux box, asroot, executethe commands:

$ rpm --rebuild \
http://www.smiserver.org/dist/aolserver-3.4-1.src.rpm

$ rpm --rebuild \
http://www.smiserver.org/dist/smiserver-4.1.0-1.src.rpm

After doingso,the newly createdpadagescanbeinstalled by|also asroot|
executingthe commands:

$ rpm -Uvh \
lusr/src/redhat/RPMS/i386/aolserver-3.4-1.i386.rpm

$ rpm -Uvh \
lusr/src/redhat/RPMS/i386/smlserver-4.1.0-1.i386.rpm

Similarly, to rebuild the RPM for the Postgresqldriver, asroot, executethe
command:

$ rpm --rebuild \
http://www.smiserver.org/dist/pgdriver-2.0.src.rpm
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When rebuilt, the driver is installed by executingthe command:

$ rpm -Uvh /usr/src/redhat/RPMS/i386/pgdriver-2.0-1.i386.rpm

11
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Chapter 3

Presenting Pagesto Users

In this chapter we shav two examplesof dynamic Web pages(also called
Web scripts) written with SMLsener. The rst example, which shaws the
time of day, takesthe form of a regular Standard ML program. It usesthe
function Ns.Conn.return to return the appropriate HTML code to the user
requestingthe page.

The secondexample,which shows a simple multiplication table, usesthe
possibility of writing ML Sener Pages(MSP) with SMLsener.

3.1 The Hyp erText Transfer Proto col

Before we dive into the details of particular dynamic Web pages,we brie°y

descrile the protocol that is the basisfor the World Wide Web, namely the

HyperText TransferProtocol (HTTP). It is this protocol, which dictates how
Web browsers(sudch asMicrosoft's Internet Explorer or Netscape Navigator)

make requeststo Web senersand how a Web sener comnunicatesa response
bad to the particular browser.

HTTP is a text-based protocol. When a Uniform ResourcelLocator
(URL), sud as http://www.amazon.com, is erntered into a Web browser's
location eld, the browser corverts the user'srequestinto a HTTP GETre-
guest Web browsersusually requestWeb pageswith methal GET When a
userfollows a link from a Web pageor when a user submits a form with no
method speci ed, the requestis a GETrequest. Another often usedrequest
method is POS;Twhich supports an unlimited number of form variableswith
form data of non-restricted size. Other possible methods include DELETE

13
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and PUTWhen writing SMLsener applications, however, you neednot know
about methods other than GETand POST

As an exampleof HTTP in action, considerthe casewherea usererters
the URL http://www.google.com/search?q=SMLserver into the location
“eld of a Web browser. The URL speci es a form variable q (read: query)
with asseiated form data SMLserver. As a result, the Web browser sends
the following GETrequestto port 80 on the madine www.google.com

GET/search?g=SMLserver HTTP/1.1

The macdine www.google.commay answer the requestby sendingthe follow-
ing HTTP respnse badc to the cliertjthe HTML content between<html>
and </html> is left out:

HTTP/1.1 200 OK

Date: Mon, 23 Jul 2001 11:43:32 GMT

Server: GWS/1.11

Set-Cookie: PREF=ID=49cdd72654784880:TM=995888612:L. M=995888612;
domain=.google.com;
path=/;
expires=Sun, 17-Jan-2038 19:14.07 GMT

Content-Type: text/html

Transfer-Encoding:  chunked

54d
<htmlI>

</html>

The HTTP responseis divided into a status line followed by a seriesof
response header lines and some cortent. Ead respnse header takes the
form key. value wherekey is aresponseheaderkey and valueis the asseiated
responseheadervalue. The status line speci es that the HTTP protocol in
useis version1.1 and that the status code for the requestis 200, which says
that somecornent follows after the response headers. Figure 3.1 lists the
most commonly usedstatus codesand Figure|3.2 lists somecommonly used
responseheaderﬂ

IHTTP 1.1 supported status codes and responseheadersare listed in RFC 2616. See
http://www.ietf.org
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Status Code

Description

200 (OK)

Indicates that ewerything is ne. The docu-
mert follows the responseheaders.

301 (Moved Permanerily)

The requesteddocumen has moved and the
URL for the newlocation is in the Location

response header. Becausethe documert is
moved permanetily, the browsermay update
bookmarks accordingly

302 (Found)

The requested documernt has moved tem-
porarily. This status code is very useful be-
causeit makesa client requestthe URL in
the Location headerautomatically.

400 (Bad Request)

Bad syntax in the client request.

401 (Unauthorized)

The client tries to accessa passvord pro-
tected pagewithout specifying proper infor-
mation in the Authorization header.

404 (Not Found)

The \no sud page" response.

405 (Method Not Allowed)

Requestmethod is not allowed.

500 (Internal Sener Error)

The \server is buggy" response.

503 (ServiceUnavailable)

Sener is being maintained or is overloaded.

Figure 3.1: The most commonly usedHTTP status codes
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Header Description

Allow Speci es the request methods (GET POST etc.)
that a sener allows. Required for responseswith
status code 405 (Method Not Allowed).

Cache-Control Tells client what cading strategy may be used.
Usablevaluesinclude:

public: documert may be caded
private: documert may be cated by user
no-cache: documert should not be cached

no-store: documert should not be cacthed and
not stored on disk

Content-Encoding May be usedfor compressinglocumerts (e.g., with
gzip).

Content-Language Speci es the documern language such as en-us
and da. SeeRFC 1766for details?2

Content-Length Speci esthe number of bytes in the documen. A
persistet HTTP connectionis used only if this
headeris preser.

Content-Type Speci es the MIME (Multipurp ose Internet Mail
Extension) type for the documen. Examplesin-
clude text/html  and image/png.

Date Speci esthe current date (Greerwich MeanTime).

Expires Speci es when cortent should be consideredout-
of-date.

Last-Modified Indicates the last changeof the documert.

Location All responseswith a status code in the range 300{
399 should cortain this header.

Refresh Indicates an interval (in seconds)at end of which
the browsershould automatically requestthe page
again.

Set-Cookie Speci es a cookie assaiated with the page. Mul-

tiple Set-Cookie headersmay appear.

Figure 3.2: Somecommonly usedresponseheaders
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We have more to say about HTTP requestsin Chapter/4 wherewe shav
how information typed into HTML forms turns into form data submitted
with the HTTP request.

3.2 Time of day

We shall now seehow to createa small Web servicefor preseting the time-
of-day to a user. The exampleusesthe Time.nowfunction from the Standard
ML BasisLibrary to obtain the presen time of day. HTML code to sendto
the usersbrowseris constructedusing Standard ML string primitiv es. If you
arenewto HTML, a short references provided in Appendix/D on pagel127.

val time_of day =
Date.fmt "%H.%M.%SDate.fromTimeLocal(Time.now()))

val _ = Ns.Conn.return
("<html> \
\  <head><title>Time of day</titte></head> \
\  <body bgcolor=white> \
\ <h2>Timeof day</h2> \
\ The time of day is " ” time_of day ™ ". \
\ <hr> <i>Served by \
\ <a href=http://www.smlserver.org>SMLserver</a> \
\ </i> \
\  </body> \
\</htmI>")

Figure 3.3 shaws the result of a user requestingthe le time_of_day.sml
from the Web sener.

The exampleusesthe Nsstructure, which givesaccesdo the Web sener
API; to get an overview of what functions are available in the Nsstructure,
consult Appendix [E, which lists the Standard ML signature for the struc-
ture. The function Ns.Conn.return takesa string asargumert and sendsan
HTTP responsewith status code 200 (Found) and cortent-type text/html
to the browseralongwith HTML code passedin the argumert string.

In Section 4.2 on page30 we shov how support for quotations may be
usedto enmbed HTML code in Standard ML Web applications somewhat
more elegarly than using Standard ML string literals.
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o ™ ==X

| File Edit View Go Communicator Help

[ " Bookmarks K Location: Thttp //dsffy it-c dk 8080/demo /tame_of_day sml /| @)" What's Related

Time of day

The time of day is 03.24.40.

Served by S/ .
[ [7T960% T [Document Done. - s 92 @ 2

Figure 3.3: The result of requesting the Te time_of day.sml us-
ing the Netscape browser. The HTTP request causesthe compiled
time_of _day.sml program to be executedon the Web sener and the re-
sponseis ser (via the HTTP protocol) to the Web browser.

In the next sectionwe explore SMLsener's support for ML Sener Pages
(MSP).

3.3 A Multiplication  Table

SMLsener supports the executionof dynamic Web pageswritten using ML
Sener Pages(MSP). In this sectionwe shav how a dynamic Web pagefor
displaying a multiplication table is written asan ML Sener Page. ML Sener
Pagesare stored in les with extension.msp and are listed in project Ies
alongwith .sml - les (Section3.50n page21 hasmoreto say about projects.)

%ereis how the ML Sener Pagefor displaying a multiplication table looks
like3

<?MSP
local open Msp infix &&

fun iter f n=if n =0 then $"
else iter f (n-1) &&f n
fun col r ¢ =
$"<td width=5% align=center>"

3File smiserver_demo/www/demo/mul.msp
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&& $(Int.toString (r * )
&& $"</td>"
fun row sz r = $"<tr>" &&iter (col r) sz &&$"</tr>"
in
fun tab sz = iter (row sz) sz

end
>

<htmlI>
<body bgcolor=white>
<h2>Multiplication = Table</h2>
<table border=1> <?MSP%ab 10 ?> </table>
<hr><i>Served by <a

href=http://www.smlserver.org>SMLserver</a></i>

</body>

</html>

Figure 3.4 shownsthe result of a userrequestingthe Te mul.mspfrom the Web
sener. An .msp- le cortains HTML code with the possibility of embedding
StandardML codeinto the Te, usingtags<?MSP.. ?>and<?MSP$.. 7>,
The former type of tag makesit possibleto embed Standard ML declarations
into the HTML code whereasthe latter type of tag makesit possibleto em-
bed Standard ML expressionsinto the HTML code. The Mspstructure,
which the .msp- Te makesuseof, provides functionality for constructing and
concatenatingHTML code ezxciently, by meansof constructors $ and &&
respectively. The functions col , row, and tab constructthe HTML multipli-

cation table. The functions usethe function iter , which constructs HTML

code by concatenatingthe resultsof repeatedlyapplying the anorymousfunc-
tion given asthe rst argumert; the secondargumert cortrols the number
of times the anonymousfunction is called.

3.4 How SMLserv er Serves Pages

Before we proceedwith more examplesof SMLsener Web applications, we
descrite how SMLsener Web applications are compiled and loadedand, -
nally, how SMLsener scripts (i.e., .sml-les and .msp- les) are executed
when requestedby a client.
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Figure 3.4: The result of requestingthe Te mul.msp using the Netscape
browser. The HTTP request causesthe compiled mul.msp program to be
executedon the Web sener and the responseis sert (via the HTTP protocol)

to the Web browser.
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AOLsener supports dynamicloading of moduleswhenthe sener is started.
Modules that may be loaded in this way include drivers for a variety of
databasevendors, a module that enablessupport for CGI scripts, and a
module that enablesencryption support, using SecureSacket Layer (SSL).
Which modules are loadedwhen AOLsener starts is con gured in a con g-
uration Te; a sampleAOLsener con guration e is listed in Appendix A.

SMLsener is implemerted as a module nssml.so, which is loaded into
AOLserwer|along with other modules|jwhen AOLsener starts. When the
nssml.so module is loaded into AOLsener, future requestsfor les with
extension.sml and .msp are sened by interpreting the bytecode le that is
the result of compiling the requested.sml - Te or .msp- le. Compilation of
.sml - Tes and .msp- les into bytecode Ies is doneby explicitly invoking the
SMLsener compiler smiserverc .

3.5 Project Files

The SMLsener compiler smiserverc takesasargumert a project e, which
lists the .sml - les and .msp- les that a client may requestalong with Stan-
dard ML library codeto be usedby the client-accessiblesml - Tes and .msp-
“les. By invoking smiserverc without argumerns, a simpletext-basedmeru-
system appears, which supports excient recompilation of a project upon
modi cation of .sml - Tes and .msp- les.

Be aware that the project Te name must correspnd to the string asso-
ciated with the ertry prjid in the AOLsener con guration le, which by
default is sources.pm.

An exampleproject Te is listed in Figure 3.5. The project le speci es
that the two scripts time_of _day.sml and mul.msp be made available for
clients by SMLsener. Assuming the project le name correspnds to the
‘le name mertioned in the AOLsenrer con guration le, upon successful
compilation of the project, a user may requestthe les time_of day.sml
and mul.msp.

The two example scripts time_of day.sml and mul.msp may refer to
identi ers declaredin the Tes mertioned in the local-part of the project le
(i.e., betweenthe keywordslocal andin) aswell asto iderti ers declaredby
the Standard ML BasisLibrary# and the project ../lib/lib.pm . Moreover,

4To seewhat parts of the Standard ML BasisLibrary that SMLserver supports, consult
the "Te /usr/share/smiserver/basislib/basislib.pm on your system.
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import ../lib/lib.pm
in
local
../demo_lib/Page.sml
../demo_lib/FormVar.sml

in

(* Leaf files; mayrefer to identifiers declared in
* library files, but cannot refer to identifiers

* in other leaf files. *)

[ time_of day.sml

mul.msp ]
end
end

Figure 3.5: A project le for the two examplesin this chapter.

in the local-part of the project Te, it is allowed for an .sml - Te to referto
identi ers declaredby previously mertioned .sml - les. Howewer, an .sml -
Te or an .msp- le mertioned in the square-braket part of a project Te may
not referto identi ers declaredby other Tes mertioned in the square-braket
part of the project Te. Thus, in the exampleproject Te, mul.msp may not
refer to identi ers declaredin time_of day.sml .

3.6 Compilation

As mertioned, a project is compiledwith the SMLsener compilersmiserverc
with the name of the project le (sources.pm is the default nameto use)
given as argumen:

smiserverc sources.pm

The bytecode les resulting from compilation of a project are stored in a
directory named PM located in the samedirectory as the project le. To
work ezxciently with SMLsener, you need not know anything about the
content of the PMdirectories. In particular, you should not alter the cortent
of thesedirectories.
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3.7 Loading and Serving Pages

The rst time SMLsener senesan .sml - le or an.msp- le, SMLsener loads
the bytecode for the Standard ML Basis Library along with user libraries
mertioned in the project Te beforethe bytecode for the .sml-Te or .msp-
le is loaded. Upon subsequen requestsfor an .sml-Te or an .msp- le,
SMLsener reusesthe bytecode already loaded.

After bytecode for a requestis loaded, SMLsener executesinitialization
code for ead library Te before the bytecode assaiated with the request
is executed. BecauseSMLsen\er initiates executionin an empty heap eah
time a requestis sened, it is not possibleto maintain state implicitly in Web
applications using Standard ML referencesor arrays. Instead, state must
be maintained explicitly using a Relational Database Managemeh System
(RDBMS) or the cade primitiv es supported by SMLsener (seethe NSsig-
nature in Appendix E). Another possibility is to ermulate state behavior by
capturing state in form variablesor cookies.

At rst, this limitation may seemlike a major drawbadk. Howewer, the
limitation hasseeral important advantages:

2 Good memory reuse. When a requesthas beensened, memory used
for servingthe requestmay be reusedfor serving other requests.

2 Support for a threaded executionmodel. Requestsmay be sened si-
multaneously by interpreters running in di®eren threads without the
needfor maintaining complexlocks.

2 Good scalability properties. For high volume Web sites, the serving of
requestsmay be distributed to se\eral di®erett madinesthat commnu-
nicate with a single databasesener. Making the RDBMS deal with
the many simultaneousrequestsfrom multiple clients is exactly what
an RDBMS is good at.

2 Good durability properties. Upon Web sener and hardware failures,
data stored in Web sener memory is lost, whereas,data stored in an
RDBMS may be restoredusing the durability featuresof the RDBMS.

We have moreto say about enulating state usingform variablesin Chapter 5.
Programming with cookiesis coveredin Chapter 9.
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3.8 Logging Messages, Warnings, and Errors

When AOLsener starts (seeChapter 2), initialization information is written
to a serverlog le. The location and nameof the sener log Te is con gured
in the AOLsener con guration Te (seeAppendix A). The default name of
the sener log Te is server.log .

In addition to initialization information being written to the senrer log
‘Te, the databasedrivers and other AOLsener modules may also write in-
formation to the sener log Te when AOLsener is running. It is also pos-
sible for your SMLsener scripts to write messageso the sener log Te us-
ing the function Ns.log . The function Ns.log hastype Ns.LogSeverity *
string -> unit . The structure Nsdeclaresthe following valuesof the type
Ns.LogSeverity :

Value Description (intended use)
Notice  Somethinginteresting occurred.
Warning Maybe somethingbad occurred.

Error Somethingbad occurred.

Fatal Something extremely bad occurred. The sener
will shut down after logging this message.

Bug Somethingoccurred that implies there is a bug in
your code.

Debug If the senerisin Debugmaode, speci ed by a°ag in
the [ns/parameters] sectionof the con guration
‘Te, the messages printed. If the sener is not in
debugmode, the messages not printed.

Allowing SMLsener scripts to write message$o the senerlog Te turns out
to be handy for debuggingscripts.

3.9 Uncaught Exceptions and Ab orting Exe-
cution

We still have to explain what happenswhen a script raisesan exceptionthat
is not handled (i.e., caugh) by the script itself. SMLsener dealswith suth
uncaugh exceptionsby writing a warning in the sener log e explaining
what exceptionis raisedby what Te:
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[20/Jul/2001:20:50:02][833.4101][-conn0-]
Warning: /home/mael/web/www/demo/temp.smliraised Overflow

There is one exception to this scheme. If the exception raised is the
prede nedtop-level exceptioninterrupt , nowarning is written to the serer
log Te. In this way, raising the Interrupt exceptionmay be usedto silertly
terminate the executionof a script, perhapsafter servingthe client an error
page. The function Ns.exit , which hastype unit -> ty, for any typety,
exits by raising the exceptionInterrupt

An important aspect of usingthe function Ns.exit to abort executionof
ascript is that, with the useof exceptionhandlers,resourcesud asdatabase
connections(seeChapter 7) may be freed appropriately upon exiting.

It is important that SMLsener scripts do not abort executionby calling
the function OS.Process.exit provided in the Standard ML BasisLibrary.
The reasonis that the function OS.Process.exit hasthe unfortunate e®ect
of terminating the Web sener main process’

3.10 Accessing Setup Information

The structure Ns.Info provides an interfaceto accessingnformation about
the AOLsener setup, including the possibility of accessinghe Web sener
con guration Te settings. Consult Appendix E to seethe signature of the
Ns.Info structure.

SRecall that ead script executesin a separatethread.
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Chapter 4

Obtaining Data from Users

One of the fundamertal reasondor the succes®f dynamic Web applications
is that Web applicationscandependon userinput. In this chapter we presert
two small examplesof SMLsener applicationsthat query data from users.
The two examplesthat we presett are both basedon two Tes, an HTML

‘Te for preserting a form to the userand an .sml - Te that accessethe sub-
mitted data and computes|and returns to the user[HTML code basedon
the userinput. HTML forms provide for many di®eren input types,includ-
ing text elds, selectionboxes, radio buttons, and drop-down merus. If you
are newto HTML forms, a quick referenceis provided in Appendix D.2 on
pagel3l

4.1 Temperature Conversion

This section preserts a Web application for corverting temperaturesin de-
greesCelsiusto temperaturesin degreeg-ahrenheit. The Web application is
madeup of one Te temp.html cortaining an HTML form for queryingatem-
perature from the userand a script temp.sml for calculating the temperature
in degreed-ahrenheit basedon the temperature in degree<Celsius.

The Temperature Form

The Te temp.html readsas follows:

IFile smiserver_demo/www/demo/temp.html.

27
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Figure 4.1: The result of displaying the e temp.html usingthe Netscape
browser.

<htmlI>
<body bgcolor=white>
<h2>Temperature Conversion</h2>
Enter a temperature in degrees Celcius:
<form method=get action=temp.sml>
<input type=text name=temp_c>
<input type=submit value="Compute Fahrenheit Temperature">
</form> <hr><i>Served by <a
href=http://www.smlserver.org>SMLserver</a>
</i></body>
</html>

The result of displaying the above HTML code in a Web browseris shavn in
Figure 4.1 The action of the HTML form is the script temp.sml. When the
user of the HTML form erters a temperature in the text eld (20 say) and
hits the \Compute Temperature in Fahrenheit" button, the script temp.sml
is requestedfrom the Web sener with the form data temp_c = 20.
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Calculating the Temperature in Degrees Fahrenheit

Hereis the script temp.sml:2

fun calculate ¢ = concat
['<htmI> <body bgcolor=white> ",
"<h2>Temperature Conversion</h2> ",
Int.toString c, " degrees Celcius equals "
Int.toString (9 * c div 5+ 32),
" degrees Fahrenheit. <p>Go",
"<a href=temp.html>calculate = a new temperature</a>.",
"<hr> <i>Served by <a href=http://www.smlserver.org>",
"SMLserver</a></i> </body></htm|>"]

val _ = Ns.Conn.return
(case FormVar.wrapOpt FormVar.getintErr  "temp_c"
of NONE=> "Go back and enter an integer!"
| SOME => calculate i)

The structure FormVarprovides an interface for accessingorm variables of
di®eren types?

The expressionFormVar.wrapOpt FormVar.getintErr  resultsin a func-
tion, which hastype string -> int option . The function takesthe name
of a form variable as argumert and returns SOME], wherei is an integer
obtained from the string value assaiated with the form variable. If the form
variable doesnot occur in the query data, is not a well-formed integer, or its
valuedoesnot t in 32 bits, the function returns NONBNe have moreto say
about the FormVarstructure in Chapter 8.

In the casethat the form variabletemp_cis assaiated with a well-formed
integer that ts in 32 bits, an HTML pageis constructed, which presens
the submitted temperature in degreesCelsius, a calculated temperature in
degreed-ahrenheit, and a link bad to the temp.html form. The result of a
usercorverting a temperature in degree<elsiusto a temperature in degrees
Fahrenheitis shavn in Figure 4.2

2File smiserver_demo/www/demo/temp.sml
3File smiserver_demo/demo_lib/FormVar.sml .
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Figure 4.2: The result of a user corverting a temperature in degreesCelsius
to a temperature in degreedahrenheit.

4.2 Quotations for HTML Embedding

As we have seenin the previous example,embedding HTML code in Stan-
dard ML programsusing strings does not look nice; many characters must
be escapd and splitting of a string acrosslinestakesse\eral additional char-
actersper line. This limitation of Standard ML strings makesit dixcult to
readand maintain HTML code enbeddedin Standard ML Web applications.

Fortunately, many Standard ML implemenrtations support quotations
which makes for an elegan way of embedding another languagewithin a
Standard ML program. Hereis a small quotation examplethat demonstrates
the basicsof quotations:

val text = "love"
val ulist : string frag list =
“<ul>
<li> | “ext Webprogramming
</ul>

The program declaresa variable text of type string , a variable ulist of
typestring frag list , andindirectly makesuseof the constructorsof this

predeclareddatatype:

datatype 'a frag = QUOTIBf string
| ANTIQUOTE 'a
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What happensis that the quotation bound to ulist evaluatesto the list:

[QUOTE<ul>\n  <li> 1 ",
ANTIQUOTHove",
QUOTE Webprogramming\n</ul>"]

Using the Quot.flatten  function, which has type string frag list ->
string , the value bound to ulist may be turned into a string (which can
then be sen to a browser.)

To be precise,a quotation is a particular kind of expressionthat consists
of a non-empty sequencef (possiblyempty) fragmerts surroundedby bad-
quotes:

exp = “frags guotation
frags 1= charse character sequence
j charse Nid frags anti-quotation variable

j charse ~(exp) frags arti-quotation expression

A character sgquene, written charse, is a possiblyempty sequencef print-
able characters or spacesor tabs or newlines, with the exceptionthat the
characters”™ and °~ must be escagd using the notation ~ and ", respec-
tively.

A quotation ewaluates to a value of type ty frag list , wherety is
the type of all anti-quotation variables and anti-quotation expressionsin
the quotation. A character sequencdragmert charse evaluatesto QUOTE
"charse'. An anti-quotation fragmert ~id or A exp) evaluatesto ANTIQUOTE
valug where value is the value of the variable id or the expressionexp
respectively.

Quotations are usedextensiwely in the sectionsand chaptersthat follow.

In fact, to easeprogramming with quotations, the type constructor quot
is declaredat top-level as an abbreviation for the type string frag list
Moreover, the symbolic identi er " is declaredas an in x identi er with
type quot * quot -> quot and assaiativity similar to @ More operations
on quotations are available in the Quot structure.*

4.3 A Dynamic Recipe

This sectionprovides another exampleof using quotations to embed HTML
code in your Standard ML Web applications. Similarly to the temperature

4File smiserver_demo/lib/Quot.sml lists the signature for the Quot structure.
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conversionexample,this exampleis madeup by two Ies, a le recipe.html
that provides the user with a form for entering the number of personsto
sene apple pie and a script recipe.sml that computesthe ingredierts and
senesa recipe to the user.

The Recip e Form
The Te recipe.html cortains the following HTML code?®

<htmlI>
<body bgcolor=white>
<h2>DynamicRecipe: Apple Pie</h2>
Enter the numberof people you're inviting for apple pie:
<form method=post action=recipe.sml>
<input type=text name=persons>
<input type=submit value="Compute Recipe">
<fform> <hr> <i>Served by
<a href=http://www.smiserver.org>SMLserver</a></i>
</body>
</html>

The result of requestingthe pagerecipe.html using Netscapge Navigator is
shawvn in Figure 4.3

Computing the Recip e

The script recipe.sml , which computesthe apple pie recipe and returns a
pageto the userreadsas follows?

fun error s =
(Page.return ("Error. " "~ s)
"An error occurred while generating a recipe for
you; use your browser's back-button to backup
and enter a numberin the form.
; Ns.exit())

val persons =

SFile smiserver_demo/www/demo/recipe.html .
6File smiserver_demo/www/demo/recipe.sml .
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Figure 4.3: The result of requestingthe Te recipe.html usingthe Netscape
browser.

case FormVar.wrapOpt FormVar.getNatErr "persons”
of SOMHml =>real n
| NONE=> error "You must type a number"

fun pr_nums r =
if Real.== (r,1.0) then "one " *'s
else
if Real.==(real(round r),r) then
Int.toString (round 1) A" " A s ANMg
else Real.toString r A" " A g A Mg"

val _ = Page.return "Apple Pie Recipe"
"To makean Apple pie for “(pr_num "person" persons), you
need the following ingredients:
<ul>
<img align=right  src=applepie.jpg>
<li> ~(pr_num "cup" (persons / 16.0)) butter
<li> ~(pr_num "cup" (persons / 4.0)) sugar
<li> "(pr_num "egg" (persons / 4.0))
<li> "(pr_num "teaspoon" (persons / 16.0)) salt
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<li> "(pr_num "teaspoon” (persons / 4.0)) cinnamon
<li> “~(pr_num "teaspoon" (persons / 4.0)) baking soda
<li> "(pr_num "cup" (persons / 4.0)) flour

<li> ~(pr_num "cup" (2.5 * persons / 4.0)) diced apples
<li> ~(pr_num "teaspoon" (persons / 4.0)) vanilla

<li> "(pr_num "tablespoon” (persons / 2.0)) hot water
</ul>

Combineingredients in order given. Bake in greased 9-inch
pie pans for 45 minutes at 350F. Serve warmwith whipped
cream or ice cream. <p>

Make <a href=recipe.html>another  recipe</a>."

When a usererters a number (say 4) in the form shown in Figure 4.3 and
hits the button \Compute Recipe", a recipe is computedby the recipe.sml
program and HTML code is sert to the user's browser, which layouts the
HTML code as shown in Figure 4.4 The expressionFormVar.wrapOpt
FormVar.getNatErr resultsin afunction with typestring -> int option .
This function takesthe name of a form variable as argumen and returns
SOMH), if a represetable natural number n is assaiated with the form
variable. If on the other hand the form variable doesnot occur in the query
data or the value assaiated with the form variable is not a well-formed in-
teger greaterthan or equalto zeroor the integerdoesnot t in 32 bits, the
function returns NONE

Besidesthe FormVarstructure, the recipe program also makes use of a
library function Page.return , which takes a headingand a page body as
argumert and returns a pageto the client:’

fun return head body = Ns.return
(‘<html>

<head><title>"head</title>
</head>
<body bgcolor=white>
<h2>"head</h2>" ™M

body ™M

“<hr><i>Served by

"File smiserver_demo/demo_lib/Page.sml .
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Figure 4.4: The result of computing a recipe for a four-personapple pie.
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<a href=http://www.smlserver.org>SMLserver</a></i>
</body>
</html>")



Chapter 5

Emulating State Using Hidden
Form Variables

We have mertioned earlier how state in SMLsener Web applications may
be implemerted using a Relational DatabaseManagemenh System. In Chap-
ter 7, we shall follow this ideathoroughly. In this chapter, on the other hand,
we presert someexamplesthat shav how state in Web applications may be
emulated using so called \hidden form variables". The main ideais that no
state is maintained by the Web sener itself; instead, all the state information
is sert badk and forth betweenthe client and the Web sener for eat request
and response.

The rst examplewe presern implemerts a simple courter with buttons
for courting up and down. The secondexampleimplemerts the \Guess a
Number" game.

5.1 Counting Up and Down

The implemertation of the simple courter consistsof one .sml-le named
counter.sml , which usesthe FormVarfunctionality (described on page 29
in Section 4.1) to get accessto the form variable counter, if presen. If
the form variable counter is not presen, a value of O (zero) is used for
the value of counter . The implemertation also makes use of the function
Ns.Conn.formvar on which the FormVarstructure is built (seeSection 8.3
on page91). The script counter.sml takesthe following form:?

IFile smiserver_demo/www/demo/counter.sml .

37
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Figure 5.1: The courter renderedby Netscape Navigator after a few clicks
on the \Up" button.

val counter = Int.toString
(case FormVar.wrapOpt FormVar.getintErr  "counter”
of SOME => (case Ns.Conn.formvar "button"
of SOMEUp" =>c¢ + 1
| SOMEDown"=>c¢ - 1
| _=>0)
| NONE=> 0)

val _ = Page.return ("Count: " ”~ counter)
“<form action=counter.sml>
<input type=hidden name=counter value="counter>
<input type=submit name=button value=Up>
<input type=submit name=button value=Down>
</fform>"

Figure 5.1 preseits the courter as it is rendered by Netscape Navigator.

Notice that becausea requestmethod is not speci ed, the requestmethod

GETis usedfor the form, which shaws in the location eld where the form

variable key-value pairs are appendedto the URL for the Te counter.sml .

In the next example, we shall seethat by using the requestmethod POST
the key-value pairs of form variablesdo not turn up in the location eld.
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5.2 Guess a Num ber

We now demonstratehow to write a small gameusing SMLsener. As for the
previousexample,the \Guessa Number" Web gameis madeup of one.sml -
‘Te guess.sml. The Web gameusesthe FormVarfunctionality explainedon
page 34 in Section4.3 to get accessto the form variables n and guess, if
presen. Hereis the script guess.sml:?

fun returnPage title pic body = Ns.return

“<html>

<head><title>"title</title></head>

<body bgcolor=white> <center>

<h2>Mitle</h2> <img src="pic> <p>
N(Quot.toString  body) <p> <i>Served by <a

href=http://www.smlserver.org>SMLserver</a>

</i> </center> </body>

</html>

fun mk_form (n:iint) =
“<form action=guess.sml method=post>
<input type=hidden name=nvalue="(Int.toString n)>
<input type=text name=guess>
<input type=submit value=Guess>

</fform>"
val =
case FormVar.wrapOpt FormVar.getNatErr "n"
of NONE>
returnPage "Guess a number between O and 100"
"bill_guess.jpg"
(mk_form (Random.range(0,100) (Random.newgen())))
| SOME =>
case FormVar.wrapOpt FormVar.getNatErr "guess"
of NONE>

returnPage "You must type a number- try again”
"bill_guess.jpg" (mk_form n)

2File smiserver_demo/www/demo/guess.sml.
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| SOME =>
if g > n then
returnPage "Your guess is too big - try again”
"bill_large.jpg" (mk_form n)
else if g < n then
returnPage "Your guess is too small - try again”
"bill_small.jpg" (mk_form n)
else
returnPage "Congratulations!" "bill_yes.jpg"
"You guessed the number ~(Int.toString n) <p>
<a href=guess.smI>Play again?</a>

In the casethat no form variable n exists,a newrandom number is generated
and the gameis started by preserting an introduction line to the player along
with a form for ertering the rst guess. The Web gamethen proceedsby
returning di®eren pagesto the userdependert on whether the user'sguess
Is greaterthan, smallerthan, or equalto the random number n.

Notice that the gameusesthe POSTequestmethod, sothat the random
number that the useris to guessis not shawvn in the browser'slocation eld.
Although in theory, it may take up to 7 guesse$or a userto guesghe random
number, in practice|with somehelp from the Web browser|it is possible
to \guess" the random number using only one guessiit is left asan exercise
to the readerto nd out how!

Figure 5.2 shows four di®eren pagessened by the \Guess a Number"
game.
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Figure 5.2: Four di®eren pagessered by the \Guess a Number" game.
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Chapter 6

Extracting Data from Foreign
Web Sites

The Internet hosts a large set of Web services,readily available for use by
your Web site! Examplesof sud available servicesinclude real-time popu-
lation clocks (e.g., http://www.census.gov/cgi-  bin/popclock ), currency
rate services(e.g., http://se.finance.yahoo.com ), and stock quote ser-
vices(e.g., http://quotes.nasdag.com ). In this chapter, we shall seehow
to extract data from another Web site and usethe data for content on your
own Web site, using so-calledregular expressions.

6.1 Grabbing a Page

The SMLsener APl hasa built-in function Ns.fetchUrl , with type string
-> string option , for fetching a pagefrom the Internet and return the page
as a string. Upon calling Ns.fetchUrl , SMLsener connectsto the HTTP
Web sener, speci ed by the argumert URL, which must be fully quali ed.
The function doesnot handle redirects or requestsfor protocols other than
HTTP. If the function fails, for instance by trying to fetch a pagefrom a
sener that is not readable, the function returns NONE

Say we want to build a simple currency servicethat allows a userto type
in an amourt in somecurrency and requestthe value of this amourt in some
other currency

First we must nd a site that provides currency rates; one suc site is
Yahoo Finance: http://se.finance.yahoo.com . By browsing the site we

43
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seehow to obtain currency rates. For instance,if we want to exchangeone
American Dollar into Danish Kroner then we usethe URL

http://se.finance.yahoo.com/m5?s=USD&t=DKK .

This URL speci es two form variables, sourcecurrency (s), and target cur-
rency (t). The currenciesthat we shall usein our serviceare abbreviated
accordingto the following table:

Currency Abbreviation
American Dollar usD
Australian Dollar AUD
Bermuda Dollar BMD
Danish Kroner DKK
EURO EUR
NorwegianKroner NOK
Swedish Kroner SEK

The servicethat we shall build is basedon two les, a simple HTML Te
currency_form.html that queriesthe user for the amourt and currencies
involved (seeFigure 6.1). The other Te, the script currency.sml , is the
target of the HTML form; the rst part of the script currency.sml takes
the following form:

val getReal = FormVar.wrapFail FormVar.getRealErr
val getString = FormVar.wrapFail FormVar.getStringErr

val a = getReal ("a", "amount")

val s = getString ("s", "source currency")

val t = getString ("t", "target currency")

val url =
"http://se.finance.yahoo.com/m5?s=" A

Ns.encodeUrl s ™ "&t=" ~ Ns.encodeUrl t

fun errPage () =
(Page.return "Currency Service Error"
"The service is currently not available, probably
because we have trouble getting information from
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Figure 6.1: The Currency Serviceertry form, currency_form.html .

the data source: <a href="Aurl">"url</a>.”
; Ns.exit()

val pg = case Ns.fetchUrl url
of NONE=> errPage()

| SOMBpg => pg

(* code that extracts the currency rate from “pg'
* and presents calculations for the user ... *)

The code constructsthe URL by use of the form variables provided by the
user. Notice the useof the function Ns.encodeUrl for building the URL; the
function Ns.encodeUrl encalescharacters,suc as & and ?, that otherwise
areinvalid or have special meaningin URLs. The returned pagepg cortains
HTML code with the currencyinformation that we are interestedin.

Before we cortinue the description of the currency example, we shall
spend the next sectionon the conceptof regular expressions.Later, regular
expressionsare usedto extract the interesting currencyinformation from the
pageobtained from Yahoo Finance.
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6.2 Regular Expressions

In this sectionwe introduce a languageof regular expressionsfor classifying
strings. A relation called matching de nes the classof strings speci ed by
a particular regular expression(also called a pattern). By meansof the
de nition of matching, one may ask if a pattern p matchesa string s. In
the context of building Web sites, there are at least two important usesof
regular expressions:

1. Cheking form data by ensuringthat data ertered in forms follow the
expectedsyntax. If a number is expectedin an HTML form, the sener
program must ched that it is actually a number that hasbeenertered.
This particular useof regular expressionss coveredin Chapter 8. Reg-
ular expressionan only ched syntax; that is, given a date, a regular
expressioncannot easily be usedto ched the validity of the date (e.g.,
that the date is not February 30). Howewer, a regular expressionmay
be usedto ched that the date hasthe ISO-format YYYY-MM-DD

2. Extracting data from foreign Web sites, as in the Currency Service
above.

In the following we shall often usethe term \pattern" insteadof the longer
\regular expression”. The syntax of regular expressionss de ned according
to the descriptionin Figure 6.2

A character classclassis a set of ASCII charactersde ned accordingto
Figure 6.3

Potential use of regular expressionsis best illustrated with a seriesof
examples:

2 [A-Za-z] : matchesall charactersin the englishalphabet.

N

[0-9][0-9] : matchesnumberscortaining two digits, whereboth digits
may be zero.

N

(cow|pig)s? : matchesthe four strings cow cows pig, and pigs .

N

((a]b)a)* : matchesaa, ba, aaaa baag ....
2 (0]1)+ : matchesthe binary numbers(i.e., 0,1, 01, 11, 011101010...).

2 .. . matchestwo arbitrary characters.
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De nition

(p)

pt

p1| P2

[ clasy

[* clasg

matchesall characters

matchesthe character c

matchesthe escad character ¢, wherec is one of
[+ 2,0G), 1% ., \, t,n v, fr
matchesa string s if p; matchesa pre x of s and
p. matchesthe remainderof s (e.g., the string abc
is matched by the pattern a.c)

matches 0, 1, or more instancesof the pattern p
(e.g.,the strings abbbbbbaand aa are matched by
the pattern ab*a)

matchesthe strings that match p (e.g., the string
cababcc is matched by the pattern c(ab)*cc
matches1 or more instancesof the pattern p (e.g.,
the pattern ca+bmatchesthe string caaabbut not
the string cb)

matches strings that match either p, or p, (e.g.,
the pattern (pig|cow ) matchesthe strings pig and
cow)

matchesa character in class the notion of charac-
ter classis de ned below. The pattern [abcl-4]*
matches sequence®f the charactersa, b, c, 1, 2,
3, 4; the order is insigni cant.

matches a character not in class The pattern
[*abcl-4]* matchessequence®f all the charac-
ters excepta, b, c, 1, 2, 3, 4.

matchesthe empty string

matchesO or 1 instancesof the pattern p (e.g., the
strings aa and aba matchesthe pattern ab?a but
the string abbadoesnot match the pattern ab?a).

Figure 6.2: The syntax of regular expressions(patterns). The letter p is
usedto rangeover regular expressions.The word classis usedto rangeover
classesseeFigure 6.3
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class De nition

c classcortaining the speci ¢ characterc

\c classcortaining the escagd character ¢, wherec
isoneof |, *,+ 2, (,),[,].% ..\, t,n v, f,r.

Ci-C classcortaining ASCII charactersin the rangec;

to ¢, (de ned by the characters' ASCII value)
the empty class
classclass classcomposedof charactersin clasg and class

Figure 6.3: The syntax of character classes. Character classesare ranged
over by class

2 ([1-9][0-9]+)/([1-9][0-9]+) : matchespositive fractions of whole
numbers (e.g., 1/8, 32/5645, and 45/6). Notice that the pattern does
not match the fraction 012/54, nor 1/0.

2 <html>.*</html> : matchesHTML pageqandtext that isnot HTML).

2 www\. (((it-clitu)\.dk)|(it\.edu)) : matchesthe Web addresses
www.itu.dk , www.it-c.dk , and www.it.edu .

2 http://hug.it.edu:8034/ps2/(.*)\.smi . matchesall URLs denot-
ing .sml ‘les on the machine hug.it.edu in directory ps2 for the
servicethat runs on port number 8034.

In the next section,we turn to seehow regular expressionsmay be used
with SMLsener.

6.3 The Structure RegEXp

SMLsener cortains a simple interface for the useof regular expressions:

structure RegEXp:
sig
type regexp
val fromString : string -> regexp
val match . regexp -> string -> bool
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val extract . regexp -> string -> string list option
end

The function RegExp.fromString takes a textual represemation of a reg-
ular expression(pattern) and turns the textual represemation into an in-
ternal represemation of the pattern, which may then be used for match-
ing and extraction. The function RegExp.fromString raisesthe exception
General.Fail( msg) in casethe argumert is not a regular expressioraccord-
ing to the syntax preserted in the previoussection.

The application RegExp.matchp s returns true if the pattern p matches
the string s; otherwisefalse is returned. The following table illustrates the
useof the RegExp.matchfunction:

Expression Evaluates to
match (fromString "[0-9]+")  "99" true
match (fromString "[0-9]+") "aa99AA" false
match (fromString  "[0-9]+.*") "99AA" true
match (fromString  "[0-9]+")  "99AA" false
match (fromString "[0-9]+") "aa99" false

The secondexpressionevaluatesto false becausethe pattern [0-9]+ does
not match the strings aa and AA Additional examplesare available in the
‘Te smiserver_demo/www/demo/regexp.sml

The application RegExp.extract r s returns NONH the regular expres-
sionr doesnot match the string s. It returns SOMHJ if the regularexpression
r matchesthe string s; the list | is a list of all substringsin s matched by
someregular expressiomappearingin parerthesesin r. Stringsin | appearin
the sameorder asthey appearin s. Nestedparerthesesare supported, but
empty substringsof s that are matched by a regular expressionappearingin
a parerthesisin r are not listed in |.

For a group that takespart in the match repeatedly sud asthe group
(b+) in pattern (a(b+))+ when matched against the string abbabbh all
matching substringsare included in the result list: ['bb", "abb", "bbb",
"abbb"] .

For a group that doesnot take part in the match, suc as (ab) in the
pattern (ab)|(cd) when matched against the string cd, a list of only one
match is returned, a match for (cd) : ["cd"] .

Again, the use of regular expressiondor string extraction is best illus-
trated with a seriesof examples:
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2 Name and telephone. The application

extract "Name: ([a-zA-Z ]+);TIf: ([0-9 ]+)"
"Name: Hans Hansen;TIf: 55 55 55 55"

ewvaluatesto
SOMHK'Hans Hansen", "55 55 55 55"
2 Email. The application

extract "([a-zA-Z][0-9a-zA-Z\._]*)@([0-9a-zA-Z\._]+)"
"name@company.com"

evaluatesto SOMHE'name","company.com”] . The application

extract "([a-zA-Z][0-9a-zA-Z\._ *)@([0-9a-zA-Z\._]+)"
"name@company@com"

evaluatesto NONE

2 Login and Email. The application

extract "(([a-zA-Z][0-9a-zA-Z. |*)@[0-9a-zA-Z. ]+,?)*"
"joe@it.edu,sue@id.edu,pat@it.edu™)

evaluatesto

SOMKE'joe", "joe@it.edu,”, "sue", "sue@id.edu,",
"pat", "pat@it.edu"]}.

For more examples,consult the Te regexp.sml in the demonstration
directory smiserver_demo/www/dema/
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6.4 Currency Service|Con tin ued

We are now ready to cortinue the dewelopmer of the Currency Serviceini-
tiated in Section6.1 Recall that we have arranged for a page cortaining
currency information to be fetched from the Yahoo Finance Web site. What
we needto do now is to arrangefor the currencyinformation to be extracted
from the fetched page, which is available as a string in a variable pg. By
inspection, we learn that at onetime pg cortains the following HTML code:

<table>

AUDSEK=X</a></td><td>200.0</td><td>23:18</td>
<td>5.468220</td><td><b>1,093.64</b></td></tr>
</table>

The pattern .+AUDSEK.+<td>([0-9]+).([0-9]+)</td>.+" may be used
to extract the rate 5.468220.With this pattern, it is not the value 200.0that
Is extracted, becausewith regular expressionsit is always the longestmatch
that is returned.

Here is the remaining part of the script currency.sml |con tinued from
page4s:

val pattern = RegExp.fromString
" A s At AU <td>([0-9]4).([0-9]+)</td>.+")

fun getdate() =
Date.fmt "%Y-%m-%d(Date.fromTimeLocal (Time.now()))

fun round r =
Real.fmt (StringCvt.FIX(SOME 2)) r

val =
case RegExp.extract pattern pg
of SOMHratel, rate2] =>
(let
val rate = Option.valOf
(Real.fromString  (ratel”"." rate2))
in
Page.return ("Currency Service - " " getdate())
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"(Real.toString a) ("s) gives you
A(round (a*rate))) (“).<p> The rate used
is ~(round rate) and is obtained from
<a href="url">"url</a>.<p>
New<a href="currency.html">Calculation</a>?"
end handle _ => errPage())
| _ =>errPage()

The function RegExp.extract returns the empty string if there is no match,
which is likely to happen when Yahoo Finance changesthe layout of the
page.

6.5 Caching Supp ort

It can happen that small easy-to-write servicesbecometremendouslypopu-
lar. One exampleof sud a Web serviceis Bill GatesPersonalWealth Clock
(http://db.photo.net/WealthClockintl ), which estimatesyour personal
cortribution to Bill Gates' wealth, using stock quotesfrom either NASDAQ
(http://quotes.nasdag.com ) or Security APL (http://gs.secapl.com ),
public information about the world population from the U.S. CensusBureau
(http://www.census.gov/cgi-  bin/ipc/popclockw ), andthe estimatedhold-
ing of Microsoft sharesowned by Bill Gates. The Web site providesa precise
description of the math involved. As of January 24, 2002,the Web site esti-
matesthat ead and every personin the world has corntributed $11.7642to
Bill Gates.

This servicegot popular around the summer1996with a hit rate of two
requestsper second.Sud a hit rate is extremefor a servicethat obtains data
from two external sites; not only is it bad netiquette to put an extremeload
on external sitesfor querying the sameinformation again and again, but it
almost certainly causeshe Web site to break down, which of courselowers
the popularity of the site.

There is a simple solution; have your Web sener cade the results ob-
tained from the foreign servicesfor a limited amourt of time. The wealth
clock doesnot depend on having up-to-the-minute information (e.g., updates
every 10 minutes are probably accurate enough). The SMLsener APl has
a simple cadiing interface that can be usedto cade data so that requests
may sharethe sameinformation. Another useof the cacdhe medanismis for
authertication, which is coveredin Chapter 9.
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6.6 The Cache Interface

A cachein SMLsener hastype cache. Cachesmay be created, °ushed (i.e.,
emptied), items may be added,and items may be deleted. (Other operations
on cathesare possibleaswell.) A cathe mapsa unique key k to a valuev; k
and v must be of type string .! The signatureis shovn below:

structure  Cache:
sig
type cache
val createTm : string * int -> cache
val createSz : string * int -> cache
val find : string -> cache option
val findTm : string * int -> cache
val findSz : string * int -> cache
val flush : cache -> unit
val set : cache * string * string -> bool
val get : cache * string -> string option
val cacheForAwhile :
(string -> string) * string * int -> string -> string
val cacheWhileUsed:
(string -> string) * string * int -> string -> string
end

Cadesare createdusing either createTm, createSz, findTm or findSz .
With createTm and findTm a timeout t in secondss speci ed and an item
addedto the cade livesuntil it hasnot beenaccessedor appraximately t
seconds.With createSz and findSz a cade sizeis speci ed and the oldest
items are deletedwhenitems areaddedto afull cache. Thefind functionsdo
not createa new cade if onewith the samenamealready exists. Flushing a
cade deletesall ertries, but the cadesstill exists. A cade cannotbe deleted.
Items may be retrieved from a cade with the functions set and get.

The cacheForAwhile and cacheWhileUsedfunctions adds cading func-
tionality (\memorization”) to a function f of type string->string . For
instance, the expressioncacheForAwhile f name sec returns a function f °.
The function f °cadiesthe resultsof evaluating f . Succeedingallsto f with

Lt is unsoundto have the cache type and the primitiv essupport cacing of values of
arbitrary types.
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the sameargumen resultsin caded results, exceptwhen a cahed result no
longerlivesin the cade. When that is the case,f is evaluated again. With
cacheForAwhile aresult livesfor see secondsafter it wasaddedto the cadie.
With cacheWhileUseda result livesfor sec secondsafter the last use.

Thus,to cahheHTML pagesobtainedfrom foreignsites,a Web site should
use the function cacheForAwhile, which guararteesthat the cade is up-
dated with fresh information ewven if the cade is accessedconstartly. In
Section6.7, we shall seehow the Currency Serviceof Sections6.1 and 6.4 is
extendedto cade currency information obtained from a foreign site.

Howewer, when cading passverd information to evaluate login on every
page request (see Chapter 9), a Web site should use the cacheWhileUsed
function, which makesthe passvord information live in the cade for aslong
asthe useraccessehe site.

In the remainder of this section, we presen a small cacding demon-
stration, which implemerts cading of namesbasedon assaiated email ad-
dresseg. Figure 6.4 shows the ertry form.

The function findTm is usedto nd (or create) a cate with a timeout
value of 20 seconds.The script cache_add.sml processeshe data entered
in the form; hereis the cortent of the Te:3

val cache = Ns.Cache.findTm ("people”, 20)

val new_p= (* new_ptrue if newvalue added *)
case (Ns.Conn.formvar "email", Ns.Conn.formvar "name")
of (SOMEemail, SOMmame) =>
Ns.Cache.set(cache,email,name)
| _ => false

val head = if new_pthen "New Value added"
else "Key already in Cache"

val _ = Page.return "Caching Demonstration"”
“head <p>
Goback to <a href=cache.sml>Cache DemoHomePage</a>."

The codeto lookup a namein the cadeisin the script cache_lookup.sml .
Again, the function findTm is usedto getaccesdo the cace and the function

2File smiserver_demo/www/demo/cache.sml.
3File smiserver_demo/www/demo/cache_add.sml
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Figure 6.4: The exampleusesa cade to store pairs of email addressesand
names. Caded valuesare accessibl€20 secondsafter the last use.
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get is usedto nd a name assaiated with an email addressin the cade.
The function get returns NONE the email addressis not in the cade?

val cache = Ns.Cache.findTm ("people”, 20)

fun returnPage s = Page.return "Caching Demonstration”
NS <p>
Goback to <a href=cache.sml>Cache DemoHomePage</a>."

val = (* new_pis true if newvalue added *)
case Ns.Conn.formvar "email"
of NONE=> Ns.returnRedirect "cache.sml"

| SOMEMmMail =>
returnPage
(case Ns.Cache.get(cache,email)
of SOMHE => "Namefor " ~ email » " is: " ~ n

| NONE-> "No namein cache for " ~ email)

6.7 Caching Version of Currency Service

In this sectionwe demonstratethe cading function cacheForAwhile in the
corntext of the Currency Serviceof Sections6.1 and 6.4. Similarly to the Bill
GatesPersonalWealth Clock, our Currency Serviceshould not accessrahoo
Financeon eat and ewery access.Instead, the currency rates obtained from
Yahoo are caded in 300 secondq v e minutes).

Notice the distinction between the function cacheForAwhile and the
function cacheWhileUsed the service should not make use of the func-
tion cacheWhileUsedbecauserates must be updated every 300 seconds]
irrespectively of whether the serviceis accessedevery minute. Hereis the
script currency_cache.sml ,> which implemerts the caded version of the
Currency Service:

val getReal = FormVar.wrapFail FormVar.getRealErr
val getString = FormVar.wrapFail FormVar.getStringErr

val a = getReal ("a", "amount")

“4File smiserver_demo/www/demo/cache_lookup.sml.
SFile smiserver_demo/www/demo/currency_cache.sml .
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val s = getString ("s", "source currency")
val t = getString ("t", "target currency")
val url = "http://se.finance.yahoo.com/m5?s=" A

Ns.encodeUrl s ~ "&t=" ~ Ns.encodeUrl t

fun errPage () =
(Page.return "Currency Service Error"
"The service is currently not available, probably
because we have trouble getting information from
the data source: <a href="*url">"url</a>."
; Ns.exit())

fun getdate () =
Date.fmt "%Y-%m-%d(Date.fromTimeLocal (Time.now()))

fun round r = Real.fmt (StringCvt.FIX(SOME 2)) r
val pattern = RegExp.fromString
At A s At A A<td>([0-9]+).([0-9]+)</td>.+")

val fetch = Ns.Cache.cacheForAwhile
(fn url => case Ns.fetchUrl url
of NONE> "
| SOMipg =>
(case RegExp.extract pattern pg
of SOMHr1,r2] =>rl1 """ "2
| =),
“currency”, 5*60)

val _ =
case fetch url of
" => errPage ()
| rate_str =>
let val rate = Option.valOf (Real.fromString rate_str)
in Page.return
("Currency Exchange Service, " " getdate())
"(Real.toString a) s gives “(round (a*rate)) ".<p>
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The exchange rate is obtained by fetching<p>

<a href=""url">"url</a><p>

New<a href="currency_cache.html">Calculation</a>"
end

The anonymousfunction passedo the function Ns.Cache.cacheForAwhile
tries to fetch a pagefrom Yahoo Finance and extract the currency rate for
the currenciesencadedin the argumernt URL. Now, when passedo the func-
tion Ns.Cache.cacheForAwhile, the fetching function is executedonly if
no currency rate is assaiated with the argument URL in the cache named
currency . Notice that only currency rates are stored in the cade, not the
ertire fetched pages.
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Connecting to a Relational
Database Managemen t System

Until now, the Web applications that we have looked at have beenin the
category of \W eb sites that are programs.” In this chapter, we exploit the
possibility ofimplemerting Web applicationsthat fall into the category\W eb
sites that are databases."” The ability of a Web application accessingand
manipulating information storedin somesort of databasedrastically widens
the kind of Web applications that one can build.

There are many possibleways in which a Web application may keeptrack
of data betweensessionsOne possibility is to usethe Te systemon the ma-
chine on which the Web sener runs for storing and reading data. Another
possibility is to use somesort of Web sener support for maintaining state
betweensessiongo createand manipulate task-speci ¢ data structures. Yet
another possibility is to use someproprietary relational databasemanage-
mernt systemfor storing and accessinglata.

What we arguein the following is that, unlessyou have somevery good
reasonsyou want data on the sener to be maintained exclusiely by a Rela-
tional DatabaseManagemen System(RDBMS), perhapswith the addition
of somesimple cading support.

Let us assumefor a momert that you have constructed a Web based
systemthat usesthe local Te system for storing and accessingdata. By
requestfrom the managemendepartmert, you have constructeda Webbased
systemfor managingemployeedata sud as o+ce location, home addresses,
and so on. The systemthat you came up with even has a feature that
allows an employeeto maintain a \What am | doing now" eld. You have

59
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spent weeksdeweloping the system. Much of the time was spent designing
the layout of the data Te and for writing functions for parsing and writing

employeedata. You have tested the systemwith a few employeesaddedto
the data Te and you have even beencareful using locks to prevert one Web
script from writing into the data le while someother Web script is reading
it, and vice versa. The systemis launched and the employeesare asked to
update the \What am | doing now" eld whenewer they go to a meeting
or sudh. For the three managersand the 20 employeesin the managemen
departmert, the systemworks great; after two weeks the succes®f your Web
basedemployeesystemhasspreadto other departmerts in the organization.
Gradually, more departmerts start using your system, but at some point

peoplestart complainingabout slow responsetimes, especially around lunch-
time whereewveryone of the 300 employeesthat now usethe systemwants to

update the \What am | doing now" eld.

After a few days of complairts, you get the idea that you can read the
data Te into an excient data structure in the Web sener's memory, thereby
getting quicker responseand update times, as long as you write log les to
disk that say how the data Te should be updated so as to create a valid
data Te. After a few more weeksof developmerijand only a little sleep|
the system nally performswell. You know that there are issuesthat you
have not dealt with. For example, what happensif somelody shuts down
the machine while a log Te is written to disk? Is the systemthen left in an
inconsistern state?

You start realizingthat what you have beendoing the last month is what
somecompanieshave beendoing successfullyfor decadesyou have deweloped
a small databasemanagemen system, although tailored speci cally to your
problem at hand and very fragile to changesin your program. You decide
to modify your Web application to usea databasemanagemenh systemin-
stead of your home-tailored le-based system. But there are many database
managemeh systemsto choosefrom! The next sectionstell you something
about what properties you want from a databasemanagemen system.

7.1 What to Expect from an RDBMS

Decadesof researth and dewelopmert in the area of databasemanagemen
systemshave resultedin easily adaptable systems,which exciently solve the
problem of serving more than one user at the sametime. In somesystems,
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suc asthe Oracle RDBMS, readersneednot even wait for writers to nish!
Hereis a list of someof the featuresthat an RDBMS may provide:

2

Methods for query optimizations. An RDBMS supports known meth-
ods for optimizing queries,sud asindex creation for improving query
performance.

Data abstraction. Through the use of SQL, an RDBMS may help
programmersabstract from details of data layout.

Support for simultaneoususers. RDBMS vendorshave solved the prob-
lemsof servingsimultaneoususers,which make RDBMSs ideal for Web
purposes.

Systemintegration. The use of standardized SQL easessystem inte-
gration and inter-systemcomnunication.

Failure recovering. A good RDBMS comeswith support for recovering
from systemfailures and provides methods for badking up data while
the systemis running.

7.2 The ACID Test

If youwant to sleepwell at night while your Web site is servinguserrequests,
you want your RDBMS of choiceto support transactions Basically, what
this meansis that you want your RDBMS to passthe ACID test [Gre99:

2 Atomicity. A transaction is either fully performedor not performed.

Example: When money is transferred from one bank accourt to an-
other, then either both accours are updated or none of the accouns
is updated.

Consistency A transaction sendsa databasefrom one consisten state
to another consisten state. Transactionsthat would sendthe database
into an inconsisten state are not performed. Example: A bank may
specify, using consistencyconstrairts, that for somekinds of bank ac-
courts, the accoun balancemust be positive. Transaction specifying
a transfer or a withdrawal causingthe balanceon sud an accour to
be negative are not performed.
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2 |solation. A transaction is invisible to other transactions until the
transactionis fully performed. Example: If abanktransactiontransfers
an amourt of moneyfrom oneaccourn to anotheraccourt while at the
sametime another transaction computesthe total bank balance,the
amourt transferredis courted only oncein the bank balance.

2 Durability. A completetransaction survivesfuture crashes.Example:
When a customerin a bank has successfullytransferred money from
oneaccourn to another, a future systemcrash (such as power failure)
has no in°uence on the e®ectof the transaction.

Two RDBMSs that passthe ACID test are the proprietary Oracle RDBMS
and the Open SourceRDBMS Postgresql,both of which are supported by
SMLsener.!

The languageusedto commnunicate with the RDBMS is the standardized
Structured Query Language(SQL), although ead RDBMS hasits own ex-
tensionsto the language. SQL is divided into two parts, a Data De nition
Language(DDL) and a Data Manipulation Language(DML).

Although this book is not meart to be an SQL referencejn the next two
sections,we discussthe two parts of the SQL languagein turns.

7.3 Data Mo deling

The term \data modeling" coversthe task of de ning data ertities (tables)
and relations betweenertities. The SQL data de nition languagecortains
three commandsfor creating, dropping and altering tables, namely create
table , drop table , and alter table .

create table

The SQL commandcreate table takesasargumert a name for the table
to createand information about the table columnsin terms of a nameand a
data type for ead column. The following create table commandspeci es
that the table employeebe createdwith v e columnsemail, name passwd
note, and last_modified

1SMLserver also supports the popular MySQL database server. However, because
MySQL doesnot implemert transaction (in the senseof the ACID test), we do not rec-
ommend using MySQL for building Web sites that manipulate important data.
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create table employee (

email varchar(200) primary key not null,
name varchar(200) not null,

passwd varchar(200) not null,

note varchar(2000),

last_modified date

);

There are a variety of column data typesto choosefrom and eacn RDBMS
hasits own extensionsto SQL, alsoin this respect. The column data type
varchar(200) speci esthat the column eld can cortain at most 200 char-
acters,but that shorter strings uselessmemory The column data type date
is usedfor storing dates.

The command also speci es some consistency constraints on the data,
namely that the columns email, name and passwdmust be non-empty|
speci ed usingthe not null constrairt. The primary key constrairt on the
email column hastwo purposes. First, it speci esthat no two rows in the
table may have the sameemail address.Second the constraint speci esthat
the RDBMS should maintain an index on the email addressesn the table,
soasto make lookup of email addressesn the table excient.

alter table

The alter table commandis usedto modify already existing tables, even
when data appearsin the table. The alter table commandtakesse\eral
forms. The simplestform makesit possibleto drop a column from a table:?

alter table employee drop last_modified;

Herethe columnlast_modified is eliminated from the table. A secondform
makesit possibleto add a columnto a table:

alter table employee add salary integer;

In this example,a column namedsalary of type integer is addedto the
employee table. The update command may be usedto initialize the new
column asfollows:

update employee set salary = 0 where salary = NULL;

2This form is not supported by the Postgresql7.2 RDBMS.
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drop table

The drop table commandis usedto remove a table from a database. As
an example,the command

drop table employee;

removesthe table employeefrom the database.

7.4 Data Manipulation

The four most usefulSQL data manipulation commandsareinsert , select ,
delete , and update. In this section,we give a brief overview of thesecom-
mands.

insert

Eadh insert command correspnds to inserting one row in a table. An
exampleinsert commandtakesthe following form:

insert into employee (name, email, passwd)
values (‘Martin Elsman’, 'mael@it.edu’, ‘'don"tforget’);

There are seeral things to notice from this insert command. First, values
to insert in the table appearsin the order column namesare speci ed in the
command. In this way, the order in which column namesappeared when
the table was createdhas no signi cancefor the insert command. Second,
not all columnsneedbe speci ed; only those columnsfor which a not null
constrairt is speci ed in the create table commandmust be mertioned in
the insert command|for the remainingcolumns,null valuesare inserted.
Third, string valuesare written in quotes (' :::'). For a quote to appear
within a string, the quote is escad by using two quotes (" ). Hereis
another exampleinsert command:

insert into employee (email, name, passwd, note)
values (‘nh@it.edu’, 'Niels Hallenberg', 'hi’, 'meeting’);
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select

The select commandis used for querying data from tables. Here is an
examplequerying all data from the employeetable:

select * from employee;

The result includesthe two rows in the employeetable:

email name passwd note
mael@it.edu Martin Elsman don'tforget null
nh@it.edu Niels Hallenberg hi meeting

Notice that only one quote appearsin the passwdstring \ don'tforget

The select commandallows us to narrow the result both horizontally
and vertically. By explicitly mertioning the columns of interest, only the
mertioned columns appear in the result. Similarly, the select command
may be conbined with where clauseswhich narrows what rows are included
in the result. Considerthe following select command:

select name, passwd
from employee
where email = 'mael@it.edu’;

The result of this query contains only onerow with two columns:

name passwd
Martin Elsman  don'tforget

Becausethe column email is primary key in the employee table, the
RDBMS maintains an index that makeslookup basedon email addressesn
the table excient; thus, the data model we have chosenfor employeesscales
to work well even for millions of employees.

The select commandmay be usedin many other ways than shavn here;
in the sectionsto follow, we shall seehow the select commandcanbe usedto
selectdata from more than onetable simultaneously through what is called
ajoin, and how the group by clausemay be usedto compute a summary of
the content of a table.
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update

As the namesuggeststhe update commandmay be usedto update a number
of rows in a table. The following example update command usesa where
clauseto update the content of the note columnfor any employeewith email-
addressnh@it.edu|of which there can be at most one, becauseemail is a
key:

update employee
set note = 'back in office'
where email = 'nh@it.edu’;

Hereis an examplethat updatesmore than onecolumn at the sametime:

update employee

set note = 'going to lunch’,
set passwd = 'back’

where email = 'mael@it.edu’;

After the two update commands,the employeetable looks as follows:

email name passwd note

mael@it.edu Martin Elsman back going to lunch

nh@it.edu Niels Hallenberg hi back in office
delete

The delete commandis usedto deleterows from atable. As for the select
and update command, one must be careful to constrain the rows that are
e®ectedusingwhere clauses.An exampledelete commandthat deletesone
row in the employeetable looks as follows:

delete from table employee
where email = 'mael@it.edu’;

7.5 Three Steps to Success

When deweloping Web sites badked by a database,we shall often commit to
the following three steps:
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1. Dewvelopmert of a data model that supports all necessarytransactions.
This is the hard part.

2. Designof a Web site diagram that speci es namesof scripts and how
scriptslink to ead other. Do not underestimatethe importance of this
part.

3. Implementation of scripts, including the implemertation of database
transactions using the SQL data manipulation language. This is the
easypart!

We emphasizethat the easypart of deweloping a Web site badked by a
databaseis the third part, the implemertation of scripts for supporting the
appropriate transactions. Not surprisingly, the more time spert on the rst
two parts, the better are the chancesfor a satisfactory result.

In general,the construction of a data model results in the creation of a
‘le containing SQL data de nition languagecommandsfor de ning tables
and perhapsdata manipulation commandsfor inserting initial data in the
tables.

The construction of a data model for the employee exampleresultsin a
“Te employee.sql 3 cortaining only a few data de nition languagecommands
and two insert commandsfor inserting exampledata in the table:

drop table employee;
create table employee (

emalil varchar(200) primary key not null,
name varchar(200) not null,

passwd varchar(200) not null,

note varchar(2000),

last_modified date

);

insert into employee (name, email, passwd)

values (‘Martin  Elsman', 'mael@it.edu’, ‘'don"tforget’;
insert into employee (email, name, passwd, note)

values (‘nh@it.edu’, 'Niels Hallenberg', 'hi’, 'meeting’);

Notice that the employee.sgl Te cortains a drop table command; this
command turns out to be useful when the employee.sql Ie is reloaded
upon changesin the data model.

3File smiserver_demo/demo_lib/pgsqgl/employee.sq|
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index.html search.sml
Found: Martin Elsman
Search Employee
Note: [ lunch | update.sml

Email{ mael@itedu | (Go) |—= Passwd: = | R
New search?

Figure 7.1: Web site diagramfor the employeeexample. Administrator pages
for adding and deleting employeesare not shavn.

Toload the data modelin a running PostgresqiRDBMS, run the program
psqgl with the Te employee.sgl asargumern:

%psqgl -f employee.sql
DROP
psqgl:employee.sql:9: \
NOTICE: CREATHABLE/PRIMARKEYwiIll create implicit \
index 'employee_pkey' for table ‘employee’
CREATE
INSERT167792 1
INSERT167793 1

For larger data models, it is important to give the data model more
thought, perhapsby constructing an Entit y-Relation diagram (E-R diagram)
for the model; we shall seean exampleof sud an E-R diagramin Section7.7.

A simple Web site diagram for the employee exampleis shavn in Fig-
ure 7.1 The boxesin the diagram represeis the di®eren HTML pagesthat
the employeeWeb application may sendto the user. An edgein the diagram
represems either alink or aform action. A labelededgerepreseis an update
transaction on the database.

The erntry pageto the employeeexamplemay be implemerted asa simple
HTML form with action search.sml :*

<htmlI>
<head><title>Search the Employee Database</title></head>

4File smliserver_demo/www/demo/employee/index.sml .
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<body bgcolor=white>
<center> <h2>Searchthe Employee Database</h2> <p>
<form action=search.sml method=post>
Email: <input type=text name=email>
<input type=submit value=Search>
</form>
</center>
</body>
</html>

Becausethe result of submitting the form is dependart on the cortent of
the employeetable, HTML code for the result page must be computed dy-
namically, which is what the Te search.sml does (seethe next section).
Moreover, if a userwith a valid passvord choosesto update the note for a
given user, we arrange for the employee table to be updated by executing
an SQL update command from within the update.sml script. When the
transaction is nished executing, the script sendsan HTTP redirect to the
client, saying that the client browsershould requestthe e search.sml .

7.6 Transactions as Web Scripts

SMLsener scripts may accessand manipulate data in an RDBMS through
the useof a structure that matchesthe NS_DBignature® BecauseSMLsener
supports the OracleRDBMS, the PostgresqlRDBMS, and MySQL, there are
three structuresin the Nsstructure that matchesthe NS_DBignature,namely
Ns.DbOra Ns.DbPg and Ns.DbMySQIThe exampleWeb sener project Ie
includesa Ie Db.sml, which binds a top-level structure Dbto the structure
Ns.DbPg thus, in what follows, we shall usethe structure Dbto accesghe
PostgresglRDBMS. Figure 7.2 lists the part of the RDBMS interface that
we usein the following.

To accesr manipulate data in an RDBMS, SMLsener scripts neednot
explicitly opena connectionto the RDBMS. Instead, the opening of connec-
tions is done at the time the Web sener (i.e., AOLsenrwer) is started, which
avoids the overheadof opening connectionsewvery time a script is executed.

A datatase hande identi es a connectionto an RDBMS and a pool is a
set of databasehandles. When the Web sener is started, one or more pools

5Seethe Te smiserver_demol/lib/NS_DB.sml .
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signature NS _DB=

sig
val dml : quot -> unit
val fold : ((string->string)*'a->'a) -> 'a -> quot -> 'a
val oneField : quot -> string
val oneRow . quot -> string list

val zeroOrOneRow quot -> string list option

val segNextvalExp : string -> string

val qq . string -> string
val qqq . string  -> string
end

Figure 7.2: Parts of the NS_DRBignature.

are created. At any particular time, a databasehandle is owned by at most
onescript. Moreover, the databasehandlesownedby a script at any onetime

belongto di®eren pools. The functions shavn in Figure 7.2requestdatabase
handlesfrom the initialized pools and releasethe databasehandlesagainin

such a way that deadlacks are avoided; a simple form of deadlack is caused
by onethread holding onto aresourceA whenattempting to gain accesgo a
resourceB, while anotherthread holdson to resourceB whenattempting to

gain accesdo resourceA. An example AOLsener con guration le, which

alsospeci esthe initialization of pools and opening of databaseconnections,
is shavn in Appendix A.

The NS_DBunction dml with type quot->unit is usedto executea data
manipulation languagecommand, speci ed with the argumen string, in the
RDBMS. On error, the function raisesthe exception General.Fail( msg),
where msgholds an error message Data manipulation languagecommands
that may be invoked using the dml function include the insert and update
statemerts.

The four functions fold , oneField , oneRowand zeroOrOneRownay be
usedto accessdata in the database. In all casesa select statemert is
passedas an argumert to the function. The function fold requires some
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explanation. An application fold f b sgl executesthe SQL statemen given
by the quotation sgl and folds over the result set. The function f is the
function usedin the folding with baseb. The rst argumern to f is afunction
that maps column namesinto valuesfor the row. The function raisesthe
exception General.Fail( msg), where msg is an error message,on error.
Seethe script wine.sml listed on page 79 for an examplethat usesthe fold

function.

Becausethe number of databasehandlesowned by a script at any one
time is limited to the number of initialized pools, nesting of other database
accesgunctionswith the fold function is limited by the number of initialized
pools.

The function qqg, which hastype string->string , returns the argumert
string in which ewvery occurrenceof a quote (') is replacedwith a double
occurrence(" ). Thus, the result of evaluating qq("don'tforget”) is the
string "don"tforget” . The function qqqis similar to the qq function with
the extra functionality that the result is encapsulatedin quotes('..." ).

The script search.sml , which implemerts the employeeseart function-
ality, looks as follows?®

fun returnPage title  body = Ns.return
("<html>

<head><title>"title</title></head>

<body bgcolor=white>
<center><h2>"itle</h2><p>" " body ™
“</center>

</body>

</html>")

val email = FormVar.wrapFail

FormVar.getStringErr  ("email”,"email”)

val sgl = "select name, note
from employee
where email = (Db.qqq email)’

val =
case Db.zeroOrOneRowsql of

bFile smiserver_demo/www/demo/employee/search.sml .
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SOMHgname, note] =>
returnPage "Employee Search Success"
“<form action=update.sml method=post>
<input type=hidden name=email value=""email">
<table align=center border=2>
<tr><th>Name:</th>
<td>“name</td></tr>
<tr><th>Email:</th>
<td>"email</td></tr>
<tr><th>Note:</th>
<td><input name=notetype=text value=""note">
</td></tr>
<tr><th>Password:</th>
<td><input name=passwdype=password>
<input type=submit value="Change Note">
</td></tr>
</table>
</form><p>
Try a <a href=index.html>new search?</a>"
| _=>
returnPage "Employee Search Failure”
"Use the back-button in your Webbrowser
to go back and enter another email address

The expressiorFormVar.wrapFail FormVar.getStringErr  (var,name) re-
turns an error pageto the userin caseform variable var is not available or
in caseit cortains the empty string. The argumen nameis usedfor error
reporting. Searting for an employee with email nh@it.edu results in the
Web pageshown in Figure 7.3. The script update.sml looks as follows:’

val getString = FormVar.wrapFail FormVar.getStringErr

val email = getString ("email","email”)

val passwd = getString ("passwd","passwd")
val note getString ("note”, "note")

val update = ‘update employee

"File smiserver_demo/www/demo/employee/update.sml .
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Figure 7.3: The result of searting for an employeewith email nh@it.edu

set note = ~(Db.qggq note)
where email = ~(Db.qqq email)
and passwd = (Db.qqq passwd)

val _ =
(Db.dml update;
Ns.returnRedirect  ("search.sml?email="
" Ns.encodeUrl email))
handle _ =>
Page.return "Employee Database" "Update failed”

The function Ns.returnRedirect returns a redirect, which causesthe
browserto requestthe script search.sml from the serer. The email address
is sernt alongto the search.sml script asa form variable. The value is URL
encaled to support characters other than letters and digits in the email
address.
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7.7 Best Wines Web Site

We now presen a somewhatlarger example. The exampleconstitutesa wine
rating Web site, which we call Best Wines. The Best Wines Web site allows
usersto rate and commer on winesand to seethe averagerating for a wine
in addition to other user'scommerts.

Recallthe three stepsto the successfutonstruction of a Web site badked
by a database:

1. Dewvelopmen of a data model that supports all necessarytransactions

2. Designof a Web site diagram that speci es namesof scripts and how
scripts link

3. Implementation of scripts, including the implemertation of database
transactionsusing the SQL data manipulation language

The next three sectionscover thesestepsfor the Best Wines Web site.

Data Mo del and Transactions

The data modeling processattempts to answer questionsthat focus on ap-
plication data. What are the primary data objects that are processedby
the system? What attributes descrike eat object? What are the relation-
ships betweenobjects? What are the processeghat accessand manipulate
objects?

As the rst part of dewelopinga data model for the Best Wines Web site,
we construct an Entit y-Relationship diagram (E-R diagram) for the Web
site, which leadsto the construction of SQL data modeling commandsfor
the data model. The secondpart of the data modeling processfocuseson
deweloping the appropriate transactionsfor accessingand manipulate data.

An entity-relationshipdiagram is composedof three typesof componerts:

1. Entities, which are drawn asrectangular boxes
2. Attributes, which are drawn asellipses

3. Relationships,which connectsertities
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wine rating

Figure 7.4: E-R diagramfor the BestWine Website. The fork in the diagram
speci esthat the relation betweenthe wine-ertit y and the rating-entity is a
one-to-mary relation; to every onewine there may be many ratings.

When an E-R diagram is constructedfor a Web site, it is a straightforward
task to dewelop the corresppnding SQL data modeling commands. In fact,
ertities in the E-R diagram map directly to table namesand attributes map
to column namesin the assaiated tables. Before we say what relationships
map to, considerthe E-R diagram for the Best Wine Web site in Figure 7.4.

The E-R diagram cortains two ertities, wine and rating . Attributes
assaiated with the wine ety include a nameand a year (vintage) for the
wine. Attributes assaiatedwith the rating ertity includeauser'scomments
the user'sfullname andemail, and arating . Notice that the diagram does
not say anything about the data typesfor the attributes.

The relationship betweenthe ertities wine and rating is a one-to-many
relationship, that is, to ewvery one wine there may be many ratings. This
type of relationship is pictured in the diagram as a fork. In general,there
are other typesof relationships besidesone-to-mairy relationships,including
one-to-onerelationships and many-to-many relationships. Before an E-R
diagram can be mapped to SQL data modeling commands, many-to-many
relationshipsare broken up by introducing intermediate ertities.

SQL data modeling commandscorrespnding to the E-R diagramin Fig-
ure 7.4 look asfollows?

create sequence wid_sequence;

create table wine (
wid integer primary key,
name varchar(100) not null,

8File smiserver_demo/demo_lib/pgsql/rating.sql
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year integer,
check ( 1 <=year and year <= 3000 ),
unique ( name, year )

);
create table rating (
wid integer references wine,
comments varchar(1000),
fullname varchar(100),
email varchar(100),
rating integer,
check ( 0 <=rating andrating <=6)
);

The rst command createsan SQL sequene, with name wid_sequence
which we shall useto createfreshiderti ers for identifying wines.

The two ertities wine and rating are transformed into create table
commandswith columns correspnding to attributes in Figure 7.4. Data
typesfor the columns are chosenappropriately. The relationship between
the two tables is encaled by introducing an additional column wid (with
data type integer ) in eat table. Whereasthe column wid in the wine
table is declaredto be primary (i.e., no two rows have the samewid value
and an index is constructed for the table, making lookup basedon the wid
value excient), a referertial integrity constraint on the wid column in the
rating table, ensureghat arow in the rating table is at all times assaiated
with a row in the wine table. Additional consistencyconstrairts guarartee
the following properties:

2 The year columnis an integer betweenone and 3000

2 No two rows in the wine table is asseiated with the samename and
the sameyear

2 Arating in the rating table is an integer betweenzeroand six
A list of possibletransactions and assaiated SQL data-manipulation

commandsare given here:
Wine insertion:

insert into wine (wid, name, year)
values (1, 'Margaux - Chateau de Lamouroux’, 1988);
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Rating insertion:

insert into rating
(wid, fullname, email, comments, rating)
values
(1, 'Martin Elsman’, 'mael@it.edu’, 'Great wine', b5);

Wine comments:

select comments, fullname, email, rating
from rating where wid = 1;

Wine index:

select wine.wid, name, year,
avg(rating) as average, count(*) as ratings
from wine, rating
where wine.wid = rating.wid
group by wine.wid, name, year
order by average desc, name, year;

The dixcult transaction is the wine index transaction, which is usedin
the construction of the main pageof the Best Wine Web site (seeFigure 7.8).
The select commandcomputesthe averageratings for eat wine in the wine
table. The transaction makesuseof the group by feature of the select com-
mand to group rows with the samewid, name and year columns. For eah
of the resulting rows, the averagerating for the grouped rows is computed
aswell asthe number of rows that are grouped in eat group.

Web Site Diagram

A Web site diagram for the Best Wines Web site is showvn in Figure 7.5. The
Web site is made up of four scripts, three of which construct pagesthat are
returned to users. The fourth script add0.sml implemerts the rating-insert
transaction for inserting a rating in the rating table.

The next sectiondescribesthe implemertation of ead of the SMLsener
scripts.
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index.sml
Best Wines
Pomerol Fkkxk rate it \
Margaux — **** rate it addo.sml
Rate new::]:]
wine.sml V/ / ac(:jd.sml
omment:
Pomerol, 1997
M. Elsman = Great Name: [ ]
Hallenberg ***  Good o
Email: L 1]
Back to Best Wines Rating: [ 1]

Figure 7.5: Web site diagram for the Best Wine Web site.

Implemen tation of SMLserv er Scripts

The cripts index.sml , wine.sml, add.sml, and add0.sml make useof func-
tionality provided in a structure RatingUtil . We shall not presen the struc-
ture RatingUtil  here,but only show its signature?

signature RATING_UTIl=
sig
(* [returnPage title body] returns page to browser. *)
val returnPage : string -> string frag list -> Ns.status

(* [returnPageWithTitle title  body] returns page
* to browser with title as hl-header. *)
val returnPageWithTitle

string -> string frag list -> Ns.status

(* [bottlelmgs n] returns html code for
* n bottle images. *)
val bottlelmgs : int -> string

9File smiserver_demo/demo_lib/RatingUtil.sml
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(* [mailto email name] returns mailto anchor. *)
val mailto : string -> string -> string
end

The SMLsener scripts also make use of the structure FormVarpresened in
Chapter 8.

The script wine.sml

The script wine.sml lists user commerts for a speci ¢ wine. The script
assumesa form variable wid that denotesthe wine. The script usesthe
Db.fold function (seepage70) to construct a pagewith the commerns as-
scciated with the speci ¢ wine. The pageis returned to the user using the
RatingUltil.returnPageWithTitle function. Hereis the listing of the script
wine.sm| ;10

(* Present commentsand ratings for a specific wine *)
val wid = FormVar.wrapFail FormVar.getNatErr

("wid","internal number")

val query =
‘select comments, fullname, email, rating
from rating

where wid = ~(Int.toString wid)”

val lines = Db.fold
(fn (gr) =>
let val rating =
case Int.fromString (g "rating”) of
SOME => i
| NONE=> raise Fail "Rating not integer"
in
<tr><th> “(RatingUtil.bottlelmgs rating)
<td> (g "comments")
<td> ~(RatingUtil.mailto (g "email”) (g "fullname"))
end ™ r)  query

10Fjle smiserver_demo/www/demo/rating/wine.sml
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Figure 7.6: The Best Wines commern page.

val body =
“<table width=95% bgcolor="#dddddd" border=1>
<tr><th>Rating<th>Comment<th>Rater’ " lines ™
“</table>
<p>Backto <a href=index.smI>Best Wines</a>

val name= Db.oneField
‘select namefrom wine
where wid = ~(Int.toString wid)”

val _ = RatingUtil.returnPageWithTitle
("Ratings - " ™ name) body

The result of a user requestingthe script wine.sml with the form variable
wid setto 1 is shown in Figure 7.6. The function RatingUtil.mailto is
usedto presern the name of the raters as mailto-anchors.
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The script add.sml

The script add.sml assumeseither (1) the presenceof a form variable wid
or (2) the presenceof form variablesnameand year. In caseof (1), the name
and year of the wine are obtained using simple select commands.In case
of (2), it is chedked, also using a select command, whether a wine with
the given nameand year is presein in the wine table already; if not, a new
wine is insertedin the wine table. Thus, beforea rating form is returned to
the user, the wine to be rated will be presen in the wine table. Hereis the

listing of the script add.sml:!!

structure FV = FormVar
val (wid, name, year) =
case FV.wrapOpt FV.getNatErr "wid" of
SOMBEvid => (* get nameand year *)
let val wid = Int.toString wid
val query =
‘select name, year from wine
where wid = *wid"
in case Db.oneRowguery of
[name,year] => (wid, name, year)
| _ =>raise Fail "add.sml"
end
| NONE>
let val name= FV.wrapFail
FV.getStringErr  ("name","name of wine")
val year = FV.wrapFalil
(FV.getintRangeErr 1 3000)
("year", ‘"year of wine")
val year = Int.toString year
val query = “select wid from wine
where name= ~(Db.qqg name)
and year = ~(Db.qqq year)
in
case Db.zeroOrOneRowguery of
SOMHEwid] => (wid, name, year)
| _ =>(* get fresh wid from RDBMSY)

11File smiserver_demo/www/demo/rating/add.sml .
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let val wid = Int.toString
(Db.seqNextval "wid_sequence")
val _ = Db.dml
‘insert into wine (wid, name, year)
values (“wid,
N(Db.ggg name),
"(Db.qqq year))
in (wid, name, year)
end
end

(* return forms to the user... *)
val _ =
RatingUtil.returnPageWithTitle
("Your commentsto """ ~ name™ " - year " N year N ")
“<form action=add0.sml>
<input type=hidden name=widvalue="wid>
<textarea rows=5 cols=40 name=comment></textarea><br>
<b>Email:</b>&nbsp;
<input type=text name=email size=30><br>
<b>Name:</b>&nbsp;
<input type=text name=fullname size=30><br>
<b>Rate (between 0 and 6):</b>&nbsp;
<input type=text name=rating size=2>&nbsp;
<input type=submit value="Rate it">
<p>Backto <a href=index.smI>Best Wines</a>
</form>"

A rating form for the wine \Margaux - Chateaude Lamouroux" is shovn in
Figure 7.7.

The script add0.sml

The script add0.sml implemerts the rating-insert transaction. Here is the
listing of the script:*?

structure FV = FormVar

12Fjle smiserver_demo/www/demo/rating/add0.sml .
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Figure 7.7: The winerating form. Usersare askedto provide ratings between
0 and 6.
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val comment= FV.wrapFail FV.getStringErr
("comment”, "comment")
val fullname = FV.wrapFail FV.getStringErr

("fullname”,  "fullname")
val email = FV.wrapFail FV.getStringErr
("email", “"email")
val wid = Int.toString(FV.wrapFail FV.getNatErr
("wid","internal number"))
val rating =
Int.toString(FV.wrapFail (FV.getintRangeErr 0 6)

("rating”,"rating"))

val _ = Db.dml
‘insert into rating (wid, comments, fullname,
email, rating)
values (“wid, ~(Db.qqg comment), ~(Db.qqq fullname),
A(Db.ggg email), “rating)’

val _ = Ns.returnRedirect "index.sml"

The form variable functions provided in the FormVarstructure are usedto
return error messageso the userin casea form variable is not presen in the
requestor in caseits cortent is ill-formed.

The function Ns.returnRedirect is usedto redirect the userto the Best
Wines main pageafter the insert transaction is executed.

The script index.sml

The script index.sml implemerts the Best Wines main page. It preserts the
rated wines, listing the wine with the highestaveragerate rst. Hereis the
script index.sml 3

(* the complex query that calculates the scores *)
val query =
‘select wine.wid, name, year,
avg(rating) as average,
count(*) as ratings

13Fijle smiserver_demo/www/demo/rating/index.sml
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from wine, rating

where wine.wid = rating.wid

group by wine.wid, name, year
order by average desc, name, year

fun formatRow (g, acc) =
let val avg = g "average"

val avgint =
case Int.fromString  avg of
SOME => i

| NONE=> case Real.fromString
SOME => floor r
| NONE=> raise Fail "Error
val wid = g "wid"
in acc ™M

avg of

in formatRow"

<tr><td><a href="wine.sml?wid="wid">"(g
(year (g “year"))

<th> ~(RatingUtil.bottleImgs avgint)

<td align=center>"(g '"ratings")

<td><a href="add.sml?wid="wid">rate
end

"name")</a>

it</a></tr>"

val _ = RatingUtil.returnPageWithTitle "Best Wines"
(‘<table width=95% bgcolor="#dddddd" border=1>
<tr><th>Wine<th>Average Score (out of 6)
<th>Ratings<th>&nbsp;” "
(Db.fold formatRow = query) ™
</table>

<form action=add.sml>

<h2>Rate newwine - type its nameand year</h2>
<b>Name:</b><input type=text name=namsize=30>&nbsp;

<b>Year:</b><input type=text name=yearsize=4>&nbsp;
<input type=submit value="Rate it...">
</form>")

The implemertation usesthe function RatingUtil.bottlelmgs to generate
HTML code for shonving a number of bottle images. The result of preserting
the Best Wines main pageto a useris shown in Figure 7.8.
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Figure 7.8: The main pagefor the Best Wine Web site.




Chapter 8

Checking Form Variables

Chedking form variablesis an important part of implemerting a secureand
stable Web site, but it is often a tediousjob, becausehe samekind of code is
written in all scripts that verify form variables. The FormVarmodule, which
we preset in this chapter, overcomesthe tedious part by de ning sewral
functions, which may be usedto test form variablesconsisterly throughout
a large system.

8.1 The Structure FormVar

The ideais to de ne a set of functions correspnding to ead type of value
usedin forms. Each function is de ned to accessvaluescortained in form
variables of the particular type. For instance, a function is de ned for ac-
cessingall possibleemail addressesn a form variable. In casethe givenform
variable doesnot cortain a valid email address,errors are accunulated and
may be presened to the userwhenall form variableshave beencheded. To
deal with error accurrulation properly, ead function takesthree argumerts:

1. The name of the form-variable holding the value

2. The nameof the eld in the form; the usermay be presened with an
error pagewith more than oneerror and it is important that the error
messageefersto a particular eld in the form

3. An accunulator of type errs, usedto hold the error messagesen
bad to the user

87
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The functions are named FormVar.getTErr, where T rangesover possi-
ble form types. In ead script, when all form variables have been chedked
using calls to particular FormVar.getTErr functions, a call to a function
FormVar.anyErrors returns an error pageif any errors occurred and other-
wise proceedswith the remainderof the script. If an error pageis returned,
the script is terminated.

An excerpt of the FormVarinterface' is given in Figure 8.1 The type
formvar_fn represens the type of functions usedto ched form variables.
For instance, the function getintErr hastype int formvar_fn , which is
idertical to the type

string * string * errs -> int * errs

If it is not desirableto return an error page,the programmermay useone of
the following wrapper functions to obtain appropriate behavior:

Wrapp er function  Description

FormVar.wrapOpt Returns SOMEA) on successwherev is the
form value; returns NONEotherwise

FormVar.wrapExn  Raisesexception FormVaron error

FormVar.wrapFail ~ On failure, a pageis returned. The di®er-
encefrom the get TErr functionsis that with
wrapFail only oneerror is presetted to the
user

Many of the examplesin this documen make use of the FormVarwrapper
functionsin combination with the get TErr functions. The Currency Service
descriked in Section6.7 on page56 is a good example.

8.2 Presenting Multiple Form Errors

We now turn to an examplethat usesthe multi-error functionality of the
FormVarstructure. The exampleconstitutesa simpleemail servicebuilt from
two scripts, onethat preserts a form to the user (mail_form.sml ) and one
that sendsan email constructedon the basisof the form cortent cortributed
by the user(mail.sml ). The script mail_form.sml looks as follows:?

IFile smiserver_demo/demo_lib/FormVar.sml .
2File smiserver_demo/www/demo/mail_form.sml .
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structure

sig

FormVar :

exception FormVar of string
type errs

val
val
val

val
val
val
val
val
val
val
val

val
val
val

type 'a formvar fn = string * string * errs -> 'a * errs
emptyErr errs
addErr Quot.quot * errs -> errs
anyErrors errs -> unit
getintErr int formvar_fn
getNatErr int formvar_fn
getRealErr real formvar_fn
getStringErr string formvar_fn
getintRangeErr int -> int -> int formvar_fn
getEmailErr string formvar_fn
getUrlErr string formvar_fn
getEnumErr string list -> string formvar_fn
wrapOpt ‘a formvar_fn -> (string -> 'a option)
wrapExn ‘a formvar_fn -> (string -> 'a)
wrapFail ‘a formvar_fn -> (string * string -> 'a)

end

Figure 8.1: The signature of the FormVarstructure (excerpt).
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Page.return "Send an email"
“<form action=mail.sml method=post>
<table>
<tr><th align=left>To:</th><td align=right>
<input type=text name=to></td></tr>
<tr><th align=left>From:</th><td align=right>
<input type=text name=from></td></tr>
<tr><th align=left>Subject:</th><td align=right>
<input type=text name=subject></td></tr>
<tr><td colspan=2><textarea name=bodycols=40
rows=10>Fill in...</textarea></td></tr>
<tr><td colspan=2 align=center>
<input type=submit value="Send Email"></td></tr>
</table>
</fform>"

The action of the form is the script mail.sml . When the user presseghe
\Send Email" submit button, the script mail.sml is executedwith the form
variablesto, from, subject , and body set to the valuescortributed by the
user. Hereis the script mail.sml :3

structure FV = FormVar

val (to,errs)
val (from,errs)

FV.getEmailErr ("to", "To", FV.emptyErr)
FV.getEmailErr (“from", "From", errs)

val (subj,errs) FV.getStringErr  ("subject”,  "Subject”, errs)
val (body,errs) FV.getStringErr  ("body", "Body", errs)

val () = FV.anyErrors errs

val _ = Ns.Mail.send {to=to, from=from,
subject=subj, body=body}

val _ = Page.return "Email has been sent”
"Email with subject "“subject” has been sent to “to.<p>
<a href=mail_form.smI>Send another?</a>"

Notice the useof the function anyErrors from the FormVarstructure; if there
are no errorsin the form data, executionproceedsby sendingan email using

3File smiserver_demo/www/demo/mail.sml .
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Figure 8.2: When a user submits the email form with invalid ertries, suth
asan invalid email addressand an empty subject eld, the useris presened
with an error pagethat summarizesall errors.

the Ns.Mail.send function and a messagesaying that the email has been
sen is presened to the user with the Page.return function. Otherwise,
if one or more errors were found analyzing the form data, an error pageis
presenied to the user;the result of a usersubmitting the mail form with an
invalid \From" "eld and an empty \Subject" eld is shovn in Figure 8.2
For another exampleof using the multi-error functionality of the FormVar
structure, seethe le smiserver_demo/www/demo/formvar_chk.sml

8.3 Implemen tation

The FormVarstructure is basedon the function Ns.Conn.formvar, which
provides a more primitiv e way of accessingorm variables submitted with a
request. The function Ns.Conn.formvar hastype string->string option
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and returns the query data assaiated with the connectionand the argumen
key, if available?

In addition to the useof the Ns.Conn.formvar function, the implemen-
tation of the FormVarstructure also makes use of regular expressiongsee
Section6.2).

4A function Ns.Conn.formvarAll with type string->string list makesit possible
to accessall valuesbound to a particular form variable.



Chapter 9

Authen tication

Dynamic Web sites often make use of an autherntication medanism that
provides someform of weak identi cation of users. The traditional authen-
tication medanism allows usersof a Web site to login to the Web site, by
providing an email address(or someuser name) and a passvord. There are
seeral reasonsfor adding an authertication medanismto a Web site:

2 Accessrestriction. If someinformation is available to only someusers,
a medanism is necessaryto hide the restricted information from un-
privileged users.

2 User cortributions. If usersare allowed to cortribute cortent on the
Web site, it must be possiblefor the systemto (weakly) identify the
usersoasto avoid spamcornent. Also, the userthat cortributes with
the cortent, and only that user, should perhapsbe allowed to modify
or deletethe cortributed cortent.

2 Personalization. Di®eren usersof a Web site have di®eren needsand
di®eren preferencesconcerningpage layout, and so on. By adding
personalizationto a Web site, there is a chanceof satisfyingmore users.

2 User tracking. A particular user's history on a Web site may be of
great value, perhapsfor an administrator to seewhat cortent the user
has seenwhen answering questionsasked by the user. For an in-depth
discussionabout what a usertracking systemmay be usedfor, consult
[Gre9q.

93
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2 Usertransactions. If the Web site is an e-commercesite, for instance,a
secureauthentication medanism, perhapsbasedon SSL (SecureSacket
Layer), is necessaryo allow a userto perform certain transactions. (See
Appendix C for information on setting up SSLwith SMLsener.)

In this chapter we presen a simple authertication medanism, basedon
cookies (seethe next section)and on a usertable storedin a database.The
authertication medanism makes it possiblefor usersto have a macdine-
generatedpassvord sert by email. Hereafter, usersmay login to the Web
site using their email addressand the newly obtained passvord. The au-
thentication medanism also provides functionality for usersto logout, but
the main feature of the autherntication medanismis a simple programmer's
interfacefor chedking whether a useris loggedin or not. It is straightforward
to add more sophisticatedfeaturesto the authertication medanism, suc as
a permissionsystemfor cortrolling which usersmay do what.

9.1 Feeding Cookies to Clients

Cookiesprovide a generalmedanismfor a Web serviceto store and retrieve
persistert information on the client side of a connection. In responseto an
HTTP request,a sener may include a number of cookiesin the headerpart
of the response. The cookies are installed on the client (e.g., Netscape and
Internet Explorer) and are automatically sert bad to the Web sener in later
requeststo the Web service.

Although a client sendsa cookie badk only to the Web servicethat issues
the cookie, one cannot court on cookiesto be a securemeanismfor trans-
ferring data betweena Web serviceand its clients. As is the casewith form
data, cookies are transmitted in clear text, unlesssomeencryption medta-
nism, such as SSL (SecureSacket Layer), is used. There are other problems
with cookies. Becausethey are often stored locally on client computers,
other usersthat have accesgo the computer may have accesdo the cookie
information (Windows 98). Also, most client Web browserssupport only a
limited number of cookies, soif a Web servicesendsa cookie to a browser,
then it is uncertain for how long time the cookie remainson the client.

Despitethe problemswith cookies, it is dixcult to build a usefulauthen-
tication medanismwithout the useof cookies. In particular, authentication
medanismsertirely basedon form variablesrequire a userto login to the
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Web site whene\er the uservisits the site. Also of importanceis that authen-
tication medanismsertirely basedon form variables require more tedious
programming than when cookies are used, becauseauthentication informa-
tion is required on all links and form actions.

SMLsener implemerts the following Cookie interface:

structure  Cookie :

sig
exception CookieError of string
type cookiedata = {name : string,
value : string,
expiry : Date.date option,
domain : string option,
path  : string option,
secure : bool}
val allCookies . unit -> (string * string) list
val getCookie . string -> (string * string) option

val getCookieValue : string -> string option

val setCookie . cookiedata -> string
val setCookies : cookiedata list -> string
val deleteCookie : {name: string, path : string option}
-> string
end

The function setCookie returns a cookie formatted string to be included
in the headerpart of an HTTP response(instructing the client to store the
cookie). The function takesasargumert a recordwith cookie attributes. The
nameand value attributes are mandatory strings, which are URL encaled
sothat it is possibleto include charactersother than letters and digits in the
strings. The function raisesthe exceptionCookieError if the nameor value
attribute cortains the empty string. The function setCookies generalizes
the setCookie function by taking a list of cookiesas argumert.

The expiry attribute is a date that de nes the life time of the cookie.
The cookie is removed from the browserwhenthe expiration date is reaced.!

1The date string format usedin cookiesis of the form Wdy, DD-Mon-YYY¥H:MM:SS
GMT



96 CHAPTER 9. AUTHENTICA TION

The life time of a cookie with no expiry attribute is the user'ssessioronly.
A cookie may be removed from a client by specifying an expiration date in
the past (or by usingthe function deleteCookie ). To generatean expiration
date that lastsin 60 secondsrom the preser time, the following Standard
ML code may be used:

let open Time
in Date.fromTimeUniv(now() + fromSeconds 60)
end

Notice that the symbolic identi er + in the expressionabove refersto the
identi er Time.+, which hastype Time.time * Time.time -> Time.time.

9.2 Obtaining Cookies from Clients

When a user requestsa URL, the user's browser seartes for cookies to
include in the request. The cookie's domain attribute is comparedagainst
the Internet domain nameof the host beingrequested.The cookieis included
in the requestif there is a tail match and a path match accordingthe the
de nitions below.

A tail match occurs if the cookie's domain attribute matches the tail
of the fully quali ed domain name of the requestedhost. So for instance,
a domain attribute \it.edu " matches the host names\www.it.edu" and
\adm.it.edu ". Only hostswithin the speci ed domain may seta cookie for
a domain and domainsmust have at leasttwo periods (.) in them to prevent
matching domainsof the form \.com" and\.edu". The default value of the
domainattribute is the host name of the sener that generateshe cookie.

A path match occursif the pathname componert of the requestedURL
matchesthe path attribute of the cookie. For example,thereis a path match
if the pathnamecomponern of the requestedURL is /foo/bar.html  and the
cookie's path attribute is /foo . There is no path match if the pathname
componert of the requestedURL is index.html and the cookie's path at-
tribute is /ffoo . The default path attribute is the pathname componert of
the documert being described by the headercortaining the cookie.

A cookie cortaining the secure attribute is transmitted on securechan-
nelsonly (e.g., HTTPS requestsusing SSL). Without the secure attribute,
the cookie is sert in cleartext on insecurechannels(e.g., HTTP requests).
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The functions allCookies , getCookie, and getCookieValue may be
usedto accesscookies and their values. The cookie name and value are
URL decaed by the functions.

If SMLsener fails to read the cookies transmitted from a browser, the
exceptionCookieError israised. This error indicatesan error onthe browser
side.

9.3 Cookie Example

To demonstratethe cookie interface,we presen a simple cookie examplecon-
sisting of three scripts cookie.sml , cookie_set.sml , and cookie_delete.sml
The entry pageis implemerted by the cookie.sml script. It shows all
cookiesreceived in the headerof the requestand displays two forms; one for
adding cookiesand one for removing cookies. Figure 9.1 shows the result of
a userrequestingthe e cookie.sml .
The code for listing all cookiesusesthe function Ns.Cookie.allCookies

val cookies =
foldl (fn ((n,v),a) =><li> ~n: ~v = ™M a)
" (Ns.Cookie.allCookies())

Notice that the use of quotations in the application of foldl ensuresthat
the HTML list is built exciently, without the useof string concatenation.
The action of the \Set Cookie" form is the script cookie_set.sml , which
returns a redirect to the cookie.sml script, with a cookie included in the
responseheader. The redirect is implemerted using the function Ns.write :2

structure FV = FormVar

val cv = case FV.wrapOpt FV.getStringErr  "cookie_value"
of NONE=> "No Cookie Value Specified"
| SOMEV => cv

val cn = case FV.wrapOpt FV.getStringErr  "cookie_name"

of NONE=> "CookieName"
| SOMEN => cn

2File smiserver_demo/www/demo/cookie_set.sml .
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Figure 9.1: The result of a user requestingthe Te cookie.sml with two
cookiesfool and foo2.
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val clt = case FV.wrapOpt FV.getintErr "cookie_|t"
of NONE=> 60
| SOMEIt => clt

val cs = case FV.wrapOpt FV.getStringErr  "cookie_secure"
of SOMEYes" => true

| _ =>false
val expiry = let open Time Date
in fromTimeUniv(now() + fromSeconds clt)
end
val cookie = Ns.Cookie.setCookie
{name=cn, value=cv, expiry=SOMEexpiry,
domain=NONEpath=SOME/",  secure=cs}
val _ = Ns.write

"HTTP/1.0 302 Found
Location: /demo/cookie.sml
MIME-Version: 1.0

cookie

You should not be seeing this!”

The variablescn, cv, cs, and clt cortain the form valuesreceived from the
‘rst ertry form in the pagereturned by the cookie.sml script. Because
HTTP with status code 302 is returned, the cortent following the HTTP
headersis ignored.

The action of the \Delete Cookie" form isthe script cookie _delete.sml :3

val cn =
case FormVar.wrapOpt FormVar.getStringErr  "cookie_name"
of NONE=> "CookieName"
| SOMEN => cn

val _ = Ns.write
"HTTP/1.0 302 Found

3File smiserver_demo/www/demo/cookie_delete.sml .
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Location: /demo/cookie.sml
MIME-Version: 1.0
(Ns.Cookie.deleteCookie{name=cn,path=SOME "/"})

You should not be seeing this!’

The cookie namecn is the value received from the secondentry form in the
pagereturned by the cookie.sml script.

9.4 Storing User Information

The authertication medanism presened belov makes use of information
about usersstored in a person table in a database(see Chapter 7). The
SQL for creating the person table looks as follows#

create table person (
person_id int primary key,
password varchar(100) not null,
email varchar(20) unique not null,
namevarchar(100) not null,
url varchar(200)

);

Eadh personin the table is uniquely identied by a number person_id.
Moreover, it is enforcedby a consistencyconstraint that no two persons
have the sameemail address.The nameand url columnsprovide additional
information about a userand the password column holds passwordsthat are
comparedto the passvords ertered when userslogin.

An SQL sequenceperson_seq is used for creating unique person_id
numbers, dynamically. Two peopleare insertedin the table by default:

create sequence person_seq start 3;

insert into person (person_id, password, email, name, url)
values (1, 'Martin’, 'mael@it.edu’, 'Martin Elsman’,
‘http://www.dina.kvl.dk/~mael’);

4File smliserver_demo/demo_lib/pgsql/person.sql
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insert into person (person_id, password, email, name, url)
values (2, 'Niels', 'nh@it.edu’, 'Niels Hallenberg',
‘http://www.it.edu/~nh');

Now that the table for storing userinformation is in place, it is possibleto
descrike the authentication medanismin detail.

9.5 The Authen tication Mechanism

The authertication medanism is implemerted by a library structure Auth
and a seriesof SMLsener scripts for managing the issuing of passvords,
sendingpassverds to users,serving login forms to users,and soon:®

2 auth_form.sml . Senesa\Login form" to users

2 auth.sml . Processeghe \Login form" submitted by a user; storesa
cookie containing person_id and password (the passvord entered in
the form, that is) on the client browser

2 auth_logout.sml . Storesa cookie on the client browserwith an expi-
ration date in the past; redirectsto a prede ned index page

2 auth_new_form.sml. Senesa \Registration form" to users,querying
the userfor email address,name,and home pageaddress

2 auth_new.sml. Processeshe \Registration form" submitted by a user;
createsa password and a unique person_id for the userand eners a
column for the userin the person table; sendsan email to the user
with the newly created passvord and senesa pagewith instructions
that an email with a passverd is available in the user'smail-box

2 auth_send_form.sml. Serwesa form to the user, asking for an email
address

2 auth_send.sml. Processe¢he form senedby the auth_send_form.sml
script; sendsan emailto the ertered email addresswith the correspnd-
ing passvord

The three formsare showvn in Figure 9.2 The library structure Auth provides

SWe do not presert the sourcesfor these SMLserver scripts here; the interested reader
may nd all sourcesin the directory smiserver_demo/www/demo/
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Figure 9.2: The three di®eren forms preserted by the authertication med-
anism. The forms correspnd to the SMLsener scripts auth_form.sml ,
auth_send_form.sml, and auth_new_form.sml, respectively.
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functionality for chedking whethera useris loggedin (functions verifyPerson
and isLoggedin ), for issuingpassverds (function newPasswor}] and soon:®

structure  Auth :

sig
type person_id = int
val loginPage . string
val defaultHome : string
val siteName . string
val verifyPerson : unit -> person_id option
val isLoggedin > unit -> bool

val newPassword : int -> string
val sendPassword: person_id -> unit
end

The function newPasswordtakes as argumert an integer n and generates
a new password constructed from n characters chosenrandomly from the
charactersetfa:::zA:::Z2:::9gnfloOg.

The function sendPasswordtakes a person_id as argumernt and sends
an email with the user'spassvord to the user. The three strings loginPage,
defaultHome, and siteName are con guration strings that default to the
login pageprovided by the authertication medanism, the default pagethat
the useris forwardedto onceloggedin, and the name of the Web site.

The function verifyPerson returns SOMKE) if the user(1) is loggedin,
and (2) isiderti ed by the person_id p; otherwisethe function returns NONE
The implemertation of the function cheds if cookie valuesauth_person_id
and auth_password are available, and if so, proceedsby chedking that the
passvord in the databaseis identical with the passvord in the cookie. For
reasonshaving to dowith cading of passwords(Section9.6), wede ne afunc-
tion verifyPersonO , which the function verifyPerson callswith a function
for extracting a passvord for a userfrom the database:

fun verifyPerson0 (getPasswd: string -> string option)
person_id option =
(case (Ns.Cookie.getCookieValue "auth_person_id",
Ns.Cookie.getCookieValue "auth_password")
of (SOMEperson_id, SOMBpsw) =>

SFile smiserver_demo/demo_lib/Auth.sml
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(case getPasswd person_id
of NONE> NONE
| SOMHEb_psw=>
if db_psw= psw then Int.fromString  person_id
else NONE
)
| _ => NONE
) handle Ns.Cookie.CookieError _ => NONE

fun verifyPerson() =
verifyPerson0 (fn p => Db.zeroOrOneField
‘select password from person
where person_id = p’)

9.6 Caching Passwords for Ezxciency

It is unsatisfactorythat a Web site needsto query the databasefor passvord
information ewery time a user accesses restricted page. The solution is
to usethe SMLsener cacing medanismto avoid looking up passverds for
usersthat have beenaccessinghe Web site within the last 10 minutes (600
seconds).

To implemert this idea, all that is neededis to modify the function
verifyPerson asfollows:

fun verifyPerson() =
let fun f p = case Db.zeroOrOneField
‘select password from person
where person_id = p’
of SOMBpw => pw
| NONE> "
fun gp=
case Ns.Cache.cacheWhileUsed (f, "auth", 600) p
of "™ => NONE
| pw=> SOMBpw
in verifyPerson0 ¢
end
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For a discussionof the function Ns.Cache.cacheWhileUsed seeSection6.6.

Note that if we wereto implemert scriptsthat allow usersto modify their
passvords, we would, of course,needto overwrite the cate appropriately
when usersmodify their passwords. This overwriting may be implemerted
using a combination of the functions Ns.Cache.findTm and Ns.Cache.set,
preserted in Section6.6 on page53.

9.7 Applying the Authen tication Mechanism

We shall now seehow a Web site may apply the authentication medanism
to restrict the transactions and cortent available to a particular user. The
exampleapplication that we presen senesasa link databaseto keeptrack
of Web sites deweloped with SMLsener. The ideais that all visitors of the
Web site have accesgo browsethe list of Web sitessubmitted by SMLsener
users. At the sametime, only registereduserscan add new Web sitesto the
list or deleteertries that they have previously entered.

The rst stepin the designis to de ne a data model that extendsthe data
model for the authertication medanism (the person table). The following
de nition of the table link seresthe purpose’

create table link (

link_id int primary key,

person_id int references person not null,
url varchar(200) not null,

text varchar(200)

);

Eacd link in the table is identi ed with a unique link_id and ead link is
assaiated with a personin the person table. The two columnsurl and
text constitute the link information provided by a user.

The next stepin the dewelopmert is to de ne a Web site diagram for the
link databaseWeb site. Sud a Web site diagram is pictured in Figure 9.3,
which also pictures the scripts for the authertication medanism. The g-
ure shows a diagram with all SMLsener scripts for the Web site. Scripts
that presen forms are pictured as boxes whereasscripts that function as
transactions on the database(or have other e®ects;sud as sendingemails)

’File smiserver_demo/demo_lib/pgsqgl/link.sql
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> auth_send.sml -

|

auth_new_form.sml auth_form.sml auth_send_form.sml
email L 1 email L 1 .
name [ passwd [ ] email ]
homepg [ 1 ) K

~— | register send |—
,,,,,,,,,,,,,,,,,,,,,,, auth.sml auth_logout.sml

\ /

link/add_form.sml link/index.sml

|| LINKS: t
URL ] [ . fogou
! SMLserver Martin  delete

text B VoteAboutlt Martin  delete
~<'— | Add weh-site

link/add.sml 41 T— link/delete.sml

Figure 9.3: Web site diagram for the link database. SMLsener scripts pic-
tured under the dashedline are restricted to usersthat are loggedin; the
other SMLsener scripts are accessibldor all visitors.
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are pictured by their name. As a side remark, we add that a user should
have accesdo deleteonly thoseWeb site enries that the particular userhas
added.

Now that the Web site diagram for the link databaseis in place, we are
ready to provide implemertations for the scripts in the diagram. In the fol-
lowing, we presert two of the involved scripts, link/index.sml , which shows
user-submittedlinks, and link/delete.sml , which deletesa link submitted
by the user® The script link/index.sml , which is the most involved of the
scripts, is implemerted as follows?®

val person = Auth.verifyPerson()

val query =
‘select person.person_id, person.name, link_id,
person.url as purl, link.url, link.text
from person, link
where person.person_id = link.person_id"

fun delete g =
if Int.fromString (g "person_id") = person
then
* <a href=delete.sml?link_id="(g "link_id")>delete</a>"
else

fun layoutRow (g, acc) =
<li><table  width=100% cellspacing=0 cellpadding=0
border=0><tr>
<td width=50%><ahref="(g "url")">g  "text")</a>
<td>added by <a href="*(g "purl)">"(g "name")</a>
<td align=right>" "™ delete g ™
</tr></table>" M acc

val loginout =

case person

of NONE=>
"To managelinks that you have entered, please

8The directory smiserver_demo/www/demo/link/ holds all involved scripts.
9File smiserver_demo/www/link/index.sml
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<a href=../auth_form.sml?target=link/>login</a>."
| SOMBPp =>
let val name= Db.oneField
‘select namefrom person
where person_id = #~(Int.toString p)’
in "You are logged in as user “name- you may
<a href=../auth_logout.smI>logout</a>."
end

val list = Db.fold layoutRow =~ query

val _ =
Page.return "Websites that use SMLserver"
(loginout M “<ul>" M ist M
‘<p><li><a href=add_form.smI>Add Website</a></ul>")

The script usesthe function Auth.verifyPerson to presen deletelinks for
those Web site ertries that a useris responsible for. Moreover, if a useris
already loggedin, a \Logout" button is presened to the user, whereasa
\Login" button is preserted if the useris not loggedin. The result of a user
requestingthe Te is shavn in Figure 9.4.

The script link/delete.sml is implemerted by the following Standard
ML code??

val person_id =
case Auth.verifyPerson()

of SOMPp =>p
| NONE=> (Ns.returnRedirect  Auth.loginPage
; Ns.exit()
val link_id = FormVar.wrapFail
FormVar.getNatErr ("link_id", "Link id")
val delete =

‘delete from link
where person_id = ~(Int.toString person_id)
and link_id = ~(Int.toString link_id)"

10Fjle smiserver_demo/www/link/delete.sml
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Figure 9.4: The result of a userrequestingthe Ie link/index.sml

Db.dml delete
Ns.returnRedirect "index.sml"

val _
val _

Notice that usersthat are not loggedin, but somehav requestthe e, are
redirected to the default login page provided in the Auth structure. Also
notice that a usercandeleteonly thoselinks that the useris responsiblefor.
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Chapter 10

Summary

This book provides a tutorial overview of programming dynamic Web ap-
plications with SMLsener through the presenation of a seriesof examples.
Starting with the basic medanism for serving dynamic pagesto users,the
book coverstopics such asadieving and validating data from users,fetching
data from foreign Web sites, interfacing to Relational DatabaseManagemen
Systems(RDBMSSs), and autherticating users.

SMLsener is already usedfor a seriesof real-purposeWeb sites, including
an ewaluation system,an alumni system,and a courseregistration systemfor
the IT University of Copenhagen.

Experiencewith SMLsener demonstratesthat the strict type system of
Standard ML combined with its advancedlanguagefeatures, suc as mod-
ules and higher-order functions, easemaintainability and extensibility. If
usedproperly, the advancedlanguagefeaturesmake separationof code from
presenation straightforward and increasereusability of code.

The authors are currertly working on a seriesof composable modules,
calledthe SMLsener Community Suite (SCS),for building customizableWeb
sites with SMLsener. Modulesin the suite include a module for verifying
user submitted form cortent basedon a large set of form variable types, a
module for constructing and managingmultilingual Web sites,and a generic
authertication module.

Although it is possibleto createlarge Web siteswith SMLsener, there are
currertly a few features missing, which we plan to add to SMLsener soon.
Among the features missing is the possibility (using the SMLsener API)
of scheduling execution of scripts to run at a particular time in the future.
Similarly, it is currently not possibleto arrange for periodic execution of

111
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scripts using the SMLsener API.
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App endix A

A Sample Web Server
Con guration  File

A sample AOLsener con guration e, to be read by AOLsener when it
starts, is given belon.! For a straightforwrd installation, it should be nec-
essaryto changeonly the rst two or three lines. For Postgresqlsupport,
Postgresgland the Postgresqldriver for AOLsenrer is assumedo be installed
on your system.

# Sample AOLserver configuration file
# with SMLserver and Postgresql support

set user yourlogin
set port 8080
set pg_passwdXXXX

set webdir /home/${user}/web
set nssml_so ../../smlserver/bin/nssml.so
set home/usr/share/aolserver

set host [ns_info hostname]
set bindir [file dirname [ns_info nsd]]

IFile smiserver_demo/nsd.tcl
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ns_section "ns/mimetypes"”

ns_param.wml text/vnd.wap.wml

ns_param .wbmpimage/vnd.wap.wbmp
ns_param.wmis text/vnd.wap.wmlscript
ns_param .wmlc application/vnd.wap.wmlc
ns_param .wmisc application/vnd.wap.wmlscriptc

ns_section "ns/parameters”

ns_param debug off

ns_param Home$home

ns_paramserverlog ${webdir}/log/server.log
ns_param pidfile  ${webdir}/log/nspid.txt
ns_paramuser ${user}

ns_param stacksize 500000

ns_section "ns/servers”
ns_param ${user} "${user}s server"

ns_section "ns/server/${user}"
ns_param directoryfile "index.sml"
ns_param pageroot ${webdir}/ www
ns_param enabletclpages off

ns_section "ns/server/${user}/module/nslog"
ns_paramfile  ${webdir}/log/access.log

ns_section "ns/server/${user}/module/nssock"
ns_param port ${port}
ns_param hostname $host

ns_section "ns/server/${user}/module/nssml"
ns_paramprjid sources

#

# Database drivers

#

ns_section "ns/db/drivers"

ns_param postgres /usr/share/pgdriver/bin/postgres.so



ns_section "ns/db/pools”
ns_param pg_main "pg_main"
ns_param pg_sub "pg_sub”

ns_section "ns/db/pool/pg_main"
ns_param Driver postgres

ns_param Connections 5

ns_param DataSource localhost::${user}
ns_param User ${user}

ns_param Password ${pg_passwd}
ns_param Verbose Off

ns_param LogSQLErrors On

ns_param ExtendedTablelnfo On

ns_section "ns/db/pool/pg_sub”
ns_param Driver postgres

ns_param Connections 5

ns_param DataSource localhost::${user}
ns_param User ${user}

ns_param Password ${pg_passwd}
ns_param Verbose Off

ns_param LogSQLErrors On

ns_param ExtendedTablelnfo On

ns_section "ns/server/${user}/db"
ns_param Pools pg_main,pg_sub
ns_param DefaultPool "pg_main"

ns_section "ns/server/${user}/modules"
ns_param nssock nssock.so
ns_paramnslog nslog.so
ns_paramnssml ${nssml_so}
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App endix B

SMLserv er and MySQL

If you do not have a truck load of moneyto buy Oracle then we recommend
Postgresgl,which hasbecomea fairly stableand reliable databasesener. An
exampleof its useis OpenACS (http://www.openacs.org ), alargecommu-
nity systemimplemerted on a Postgresqgldatabasesener using AOLsener.
Another option is MySQL, but SMLsener doesnot support MySQL as ele-
gartly asPostgresgland Oracle becauseVlySQL doesnot support sequences
and transactions, and thus does not passthe ACID test (Section 7.2 on
page6l).

If you chooseto useMySQL anyway, then this appendix emphasizesvhat
functionsin the databaseinterfaceNS_D®Bo not work with MySQL, and how
you may work around the shortcomings. Someof the functions that are not
supported for MySQL are showvn in Figure B.1.

MySQL doesnot support transactions. In particular, the dmlTrans func-
tion is unde ned if usedwith MySQL.

Moreover, MySQL doesnot support Oracleand Postgresqistyle sequences,

for which there is support in the NS_DBignature (functions seqNextval ,
seqNextvalExp, seqCurrvalExp and seqCurrval ). Instead, MySQL has
support for an auto incremert medanism, which leaves two ways to pro-
gram sequencei MySQL. The rst way usesthe auto increment feature of
MySQL, with which sequencenumbersare createdwhena row is insertedin
a table. The secondway simulates the traditional Oracle sequencesvherea
sequencewumber is generatedfrom a sequenceeneratorand then separately
insertedin atable. In the following, we discussthe two ways in turn.
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signature NS _DB=

sig
structure Handle :
sig
val dmlTrans : (db -> 'a) -> 'a
end
val seqNextvalExp : string -> string
val seqNextval : string  -> int
val seqCurrvalExp : string -> string
val seqCurrval . string  -> int
end

Figure B.1: Parts of the NS_DRBignature.

B.1 Auto Incremen tation

The traditional MySQL way of generatinguniquekeysis quietly supported by
the function seqNextvalExp. Considerthe table link from the link database
examplel

create table link (

link_id int primary key auto_increment,
person_id int not null,
