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Abstract

Reasoning about programs that involve shared imperative data structures has proven
to be notoriously difficult over the years, mainly due to problems related to aliasing. A
recent approach to these problem was presented by O’Hearn and Reynolds; they devised
a program logic in the style of Hoare, called separation logic, and that is the main interest
of this thesis. Here is a brief overview of the main contributions.

Since separation logic is a relatively new logic, we should be able to “benchmark”
it on realistic examples. We show that separation logic is indeed useful by specifying
and proving correctness of Cheney’s copying garbage collector, a program which uses
sophisticated pointer manipulations. The main contribution of the work is an illustration
of how additions of sets and relations to the languages of expressions and assertions
can be used in combination with separation logic to specify and prove an isomorphism
between the states before and after execution of the algorithm.

The assertion language of traditional separation logic is a variant of first order propo-
sitional BI. We make a straightforward extension of this logic to higher-order predicate BI,
and demonstrate how it can be used in separation logic. In particular, we show that
the extension can be applied to model data abstraction and polymorphism for a pro-
gramming language with heap manipulating constructs and calls to simple procedures.
Moreover, we present a model for this new logic (called higher order separation logic), us-
ing a general class of models called BI hyperdoctrines.

The programming language of standard separation logic is a simple extension of
Hoare’s while-language with basic heap manipulating constructs. The success of sepa-
ration logic relies heavily on its ability to support local reasoning via the so-called frame
rule. We extend the scope of separation logic by devising a separation-logic type system
for a version of idealized algol with heap manipulating constructs, allowing for local
reasoning about higher-order programs which manipulate heaps. Moreover, we present
a categorical model in which one can soundly and coherently model the programming
language in a way that is adequate with respect to the standard semantics of idealized
algol. We also take some initial steps towards a parametric model for separation-logic
typing.

In Hoare’s work on refinement for imperative programs one starts with an abstract
specification of a data type and derives a concrete representation. This method assumes
a static separation of variables between representations of the data type; however, the in-
troduction of pointers into refinement breaks these assumptions. We introduce a model
that brings ideas from separation logic into refinement, and prove an abstraction theo-
rem for so-called separation contexts which, intuitively, are client programs that are well-
behaved with respect to resources.
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Chapter 1

Introduction

This dissertation comprises five papers related to separation logic, and this introduction,
which defines various basic concepts and briefly presents the rest of the dissertation.
The introduction is organized as follows. First, we give an introduction in Section 1.1 to
separation logic which is the foundation for the work presented herein. In Section 1.2 we
motivate and briefly describe the contributions of this dissertation. We discuss related
work in Section 1.3 and briefly introduce the papers included in the dissertation in Sec-
tion 1.4. Finally, we conclude and give pointers to future work in Sections 1.5 and 1.6,
respectively.

Although we give a short review, we assume that the reader is familiar with basic
Hoare logic [50], for example as described in standard textbooks [108, 112, 71, 132]. Like-
wise, basic category theory, for example as presented in the technical report [128], is a
prerequisite for parts of this dissertation.

1.1 Introduction to Separation Logic

In this Section, we briefly introduce separation logic; it is a slightly extended version of
the description of separation logic from Chapter 2 in this dissertation. For a survey on
separation logic, see Reynolds’ introductory paper [115]. Separation logic extends Hoare
logic, so we begin with a review of that; this will also fix some notation needed later.

Assume a countable set {x,y,...} of variables, and define the expression language of
Hoare logic by the grammar

E:=x|n|E+E|E—-E|EXE,
where 1 can be any integer. The assertion language of Hoare logic is defined by
Pu:=T|E=E|ELE|PAP|-P|P— P|Vx.P.

The set FV(E) of free variables of an expression E is simply the set of variables occurring
in E, and for an assertion, FV(P) is the set of variables in P that are not bound by a
quantifier. A stack (sometimes called a store in the literature) is a finite assignment of
integers to variables. The semantics [E] of an expression E is a map from stacks s with
FV(E) C dom(s) to values, which is defined in the obvious way. For example, given a
stack s, the semantics [x + 4[s of the expression x + 4 is the integer s(x) + 4. Similarly,
the semantics [P] of an assertion P is a map from stacks s with FV(P) C dom(s) to the
set {true, false}, defined in the obvious way.

3



4 CHAPTER 1. INTRODUCTION

The simple while-language of Hoare logic is defined by the grammar
Cu=skip|x:=E|C,C|if Bthen Celse Cfi | while Bdo C od, (1.1)
where B ranges over the boolean expressions
Bu=E=E|E<E|-B

The set Mod(C) for a command C consists of those variables that are assigned in C. The
operational semantics of the programming language is a partial judgment (C,s) ~» s/,
possibly taking a configuration (C,s) to a stack s’, defined by structural induction on C
in a standard way. For instance, if [E[Js = 15 and (C, s) ~ s/, the operational semantics
yields

(if E = 15 then C else C' fi,s) ~ s'.

A partial correctness specification, or a Hoare triple, is of the form

{P}yCc{Q},

and is defined to be wvalid, if for all s with Mod(C) UFV(P,Q) C dom(s), [P]s im-
plies ((C,s) ~ s" = [Q]s’), or less formally: If P holds in a stack s and if C terminates
starting from s, then Q holds in the resulting stack. Hoare logic includes a set of infer-
ence rules for deriving valid Hoare triples, and is used to statically prove properties of
simple imperative programs.

Hence, in traditional Hoare logic, a state simply consists of a stack. Correspondingly,
the assertion language only describes properties of expressions which depend on vari-
ables, the simple while programming language only modifies variables, and program
control depends on the values stored in variables only. In this dissertation, we consider a
more realistic notion of a state: states in the sense of Hoare logic are extended with heaps,
which are finite maps from a predefined set of locations (sometimes called pointers) to val-
ues. In our description, locations are simply integers. Hence a state in this introduction
is a pair (s, 1) where s is a finite map from variables to integers and / is a finite map from
integers to integers. Stacks and heaps are abstractions of components in real computers:
since compilation of programs usually result in a map from variables in the program to
registers, stacks model the register bank in a CPU, whereas heaps model the computer’s
memory, which is usually an integer-indexed family of storage cells that hold integer
values. Given this storage model, we extend the assertion and programming languages
to include descriptions of heaps and operations that manipulate heaps. The language of
expressions is the same as in traditional Hoare logic.

We consider a programming language which extends the simple while-language
from standard Hoare logic with basic operations on heaps: allocation of new cells, mu-
tation, lookup, and disposal of heap cells. Formally, the language (1.1) is extended by

Cu=---|x:=cons(E) | [E] := E' | x := [E] | dispose(E). (1.2)

The effect of the non-deterministic command x := cons(E) is that a new cell is allo-
cated on the heap and initialized with the value E, and the address of the new cell is
stored in the variable x. The operational semantics ~» now takes configurations (C, s, )
to states (s', 1), or to wrong, which is the state resulting from an attempt to look up,
mutate, or dispose a heap cell which is not in the domain of the current heap. A config-
uration (C, s, h) is called safe if (C,s, h) + wrong.
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A naive approach to incorporating this new storage model and programming lan-
guage into Hoare logic here is not without complications, as we illustrate here. In tradi-
tional Hoare logic, we have the rule of constancy:

{P} C{Q}
(PAPYC{QAP}

FV(P")NMod(C) = o, (1.3)

where P, P/, Q are assertions, FV(P) are the free variables of P/, and Mod(C) is the set
of variables modified by the program C. This rules states that if an assertion P’ is “syn-
tactically disjoint” from a command (as specified in the side condition), then from a
specification {P} C {Q}, we can infer {P AP’} C {Q A P'}. This rule is useful, since it
allows a simple kind of local reasoning: when inferring a “large” specification involving
many conjuncts and variables for a program fragment, e. g., a branch of an if-statement,
we can proceed by showing a specification involving only the conjuncts which contain
variables modified by the fragment. The remaining conjuncts can then be added as an
invariant of the specification as described in (1.3).

When heaps are included in the storage model, however, things become more com-
plicated. Without giving a formal definition here, we introduce the basic assertion E; —
E; to express that the domain of the heap contains the value denoted by E;, and the
contents of the corresponding heap cell is the value denoted by E, — this is sometimes
pronounced “E; points to E;”. Then the specification

{x =3} [x] ;=4 {x — 4}
is certainly valid. Using the rule of constancy, we get

{x = 3} [x] ;=4 {x — 4}
{x >3Ay—=3}[x]=4{x —4Any— 3} '

since the variable y is not modified by the command [x] := 4. However, consider a state
where x and y are both mapped to the same location which is in the domain of the heap,
where the contents is the integer 3. The assertion x — 3 Ay — 3 holds in this state,
but the state after execution of [x] := 4 does not validate x — 4 Ay — 3. Hence, the
rule of constancy is not sound in this setting, and the simple kind of local reasoning
outlined before is not applicable. This problem is known as aliasing: the two different
variables x and y give access to the same unit of storage (a heap cell), and this breaks the
disjointness properties that the side condition in (1.3) guaranteed in the simpler setting
with no heaps. An attempt to get around this problem is via so-called non-interference
predicates of which we give a simple example here. One has

{x =3} [x] ;=4 {x — 4} )
{x =3ANy—=3Ax#y}[x]:=4{x 4Ny —=3Ax#y}

since x # y ensures that x and y are not aliases; this means that the assignment to the
heap cell with address x does not affect the truth of the conjunct y — 3. This way of
getting around the problem, however, scales poorly in general. When verifying a spec-
ification of a program involving many variables, the number of required inequalities
grows rapidly, making verification intractable. There have been attempts of constructing
more sophisticated non-interference predicates than inequalities to enable local reason-
ing [32, 26] in the presence of pointers.
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Separation logic [113, 59, 115] was introduced by O’Hearn and Reynolds in the late
1990es. It addresses the problem of aliasing by incorporating noninterference in the heap
directly in the assertion language. The assertion language from Hoare logic is extended
with

P:=-.-|emp|E;— Ey | PxP.

We explain these assertion forms informally. Formal definitions can be found in the pa-
pers included in this dissertation. The assertion emp states that the domain of the current
heap is empty, whereas E; — E; asserts that the domain of the current heap has precisely
one element, namely the value denoted by E;, and the contents of the corresponding
heap cell is the value denoted by E,. The assertion P « P’ is the separating conjunction of
P and P’, and it holds if the domain of the current heap can be split in two disjoint parts
such that the the corresponding subheaps validate P and P’, respectively. Notice the tight
interpretation of the assertion E; — Ej. It not only says that E; points to E;, but also that
E; is the only cell in the heap. Descriptions of larger heaps can be constructed using the
separating conjunction, for example, the assertion (x +— 4) * (x + 8 — 42) describes a
heap with two cells. The assertion form E; — E; from before is simply a shorthand for
(E1 — E2) % T. Sometimes, we overload the points-to notation and write

E— Ey,..., E,
as a shorthand for
(E—~Eg)*(E4+1— Ey)x---x(E+nw— Ey).

The way in which these new assertion forms enable local reasoning is captured by
the frame rule:
{P} C{Q}
{P+xP'}y C{Q=P'}

FV(P')NMod(C) = @. (1.4)

Returning to the example from before, the following is an instance of this rule:

{x = 3} [x] ;=4 {x — 4}
{x 3%y —3}[x]:=4{x —4xy—3}

Here, the conclusion is valid because the separating conjunction implicitly states that x
and y denote distinct locations — if x and y denoted the same location, it would not be
possible to split the heap into disjoint subheaps such that x — 3 holds in one and y — 3
in the other.

Soundness of the frame rule is shown in detail in Yang’s dissertation [134]. The proof
relies on two semantic locality properties that are enjoyed by all programs generated
by the grammar (1.2). They state that programs that can execute in a heap can behave
essentially the same way when run in a larger heap. The properties are listed below, and
uses the following operations on heaps: the notation h#h' indicates that the domains of
h and I’ are disjoint, and only when this is the case, /1 - i’ is defined tobe h U h’'.

Safety Monotonicity If C,s, I is safe, then for all i’ with h#h', C,s, h - I’ is safe.

The Frame Property For all i, ho, i}, if h#tho, C, s, h is safe, and C,s, (h - hg) ~ §', hj, then
thereis an i’ with hj = ho-h' and C,s,h ~ s, I’
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The fact that these properties hold for all commands can be verified by structural induc-
tion, and they make it straightforward to prove the frame rule.

The frame rule entails that local reasoning at the level of heaps is sound; we shall see later
that this is indeed very useful when verifying programs involving many complex pointer
manipulations. Note that if the assertion P’ is restricted to be pure (i.e., independent of the
heap), the rule of constancy is valid, even in the setting that involves heaps. Hence, both
local reasoning in the traditional sense for pure predicates and local reasoning for general
predicates in the sense captured by the frame rule, are sound. It is often possible to
decide purity syntactically. For instance, an assertion is pure if it only contains equations
and conjunctions.

Notation and Terminology: To avoid confusion, some remarks regarding notation
and terminology are appropriate. We mostly use capital letters for syntactical entities
(P,P’,Q,... for assertions, C,C/, ... for programs), and lowercase letters for their deno-
tations (p,q,..., ¢,c/,...). Since this dissertation is a collection of papers published at
different fora and with different co-authors, however, the notation in the papers is not
completely consistent with this principle.

The assertion language in separation logic is an instance of propositional BI, the logic
of Bunched Implications [102]. There has sometimes been confusion about the meaning
of the phrase “separation logic”. In this dissertation, “separation logic” is used as a name
for all of the program logic, not just the assertion language which is part of it. The latter
is referred to as “the assertion language of separation logic” or “propositional BI”.

1.2 Contributions of this Dissertation

In this section we motivate and describe the contributions of this dissertation. In partic-
ular, we discuss certain shortcomings and questions that relate to the description of sep-
aration logic from Section 1.1, and make clear how the work presented in the included
papers of this dissertation answers them. Moreover, we describe how the dissertation
extends the scope of other previous works by combining them with ideas from separa-
tion logic. Details can be found in the papers included in the dissertation. It is worth
emphasizing that this is not an attempt to give an account of all challenges regarding
separation logic; there are clearly more problems that are not described in this section.
Some of these are mentioned briefly in Section 1.6. In this thesis, we do not touch upon
issues like logical completeness or complexity. These matters are analyzed in the pa-
pers [34, 15, 16] by Calcagno and others.

1.2.1 Proof of a Garbage Collector

As mentioned, separation logic was introduced in the late 1990’ies by Reynolds and
O’Hearn. Being such a fairly novel logic, it is desirable to demonstrate that it is indeed
useful, and the most convincing way to do this is via empirical tests. Separation logic
is presented as a logic for reasoning about programs that explicitly manipulate pointers,
so proving correctness of a program that involves many nontrivial pointer manipula-
tions will provide a good benchmark for separation logic. Garbage collectors are good
examples of such programs, since their inherent task is to perform low-level operations
that manipulate possibly complex shared mutable data structures, access to which can
be shared by many entry-points.



8 CHAPTER 1. INTRODUCTION

Figure 1.1: A sample partition of a heap

In his dissertation [134], Yang proves the correctness of Schorr-Waite’s marking al-
gorithm, which is an optimized version of a depth-first traversal of a graph that can be
used as part of a memory management system. We prove the correctness of Cheney’s
stop-and-copy garbage collection algorithm [35] which moves the reachable data using
a breadth-first algorithm in such a way that the structure is preserved and the heap is
defragmented after execution, thus providing an example of a correctness proof of a
non-trivial algorithm in separation logic.

The proof introduces two novel techniques. First, the addition of the notion of fi-
nite sets of pointers and relations of expressions and assertions, and secondly, and more
importantly, the iterated separating conjunction. We introduce the assertion form

Vix € m. A,

which asserts that the domain of the current heap can be split disjointly into as many
parts as there are pointers in the set denoted m, and for each of the corresponding sub-
heaps, the assertion A holds.

The following simple example clarifies how V, can be used to describe heaps. Consider
the heap depicted in Figure 1.1. The heap cells here can be split into three disjoint sets
in each of which all the cells have similar properties. This partition is illustrated with
dotted lines in the figure. The first set simply consists of the cell pointed to by y, whereas
the second set (called ;) consists of three cells which clearly have a similar property.
The cells in the last group m» have the property that their first fields contain the pointer
y, and the second fields all contain a pointer to a cell in 7. Hence, a description of this
heap is given by the assertion

dmy, my. ((y — 4) *
(Vix € my. x — 7, nil) *
(Vix € mp. (3z.z € my A x — 1,2))).

At any state of execution of the garbage collection algorithm, the pointers involved in
the algorithm can be split into disjoint sets as in the example above, and thus the iterated
separating conjunction can be used to obtain an assertion which describes the heap, in a
way similar to the example above.
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The extensions of standard separation logic just outlined are used to give a specifica-
tion of the garbage collector, and prove that our implementation meets this specification.
Finally, we prove that the specification implies correctness of the garbage collector, i.e.,
that the states before and after execution of the algorithm are isomorphic. The proof is
formal, in the sense that all steps of the proof are justified by rules that are shown to be
sound. Although this has not been done in this thesis, we believe that a proof of this
nature could be used to compare separation logic to other formalisms for correctness
proofs of pointer-manipulating programs. This is discussed further in Section 1.6.

1.2.2 Higher-order Separation Logic

The diversity of the languages of assertions used in different expositions of separation
logic in the literature is an issue which deserves attention. Several authors apply separa-
tion logic to prove properties of programs involving pointers, and often, the language of
assertions is tailored to the specific program at hand. For example, Yang extends the lan-
guage of expressions with trees and the assertion language with assertions about these
in his proof of the Schorr-Waite graph algorithm [134], and the assertion language used
for the proof of Cheney’s copying garbage collector in the paper [23] is an extension of
the language of assertions described in Section 1.1 with finite sets and relations. Other
extensions use directed acyclic graphs and sequences of integers [27, 113]. In the re-
spective settings, these extensions make the logics and the proofs easier to understand.
However, they raise the fundamental question whether there is a general logic of which
all these dialects are an instance, or whether one has to come up with a new “dialect”
of separation logic for each program one wishes to verify. Furthermore, if such a logic
exists, what new insights or reasoning principles can be obtained from it, if any?

We propose an extension of the assertion language that is higher-order, has a basic
type of propositions (so that, for example, it is possible to quantify over all propositions),
and contains all of intuitionistic higher-order logic as a sub-logic. It turns out that it is
relatively straightforward to do so, but it raises other immediate questions. For example,
how do we interpret the new logic, i.e., what are models of this higher-order logic? Fur-
ther, what are examples of useful applications of the higher-order logic? In what follows,
we briefly describe the answers that the work presented in this dissertation provides for
these questions.

Higher-Order BI

The assertion language used in separation logic is a variant of propositional first-order
BI [83, 59]. In his monograph [102], Pym proposes a notion of higher-order predicate BI,
which uses bunches at the level of contexts. We propose another notion of higher-order
predicate BI, with no bunch-structure on contexts; this makes it simpler and easier to
understand. Our notion is a simple extension of higher-order intuitionistic logic with
the commutative and associative connective x, its unit I, and its adjoint connective —.
We believe that our notion of higher-order predicate BI and the class of models provided
is the right one for separation logic. Pym aimed to model multiplicative quantifiers,
whereas the assertion language of separation logic only uses additive quantifiers, just as
our notion of higher-order predicate BI. Moreover, we show that the standard semantics
for separation logic is an instance of the semantics provided by our class of models.

To model higher-order BI, it is tempting to extend standard models of higher-order
classical logic, and combine this with ideas known from models of first-order BI [104].
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An example of the latter class of models exploits the doubly closed structure on a cer-
tain topos of presheaves [104]. It is standard to interpret higher-order intuitionistic and
classical logic in topoi [65], so the obvious attempt is to demand some extra structure on
a topos, and model higher-order BI there. We shall see shortly that such an attempt will
fail.

We propose a straightforward extension of Lawvere’s notion of hyperdoctrine [66],
which, informally, is the minimal solution to a model of higher-order intuitionistic logic,
in the sense that is satisfies exactly the requirements needed to model that logic. The
extension results in a structure called a Bl-hyperdoctrine, and this is a general model for
our version of higher-order predicate BI (and a minimal solution in the sense mentioned
above). It is quite easy to see that our notion of BI hyperdoctrines yields a sound and
complete class of models for higher-order predicate BI. Moreover, the previously hinted
attempt to model higher-order BI by requiring extra structure on topoi is doomed to fail
because if a topos can be shown to be a Bl-hyperdoctrine, then the BI structure and the
usual Cartesian product collapse on each subobject lattice, making the model trivial. Put
briefly, the reason that Bl hyperdoctrines work (in contrast to topoi) is that predicates are
modeled by something more general than subobject lattices.

We demonstrate that our notion of a Bl-hyperdoctrine is general and useful, in the
sense that earlier models of BI can be seen as instances of Bl-hyperdoctrines. In par-
ticular, the standard storage model of BI used in separation logic is an instance of a BI
hyperdoctrine via a straightforward correspondence. More details can be found in the
technical report [21], included in this dissertation, and in the master’s thesis by Bier-
ing [19].

Applications of Higher-Order BI

In his introductory paper [115], Reynolds identifies several special classes of assertions,
and gives special axiom schemata that apply to these classes of assertions. These prop-
erties are used in several settings; for example, the notion of precise assertions plays a
critical role in proving soundness of the hypothetical frame rule in the paper [88], and
the notion of pure predicates is important in our proof of a copying garbage collector [23].
The definition of these classes of assertions are all semantic — for example, an assertion
is pure if its truth is independent of the heap. We show how some of these classes can be
characterized in the logic, using the quantification over all propositions that is provided
by our higher-order predicate logic.

Moreover, we show how quantification over propositions can be used in program
proofs. Specifically, we demonstrate how one can use existential quantification over
propositions to give sound reasoning principles for data abstraction, and how universal
quantification can be used to reason about parametricity. The first of these points is
explained briefly here; more details can be found in the paper [21], which is included in
this dissertation. Referring to the slogan that “abstract type have existential type” [73],
we give an abstract function definition rule, and prove it sound. A simplified version of the
rule is .

=Pt
- {Pi[P/A]} C1 {Qu[P/x]}
Fet.({P ik {Qi}) F {P}C{Q}
- {P} letki(%¥;) = C;in C end {Q}

x ¢ FV(P, Q) UMod(C). L5

This rule can be used to show a specification for a client program C which uses an im-
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plementation C; of a module operation, called via the function name k;. The intention is
that the implementation C; may use an internal representation P, which the client pro-
gram is unaware of and unable to exploit. When proving the specification for the client
program, only the abstract specification of the module is used, and the rule (1.5) makes it
possible to go from this “abstract proof” to a proof of the program that uses the concrete
implementation.! As an example, two different implementations of an abstract priority
queue, using a sorted singly-linked list and an unsorted doubly-linked list, respectively,
are given. We give examples of client programs that use these implementations and illus-
trate that the proofs of these client programs are independent of which implementation
is used.

1.2.3 Separation Logic for Higher-order Programming Languages

Despite the success of separation logic, it is an evident limitation that the programming
language is somewhat simple-minded. In separation logic as it is described in th intro-
ductory paper [115] and in Section 1.1, the programming language is the simple while
language of Hoare logic, extended with with basic heap operations. This has been a good
starting point for separation logic because the difficulties of aliasing that separation logic
is designed to deal with arise already in this setting. However, whether the ideas from
separation logic apply to more complex programming languages is a commonsensical
question. In particular, it is interesting to ask whether it is possible to use separation logic
for a higher-order programming language? As mentioned in Section 1.1, the most sig-
nificant reason for the success of separation logic is the frame rule, which facilitates local
reasoning. When separation logic is extended to higher-order programming languages,
it is therefore important that a rule resembling the frame rule is valid for higher-order
programs.

The first step in this direction is taken in the paper [88], where O’Hearn et al. show
soundness of a frame rule for programs that call simple functions. This rule is called the
hypothetical frame rule, and a simplified version of it is

F{Py* Po} C1 {Q1* Po}
{P1}ki{Q1} - {P} C{Q}
{P+DPy}letk; = C;inCend {Q+ D} (1.6)

subject to certain variable conditions, or modifies clauses, which we shall not elaborate on
here. The intention is that C is a client program which can call the procedure named k1,
implemented by the program C;, which uses some private state Py. The rule states that
when using k1, then from a specification which uses the interface specification { Py }k1{Q1}
of the procedure, a specification for the program where the client uses the actual imple-
mentation (and hence implicitly the hidden resource), can be inferred. Note that the
resource invariant is ignored in the interface specification, whereas it may be used in the
proof of the specification of the implementation C;. Hence, this rule allows local rea-
soning for programs which calls simple procedures, while at the same time disallowing
them to be aware of the internal resources used by implementations of the module used
by the client program.

Already at this stage, some issues deserve attention. First, the authors of the pa-
per [88] noted that, to get a system in which both the rule of conjunction and the hypo-

1This is what is meant by “data abstraction” in this dissertation. Since we do not prove any explicit
contextual equivalence results, one might argue that this should really be called “compositionality”.
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thetical frame rule are sound, the rule must demand that some of the assertions in the
rule be precise [115] (see the specific restrictions in the paper [88]). Secondly, the amount
of bookkeeping needed just to state the modifies clauses, needed for soundness of the
rule, is considerable.

It is a reasonable goal to take this approach further; given that the frame rule for
second-order programs as in the hypothetical frame rule is sound, it seems feasible that
frame rules for higher-order programming languages should be valid. The question
remains: how are such rules formulated, what are necessary conditions, and how are the
rules proved sound?

We propose a separation-logic type system for a version of idealized algol [109] which
includes higher order procedures and heap manipulations. We briefly outline the ideas
of the work here. First, the problems of modifies clauses mentioned above are avoided by
considering a language with immutable variables only. Since the focus of separation logic
is mainly about data stored in the heap, this is a reasonable first step which preserves the
interesting difficulties related to aliasing. Besides this, there are programming languages
used in practice, e. g. ML, which also have this restriction.

More specifically, the programming language is a typed call-by-name A-calculus with
fixed points and constructs for branching, sequencing and heap operations. The lan-
guage is adapted for separation logic typing; the basic intuition being that a simple com-
mand C which satisfies the triple {P}C{Q} in standard separation logic has the type
{P} — {Q} in our system, so that a type for a term can be read as a specification under
a straightforward Curry-Howard correspondence. Hence, the base types of the calculus
are triple types {P} — {Q}, where P and Q are assertions in the usual sense. The type
system also includes invariant extension, dependent types, and function types. Intu-
itively, if 0 is a type, the invariant extension § ® P is the result of using the frame rule to
extend the type 6 with the invariant P; under the correspondence just mentioned, this
amounts to applying a frame rule to the specification corresponding to 6. Under the
specification-reading of types, the dependent type I1;60 corresponds to the specification
given by universally quantifying i in the specification corresponding to 6.

The programming language has pre-terms given by

M == x|Ax:0. M| MM | Ai. M| ME | fix M | ifzE M M

| M;M|leti=newinM |leti = [E]in M| [E] :=E | free(E). (17)

Note that all commands have “command type”, so in contrast to idealized algol, integer
expressions are “second class”; the terms in the grammar (1.7) do not have integer type.
Notice further that variables are immutable as mentioned before, so only heap cells can
be modified after initialization. There are two forms of abstraction and applications; one
for general terms, and the other for integer variables.

The typing rules are defined by a judgment I' =5 M : 6, the definition of which is
mostly standard. Function types are used for the general abstraction, and dependent
product types for abstraction over integer variables. For the imperative constructs, the
typing rules are all imported from separation logic using the Curry-Howard correspon-
dence mentioned before. For example, the typing rule for heap assignment is

IF'FA[E]:=E :{E— —}—{E— E'},

which exactly corresponds to the rule for heap assignment in separation logic. The
higher-order frame rules come from the usual subsumption rule and the subtyping rela-
tion <5, which is the usual structural subtyping relation [97], extended with rules that
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are specific to separation-logic typing. These include the rule of consequence: {P’'} —
{Q'} <A {P} —{Q} when P implies P’ and Q" implies Q, and the generalized frame
rule: § <5 6 ® P. The name of this last rule comes from the rules regarding ® which

include
({Po} —{Qo}) ® P~ {Py* P} — {Qo * P} and
0—0)®P~(0x®P)— (6/2P).

This gives rise to many interesting higher-order frame rules; for instance, the hypothet-
ical frame rule (1.6) mentioned before can be derived. In our type system, the precondi-

tions read
[ Cl : {Pl * P()} — {Ql * P()} and

ky:{P1} —{Qi} FC:{P} - {Q}.

Using the standard rule for A-abstraction, the latter can be rewritten as

F (A1 C) : ({Pr} —{Q1}) — ({P} —{Q}), (1.8)

and since let k; = C; in C end is syntactic sugar for (Ak;. C)Cy, if we can infer

F ()\k] C) . ({Pl * Po} — {Ql * Po}) — ({P * P()} — {Q * P()})

from (1.8), the desired result follows from the standard typing rule for A-application.
This can be inferred from subtyping;:

({P1} —{Q1}) — ({P} —{Q})

=a ({P1} —{Q1}) — ({P} —{Q}) @ Py

A ({P1} —{Q1} ® Py) — ({P} —{Q} ® Po)

<A ({Pr*Po} —{Q1 % Po}) — ({P*Po} — {Q* Po}).

The main challenge is to give a categorical model for this type system which captures the
standard semantics for separation logic and at the same time is adequate with respect to
the standard semantics of idealized algol. We present such a model in this dissertation.
Many aspects of it are standard [61]; for example, function types and dependent types are
interpreted in the usual way by exponentials and dependent products. This is possible
since our categorical model is a family fibration where each fiber is a cartesian closed
category. The intuition behind the interpretation of the base types {P} — {Q}, which is
the main non-standard feature of the interpretation, is as follows.
Consider the type {P} — {Q}, where P and Q are sets of assertions, and let the sets
p and g of heaps be the denotations of P and Q, respectively. The interpretation should
reflect properties of terms of this type, so we analyze these here. First, these terms are
(non-deterministic) commands in the usual sense, so they can be viewed as maps from
Heap to P(Heap U {wrong}). Let comm be the subset of these maps that possess the
properties safety monotonicity and the frame property mentioned in Section 1.1 — this
is a pointed cpo, ordered by pointwise inclusion. Elements of the type {P} — {Q} are
elements of comm and they “go from P to Q”, in the sense that if ¢ is an element of the
type, then
Vh e p.c(h) Cq. (1.9)

This captures the semantics of standard separation logic. Further, for all extensions of
heaps in p, clients should not be able to distinguish between elements of the type. There-
fore, call two elements c, ¢’ of comm equivalent if they have the property (1.9) and

Vh € p* true. c(h) = ¢'(h).
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This defines a partial equivalence relation (per) on comm. By definition, clients cannot
distinguish between elements that are related by this per.

Finally, our semantics should validate higher-order frame rules. Intuitively, this
means that for each assertion Py (with the predicate py as denotation), elements of the
interpretation of {P} — {Q} should also have the properties of the elements of type
{P * Py} — {Q = Py}, which defines another per on comm. Consequently, the interpre-
tation of {P} — {Q} is a family of pers, indexed by predicates. The per R(po) has as
domain elements in comm with the property that

Vh € pxpo.c(c) C qx*po,
and two elements ¢, ¢’ in this domain are equivalent if and only if
Vh € p x po * true. c(h) = ¢’ (h).

More generally, the programming language is interpreted in the category C, which
has

Objects Pairs (A, R), where A is a pointed cpo, and R is a family of admissible pers on
A, indexed by predicates, such that for all predicates p, g,

R(p) € R(p=*q).

Morphisms f : (A,R) — (B, S) are continuous functions f : A — B with the property
that for all predicates p,

a[R(p)]a’ implies f(a)[S(p)]f(a").

It is not hard to see that this category is cartesian closed. The exponential (A, R) = (B, S)
has the exponential of A and B as the cpo-part, and two functions in this space are related
if they take related arguments to related results for all the relations R(p) and S(p).

The programming language is interpreted in a standard way, namely by induction
on the typing derivation of a term. The interpretation of the A-calculus part of the lan-
guage follows the usual lines, so we interpret types as objects in C, subtyping judgments
6 < 0" as morphisms [0] — [0'], and terms as morphisms. Most of this is done in the
standard way, but again the interpretation of the special imperative terms of the pro-
gramming language needs to be specified. As it happens, the subtyping judgments are
simply interpreted by identities, and the morphisms corresponding to the imperative
constructs are defined straightforwardly. More details can be found in the paper [25]
which is included in this dissertation.

The semantics captures the standard semantics of separation logic, and we show
that our interpretation is adequate with respect to the standard semantics of idealized
algol [89], in the sense that the forgetful functor preserves the interpretations of terms.
Finally, we show that our semantics is coherent. Due to the subtyping relation, there
can be more than one typing derivation of a term, and these derivations might result
in different denotations. Our coherence result shows that morphisms resulting from
different typing derivations of the same term are always equivalent in the sense that they
take related arguments to related results. Note that this is formulated differently in the
paper, where this equivalence is captured by interpreting the terms of the programming
language in a category which has the same objects as C, and the morphisms are obtained
by equating those morphisms in C that are equivalent in the sense just mentioned.
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Note that, already for the second-order frame rule (1.6), the authors of the paper [88]
noted that the rule of conjunctions is not compatible with unrestricted frame rules of
higher order. They proposed to restrict the hypothetical frame rule to a certain class of
assertions, which is called precise. In our work, we do not have the preciseness require-
ment; we get away with this because our system does not include the conjunction rule.
Presumably, if we restrict to precise predicates, as in [88], we could allow the rule of con-
junctions on base types, but the details have yet to be worked out. Difficulties lie within
the fact that the rule of conjunction expresses an interplay between the logic of assertions
and that of specifications. We discuss this further in Section 1.6.

1.2.4 Refinement and Data Abstraction

In the classic work on refinement, by Wirth [133] and Hoare [52], the idea is to develop
programs starting from abstract representations of data types, and prove properties of
client programs that use these abstract representations. Then, from a refinement of these
abstract data types to concrete implementations, one can infer properties about the client
program which uses the concrete implementations. The idea is sometimes referred to as
data abstraction, inasmuch as the abstract data type can be said to be an abstract represen-
tation of a concrete implementation of the data type. In his treatment of refinement [52],
Hoare uses a statically scoped separation between the client’s data and the data of the
data type, simply by requiring disjointness of the sets of variables “owned” by the client
and the data type, respectively. In later work [49], Hoare, He, and Sanders prove refine-
ment results via simulations relative to relations. The idea is to exhibit a relation between
the abstract and concrete representations of a data type and prove that for all the oper-
ations on the data type, the concrete implementation simulates the abstract, i.e., related
states are taken to related states by the two implementations of operations. In the pres-
ence of pointers, the aliasing problem arises again, since although a client and a data
type only have access to disjoint sets of variables, they might have access to overlapping
parts of the heap, and so the required disjointness properties fail. Separation logic ex-
presses disjointness of heap storage via the * connective, so it is reasonable to ask what
new insights can gained from combining the ideas of separation logic with earlier work
on refinement.

We give a partial answer to this question in this dissertation. In particular, we provide
an analysis from the point of view of the client programs that uses abstract and concrete
versions of data types. Let us consider an interesting example which illustrates the need
for separation of the parts of memory used by a client program and the implementation
of a data type.

In standard implementations [64] of malloc and free (which are similar to our cons
and dispose), the heap cells “owned” (or “managed”) by the memory management
module are stored in a singly-linked free-list. Calls to the memory management oper-
ations simply results in pointer swings such that cells are appended to or taken out of
the list. Now, consider the program

x :=cons(); [x] :=7; y:= [x]; [x] :=8; dispose(x); [x] :=y.

If cons and dispose are implemented as outlined above, the last two commands here
will append the cell pointed to by x in the free-list and then change the contents to 7.
However, if the memory management system is implemented in some other way, the
last heap assignment might cause a program crash. The problem is that the program has
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a bad behavior, and should not be allowed — a program should not assign to heap cells
that it has disposed.

Motivated by this example, we introduce the notion of a separation context which,
intuitively speaking, is a client program that does not interfere with the internal heap
storage of the modules it uses. We introduce a configuration av (for “access violation”)
to the operational semantics to capture the result of a client program that reads from or
modifies a part of the heap which is owned by a module. Hence, a client program is
a separation context if it does not access violate. Several examples (and non-examples)
of separation contexts are presented which, among other things, illustrate the difference
between a memory fault (when a program accesses a heap cell which is not in the do-
main of the heap) and access violation. Moreover, we prove a simulation theorem which,
states that if two client programs are equal except that one calls an operation oper; of a
module M; and the other calls an operation oper, of the module M, and if the module
M, is a refinement of My, in the sense outlined above, then the second client program is
a refinement of the first one. Finally, we give examples of relations between implemen-
tations of modules that are preserved by the corresponding implementations of module
operations. Thus, the relations are indeed refinement relations.

Note that the work presented here is purely semantic, there is no inference system to
derive refinements or separation contexts for modules, and our sample refinements are
proved by giving explicit relations and showing that the operations simulate each other
with respect to these, in the sense outlined above. It is on the schedule for future work
to investigate the possibilities of a logic which captures the results outlined here. This is
elaborated upon in Section 1.6.

1.2.5 A Parametric Model for Separation-logic Typing

As mentioned, there is no syntax to capture the work described in Section 1.2.4. Ben-
ton [13] and Yang [135] present a notation for imperative programs that preserve re-
lations, making it possible to prove relationships between programs. Benton’s system
does not consider pointers, so we focus on Yang's relational separation logic. The central
notion is that of a quadruple

(R} ¢ 151, (110

where R and S denote relations and C; and C; are programs; there is a grammar for re-
lations, which is omitted here. The informal meaning of (1.10) is that if states are related
by R, then the programs C;, C; either both diverge or take these states to states that are
related by S. Yang presents proof rules for deriving valid quadruples, and proves them
sound using operational semantics. The programming language is that of standard sep-
aration logic, so just like standard separation logic was extended to a higher-order pro-
gramming language, it is interesting to extend the scope of relational separation logic to
a more advanced programming language.

Our approach is to extend the model for separation-logic typing to handle quadru-
ple types rather than the triple types of separation-logic typing. Whereas the terms in
separation-logic typing can be said to preserve predicates, terms in quadruple-typing
should preserve relations. Hence the goal is to extend the model described in Section 1.2.3
to give a relational interpretation of types, and show that typed terms preserve these in-
terpretations, in the style of earlier work on logical relations for typed A-calculi [101, 71].

We pursue this goal by presenting a semantic study of the properties of such a model.
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In other words, we define a category in which a relational interpretation can be given,
and show results that correspond to, e. g., the fundamental theorem of logical rela-
tions [101] and the simulation theorem mentioned in Section 1.2.4. This category can
briefly be described as follows.

The interpretation of types in the model for separation-logic typing takes place in a
category of families of pers on pcpos that are indexed by predicates on heaps. This can
be seen as a category of functors from a category of predicates to a category of pers on

pcpos
& D, . (1.11)

Following the lines of earlier work [116, 74, 86, 41], we use functors between reflexive
graphs to give relational interpretations of types. A reflexive graph is a standard way to
capture the concept of relations in categories; briefly it is a structure consisting of two
categories and three functors like this:

e

(o

Co

The intention is that sets live in C,, whereas relations live in C.. The functors represent
the diagonal relation and projections. The categories in (1.11) are extended to reflexive
graphs, and the functors to pairs of functors like in the diagram

Ey o D,
50< TI&D o1 56< T1d> o
SR gDy

Rather than going into details, we mention that for simplicity, general monoids are used
on the left side of this diagram, instead of the specific monoid of predicates (with the
monoidal operation *) used in the model for separation-logic typing. The category D,
has “relations between pers” as objects. This amounts to relations that are saturated with
respect to two pers [8, 1].

As mentioned, several results are shown in this functor category, but there are prob-
lems having to do with the non-deterministic nature of cons. This makes the work in-
complete, but it is enclosed in this dissertation anyway, since there are many results
which are useful and show that the work leads towards a parametric model for separation-
logic typing. Also, the manuscript, in which this work is presented, includes proofs of
results that are more general than certain important lemmas in the conference paper [25].
The latter paper is included in this thesis, but does not include proofs of the lemmas in
question.

1.2.6 Summary of Data Abstractions

As can be seen from the introduction of the various papers included in this thesis, sep-
aration logic and the extensions described herein offer different ways to reason about
data abstraction. We give a systematic overwiew of the different approaches here. Put
very briefly, the work on higher-order separation logic extends the assertion language of
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standard separation logic, but keeps the programming language simple. In contrast, the
work on separation logic-typing described in Section 1.2.3 extends the programming lan-
guage of standard separation logic to higher-order, whereas the assertion language of the
program logic is kept simple. Both of these formalisms are designed to prove properties
of a single program. To study the relationship between two programs, the work on sepa-
ration contexts is an initial study of refinement in separation logic, where only first-order
programs are analyzed, and the work on quadruple-typing is a first step towards extend-
ing this to higher-order programs. Of course, it will be interesting to pursue combinations
of some of these lines of research. This is discussed further in Section 1.6.

The work on separation contexts is a semantical study, and it does not offer a logic.
Further, it is a limitation that the client programming language must be deterministic,
except through module operations, and the work does not describe the situation for
higher-order programs or modules. On the other hand, we have illustrated that both
cross-boundary pointers and ownership transfer fit nicely into the study.

The work on higher-order separation logic and the ways it offers to reason about
data abstraction via quantification over propositions is certainly interesting. Firstly, the
categorical model we use is a very simple extension of a concept that has been known
for a long time, and it is easy to see that the standard pointer model of separation logic
is an instance of this general framework. Moreover, we have demonstrated that our
framework can handle non-trivial examples: in our paper on higher-order separation
logic, we demonstrate how one can reason about two different implementations of a
priority queue, and how a client program using these implementations is independent
of the implementation used. In other unpublished work, we also demonstrate that the
connection pool example of Parkinson’s thesis [92] fits into our framework, and since his
calculus is quite similar to ours, we should be able to deal with the same examples as he
does. Our framework can also handle cross-boundary pointers and ownership transfer
of heap cells, but we have not yet fully worked out how to treat other Java-like features
like inheritance, cooperative sharing, etc. This is discussed further in Section 1.6. We
have moreover illustrated how we can use universal quantification over propositions
to reason about parametricity on quite simple examples, but we need more examples
to give an assessment of its impact. For this, we should extend our work to deal with
a programming language of at least third order, so that we could, for example, reason
about the map function for lists.

Our work on using quadruple typing for proving relationships between programs
is, as already noted, at its early stages. So far, we have been unable to find a solution
to the problem arising from nondeterministic allocation, and we do not have any exam-
ples that demonstrate the usefulness of quadruples — although we believe it should be
possible to fit Yang’s example in the paper [135], where he shows that the Schorr-Waite
is equivalent to a depth-first traversal, into our framework. Furthermore, we have the
same problem that Yang pointed in in the paper [135], namely that to use our formalism,
the programs one considers, must have similar control structures. On the positive side,
the formalism is compositional in the same sense as Hoare logic, since it has rules for
atomic program constructs, and also, it uses an extension of the categorical model we
use to model separation logic typing.

There is a, so far quite vague, connection between the abstract function definition rule
and quadruples. In the paper on higher-order separation logic included in this thesis, we
have demonstrated how we can derive representation independence at the meta-level
for two implementations of an abstract module. This means that there is a relationship
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between the two implementations, and so a certain quadruple presumably holds for
them. The details, however, are far from completely worked out, but we have elaborated
on this in Section 1.6.

Our work on separation-logic typing has answered an important scientific problem
that arose after the hypothetical frame rule was presented, inasmuch as we have ex-
tended the scope of separation logic to higher-order programs. We do not have many
examples of derivations in our type theory at this point, but examples in the paper [88]
on the hypothetical frame rule show that ownership transfer can be dealt with. To get
around problems of modifies clauses that are quite complicated already for the hypo-
thetical frame rule, we restrict to immutable variables in our system. As mentioned,
this is not an unreasonable restriction, since, e. g., ML is also designed in this way. The
categorical model we have provided for the type system is quite elegant and combines
basic intuition about the interpretation of terms in standard separation logic with pre-
vious work on semantics for algol and other typed A-calculi. As described below and
in work by Parkinson and Bierman [91, 92], the work on higher-order frame rules only
deals with static modularity, whereas we get dynamic modularity from higher-order
separation logic.

To further illustrate the difference between the work on higher-order separation logic
and that on separation logic-typing, certain differences between the abstract function
definition rule (AFD) mentioned in Section 1.2.2 and the hypothetical frame rule (HFR)
from Section 1.2.3, are discussed here. First, recall these rules. A simplified version of
AFD is

- Pt
= {P1[P/x]} C1 {Qu[P/x]}
Jet.({Pr ik {Q1}) F {P}C{Q}

x € FV(P,C,Q),

F{P} letky(%1) = C;in C end {Q} (1.12)
and HFR is
FA{Pr* Py} G {Q1 * Do}
{Pr}ki{Q1} F {P} C{Q}
F{P*Py}tletk; = C inC{Q+D} (1.13)

These rules look similar, and they are both used to reason about a program C that uses an
abstract name k; to call a concrete implementation C; of a module operation. However,
there are important differences. First, the hypothetical frame rule is the simplest of the
rules obtained from the work described in Section 1.2.3; the generalized frame rule gives
many other interesting frame rules. Second, the proof of the specification for the client
program C in AFD can use the “abstract predicate” which is called x in the rule in its
proof (in both rules, the proof of the concrete implementation C; may use the “resource
invariant”, called Py in HFR and P in AFD). When using the hypothetical frame rule,
it is only possible to use the interface specification of the module; there is no “abstract
name” for the module. As explained in the recent paper [91] and in Section 3.4.2 in
Chapter 3 of this dissertation, this means that the modularity one obtains from HFR
is static, whereas the modularity accomplished from AFD is dynamic. In practice, this
means that client programs can only use one instance of a data type in a proof using
HFR, while using AFD makes it possible to prove programs that use multiple instances
of a given data type. When programming with lists, for exampleq, it is often necessary to
have more instances, so here it is clearly advantageous to use the framework described
in Section 1.2.2.



20 CHAPTER 1. INTRODUCTION

1.3 Related Work

In this section, we give pointers to the most important related works, and mention a few
references that are not already mentioned in the included papers.

Several proofs of correctness of garbage collectors have been published, starting al-
most 30 years ago [39, 12, 100]. However, many of the implementations there have
merely been abstract graph algorithms, in contrast to our implementation, which is quite
close to a “real” implementation. Moreover, most proofs have been more informal than
ours, and Rusinoff [117] demonstrated that the informal approach can be perilous by
showing that the proofs in [12] and [100] are fallacious. As mentioned, Yang specifies
and proves correct an implementation of the graph-marking algorithm by Schorr, Waite,
and Deutsch in his dissertation [134], and that to our knowledge is the only other proof of
a garbage collector which uses local reasoning at the level of heaps. Note that our proof
focuses only on a garbage collector, whereas other published papers [42, 130, 46] show
safety of entire run-time systems, including a memory management system. The works
just mentioned, however, do not use local reasoning, and as mentioned, they show type
safety, whereas our work proves correctness of a garbage collector (i.e., the existence
of an isomorphism between the heaps before and after execution of the garbage collec-
tor). It also deserves mentioning that our garbage collector is a simple stop-and-copy
one, whereas the works mentioned above study more complex (e. g., concurrent, gener-
ational) garbage collectors.

As mentioned, the notion of a BI hyperdoctrine stems from Lawvere’s notion of a
hyperdoctrine [66], which is a categorical structure tailored to model first-order intu-
itionistic predicate logic with equality. These structures are also analyzed in [99], and
they are extended to BI hyperdoctrines in Biering’s master’s thesis [19].

Models of propositional BI were published in [104], exploiting the doubly-closed
structure of Sub(1) in certain categories of presheaves. Pym [102, 103] presents a dif-
ferent notion of predicate BI than ours, and gives models for it, in the style of Kripke.
The claim that our notion of higher-order predicate Bl is the right one for separation logic
is justified by the fact that the standard semantics for separation logic is an instance of
our class of models. To our knowledge, our studies of higher-order predicate Bl is the
first that yields applications for separation logic, in the form of reasoning principles for
data abstraction.

The literature on reasoning principles for data abstraction is quite rich, and was ini-
tiated by the works of Parnas [93, 94, 95] and Hoare [52] who, however, considered a
setting without pointers. The first works on data abstraction and modularity which use
separation logic were published in [88] and [91] and as mentioned before, the logic of
Parkinson and Bierman provides dynamic modularity, whereas that of O'Hearn et al.
only deals with static modularity. Our notion of data abstraction is similar to that of
Parkinson and Bierman [91, 92], but our approach follows more standard lines than the
abstract predicates introduced in that work, since we directly use existential quantifica-
tion to model abstraction, in the style of Plotkin and Mitchell [73]. This was also done by
Reddy [105] for a higher-order programming language, but in a setting without point-
ers. It should be noted, however, that Parkinson deals with issues like inheritance and
cooperative sharing in his work [92], which we do not.

As mentioned in Section 1.1, the separating conjunction and the frame rule are the
most significant reasons for the success of separation logic. It was the soundness proof
of the second-order frame rule [88] which spawned our work on a general higher-order
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frame rule.

There have been numerous studies of the semantics of idealized algol [89, 109, 106,
86, 134] and we follow the lines of those works by parameterizing the semantics by the
shape of the stack. However, our semantics is the first to use indexing by invariant pred-
icates over heaps, and that gives us a more fine-grained control over heap usage. Other
type systems track state change for typed assembly languages [4, 5, 77, 124] and give
sound reasoning principles for proving safety for programs. Our type system allows
proofs of more refined properties, and treats higher-order programs. The downside of
our approach is that no type-inference algorithm exists, not even for the first-order frag-
ment of our language (general type inference is easily seen to be undecidable).

We already mentioned earlier work on data abstraction which clearly relate to our
work on refinement, but which does not consider pointers. Other authors aim for ab-
straction results in the presence of pointers, for example Hogg’s work on Islands [54],
Clarke’s work on ownership types [36, 30], and the work of Banerjee and Naumann [10]
on confinement. These works deal with substantial fragments of Java and treat issues
like inheritance, behavioral subtyping, etc., that do not arise in our simpler setting. How-
ever, they do not allow pointers that point across “boundaries” between client heap stor-
age and the internals of modules, nor with pointers whose ownership transfers between
modules and clients. In the extended version [11] of Banerjee and Naumann’s confer-
ence paper [10], outwards pointers are allowed to exist and even be dereferenced and
mutated, and in their conference paper [9], representation independence is proved using
predicate based ownership, heap encapsulation and control of callbacks (via a specific
annotation discipline which uses special auxiliary fields) — and both of these papers treat
considerable fragments of Java, like the papers mentioned above. The reasoning princi-
ples provided by separation logic allows pointers to change ownership and point across
boundaries, as long as they are not dereferenced while they are not in scope. It is clearly
desirable to explore the possibilities of extending our work to deal with more realistic
fragments of Java. This is discussed further in Section 1.6.

As mentioned, we lack an inference system to prove relationships between programs
(e. g., refinements); Yang’s relational separation logic [135] and Benton’s relational Hoare
logic [13] are first steps towards such systems. Yang’s system does not consider the
viewpoint of clients using related programs, but has a frame rule for quadruples. A
hypothetical frame rule for quadruples would capture many of the properties of the
analysis in [70], which is included in the dissertation.

Our paper [25] on separation-logic typing is the main inspiration for our work to-
wards a parametric model. The idea of using reflexive graphs to prove results of para-
metricity has been used before [86, 40, 41, 106, 74].

Honda’s group in London has worked on reasoning principles for equivalence of
imperative programs [17, 56]. In a recent paper [57], they present a Hoare-logic for a
higher-order imperative programming language, but without pointers. In the paper [18],
this work is extended to treat aliasing. The aim of that work is to prove observational
equivalence; although intriguing and clearly relevant for our work on representation in-
dependence, we do not attempt to prove such properties. Another difference is that they
do not use a separating connective (like *), but use predicate logic with equality to keep
track of aliasing; this makes local reasoning harder. Benton and Leperchey use ideas
from separation logic and Reddy and Yang’s work on “disjoint relations” [106] to present
a nominal semantics for storage [14] in which they model MILler, a higher-order call-by-
value programming language with dynamically allocated mutable references. They use



22 CHAPTER 1. INTRODUCTION

properties of the denotational model to prove interesting contextual equivalences, for
example those of Meyer and Sieber [69]. Naumann presents a theory of data refinement
with which one can prove equivalences of higher-order programs in the paper [79]. He
uses a semantics based on predicate transformers which is based on an earlier seman-
tics [78] for a higher-order imperative language with record subtyping.

The paper [17] has an elaborated overview of related work. Most of the references
accounted for there are also relevant in the context of this dissertation. Although the
work in the report [56] does not deal with pointers and the issues of aliasing, the related
work section there also has many references relevant to this dissertation.

1.4 Included Papers

Apart from this introduction, this dissertation consists of five papers. Here is a brief
introduction to each of the papers.

Paper 1: L. Birkedal, N. Torp-Smith, and J. C. Reynolds. Local Reasoning about a Copy-
ing Garbage Collector. ACM TOPLAS, 2005. To appear (Accepted modulo revi-
sions).

This paper is an extended version of the paper with the same name [23] which ap-
peared in POPL'04. We give an extension of separation logic with finite sets and
relations, and use the notion of the iterated separating conjunction to give a cor-
rectness proof in separation logic of the classical stop-and-copy garbage collection
algorithm by Cheney [35].

Paper 2: B. Biering, L. Birkedal, and N. Torp-Smith. BI Hyperdoctrines, Higher-Order
Separation Logic, and Abstraction. Technical report ITU-TR-2005-69, IT University
of Copenhagen.

This paper is an extension of the ESOP’05 paper [20]. We give a correspondence be-
tween separation logic and our notion of predicate BI. We also introduce the notion
of a Bl-hyperdoctrine and show that it soundly models intuitionistic and classical
first- and higher-order predicate BI, and show that separation logic may easily be
extended to higher-order. Moreover, we present examples showing that this exten-
sion has applications in program proving. In particular, we present an example
illustrating how the extension facilitates reasoning about data abstraction in the
presence of pointers.

Paper 3: L. Birkedal, N. Torp-Smith, and H. Yang. Semantics of Separation-logic Typing
and Higher-order Frame Rules. In Proceedings of the Twentieth Annual IEEE Sym-
posium on Logic in Computer Science (LICS 2005), pages 260-269. Chicago, IL, June
2005.

We give a semantics for programs that can be typed in a type system based on
separation logic for a programming language with higher types: idealized algol
extended with heaps, but with immutable stack variables. This leads to simple
rules for deriving higher-order frame rules, and thus allows for local reasoning for
higher-order programs. The semantics is shown to be coherent and has a close
correspondence with the standard interpretation of idealized algol.

Paper 4: 1. Mijajlovi¢, N. Torp-Smith, and P. W. O'Hearn. Refinement and Separation
Contexts. In Proceedings of the Twenty-fourth International Conference on Foundations
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of Software Technology and Theoretical Computer Science (FSTTCS'04), pages 421-433.
Chennai, India, December 2004.

This paper presents the first steps towards bringing the ideas from separation logic
into refinement. We introduce a model, though not yet a logic, which ensures static
separation between client programs and modules. The central notion is that of a
separation context, which, informally, is a client program that does not dereference
pointers that belong to a module. We show an abstraction theorem which implies
that if a client program is a separation context for an abstract data type, then it is a
separation context for all its refinements.

Paper 5: N. Torp-Smith, L. Birkedal, and H. Yang. Towards a Parametric Model for
Separation-logic Typing. Unpublished manuscript. July 2005.

We present an extension of the categorical model presented in Paper 3 mentioned
above, which is intended to be a first step, towards a parametric model for separation-
logic typing. We show many properties of this model, including a semantic version
of an abstraction theorem which illustrates how one can obtain a quadruple type of
a pair of terms from a triple typing of a term in the sense of Paper 3. However,
the work is not completed, since some obstacles with non-determinism of heap
allocation need to be resolved.

The papers can all be read independently of each other, but they require a basic famil-
iarity with separation logic, for example as provided in Section 1.1. The only exception
is Paper 5, for which the material presented in Paper 3 is a prerequisite. As mentioned
earlier, Paper 3, which is a conference paper has proofs of certain lemmas left out. Proofs
of more general results than these can be found in Paper 5.

1.5 Conclusion

This dissertation presents several advances in the new field of separation logic, and at
the same time reveals directions for future work, as discussed in Section 1.6.

As mentioned, we believe that the method used for specifying and proving correct
the copying garbage collector in Paper 1 using the iterated separating conjunction is
generally applicable in program proving, since it captures the way the task of proving
correctness of a program is often approached: we derive an invariant and a specifica-
tion of the program from a partition of the heap based on a snapshot of execution, using
the iterated separating conjunction. The work in Paper 1, however, does not offer a re-
ally insightful assessment of separation logic compared to other formalisms for showing
properties of programs. This is discussed further in Section 1.6.

The notion of Bl-hyperdoctrines and the semantics for higher-order predicate BI it in-
duces has paved the way for interesting research. We have demonstrated that the higher-
order logic and its quantification over propositions yields reasoning principles for data
abstraction and parametricity in the presence of pointers. We believe the reasoning prin-
ciples for data abstraction is a first step towards applying higher-order predicate BI to
give semantics and reasoning principles for programming languages like e. g., Java, that
are used in practice. We discuss some challenges in this regard in Section 1.6.

Once we got the idea of the Curry-Howard correspondence with which we view
specifications for programs as types of those programs, the separation-logic type system
presented in Paper 3 is quite intuitive. At the same time it captures all the interesting
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frame rules we can think of for the simple programming language in that paper (but if
further features are added to the language, then presumably there will be other frame
rules to consider), hence allowing local reasoning for many higher-order programs. This
indicates that this way of bringing the ideas of separation logic into work on higher-
order programming languages is the right one. It will be interesting to work towards a
parametric model for separation-logic typing and to combine ideas of separation-logic
typing with the work on higher-order separation logic, e. g., to move closer to recent
research on parametricity.

In conclusion, the work presented in this dissertation demonstrates that separation
logic has indeed matured considerably over recent years, and its scope has widened
significantly. Consequently, we believe that separation logic will be the foundation for a
lot of research on establishing properties of systems involving shared access to mutable
data structures.

1.6 Future Work

As Reynolds points out [115], “it can be discouraging to go back and read the “future
directions” sections of old papers, and to realize how few of the future directions have
been successfully pursued”. In spite of this, some interesting directions for future work
are supplied here.

As mentioned, the iterated separating conjunction V. is used crucially in our proof
of Cheney’s garbage collection algorithm, and we claim that our methodology of using
a snapshot of execution together with V. is applicable in many settings. It will be inter-
esting to verify this claim, for example by verifying complete run-time systems or more
complicated garbage collection algorithms. Using higher-order predicate Bl as assertion
language might yield simpler proofs than the one presented for our garbage collector in
Paper 1. It will also be interesting to formalize our proof of Cheney’s garbage collector,
or even a proof of an entire run-time system, and use this along the lines of Necula’s
proof carrying code [80]. Nipkow’s group in Munich have worked towards a formaliza-
tion of separation logic [131] in the proof assistant Isabelle [82], and Lia and Walker also
work a logical framework for automated reasoning about pointer programs [62].

Unfortunately, the work in Paper 1 does not offer an in-depth assessment of separa-
tion logic compared to other formalisms for showing properties of pointer-manipulating
programs. There are several ways in which one could proceed from the work in that
paper. Firstly, we could apply some of the other advances in this thesis to the work — the
similarities between the two parts of the while-loop begs for a procedural abstraction
like the one offered by higher-order separation logic. Second, our proof of Cheney’s al-
gorithm could be used to compare separation logic to other formalisms if we carry out
a proof of the algorithm in those formalisms. Finally, we could employ separation logic
on some of the previous examples in the literature, e. g., a concurrent garbage collector,
and compare the resulting proof to other proofs. This would give a better possibility for
assessing separation logic.

As mentioned, it is desirable to combine the ideas of data abstraction with sepa-
ration logic typing, to obtain reasoning principles for data abstraction in higher-order
programs. The approach would be to enrich the assertion language of separation logic
typing with variables of type Prop, and use existential quantification to model data ab-
straction, as described in Paper 2. However, it is a problem that the model we described
in Section 1.2.3 is cartesian closed and has fixed points; this means that it cannot be co-
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complete unless it is trivial, as shown by Huwig and Poigne [58]. Either we have to
change our model fundamentally, or model existential quantification by something else
than a colimit. We plan to work along the lines of the paper [22], which gives a model
for polymorphic intuitionistic/linear lambda calculus, to solve this problem. We already
know how to use a separated sum to model a sum type over the type of propositions,
and presumably, this can be used to model the existentials, but the details are not worked
out at this point.

The work in Paper 5 is unfinished and needs more work. The goal is a paramet-
ric model and a type system which captures this parametricity. This will extend Yang’s
relational separation logic [135] to a higher-order programming language and give proof
techniques to show relationships between higher-order programs. Presumably, this would
supersede the work in Paper 4.

As illustrated in Paper 2, the abstract function definition rule can be used to show
independence of abstract modules at the meta-level (i.e., that paper does not give a logic
to directly infer relationships between programs). It will be interesting to analyze how
this kind of representation independence relates to the properties obtained from using
quadruples or quadruple types. We suspect that from the preconditions in the abstract
function definition rule (1.5), one can derive the quadruple

P let ky = C;in C end Q
{(P)} let ky = C]in C end {(Q)}’
where we have used the notation from Paper 5. However, the details have yet to be
worked out, and it is not at all clear what the situation is at higher order.

As can be seen from Paper 2 and Paper 3, we use quite different models for our logic
of assertions (modeled in BI-hyperdoctrines) and our logic of specifications (modeled in
a fibered ccc). One issue that should be noted is that our model for the assertion language
supports classical reasoning (since powersets of a preordered commutative monoid is a
boolean Bl-algebra), whereas classical reasoning is not sound in general for our logic of
specifications. We omitted the rule of conjunction from our type system in Paper 3, both
because we do not have intersection types, and because this allowed us to get around
the anomaly with the hypothetical frame rule and the conjunction rule discovered by
Reynolds [88]. If we had intersection types 6&6’ in our system, we could consider the
following formulation of the rule of conjunctions:

Ty M: ({P} — {Q}&{P} —{Q'})
Ty M:{PAP}—{QAQ}

This rule expresses an interplay between the logic of assertions and that of specifications.
Presumably this rule would be admissible at base types, if the predicates are restricted
to be precise. However, it raises the question of what a similar rule might look like at
higher order, and what are rules for quantifications? Furthermore, what if we move
to quadruple types? To answer this question, we need a better understanding of the
interplay between the logics just mentioned and the structures we use to model them.
The programming language for which we show data abstraction results in Paper 2
is rather simple. Parkinson and Bierman give proof rules for a programming language
MJ (for Middleweight Java) which has object-oriented features such as classes, objects,
and inheritance. It is of course an interesting problem to extend our model to deal with
a more realistic programming language which includes some or all of these features.
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Parkinson [92] uses an indexing by classes to build so-called “abstract predicate fami-
lies”. Possibly this can be mimicked via a functor category which has as domain the
preorder of classes, and it is likely that this will ensure reasoning principles for behav-
ioral subtyping and thus give reasoning principles for dynamic dispatch, but this needs
to be worked out. To deal with read sharing, Parkinson changes the storage model in
the style of [29], so that heaps map locations to pairs of values and permissions. As a first
step in this direction, it is easy to see that this set of heaps is also a partial commutative
monoid, so much of the work we have done in Paper 2 can be mimicked without compli-
cations (although one has to define new atomic predicates which include permissions,
and their meanings).

Finally, we need to work on understanding the relationship between the work of
Honda et al. [56, 17] and our work, to work towards results such as contextual and
observational equivalence in separation logic.
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Chapter 2

Local Reasoning about a Copying
Garbage Collector

Abstract

We present a programming language, model, and logic appropriate for im-
plementing and reasoning about a memory management system. We then
state semantically what is meant by correctness of a copying garbage col-
lector, and employ a variant of the novel separation logics to formally spec-
ify partial correctness of Cheney’s copying garbage collector in our program
logic. Finally, we prove that our implementation of Cheney’s algorithm meets
its specification, using the logic we have given, and auxiliary variables.

Preface

This chapter is a reprint of the journal paper [24] which, in turn, is an extended version
of the conference paper [23]. It was co-authored with Lars Birkedal from IT University
of Copenhagen and John C. Reynolds from Carnegie Mellon University.

2.1 Introduction

Formal reasoning about programs that manipulate imperative data structures involving
pointers has proven to be very difficult, mainly due to a lack of reasoning principles
that are adequate and simple at the same time. Recently, Reynolds, O’'Hearn, and others
have suggested separation logic as a tool for reasoning about programs involving point-
ers; see [115] for a survey and historical remarks. In his dissertation, Yang showed that
separation logic is a promising direction by giving an elegant proof of the non-trivial
Schorr-Waite graph marking algorithm [134]. One of the key features making separation
logic a promising tool is that it supports local reasoning: when specifying and reasoning
about program fragments involving pointers, one may restrict attention to the “foot-
print” of the programs, that is, to just that part of memory that the program fragments
read from or write to.

The aim of this paper is to further explore the idea of local reasoning and its realiza-
tion in separation logic. To this end we prove correctness of Cheney’s copying garbage
collector [35] via local reasoning in separation logic. There are several reasons to focus
on Cheney’s algorithm:

29
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— The algorithm involves interesting imperative manipulations of data; in partic-
ular, it not only updates an existing data structure as the Schorr-Waite algorithm does,
but relocates the structure. Moreover, it simultaneously treats the same data as a set of
records linked by pointers and as an array of records.

— Cheney’s algorithm copies any kind of data, including cyclic data structures.

— Variants of the algorithm are used in practice, e.g., in runtime systems for imple-
mentations of functional programming languages.

There are two other motivating factors that we call attention to. First, our analysis an-
swers a question in the literature and thus paves the way for important future work that
so far has been out of reach: In [33], local reasoning and separation logic for a garbage
collected language is analyzed. An underlying garbage collector is presumed in the op-
erational semantics of the language, inasmuch as a partial pruning and a-renaming (i.e.,
relocation) of the current state is allowed at any time during execution of a program.
In [33] it is not mentioned how this pruning and renaming should be done, let alone
proven that it is done correctly. A remark at the end of the paper expresses the desirabil-
ity of such a proof — we provide one here. The analyses in [33] and the present paper
are at two distinct levels: the former is at the level of a user language using a runtime
system (a garbage collector), the latter is at the level of a runtime system providing op-
erations for the user language (memory allocation and garbage collection). We believe
these analyses pave the way for an investigation of the correctness of combinations of
user level programs and runtime systems. We present some preliminary ideas in this
direction in Sec. 2.9.

The additional motivating factor is that our analysis of garbage collection should
be of use in connection with foundational proof-carrying code [6] and typed assembly
language [77]. In these settings, a memory allocation (but no deallocation) construct is
part of the instruction set and a memory management system is implicitly assumed. We
believe that our correctness proof can contribute to mimicking the work of [77] in a more
realistic setting, for more machine-like assembly languages.

2.1.1 Contributions and Methodology

In Sec. 2.3 we present our storage model and the syntax and semantics of assertions. As
usual in separation logic, a state consists of a stack and a heap, where a stack is a finite
map from variables to values, and a heap is a finite map from locations to integers. A
new feature is that our values include finite sets and relations of pointers and integers,
which are used to give the semantics of assertions and of auxiliary variables [90]. Our
storage model is very concrete and close to real machines; it treats locations as multiples
of four (A datum other than a location can be encoded as a multiple of four that is not
a multiple of eight. More precisely, record fields containing such a number will not be
altered by the algorithm). This is similar to what is often used in real implementations
of runtime systems for compilers. For simplicity we assume that heaps consist only of
cons-cells, aligned such that the first field is always on a location divisible by eight;
hence pointers (to cons-cells) are multiples of eight. These assumptions and definitions
induce a semantic notion of what it means for a heap to be a garbage collected version
of another. This is presented in Section 2.3.2. Our definitions are based on the analysis
in [33] (already referred to above) and thus involve generalizations of pruning and «a-
renaming of program states.
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Our assertion language, presented in Sec. 2.3.4, is an extension of separation logic [115]
with new assertion forms for finite sets and relations. These are crucially used to express
part of the specification of Cheney’s algorithm; in particular the existence of an isomor-
phism between pointers to old cells and pointers to copies of the old cells — which exist
at different points in time (before and after execution of the algorithm) — is established
using the new assertion forms. We believe the methodology of using sets and relations
can be used more widely, to specify and prove correct other programs involving shared
or cyclic structures. Indeed a somewhat similar approach is being used by Richard Bor-
nat [27] to specify and verify an algorithm for copying directed acyclic graphs.

Moreover, we have extended the iterated separating conjunction [115] of separation
logic to arbitrary finite sets. The assertion V.x € m. A holds in a state (s, ), if m de-
notes a finite set {p1,..., px} and A[p1/x] *--- * Alpx/x] holds in (s, h) (see Fig. 2.1 for
a precise definition). As illustrated in Sec. 2.5, one can specify a program by separating
the locations it manipulates into disjoint sets with different properties, and then use the
iterated separating conjunction, together with expressions for finite sets and relations, to
express the particular properties of each set.

In Sec. 2.4 we define the syntax and semantics of the programming language used to
implement the garbage collector. It is a simple imperative programming language, with
constructs for heap lookup and heap update (but no constructs for allocation or disposal
of heap cells). The associated program logic is presented in Sec. 2.4.2. The program logic
is mostly standard except for the new rules regarding sets and relations, and it includes
the frame rule of separation logic which makes local reasoning possible, as explained in
Sec.2.4.2.

Cheney’s algorithm and the specification of our implementation thereof are pre-
sented in Sec. 2.5; the implementation itself is included in Appendix 2.A. In Sec. 2.5.1
we define a semantic condition on programs which implies that a program is a correct
garbage collector and show that this condition ensures that the heap after execution of
the program is a garbage collected version (in the sense of Sec. 2.3.2) of the heap before
execution if the latter satisfies certain requirements mentioned in Sec. 2.3.2.

We present an informal analysis of the algorithm and use it to derive a formal spec-
ification of an invariant. At any point of execution, the pointers manipulated by the
algorithm can be divided into disjoint sets in which the elements have the same prop-
erty. Thus it is natural to use the method of sets and relations along with the iterated
separating conjunction mentioned before. The sets and relations are also used in another
crucial way, namely to record the initial contents of the heap (before garbage collection).
This makes it possible to relate the final heap (after garbage collection) to the initial heap
and prove that the final heap is a garbage collected version of the initial heap. As men-
tioned, we use these to give a specification for our implementation formulated in the
program logic from Sec. 2.4.2, and before we formally prove that implementation meets
the specification (in Sec. 2.6), we show in Sec. 2.5.4 that the resulting specification ensures
that the implementation is indeed a correct garbage collector.

We emphasize the following point. Cheney’s algorithm assumes two contiguous
“semi-heaps” of equal size, OLD and NEW, and works by copying all reachable data from
OLD into NEW. One of the reasons for the popularity of Cheney’s algorithm (and vari-
ants thereof) is that it runs in time proportional to the size of the reachable data; it never
touches unreachable cells. This fact is reflected directly in our specification of the algo-
rithm, which refers to the reachable part of OLD only. It is in the spirit of local reasoning
to have such a direct correspondence between the intuitive understanding of an algo-
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rithm and its formal specification.

2.2 An Introduction to Separation Logic

In this section, we give a brief introduction to separation logic. Formal definitions of
the concepts used here will not be given, since it would clutter the presentation, and
since we will extend traditional separation logic with a few constructs later. For formal
definitions, we refer to Sections 2.3 and 2.4.

Separation logic is an extension of traditional Hoare logic [50]. The simple while-
language is extended with commands for manipulating imperative data structures, stored
in a heap, and if “dangling” pointers are dereferenced, the semantics for the language will
get “stuck”, or “abort”. Accordingly, the assertion language is extended with basic pred-
icates concerning the heap, and two new connectives: the separating conjunction * and
the separating implication — (in this paper we will not use the separating implication).

We have specifications {A} C {B}, stating that in any state in which A holds, no
execution of C will abort, and if the execution terminates in a final state, then B will hold
in that state. As a consequence, we have the slogan

“Well-specified programs do not go wrong.”

for separation logic.

2.2.1 An Example

As mentioned in Sec. 2.1, separation logic provides reasoning principles for proving pro-
grams that manipulate shared mutable data structures. We will demonstrate the advan-
tage of separation logic by an example.
In traditional Hoare logic (without shared data structures), one has the rule of con-
stancy.
{A} C{A"}
{ANB} C{A'AB}

Mod(C) NFV(B) = @

This rule has been useful, since it has allowed reasoning about only the parts of the store
that are modified by the program fragment. In the presence of aliasing, however, the
rule of constancy is not sound, as can be seen from the following counterexample.

{x = 3} [x] ;=4 {x — 4}
{x >3Ay—=3}[x]:=4{x 4Ny — 3} '

where the effect of [x] := 4 is that 4 is stored in the heap at the address denoted by x. The
problem here is that x and y might be references to the same heap cell, and if we change
the value stored in this heap cell, the assertion about what y points to does not remain
true. In Hoare logic, we would have to add a premise like x # y, or some other non-
interference predicate, for the conclusion to hold. This may seem like a small thing to do,
but if there are many variables in play, the induced number of non-interference predi-
cates in the involved assertions would quickly become intractable. Further, if a program
deals with more realistic data structures, the assertions which prevent sharing also be-
come unacceptably complex, as can be seen from the examples in [115]. In contrast, the
assertion

X —3%xy—3 (2.1)
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in separation logic implicitly states that x and y are disjoint, since the two assertions
x — 3 and y — 3 must hold in disjoint parts of the heap in order for (2.1) to hold.
Therefore, the derivation

{x =3} [x] ;=4 {x — 4}
{x =3%xy—3}[x]:=4{x —4xy — 3}

is valid in separation logic. In fact, it is an instance of the important frame rule:

{A} c{a’}
{AxB} C{A"«B}

Mod(C) NFV(B) = @

This rule allows local reasoning. Suppose we have a program with a while-loop which
performs some manipulations on a data structure stored in the heap. When verifying the
program, one has to exhibit an invariant for the while loop and prove that it is indeed an
invariant. The invariant is typically an assertion about the full data structure, whereas
each iteration of the loop manipulates a small portion of this structure only. The Frame
Rule allows us to prove the invariant by proving a specification which mentions only the
parts of the heap that are actually manipulated in one loop iteration (this has been called
the footprint of the code fragment by O’Hearn [115]), and then conclude the specification
regarding the full structure from this. We will see several applications of the frame rule
in subsequent sections. Also, we discuss benefits of separation logic in general terms in
Section 2.7.1, after we have shown correctness of our garbage collector.

2.3 Syntax and Semantics

In this section we present our storage model, and define a semantic notion of garbage
collection. We then proceed with the syntax and semantics of expressions and assertions
which are part of our program logic. The basis of the system is the standard separation
logic with pointer arithmetic [85], but we extend the expression and assertion languages
with finite sets and relations, new basic assertions about these, and an extension of the
iterated separating conjunction to arbitrary finite sets.

2.3.1 Storage Model

We assume five countably infinite sets Var™ Var® Var™ Varf of variables, and let Var be
the disjoint union of these sets. We let metavariables x, v, . .. range over Var and assume
a type-function

T : Var — types, where types = {int, fs, frp, fri}
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indicating which type a given variable has. The sets of locations and pointers are the sets
of integers divisible by 4 and 8, respectively. More formally, we define:

Variables xY,... € Var
Locations l€Loc & {4n | ne Z}
Pointers p € Ptr &t {8n | neZ}
Finite sets Fs & Prin(Ptr)
Pointer relations FRP &f Prin(Ptr x Ptr)
Integer relations FRi & Prin(Ptr x Z)
Values veVal ¥ ZUFSUFRPUFRI
Heaps def Loc —in Z
Stacks &' {s:Var =y, Val | Vx € Var.s(x) € [t(x)]}

def

States Stacks x Heaps,

where [[int] = Z, [fs] = FS, [fri] = FRi,and [frp] = FRP. We use the notation Loc — f;, Z
to denote the set of finite partial functions from Loc to Z. As mentioned in Section 2.1.1,
we will assume that data is arranged in cons cells that are aligned in such a way that
the first field of each cell is located at a location that is divisible by 8, and this is why we
define the subset Ptr of locations which point to such cons cells.

The finite sets and both kinds of relations in the table above are extensions of tradi-
tional separation logic. In the sense of [108] and [90], variables of these types are used
as auxiliary and ghost variables in the garbage collector and the proof of its correctness.
This means that they are not necessary for the program to work, but they ease proofs of
its properties.

Before we present the expression and assertion languages of our program logic, we
define several concepts related to heaps; these are needed for the definition of a correct
garbage collector.

2.3.2 What is a Garbage Collected Heap?

To implement and reason about a garbage collector, we must make some assumptions
about heaps, and the assumptions will be part of our logic. For instance, if a heap con-
tains dangling reachable pointers, then our garbage collector will malfunction, and hence
we must make assumptions that prevent this.

In what follows, we therefore define the concept of a “garbage collected heap”, and
what it means for a heap to be a garbage collected version of another. First, we give a
more precise definition of our requirement about aligned cons-cells. Let S be a finite set
of pointers, let f1, fo : Ptr — Z be finite partial functions from pointers to integers, and
let 1 be a heap. We then define the semantic condition pairheap by

pairheap(S, f1, fo,h) iff dom(f;) =dom(f2) =S
and dom(h) = {p+k|pe Sandk € {0,4}}

and Vp € S. h(p) = fi(p) and h(p +4) = f2(p).

Note that if pairheap(S, f1, f2,h) holds, then h is determined by f1, f», and S (and S, f1, f»
are determined by h).

The concept of garbage collection depends on a given root set. Here, we assume for
simplicity that there is only one root cell. Thus, given a heap / and a pointer r, we call
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(r,h) a rooted heap. Given such a rooted heap (7, ), we formally define the sets rp(r, h)
and rl(r, h) of pointers and locations that are reachable from r in h as follows:

rpo(r,h) = {r}
rousa(rh) () | € € t1,(r,h) ndom(h) and h(¢) € Ptr}
rla(r,h) % {p+k|perpa(r,h)and k € {0,4}}
def 00
rp(r,h) = Un—orpa(r,h)
rl(r, ) LUy ra(r h).

With these definitions, we can define the condition that “no reachable location dangles”:
rl(r,h) C dom(h),

and that “all locations are reachable”:
rl(r,h) 2> dom(h).

If both these conditions hold, i.e., if 7I(r,h) = dom(h), we say that the rooted heap (r, h)
is exactly reachable. The reachable pointers and locations satisfy a monotonicity property:

ho C himplies rl(r, hy) C rl(r, h). 2.2)

Furthermore, once there are no dangling reachable locations in a heap, further enlarge-
ments of the heap does not increase reachability:

ho C hand rl(r,hg) C dom(hg) implies rl(r, hg) = rl(r, h). (2.3)

It is not hard to see that if a rooted heap (r,/) has no dangling reachable locations,
then / contains a unique subheap kg such that (7, hp) is exactly reachable, and otherwise,
h does not contain a subheap hg such that (7, hp) is exactly reachable. The subheap (7, h)
plays a role similar to that of prune(h) from the article [33], but it is only well-behaved if
there are no reachable dangling locations in (7, h).

For any heap h, we define

pdom(h) &t dom(h) N Ptr.
Now, assume (7, h) is exactly reachable. Then for all pointers p,
p € pdom(h) iff p € dom(h) iff p +4 € dom(h), (2.4)
and for all locations ¢,
¢ € dom(h) and h(¢) € Ptr implies h(¢) € pdom(h), (2.5)

and
r € pdom(h). (2.6)

Conversely, if the conditions (2.4) to (2.6) hold for a rooted heap (7, &), then one can show
rp(r,h) C pdom(h) and rl(r,h) C dom(h)

by induction on 7 to the corresponding formulas where rp and r! are subscripted with n.
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The conditions (2.4) to (2.6) are just what is needed to define a heap morphism from
(r,h) to an arbitrary rooted heap. Henceforth, assume (7, h) satisfies (2.4) to (2.6), (', 1)
is an arbitrary rooted heap, and that f§ is a function from pdom(/) to pdom(h’) such that
for all p € pdom(h) and k € {0,4},

W((B(p)) +k) = B (h(p + k) (2.7)

and

r' = B(r). (2.8)
Here, B* is the extension of B to Z that is the identity on numbers that are not in pdom(h).
Then B is called a heap morphism from (r,h) to (v, h').

Lemma 2.1. Assume (v, h) satisfies (2.4) to (2.6), (v, h') is an arbitrary rooted heap, and B is a
heap morphism from (r,h) to (r',h’). Then,

e for all pointers p, if p € rp(r,h), then B(p) € rp(r', h').

e If B is an isomorphism of functions, then for all pointers p’, if p' € rp(v', '), then p' €
pdom(K') and B=1(p’) € rp(r, h).

o If B is an isomorphism of functions and (r,h) is exactly reachable, then (r',h’) is exactly
reachable.

Proof. For the first claim, we prove the slightly stronger statement that for all pointers p,
if p € rpu(r,h), then B(p) € rp,(r',h’). This is done by induction on n. If p € rpo(r, h),
then p = rso that B(p) = B(r) =" € rpo(r',h'). For the induction step, if p € rp,41(r, h),
there is a pointer q € rp,(r,h) and a k € {0,4} with p = h(g + k). Moreover, p,q €
dom(h), and by induction, B(q) € rp,(r',h’). This implies

B(p) = B(h(q +k)) = B*(h(g +k)) = K (B(q) + k),

and thus, B(p) € rp,1 (v, 1).

The second claim is also proved by induction on n. More precisely, we show that if
B is an isomorphism of functions (i.e., it is a bijection between pdom(/) and pdom(h’)),
then for all natural numbers n and all pointers p/, if p’ € rp, (', h’), then p’ € pdom(h’)
and B~Y(p') € rpu(r,h). The base case is obvious, and for the induction step, suppose
p' € rpuya(r', h'). Then there is a pointer ¢’ € rp,(r',h') and ak € {0,4} with p’ = I'(q’' +
k). For this ¢', the induction hypothesis yields ' € pdom(k') and B~1(q") € rp.(r,h),
and thus

pr=1 +k)=n(BPBq)+k) =p (B (q)+k) =BhB(q)+k),

where the last step holds since p’ is a pointer. This means that p’ € pdom(#’), and
BTH(P) =BT (BU(B~(9) +K))) = (B~ (q') +K).

Now, since B~1(q") € rpu(r,h), B~H(p") € rpns1(r, h).

Finally, also suppose that (7, /) is exactly reachable. To show that (r’,/) is exactly
reachable, let ¢ € rI(r',h’'). By definition, there are a pointer p’ € rp(+',}i’) and a
k € {0,4} with ¢/ = p' + k. By the previous proof, p’ € pdom(h’) and ¢’ € dom(h’).
Conversely, if ¢/ € dom(l'), then ¢/ = p’ + kforak € {0,4} and a p’ € pdom(/’). Since
B is a bijection, B~!(p’) € pdom(h), and thus B~1(p') € rp(r,h), since (r,h) is exactly
reachable. We can now use the proof of the first item to conclude the desired result. [
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The Lemma justifies the following semantic notion of one heap being a garbage col-
lected version of another. This, of course, is central when verifying correctness of a
garbage collector.

Definition 2.2. Let (r, 1), (', h") be rooted heaps, and suppose hy C his such that (7, hp) is
exactly reachable. If there is a heap morphism § from (r, ko) to (', h()) for some subheap
hy C ', then (v, h') is called a garbage collected version of (r, h).

This notion of garbage collection, of course, depends on the fact that we collect cons
cells only, and it does not imply that & and &’ need have the same size. Indeed, a memory
management system may shrink the heap after garbage collection, to diminish the heap
usage of a program, or it may allocate more space for a program, to reduce the required
number of rounds of garbage collection.

With this notion of garbage collection, we also note that the identity is an example of
a heap morphism, and the trivial program skip is thus an example of a correct garbage
collector. However, our interest lies with non-trivial garbage collectors.

Our notion of garbage collection is also quite conservative. Indeed, it has been noted
in the literature [3, 76] that if the programming language that uses the garbage collector
has a sufficiently rich type system, there can be a significant difference between the data
that is reachable and data that can be reclaimed without affecting the program. This is
because some objects in the heap might be reachable, but we might be able to infer infor-
mation about reachable objects in the heap at run-time, (e.g. via type reconstruction [2])
which implies that these objects are not necessary for execution of the rest of the pro-
gram. In this case we say that these objects are reachable, but not live, and it would, of
course, give better memory usage to collect objects that are “dead” in this sense. Using
region inference [127, 125] it is also possible to statically infer that some data is dead, al-
though it is reachable, and combinations of region inference and garbage collection exist
in current run-time systems for ML [126, 47]. It might even be possible to employ such
techniques as hash-consing [43, 7] or other dynamic updates that affect data representa-
tion [122]. However, these possibilities are not relevant to the goal of this paper, which
is a specification and proof of the Cheney algorithm in separation logic.

2.3.3 Expressions

We define the syntax and semantics for expressions of each of the types int, fs, frp, and fri.
For expressions of type int we just present the syntax; the semantics is straightforward.
For expressions of the remaining types, we just present the semantics as the syntax will
be evident from the presentation of the semantics. In general, the semantics for an ex-
pression E (of each of the types just mentioned) is formally a map from stack s with
FV(E) C dom(s) to values of suitable kinds, i.e., the semantics of an expression depends
on a stack.
Expressions of type int are defined by the following grammar:

e u= n|x"|ej+ex|e;—ex|e; xex|emod ]
le1 <ey|ep=er|—e|er Ney | #m's,

where n € Z and j € IN\ {0}. The semantics of #m® is the number of elements in the
finite set of pointers denoted by m' (see below). In order to avoid introducing an explicit
type of boolean values, we use a standard encoding of truth values, where 0 denotes
“false”, and all other integers denote “true”. Although the superscript that indicates the
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type is only meant to indicate the type of variables, we sometimes use a superscript to
indicate the type of composite expressions. Most frequently, however, we will omit the
superscripts, even on variables, if it causes no confusion.

We use m to range over expressions of type fs. The semantics of an expression of type
fsis a set of pointers. For instance, the expression Itv(eq, e;) denotes the set of pointers in
the half-open interval from e; to e;. In general, the semantics of an expression m of type
fs is a map from stacks s with FV(m) C dom(s) to the set FS of finite sets of pointers, and
it is given by

[@®]s = o
[x*]s = s(x)
[{et]s = {[els} N Ptr
[Itv(ef™, e5)]s = {p€Ptr|[ei]s < p A p < [e]s}
[[””?UWESHS = [m]s U [[m2]s
[mP\m5]s = [mi]s\ [mo]s

We can now formally define the semantics of expressions of form #m:

[#m™]s = k, where [m]s = {p1,..., px}
(note that k may be 0).

We use r to range over expressions of type frp. The semantics of an expression r of type
frp is a map from stacks s with FV(r) C dom(s) to the set FRP of finite relations on
pointers, and it is given by the following clauses.

ol = o
s = p, p.p §
f [[f*]] {0 p) | (p,p') € lrls}
[P or"ls = {(p,p") |3p" (p,p') € [r2ls A (P, p") € [1]ls}
[P U{(ef*, &)} s = [rlsU({([eills, [ea]ls)} N Ptr x Ptr)
[\ { (e} n e s = [rls\ ({([ells, [e2]l5)})

Note that we use r' for the inverse of the relation r.

To conclude our semantics for expressions, we give the semantics for expressions
of type fri. We use p to range over such expressions. The ©® operator will be used to
model the structure-preserving property of a garbage collector, inasmuch as it extends a
relation with the identity on non-pointers before composing it with another relation (cf.
the definition of B* from Sec. 2.3.2). Hence, the semantics of an expression p of type fri is
a map from stacks s with FV(p) C dom(s) to the set FRi relations between pointers and
integers.

[x"]s = s(x)
[o™ or™]s = {(p,n)|3p" € Ptr. (p,p') € [r]s A(p',n) € [p]s}
[P @pe™s = {(p,n) | ((p,n) € [olls An¢&Ptr)V
(3p" € Ptr. (p,p') € [ols A (p',n) € [r]s)}

Note the connection between the (—)*-construct and the semantics of the special relation
composition @: if ¢ and 1 are functions denoting the relations r and p, respectively, then
@* o ¢ is the denotation of r © p.

Substitution is defined in a standard way; there are no binders in the expression lan-
guage. The following substitution lemma is easily proved by induction on expressions.
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Lemma 2.3. Let s be a stack, and let 6,5' € Types. Then, for all expressions e°, e’ of type 6 and
&' respectively, and for all variables x° of type &,

[ele’ /x]Ts = [el(sx — [e]s]),
where s[x +— v] is the function that is like s, but with x mapped to v.

We use = to denote syntactic equality between expressions, and we sometimes write
e1 = ey to denote that [e1]s = [[e2]s, for all stacks s with FV(e1) UFV(e2) C dom(s).

2.3.4 Assertions

Our assertion language is a variant of that of separation logic [115] with assertion forms
for finite sets and relations. We first present the syntax of assertions and give informal
explanations of the most interesting assertion forms. Then we give the formal semantics
and present some useful inference rules.

We use A, B, and D to range over assertions, which are generated by the following
grammar:

A,B,D = ¢ <e le1 =en
| e T
|F | —A
|A—B | ANB
|AVB | vx0. A
| 3x°. A
| emp [e1— e
| AxB | A —B
| VX"t € m. A
leem | my Ly
| my = my | my C my
| (e1,€2) € p | (e1,e2) €7
| Ptr(e) | PtrRg(p,m)
| Tfun(r, m) | Tfun(p, m)
| iso(r, mq,m3)
| Reachable(p1, p2,m, ),

where J ranges over Types. We have grouped the assertion forms by horizontal lines.
The assertion forms above the first horizontal line are the usual assertion forms from
classical logic with equality.

The second group are assertions that describe the heap. Apart from the iterated sep-
arating conjunction, these are all part of standard separation logic. The assertion emp
states that the heap is empty, and e; — e; states that there is precisely one location in the
domain of the heap. A * B means that A and B hold in disjoint subheaps of the current
heap, and A — B means that for all heaps i’ that are disjoint from the current heap h
and in which A hold, the combination of the extension and the current heap will sat-
isfy B. Finally, V, is an iterated separating conjunction. Informally, if s,k |- V.x € m. A,
and if [m]s = {p1,..., px}, then h can be split into disjoint heaps h = hy - ... h; with
s, hi |- Alp;/x]. This assertion form plays a crucial role in our specification of our garbage
collector, as can be seen in Sections 2.5.2 and 2.5.3. Also note that the sets involved in
the assertion form might change throughout execution of a program; thus this assertion
form describes a “dynamic” heap. An example of this can be found in Section 2.6.1.
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The next group contains assertion forms that are related to our extension of stan-
dard separation logic. They are assertions about sets and relations, and most of them
are self-explanatory. The assertion PtrRg(p, m) says that any pointer which is a second
component in any pair in the relation denoted by p is in the set denoted by m; Tfun says
that a relation is a total function on a set, and iso says that a relation is a bijection between
two sets. Finally, the assertion Reachable says that an exactly reachable heap is described
by two (functional) relations on a set, and a “root pointer”.

The set FV(A) of free variables for an assertion A is defined as usual. Note that x (and
not m) is bound in V. x € m. A. Substitution Ale/ x| of the expression e for the variable x
in the assertion A is defined in the standard way. We sometimes write A(x) to indicate
that the variable x may occur free in A.

The semantics for propositions is formally given by a judgment of the form

(s,h) I A,

the intended meaning of which is that the proposition A holds in the state (s,/1). We
require FV(A) C dom(s). Before the definition of this judgment, we need to introduce
a partial commutative monoid structure on the set of heaps: Write h;#h; to indicate
dom(h;) Ndom(hy) = @ (we call such heaps disjoint), and if hi#hy, we define the com-
bined heap h; - hy by
. { hi(n) ifn € dom(hy)
hy(n) ifn € dom(hy)

The semantics is given in Fig. 2.1. We let b range over the boolean expressions e¢; <
ez,e1 = ez, e, and J ranges over Types.

Note that the semantics is classical for the standard first-order logic fragment, and
that the parameters for the assertion form Reachable determine the heap that is required
to exist unambiguously.

As for expressions, we have the expected substitution lemma for assertions.

Lemma 2.4. Let e be an expression of type J, let x be a variable of type o, and let A be an
assertion. Then, for all states s, h,

(s,h) - Ale/x] iff (s[x — [e]s],h)IFA

Definition 2.5. We call an assertion A valid if, for all states (s, ) with FV(A) C dom(s),
(s,h) IF A. We use = to denote semantic validity, i.e., A = B if (s,h) |- A implies
(s,h) IF B, for all states (s, h).

The following shorthand notations are standard in separation logic, and we shall also
use them in this paper.

f
e—ep,ep = (er—eq)x(e+4—ep)
f
61— ey = ejr—exx T
e—ep, e = errepepxl
er—— = Jxint e x

def i i
er— —, — — met,ymt. e — x’y

These notations make sense for all locations, but we shall only use them when e
denotes a pointer. We also write e; # e, for —(e; = e2).

There are certain special classes of assertions [134],[115], which we will use later.
These are defined here.
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reachable, and pairheap([m]s, [p]s, [p']s, 1)

‘ A ‘ (s,h) I A if and only if

b [b]ls # 0

T T

F F

-A s,hif A

A — B s,h |- Aimplies s, h |- B

ANB s,hl-FAands,hi+B

AVB s,hl-Aors hl-B

vxl. A forall v € [8],s[x — 0], h IF A

3x0. A for some v € [[6]], s[x — 0], h - A

emp dom(h) = @

e1— e h = {([ex]s, [e2]s)}

AxB there are heaps hy, hp such that hy#h;,,
hy-hy =h,s,hy IF A, and s, hy I B

A — B s,h-h' |- B for all i’ with h#h’ and s, i’ IF A

s,hi- Alp1/p] = Alpe/p] if [m]s ={p1,..., pc}

pema A GRS

eecm [ells € [m]s

m L m' [m]sn[m']s =@

my = iy [m1]s = [m2]s

my C my [m]s € [ma]s

(e1,e2) €7 ([er]s, [e2]s) € [r]s

(e1,e2) € p ([exTs, [e2]ls) € [els

Ptr(e) [e]ls € Ptr

PtrRg(po, m) v (p.q) € lolls- g € Ptr = q € [m]s

Tfun(r,m) Vp e [m]s.3m e Z. (p,n) € [r]s

Tfun(p, m) Vp € [m]s. 3m e Z. (p,n) € [p]s

iSO(?’, ml,mz) v;?l € M. E”pz € M. (p1,]?2) ISONAN
Vpr € M. 3lpy € My. (p1,p2) € ¢ A
V(p1,p2) € 9. p1 € My Ap2 € My,
where My = [m1]s, My = [m2]s, ¢ = [r]s

Reachable(p, o', m,e) | s, h I+ Tfun(p, m) A Tfun(p’,m) and 3h'. ([e]s, h’) is exactly

Figure 2.1: Semantics of Assertions

41
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Definition 2.6.

e An assertion A is called pure if its validity does not depend on the heap, i.e., if
(s,h) IF Aif and only if (s, h") IF A, for all stacks s and heaps i, h’'.

e We call an assertion A intuitionistic if, for all stacks s and heaps i, 1/,
(s,h) IF Aand h C I imply (s, 1) IF A.
Here, C is just set-theoretic inclusion of graphs.

Remark 2.7. Special rules apply for certain of the newly introduced classes of assertions.
Here are some of these rules.

e When A is a pure assertion, the rule
AN(B=*C)«— (ANB)xC (2.9)
is valid for any assertions B and C.
e Pure assertions are intuitionistic.

e Syntactically, an assertion is pure, if it does not contain any occurrences of emp, V.,
—, or the shorthand notation —.

2.3.5 Some Useful Rules

A number of axiom schemata are used in proofs later. We believe they could be part of
a small theory of finite sets and relations that could be used in proofs of other programs
where the goal is to establish an isomorphism between data structures before and after
execution. The schemata most relevant to separation logic are listed below, and more
can be found in the survey paper [115]. Beside these, there are a number of obvious rules
regarding sets and relations which can easily be verified semantically. For completeness,
these are listed in Appendix 2.B.
Rules for V,:

Vixem A) Am=m' -V.xem' A (2.10)

m= — (Vix € m. A) < emp) (2.17)

Vixem.x— — NA)Ayem—

(Vox € m.x o — A A)A(y = —) 2.12)
When m and m'’ are disjoint,
VMixem A)x (Vixem' . A) — (VixemUm'. A) (2.13)
As a special case, we get
ecm—
(Fox € m. A) o ((Vox € (m\ {e}). A) = Ale/x])). @14
General / Structural rules: When x ¢ FV(e),
(e—=e)AN((Ix.e—»xNA)*B) < (2.15)

(e—e NAle'/x])) *B
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If B is pure and B’ is intuitionistic,

AANB — B )
(Ax A’ AB— B’

(2.16)

We also use the commutativity and associativity of the separating conjunction (the same
rules for the traditional conjunction are also used, but we refrain from stating them here):

AxB < BxA and Ax(BxC) < (AxB)*C (2.17)

Theorem 2.8. The rules (2.10) - (2.17), and the rules (2.B1) - (2.B50) from Appendix 2.B are all
valid.

We shall use the commutativity and associativity rules implicitly in proofs, and we
shall often just say “by purity”, when we apply the distributive law (2.9) for pure asser-
tions from Remark 2.7.

The following lemma is useful when reasoning about assertions involving V..

Lemma 2.9. Suppose A, B,s, and h are such that (s,h) |- V.x € m. A, and ¥x'. x' € m A
Alx'/x] — B[x'/x] is valid. Then (s, h) I V.x € m. B.

Proof. We do a case analysis on the cardinality of [m]s. If [m]s = &, then
(s,h) IFVixem. A < (s,h)IFemp < (s,h) |FV.x € m.B
If [m]ls = {p1,..., pr}, we have
(s,h) IF Alpr/x] * -+ x Alpx/ x],

so there is a partition h = hy - ... - hy such that fori = 1...k, s, h; |- A[p;/x]. Since we
have s, h; IF A[p;i/x] A p; € m, we get (s, h;) IF B[p;/x], and this means that

(s,h) IFV.x € m. B,
as desired. ]

This shows that we can exploit the information about x” € m to do “implication under
V.”. Another useful rule comes from the following lemma for which we omit the proof.

Lemma 2.10. If D is a pure assertion, and if DN A — A’ and D N B — B’ are valid, then
DA (AxB) — DA (A"*B')is valid.

By induction, this means that D A (Aq * - -+ * Ax) — (A} *---* A}) can be inferred
from DA A; — A, and --- ,and DA Ay — A}

Note that Lemma 2.10 is not valid if D is not pure — as a counterexample, set A to
4+—2,Bto8—3,A’to4— 10,B'to8+— 17,and D to (4 — 2% 8 — 3).

As an example of a rule that can be derived from the rules above, we get the following
from (2.15) and purity. Here, A must be a pure assertion; otherwise the second step
below is not valid.

(e —e€)A((Ix. (e— xANA))x*B)
4
(e— e NAle'/x]) «B
il (2.18)
((e—¢€)*B)AAle/x]
4
Ale'/x]
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In addition to the rules above, we have the standard rules of classical logic. We will
sometimes implicitly substitute equals for equals; for example, we will for example infer
e € mp frome € m; Am; = my. Also, the most basic arithmetic will be performed
implicitly, so we will for example infer x — 8 < y from x < y.

2.4 Programming Language

In this section we first define the syntax and semantics of the programming language
used for implementing our garbage collector. Next, we use the assertion language from
Sec. 2.3.4 to give a program logic in the style of Hoare for the language. This enables us
to specify and prove correct the collector in Sec. 2.5 and 2.6.

2.4.1 Syntax and Semantics

Definition 2.11. The syntax of the implementation language is given by the following
grammar:

C u= skip|xM:=¢|xfi=m|xMP =7 X" :=[¢]|[e] :=¢
| C;C | while e do C od | if e then C else C fi

Note that there are no constructs for allocating or deallocating locations on the heap.
In our implementation and specification of Cheney’s algorithm we simply assume that
the domain of the heap contains the necessary locations. It would be straightforward to
add these features to the language, implement a version of the algorithm that allocates
the necessary space before collection and disposes garbage afterwards, and modify our
proof of its correctness. We discuss this further in Section 2.5.

The operational semantics is given by a (small-step) relation ~» on configurations
(ranged over by K). Configurations are either of the form s, /1 (these are called terminal)
or of the form C, s, h (these are called non-terminal).

Definition 2.12. The relation ~» on configurations is defined by the following inference
rules:

[e]s = n
skip,s,hi ~ s, h X" =ve,5,h~ s[x — n|,h
[m]s = M [r]s = ¢
xS = m,s,h~ s[x — M],h xMPi=r,5,h~ s[x — @], h
[ef]s=p pedom(h) h(p)=n [ei]s=p [exs=n pedom(h)
X"t = [e],s,h ~ s[x — n],h le1] :==ea,5,h ~> s, h[p — n]
Cy,8,h~ C', ¢, 1 Cy,8,h~ 8,0
Cl,'Cz,S,I’lM C’,‘Cz,S,,h, C],‘Cz,s,hM Cz,S/,h/
[els =0 [e]s #0 C;whileedo Cod,s, h ~ K
whileedo Cod,s, i ~ s, h whileedo Cod,s, i ~ K
[e]s =0 Cy,5,h~K [e]s #0 Cyq,s,h~ K
if b then C; else C, fi,s,h ~ K if b then C; else C, fi,s,h ~ K

The semantics is easily seen to be deterministic. We introduce the following termi-
nology.
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Definition 2.13. We say that
o C,s,his stuck if there is no configuration K such that C,s, h ~ K.

o C,s,h goes wrong if there is a non-terminal configuration K with C,s,h ~* K and K
is stuck.

e C,s, h terminates normally if there is a terminal configuration s’, i’ such that C,s, h ~* s/, I'.

Other published definitions of the programming language used in separation logic
use a special configuration called “abort” or “fault” instead of the concept of “stuck”;
we are able to avoid this complication because we have restricted the programming lan-
guage to a deterministic sublanguage.

As is standard, we define Mod(C) to be the set of variables that are modified by the
command C, i.e., those that occur on the left hand side of the forms x% := v and x™™ := [¢]
(but not [x] := e). The set FV(C) for a command is just the set of variables that occur in
C.

2.4.2 Partial Correctness Specifications and Program Logic

Definition 2.14. Let A and B be assertions, and let C be a command. The partial correct-
ness specification (pcs) {A} C {B} is said to hold if, for all states (s, h) with FV(A,C, B) C
dom(s), (s, h) IF A implies

e C,s,h does not go wrong, and
o if C,s,h~*s' W, then (s, 1) I- B.
We refer to A and B as the pre- and postcondition of the specification, respectively.

We present a set of proof rules that are sound with respect to Def. 2.14. First, we give
rules regarding the different constructs in the programming language and then we give
some structural rules.

Rule for skip: {A} skip {A}

Rules for assignment
{Ble/x]} x™™ := e {B}
{B[m/x]} x™ := m {B} (2.19)
{B[r/x]} xP .= r {B}

Rules for heap lookup. When x & FV(¢/, A) and y & FV(e),
{By.e—yNA)Ax=2¢}x:=[e] {ele/x] — x N Alx/y]} (2.20)
When x & FV(e, A) and y € FV(e),
(By.e—y A Ay x:=[e] {e— x A Alx/y]} (2.21)

Rule for heap update: {e1— —} [e1] :=e2 {e1 — e} (2.22)

Rule for sequencing
{A} G {B} {B'} G {B}
{A} Ci;; G {B}
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Rule for conditionals
{A Nb}C{B} {A A b} C{B}

{A} if b then C; else C; fi {B}

Rule for while loops
{A N b} C{A}
{A} whilebdo Cod {A A —b}

Structural Rules:
Rule of consequence

A=A" {A}C{B'} B =B
{A} C{B}

Rule of Conjunction
{ayc{a’y {B}C{B}
{AANB} C{A"ANB'"}

V introduction rule
{A} C{B}
{Vx. A} C {Vx. B}

x ¢ Modifies(C)

The Frame Rule

{A} C {B}
{Ax Ay C{B*A}

Modifies(C) NFV(A') = @

The frame rule makes local reasoning possible: suppose the assertion A x A’ describes
a state in which we are to execute C, but that the “footprint” of C, i.e., those locations read
or written by C, is described by A and B. Then from a local specification {A} C {B} for
C, involving only this footprint, one can infer a global specification {A « A’} C {B x A’},
which also mentions locations not in the footprint of C. It is simpler to state and reason
about local specifications, and the frame rule says that it is adequate to do so. We shall
see several applications of the frame rule later.

We have the expected soundness result.

Theorem 2.15. If a specification {A} C {B} is derivable by the rules in this section, then
{A} C {B} holds.

The proof of this theorem follows from proofs in earlier literature on separation
logic [134, 115].

2.5 The Garbage Collection Algorithm

We implement and reason about Cheney’s Algorithm [35]. The implementation of the algo-
rithm and the associated memory allocator is given in Appendix 2.A. It assumes two dis-
joint contiguous “semi-heaps” which have as domains the intervals Itv(startOld, endOld)
and Ifv(startNew, endNew) of equal size. We use the abbreviations

OLD = Itv(startOld,endOld) and NEW = Itv(startNew, endNew)

for these two intervals in the rest of the paper. The memory allocator attempts to allocate
a cons-cell in OLD; if there is no space available in OLD, the garbage collector copies all
cells in OLD reachable from root into NEW, and then the allocation resumes in NEW. The
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garbage collector GC* is delimited by comments in the code in Appendix 2.A. Notice that
the algorithm is aware of the locations of the reachable cells only. In the spirit of local
reasoning, our specification will therefore only involve the reachable pointers in OLD,
called ALIVE, and not the remaining (unreachable) part of OLD. The implementation
starts by initializing the variables offset, scan, free, and maxFree, according to which of
the semi-heaps mentioned above that contains the data to be copied. We consider the
case where offset is initialized to startNew.

The set {¢@, FWD, UFWD} is an auxiliary variable set for the implementation, in the
sense of [90, 108]. Thus, assignments to these variables are not necessary for the program
to work; rather they ease the job of proving properties about the program — hence these
assignments need not be executed. We have marked assignments to these variables with
vertical bars in the margin of the code. We could have chosen to existentially quantify
these variables and omit them from the program, but the reasoning becomes clearer
when the program modifies the auxiliary variables explicitly.

Had we chosen to include allocation and disposal of blocks of memory in our pro-
gramming language, a different implementation might have allocated a new semi-heap
initially, then performed the garbage collection, and finally disposed the old semi-heap
after collection. We stick to the current implementation, since this other implementation
would not add any features of significant interest to our proof.

In the rest of this section, we first present a semantic condition in Sec. 2.5.1 which
ensures that our program is a correct garbage collector. This condition is tightly con-
nected to Cheney’s algorithm (and our implementation of it), inasmuch as it explicitly
mentions the input and output variables such as offset and scan, and even auxiliary vari-
ables such as ¢, head, and tail. We then present the precondition for the algorithm and
the invariant for the while loop in the implementation, both formulated in the assertion
language from Sec. 2.3.4. Before we formally prove that our implementation meets the
corresponding specification in Sec. 2.6, we show in Sec. 2.5.4 that the specification entails
that our implementation meets the requirement from Sec. 2.5.1.

2.5.1 Semantic Specification of a Copying Garbage Collector

The semantic definition of a garbage collector presented here is quite specific to our
implementation, since it mentions the variables we use. It can be generalized by quan-
tifying over these, but it is clearer to use the same variables as in the implementation.
Thus, we have the following definition:

Definition 2.16. We call a command GC* a correct copying garbage collector provided that
if

(a) hejsa [head]s, [[tail]s are total functions on [RCH]s, and [[offset]s, [maxFree]s are point-
ers,

(b) the heaps h,cp, hpew, hextra are disjoint,

(c) the rooted heap ([root], h,;) is exactly reachable,
(d) pairheap([RCH]s, [head]s, [tail]s, hycp ),

(e) dom(hyew) = [NEW]s,

(f) #[RCH]s < #[[NEW]s, and
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(g) GC*, S, hrch : hnew : hextm ~* 5// h//

K

fin * h

Free such that

then there exists a disjoint split /' = k],

(@’) the heapsh/ , h}in, h}re o and K.y, are pairwise disjoint,
(b") dom(h; ) = dom(h,),
(c’) dom(h;,) = [FIN]s’,

(d’) dom(hy, - H,,,) = dom(ftyew), and

(e") [¢l]s’ is a heap morphism from ([root]s, h,y,) to ([offset]s’, h}in) that is an isomor-

phism of functions.

Clearly, if ([root]s, hye, - Byew - hextra) contains an exactly reachable subheap, then that
must be ([root]s, k), and ([offset]s’, k', ) will be an isomorphic exactly reachable sub-
heap, due to Lemma 2.1. Thus, this condition clearly ensures that GC* works as we
would expect of a garbage collector on a heap with no dangling reachable locations, i.e.,
it makes ([Joffset]s’,h’) a garbage collected version of ([[root]|s, B, - huew - Hextra) in the
sense of Definition 2.2 (but it does not say what GC* does if this is not the case). Fur-
thermore, the definition specifies properties specific to a copying garbage collector; for
example, it assumes that there is enough new space in the heap to make a new copy of
the reachable data.

In the rest of this section, we first present a specification for our implementation and
then show that this specification is strong enough to infer that our implementation of
Cheney’s algorithm meets the requirements in Def. 2.16.

2.5.2 The Precondition

Before execution of GC*, we assume that an assertion InitAss holds. InitAss can be split
into two parts:
InitAss = I A ly,

where |, is pure and |, describes the heap unambiguously. These assertions are given by

. = RCH L NEW A#RCH < #NEW A root € ALIVE A
PtrRg(head, ALIVE) A PtrRg(tail, ALIVE) A Tfun(head, ALIVE) A Tfun(tail, ALIVE) A
Reachable(head, tail, ALIVE, root) A Ptr(offset) A Ptr(maxFree)

I, = (Vax € ALIVE. ((3y. (x,y) € head Ax — y) « (Fy'. (x, i) € tail Ax +4— y'))) *
(Vix € NEW.X — —, —).

We use the convention that variables in upper case sans serif (like OLD) always have
type fs. The variables head and tail are of type fri, and the rest of the variables are of type
int.

Note that |. is “constant” in the sense that it trivially remains true throughout exe-
cution of GC¥, since it is pure and only contains variables that are not modified. This
means that it is also part of the invariant of the while loop.
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BUSY FREE

Figure 2.2: A state of execution

We describe part of these assertions in detail. For I, note in particular the conjunct
Reachable(head, tail, ALIVE, root) (2.23)

expressing that head, tail, ALIVE, and root describe an exactly reachable subheap. We
shall see that ALIVE is the set of intially reachable pointers from root. Since the variables
head, tail, root, and RCH are not modified by the algorithm, this holds at any step of
execution. The rest of |, simply records basic facts about the relationship between the
various sets and pointers. To understand |;, suppose x denotes a pointer and consider
the assertion

(Fy. (x,y) € head Ax — y) x (Fy'. (x,v) € tail Ax+4 — y').

It asserts that there are values v, v’ that are related to (the denotation of) x by the relations
head and tail, and at the same time, x and x + 4 point to these values in the heap. In this
way, head and tail “record” the contents of the cell pointed to by x. By the definition of
V., the assertion

((Vix € ALIVE. ((3y. (x,y) € head Ax — y) * (Fy'. (x, 1) € tail Ax +4 — 1))

therefore asserts that head and tail record the contents of all cells pointed to be pointers
in ALIVE, (and those pointers are in the domain of the heap). It is easy to see from (2.23)
and this assertion that RCH is the domain of an exactly reachable subheap of the initial
heap. Also, Ij, asserts that the set NEW is in the domain of the heap, so we can safely
place copies of cells from ALIVE here.

2.5.3 The Invariant

To exhibit an invariant of the while-loop, we consider Fig. 2.2, which is a snapshot of a
state during execution. Only the reachable cells in OLD (the part of the heap above the
bold horizontal line) are shown. Three of the cells in ALIVE have been modified at this
stage: their first fields have been updated with forwarding pointers; these appear bolder
in the figure. The original contents of these first fields are indicated with dotted lines
and parenthesized numbers. The pointers in ALIVE naturally divide into two sets:

e UFWD: The pointers in ALIVE that point to cells not yet modified by the algorithm.
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e FWD: The pointers in ALIVE that point to cells that have their first fields overwrit-
ten with a pointer in NEW.

The algorithm proceeds by traversing all the cells in between the scan and free pointers,
that is, scan always points to the next cell to be traversed. A cell is traversed by scanning
its two fields. If the field being scanned contains a non-pointer, the traversal simply
proceeds to the next field or cell; if the field being scanned contains a pointer p in UFWD,
the cell pointed to by p is copied and a forwarding pointer is placed in the original
field; if the field being scanned contains a pointer in FWD, then the cell pointed to has
already been copied and we simply update the scanned field to point to the copy. We
use the auxiliary variables ¢ (which is of type frp), FWD, and UFWD to keep track of the
forwarding pointers, and to record the reachable cells that have been already copied into
NEW. When a cell is copied from RCH to NEW, the corresponding pointer is moved from
UFWD to FWD, and ¢ is updated. To simplify certain aspects of the proof, each execution
of the body of the while command uses the subprograms ScanCar and ScanCdr to scan
the two fields of a cell that lie at the locations scan and scan + 4. Thus the actual value of
scan always addresses the first field of a cell, and is therefore a pointer.
The pointers in NEW divide into the following three sets:

e FIN (which is an abbreviation of Itv(offset,scan)): The pointers in NEW that have
been scanned. These are not modified further by the algorithm.

e UFIN (which is an abbreviation of Itv(scan, free)): The pointers in NEW that have
not been scanned. These point to the original contents of cells pointed to by point-
ers in ALIVE.

e FREE (which is an abbreviation of Itv(free, maxFree)): The pointers in NEW that are
available for allocation.

The five sets are illustrated in Fig. 2.2. Note that FIN, UFIN and FREE are intervals,
whereas this is not the case for FWD and UFWD in general. Also, observe that ¢ is a one-
to-one correspondence between the pointers in FWD and those in BUSY = FINU UFIN =
Itv(offset, free). This bijection will turn out to be the heap morphism we are looking for.

The invariant of the algorithm has a pure and an impure part; the latter describes the
heap. The pure part is

lpure = lc A (root, offset) € ¢ A (root € FWD) A
iso(¢, FWD, BUSY) A (ALIVE = FWD U UFWD) A
scan < free A offset < scan A Ptr(free) A Ptr(scan)

Note in particular the conjunct iso(¢, FWD, BUSY) expressing that ¢ is a bijection. The
rest of |, simply records basic facts about the relationship between the various sets and
pointers.

We now describe the impure part of the invariant; we use the partitioning of pointers
into sets from before.

The cells pointed to by pointers in UFWD have not been modified by the algorithm;
hence they are described by head and tail in the same way as the pointers in RCH in
InitAss. We thus define

Aurwp = V.x € UFWD.
((Fy. (x,y) e head Ax —y) = (Fy'. (x,y) € tail Ax+4—y)).
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Figure 2.3: The situation for a pointer p in FIN

Each of the cells pointed to by a pointer in FWD has a forwarding pointer in its first field.
Recalling that ¢ records the forwarding pointers, we define

Apwp = V.x € FWD. (Fy. (x,y) € p Ax — Yy, —).

A cell pointed to by a pointer in UFIN contains the original contents of a cell pointed to
by a pointer in FWD. The latter pointer is recorded by the inverse of ¢, and hence we
define
Aupin = V.x € UFIN. ((Jy. (x,y) € heado ¢t A x 1) x
(3y'. (x,y) € tailo " Ax+ 4 v)).

The cells in FIN have been scanned. The case-distinction between pointers and non-
pointers during scanning is captured by the operator ©. We define

Apin =
V.x € FIN. ((3y. (x,y) € 9 ® (head 0 ") Ax — 1) *
3. (x,y) € p© (tailopN) Ax +4 — ).

To understand Aygin and Agy, it is helpful to consider Fig. 2.3, in which we use a func-
tional notation for the functional relations head, tail, and ¢. The pointer p € FIN is the
address of the rightmost bottom cell. Before p was scanned, it held the original contents
of a cell pointed to by a pointer g € ALIVE. After that cell was copied, it had its first
field overwritten with the forwarding pointer p; this is recorded by ¢, hence (g, p) € ¢.
The original contents of the cell pointed to by g is recorded by head and tail, so letting g’
denote the address of the rightmost upper cell in Fig. 2.3, we have (g,4’) € head, hence
(p,q') € head o ¢'. Before the field pointed to by p was scanned, it had g’ in its first field.
Now, by scanning the first field in the cell pointed to by p, we copy the cell pointed to
by 4’ (if necessary), and update the field we are scanning to point to the address of the
copy of that cell. Denoting the address of the copy by g”, we then have (4',4") € ¢, by
the definition of ¢, and hence, (p,q") € ¢ © (head o ¢").

For the pointers in FREE, we need only know that they are in the domain of the heap,
to allow us to safely copy cells into FREE. We therefore define

Arree = Vix € FREE. x — —, —.
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‘ | Unchanging | Changing |
Abbreviations | NEW = [tv(startNew, endNew) | FIN = Itv(offset, scan)
UFIN = Itv(scan, free)
FREE = Itv(free, maxFree)
BUSY = [tv(offset, free)
Auxiliary ALIVE FWD
head UFWD
tail @
Program startOld root
endOld scan
startNew free
endNew offset
maxFree

Table 2.1: Variables involved in the proof of the garbage collector.

In summary, the invariant of the algorithm is

I = lpure A (Aurwb * AFwb * AfIN * AUFIN * AFREE),
and hence, we aim to prove the specification
{InitAss} GC* {I A scan = free}. (2.24)

Notice that the sets UFWD, FWD, etc. change throughout execution of the algorithm.
Therefore, each of the corresponding assertions Ayrwp, Arwp, - - - describe dynamic por-
tions of the heap.

We prove that the specification (2.24) holds in Section 2.6, but prior to that, we prove
that this implies correctness of the algorithm in Section 2.5.4.

For the assertions A_ defined above, we will abuse notation slightly. It will some-
times be practical to consider an iterated separating conjunction over over one of the
above mentioned sets, except for one element, which needs to be considered separately.
Therefore, for example, we will let Apywp_» denote the following assertion (compare with
the definition of Apwp)

V.z € (FWD\{x}). 3y. (z,y) € oAz +—y,—).

To get a better overview, we list the different variables (along with what they abbre-
viate) that are involved in the program and the proof in Table 2.1. Recall that auxiliary
variables are not needed for the program to work, but are included to ease the proof of
the program. Auxiliary variables that are not modified by programs are called “ghost
variables” or “logical variables” in the literature [108, 44].

2.5.4 Sufficiency of the Specification

Before we formally show that our implementation meets the specification (2.24), we
show that the specification entails that the implementation meets the requirements from
Def. 2.16.

First, since heaps are finite, there is a variable-free assertion Aj;, which is satisfied
only by hy, for every heap hy. For instance, if & is the two-element heap [0:4 | 8 : 67],
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then Aj, might be 0 — 4 x 8 — 67. For any heap /¢4, the following specification there-
fore follows from (2.24) and the frame rule.

{InitAss x Ay, } GC* {(I Ascan = free) x Aj,, }. (2.25)

Thus, to show that our specification implies that our implementation meets the require-
ments of Def. 2.16, it suffices to show that if the conditions (a) to (f) in Def. 2.16 are met,
then

(S, yen - Mpew * Hextra) IF InitAss x Ay,

and if GC*, s, h,ep, - Nyew - Hextra ~* ', 0’ and

extra’

(s', W) I 1% Ap,,. Ascan = free,

then conditions (a") to (¢”) from Def. 2.16 are met. The first of these claims is relatively
straightforward, so we focus on the latter. For brevity, we first set h = h,¢j, - Bpew - Hextra-

Thus, assume GC*,s,h ~* s, I’ for a state (s, ) in which the conditions (a) to (f) hold,
and that the specification (2.25) holds. We then need to show that the conditions (a’) to
(¢”) from Def. 2.16 hold. The desired split of I’ is the obvious one, so we only focus on
showing the condition (e’).

In our proof, we occasionally use names of variables instead of their denotations.
Also, since head, tail, and ¢ denote functional relations (this clearly follows from [), we
use functional notation for them, taking care to ensure definedness. For example, we
write “there exists a g such that ¢(p) = q” instead of “there exists a g such that (p,q) €

7”7

¢
First note that the variables RCH, head, and tail are not modified by GC*, so the values

of these before and after execution of the algorithm are equal (for example, [RCH]s =
[RCH]s’). The following lemma is important to establish that (the denotation of) ¢ is
indeed a bijection that has the right domain and codomain.

Lemma 2.17. Under the assumptions above,
[RCH]s = [RCH]s" = [FWD]s'.

Proof. The invariant | contains the assertion Reachable(head, tail, RCH, root), and therefore
there is a heap hg such that ([[root]s’, hy) is exactly reachable and pairheap(RCH, head, tail, h).
As mentioned in Section 2.3.2, hy is determined by the values of RCH, head, and tail.
These variables are not altered by the algorithm, so kg is the same heap that is de-
termined by Reachable(head, tail, RCH, root) in the state (s, /1), which implies iy = hy.
Hence ([[root]ls’, h,p,) is exactly reachable. Let p be a pointer in [RCH]s’ = pdom(h,,).
This implies p € rp([root])s’, h,;), and we show by induction on n, that p € rp,([root]s’, h,p)
implies p € [FWDJs’.

If n = 0, then p = root, and root € FWD is part of I.

Assume, for the induction step, that rp, ([root]s’, h,.;,) € [FWD]s’, and let p € rp,41([root]s’, hyep).
We need to show that p € [FWD]s’. By assumption, there is ¢ € rl,([root]s’, h,,) with
hyen(¢) = p. By definition, ¢ = pg + k for some pg € rp,([root]s’, h,e,) and k € {0,4}. By
the induction hypothesis, pg € s'(FWD). We argue by cases on whether k is 0 or 4.

If k = 0, then h,;,(po) = p. Because we have pairheap(RCH, head, tail, h,,), this im-
plies head(pg) = p. Since py is in FWD, | implies that there is a go such that (po,q0) € ¢
(i.e., po = ¢ (go)), and this means that g is in FIN. The iterated separating conjunction
over the set FIN that is part of | implies that there is a g1 such that g¢ points to 41, and
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*

m = ¢*(heado @ '(q0))
*(head(po))

since p is a pointer. This means that p is in the domain of ¢, and thus p € FWD.
If k = 4, we use the same argument, but with tail instead of head. For example,

p = hyen(po +4) = tail(po).
This completes the proof of Lemma 2.17. O

Lemma 2.18. The equation

Wein(@(p)) + k) = @" (hyen (p + k)
holds for all pointers p € dom(h,.;) = s'"(RCH) = s'(FWD) and k € {0,4}.

Proof. Let p be such a pointer. We show the desired equation by cases on whether k is 0
or 4.

If k = 0, we show h}m((p(p)) = ¢@*(hyen(p)). Note first that head(p) = h,;(p) because
of pairheap(RCH, head, tail, h,,).

The fact that p € s'(FWD) implies (by I), that there is a 4 € FIN with ¢ = ¢(p). For
this g, there is a go such that g points to go, so that go = K, (q9) = I, (¢(p)), and

¢*( (97'(@))
¢*(head o (¢ (¢(p))))
¢*(head(p))

@*(h )

rch( ) ’

Jgo = head o

as desired.
If k = 4, we show h}m(@(p) +4) = ¢*(hye(p+4)). Again, since p € FWD, there is a

/

q € FIN such that g = ¢(p). For this g, there is a g1 such that i fin Maps the location g + 4
toq1 (ie., h}m(@(p) +4) = gq1). At the same time,

7= ¢'(tailo g™ (q)
= ¢ (tailo g™ (o(p)))
= ¢*(tail(p))
= ¢ (hen(p)),
as desired. This completes the proof of Lemma 2.18. O

Now, since | implies that ¢ is a bijection between [FWD]s’ = [RCH]s" = [RCH]s
and [FIN]s" = [BUSY]s’, and the equation in Lemma 2.18 holds, we only need to show
that ¢([[root]s) = [offset]s’ to conclude that the condition (e) holds for the state (s’, h’)
after execution of GC*. But this holds since (root, offset) € ¢ is part of | and root is not
modified by GC*.

2.6 Proofs

In this section, we show the two specifications:
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{InitAss} {I A —(scan = free)}
INIT* and BODY ,
{1} {1}

where INIT* is the code before the while loop, and BODY is the body of the loop. The
assertions InitAss and | are those formulated in Sections 2.5.2 and 2.5.3.

Both of these proofs use local reasoning. Recall that the idea is to infer a local specifica-
tion for program fragments that manipulate the heap. These local specifications mention
exactly the parts of the heap that are manipulated by the fragments, and the frame rule
is then applied to obtain a global specification. Without the separating conjunction * and
the frame rule, we would have to assert complicated non-interference claims each time
we manipulate the heap. This is discussed further in Section 2.7.1.

2.6.1 Establishing the Invariant

We show that INIT* establishes | when run in a state satisfying the precondition InitAss
from Section 2.5.2. Therefore, let INIT and INIT* be the code fragments

INIT = # := [root];
tp 1= [root + 4];

[free] := t1;
[free + 4] := to;
[root] := free

and
INIT* = scan := offset;
free := offset;

FWD := g;
UFWD := ALIVE;
Q=9

INIT;

FORW := FORW U {root};
UNFORW := UNFORW \ {root};

¢ = ¢ U {(root, free) };
free := free + 8.

As mentioned, we use local reasoning and thus we first infer a local specification for
INIT, and then use this local specification and the frame rule to obtain a global specifica-
tion for INIT™.

The local specification for INIT below only mentions the locations that are read or
manipulated by INIT. We use the notation {A} = {B} for applications of the rule of
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consequence, i.e., to denote that A — B is valid.

(root, y) € head A root — y) * (3y'. (root,y’) € tail Aroot +4 — ') *
free — =, —)

((root, t1 ) € head Aroot — t1) x (Jy'. (root,y’) € tail Aroot +4 — ') *
free ——,—)

ty := [root + 4]

{ ((root, t1) € head A root +— t1) * ((root, tp) € tail Aroot +4 — 1) * }

free — —, —)
[free] := £
[free + 4] :

((root, t1) € head A root — t1) * ((root, tp) € tail A root +4 — f7) *
free — t1,12)

(root,t1) € head A (root, t2) € tail A ((root — 1) * (root +4 — t7) *
free — t1,12))

[root] := free

(root, t1) € head A (root, t2) € tail A ((root — free, —) x
free — t1,£))

We explain the first of these specifications in detail. First, the specification

{(Jy. (root,y) € head A root — )}
t1 := [root]
{((root, t1) € head A root +— t1)}

is valid by the rule (2.21) for heap lookup. The first specification above is then valid by
the frame rule. The second specification is valid by the same argument. For the third
specification, we use the frame rule again, along with two applications of the rule (2.22)
for heap update. The implication follows from Remark 2.7 (we use purity of the asser-
tions (root,t;) € head and (root,t;) € tail), and for the last specification, we use the
rule (2.22) for update, the frame rule, and an obvious rule for existentials, to “forget” an
occurence of t5.

From the local specification for INIT above, we infer the following specification for
INIT* using the frame rule. We have labeled the steps with numbers and emphasized
changes from the preceding stage in the assertions by underlining, to ease the reading.
For brevity, we use ¢’ instead of ¢ \ {(root, free — 8)} in the last step below.
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{InitAss}

(1)

|

(6)

scan := offset; free := offset; FWD := &; UFWD := ALIVE; ¢ := &;
Ic Ascan = offset A free = offset AFWD = @ A ¢ = & AUFWD = ALIVE A

((Vsx € ALIVE. ((3y. (x,y) € head Ax — y) = (3y". (x, 1) € tail Ax +4 = y')))

(Vox € NEW. x — —, —))

scan = offset A free = offset AFWD = O A ¢ = O AUFWD = ALIVE A

lc A iso((p, FWD, BUSY) A FWD U UFWD = ALIVE A root € UFWD A }
(Aurwp * AFwD * AUFIN * AFIN * AFREE)

Ic Aiso(@, FWD, BUSY) A FWD U UFWD = ALIVE A root € UFWD A
scan = offset A free = offset A\FWD = @ A ¢ = & AUFWD = ALIVE A

((AUFWD—root * AFWD * AUFIN * AFIN * AFREE_free) *
((Jy. (root, y) € head A root — ) * (3y’. (root, y’) € tail A root+4 — y') *

(free — —,—)))

INIT

lc Aiso(@, FWD, BUSY) A FWD U UFWD = ALIVE A root € UFWD A
scan = offset A free = offset A\FWD = @ A ¢ = & AUFWD = ALIVE A

((AUFWD —root * AFWD * AUFIN * AFIN * AFREE—free) *
(((root +— free, —)  (free — t1,1)) A (root, t1) € head A (root, t) € tail))

Ic Aiso(p, FWD, BUSY) A FWD U UFWD = ALIVE A root € UFWD A
scan = offset A free = offset AFWD = O A ¢ = O AUFWD = ALIVE A
(root, 1) € head A (root, tp) € tail A =(root € FWD) A —((root, free) € ¢) A

((AUFWD —root * AFWD * AUFIN * AFIN * AFREE—free) *
((root + free, —) x (free — t1,13)))

FWD := FWD U {root}; UFWD := UFWD \ {root};
¢ = @ U {(root, free)}; free := free + 8

lc Aiso(¢',FWD \ {root}, BUSY \ {free —8}) A

(FWD \ {root}) U (UFWD U {root}) = ALIVE) A

(root € FWD) A = (root € UFWD) A (root, free — 8) € ¢ A

scan = offset A offset = free — 8 A (root, t1) € head A (root, t;) € tail A

((Vex € ((UFWD U {root}) \ {root}). ((Ty. (x,y) € head A x — y) *
(FY. (x,y) etail Ax+4—y'))) *

(Vix € (FWD \ {root}). (3y. (x y)eg Ax—y —))*

(V«x € FIN. ((Hy (xy)€g'® (heado(q)) JAX —Y) %
By’ (x,y) € ¢'® (tailo (¢)) Ax+ 4 y)))

(Vix 6 (UFIN\ {(free —8)}). ((3y. (x,y) € head o ((p) AX = y)*
(Fy'. (v, y) etailo (¢ ) Ax+4—y'))) *

(Vex € ((FREE U {(free —8)}) \ {(free — 8)}). x — —, —) *

(root — (free — 8), —) * ((free —8) + t1,17))

|

57

In this derivation, the first step uses Hoare’s rule for assignment several times. The
second step uses the rule (2.11) for V. (to conclude Arwp, Arin, and Ayrin) and (2.10) (for
Aurwp and Aprgg). This step also uses the rules (2.B1), (2.B50), (2.B24), and (2.B11). The
third step uses the rule (2.14) and the fact that free € FREE by definition, and we use the
frame rule and purity along with our local specification from before to take the fourth
step. The fifth step is a consequence of purity and the rules (2.B22), (2.B23), and the last
step follows from Hoare’s rule for assignment.

We must show that the invariant | follows from the conclusion in this derivation.
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We make an informal argument of this here, but a completely formal argument may be
found in Appendix 2.C.

For the pure parts of |, the only thing to notice is that since ¢ \ {(root, free — 8)} is a
bijection, we can conclude that when we add the pair (root, free — 8) to it and also add
the two pointers to the relevant sets, it is still a bijection.

For the impure part of |, we argue that each of the iterated separating conjunctions
can be inferred from the corresponding parts of the conclusion above.

The iterated separating conjunction Ayrwp over UFWD can be inferred from the con-
clusion because —(root € UFWD) implies that

(UFWD U {root}) \ {root} = UFWD.

The same argument can be used for Arree. The assertion Apywp can be inferred from
the iterated separating conjunction over FWD \ {root}, and root — (free —8), — in the
conclusion above, since root € FWD and we can infer the assertion

(Jy. (root, y) € ¢ Aroot — y, —)

for root, and therefore add root to the set FWD \ {root} over which we quantify in the
iterated separating conjunction in the conclusion above. For Afjy we can use the conjunct
scan = free to infer that both of the assertions about FIN are equivalent to emp.

For Ayrin, we can use the parts of the conclusion above that involve ¢, head, and tail
along with what we know about free — 8, to infer

(Jy. (free —8) — y A (free — 8,y) € head o ¢7) *
(3y'. ((free —8) +4) — y' A (free — 8,1') € tail 0 ¢1),

and then add free — 8 to UFIN \ {free — 8}, to obtain the desired iterated separating con-
junction.

This establishes that running INIT* starting from a state satisfying the assertion InitAss
from Section 2.5.2 terminates in a state that satisfies |, as desired.

2.6.2 Maintaining the Invariant

We have shown that | is established by the initializing code. The next step is to show that
| is indeed an invariant, i.e., that the specification

{I' A scan # free}
BODY

{1

holds, where BODY is the body of the while loop. Note that BODY consists of two
similar parts ScanCar and ScanCdr, one for each field of the cell pointed to by scan, they
are marked in the code with comments. Between these halves, that cell is in a “mixed
state”: the first field of it is finished, whereas the other is about to be scanned. The aim
is thus to show that the following specifications hold.

{I' A scan # free}
ScanCar;

{I"}
ScanCdr; (2.26)

scan := scan + 8

{1},
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where |" is an assertion which holds in the intermediate state where scan is “halfway
between UFIN and FIN”:

/

I
lpure /A scan # free A

(Aurwp * AFwD * AFIN * AUFIN—scan * AFREE *
(y. (scan,y) € ¢ ® (head o ¢™) Ascan — ¥) x
(3y'. (scan,y’) € head o ' Ascan +4 +— )

We focus on showing the first of the involved specifications, {I} ScanCar {I'}. The
proof of the other is analogous and not described in all details. First, we describe ScanCar
informally. It “scans” the first field in the cell pointed to by scan, and there are three
branches according to the value 4 in it (and maybe the place it points to):

1. If a is a non-pointer, nothing happens.

2. If a is a pointer, we branch according to the value b = [a] of the first field of the cell
pointed to by a.

(a) If bis a forwarding pointer, i.e., a pointer in NEW, we just update [scan] to b.

(b) If bis not a forwarding pointer, we copy the cell and update [4] to a forwarding
pointer, and we also update [scan] to point to the new copy.

The effect of the command a := [scan] is formalized in this specification.

{I N scan # free}

\
lpure A scan # free A
((AurwD * AFwD * AFIN * AUFIN—scan * AFREE) *
(3y. (scan,y) € head o ¢t A'scan — y) * (Fy'. (scan,y’) € tailo ¢ Ascan +4 — y'))
a := [scan]
lpure A scan # free A
((AurwD * AFwD * AFIN * AUFIN—scan * AFREE) *
((scan,a) € head o ¢t A'scan +— a) * (3y’. (scan,y’) € tailo ¢T Ascan +4 +— 1))
\

lpure A scan # free A\ (scan,a) € head o (p‘L A

((Aurwb * AFwD * AFIN * AUFIN—scan * AFREE) *
(scan — a) * (Jy'. (scan,y’) € tailo ¢ Ascan +4 — y'))

The first step here is due to (2.14), the specification step uses the rule (2.21) for lookup,
the frame rule and purity; the last rewriting uses purity.

Henceforth, we let |, be the conclusion in the derivation above.

According to the rule of conditionals, there are two specifications to be shown, ac-
cording to the outer if-branch in ScanCar. The first of these is

{l; A—=(amod 8 =0)}
4
{la A =Ptr(a)} (2.27)
skip
{1}
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This specification is shown in Sec. 2.6.2. The second specification we have to show
for the outer if-branch contains an inner if-branch, so it too splits into two specifications.
Before writing these down, we formalize the effect of the command b := [a]. We have

{lo Aa mod 8 = 0}

1 ¥
{l. APtr(a)}
2) ¥
{1, APtr(a) Aa € ALIVE}
3)
{l, APtr(a) A (a € FWD Va € UFWD)}
4)
{laAPtr(a)A(a — —Va— —)}
(5) ¥

{laAPtr(a) A (a — —)}
b := [a]
{la APtr(a) A (a — b)}

The first of the implications uses (2.B16), and the second follows from (scan,x) €
head o @' A PtrRg(head, ALIVE), (2.B40), and (2.B41). The third follows from (2.B44), and
the fourth from (2.12). Finally the specification is an instance of the rule for lookup and
the frame rule, since b does not occur free in I, A Ptr(a).

According to the rule of conditionals, there are two more specifications to show to
conclude the desired specification {I A =(scan = free)} ScanCar {I'}. They are

{l APtr(a) A (a — b) Abmod 8 = 0 A offset < b < maxFree}

U
{ls APtr(a) A (a — b) ANb € NEW} (2.28)
[scan] :=b
{1}
and
{la APtr(a) A (a — b) A —(b mod 8 = 0 A offset < b < maxFree)}
U
{la APtr(a) A (a — b) AN—=(b € NEW)} (2.29)
CopyCell*
{r},
where
CopyCell* = t;:=[a];
tr = [a + 4.],
[free] := ty;
[free + 4] := tp;
[a] := free;
[scan] := free;

FWD := FWD U {a};
UFWD := UFWD \ {a};

¢ = pU{(a,free)};
free := free + 8
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These specifications are shown in Sec. 2.6.2 and Sec. 2.6.2, respectively. But first, we
note a lemma for later use.

Lemma 2.19. |, implies free < maxFree.

Proof. By the rule (2.B13) for intervals with a common start-point, it suffices to show that
#BUSY < #NEW. But this follows from

#BUSY = #FWD < #ALIVE < #NEW

The first equality follows from iso(¢, FWD, BUSY) and (2.B32), whereas the first inequal-
ity follows from (2.B11), (2.B46), and FWD U UFWD = ALIVE. The last inequality is part
of lpure- O

If Nothing Happens

We show that the specification (2.27) holds. According to the rule for skip and the rule
of consequence, that amounts to

Lemma 2.20. The assertion
A =1, N —Ptr(a)

implies |,
Proof. We have

lpure A scan # free A =Ptr(a) A (scan,a) € head o (pJr A
((Aurwp * AFwD * AFIN * AUFIN—scan * AFREE) *
(scan — a) x (Jy'. (scan,y’) € tailo " Ascan +4 +— y'))
N8
Lpure A scan # free A =Ptr(a) A (scan,a) € ¢ ® (head 0 ™) A

((Aurwp * AFwD * AFIN * AUFIN—scan * AFREE) *
(scan — a) * (Jy'. (scan,y’) € tailo ¢" Ascan +4 +— y'))

U
lpure A\ scan # free A =Ptr(a) A

((Aurwp * AFwD * AFIN * AUFIN—scan * AFREE) *
((scan,a) € ¢ © (head o @) Ascan — a) *
(3y'. (scan,y’) € tailo ¢" Ascan +4 — y'))

¢
I/

The first implication follows from the fact that A implies (scan,a) € ¢ ® (head o ¢)
by (2.B34). The second implication follows from purity. O

This implies that the specification (2.27) holds.

If We do not Copy

We show the specification (2.28) in this section. The proof goes as follows: first, we show
that the precondition implies 2 € FWD, and use this to infer (scan, b) € ¢ ® (head o ¢™).
Then we use a local specification to infer the desired global specification.
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Lemma 2.21. The assertion

A =1, ANPtr(a) A (a — b) Nb € NEW
implies a € FWD.
Proof. We give an informal argument here, and we refer to Appendix 2.D for a more
formal proof. We have a € ALIVE which is equal to the union of FWD and UFWD, so it
suffices to assume a € UFWD and derive a contradiction. If 2 € UFWD, we know that
the assertion in the body of Ayrwp holds for a. This implies that whatever a points to

is related to a by head, and since any pointer in the range of head is is ALIVE, which is
disjoint from NEW, we get the desired contradiction from a2 < b and b € NEW. O

Lemma 2.22. The assertion A from Lemma 2.21 implies (scan,b) € ¢ © (head o ™).

Proof. We use Lemma 2.21 and show A Aa € FWD — (scan,b) € ¢ ® (head o ¢'). By
(2.B35),

(scan,a) € heado 9" A A A (a,b) € ¢ — (scan,b) € ¢ ® (head 0 ¢"),

s0 it suffices to show
ANa e FWD — (a,b) € ¢.

Like before, we use (2.16) and show

Arwp Aa — bAa € FWD — (a,b) € ¢.

We have
Apwp Aa — bAa e FWD
4
(Arwp—a* (Fy. (a,y) € pNa—y,—)) ANa—b
\
Arwp—q * ((a,b) € pNa — b, —)
4
(a,b) € ¢
In this derivation, we have first used (2.14), then (2.18), and finally purity. O

We turn to the local specification for this branch of the program. Again, it only men-
tions the footprint of the branch:

{scan +— — A (scan,b) € ¢ © (head 0 ™)}
[scan] :=b
{scan + b A (scan,b) € ¢ ® (head 0 ¢™)} (2.30)

I
{Jy. (scan,y) € ¢ © (head 0 1) Ascan — y}

The first step follows from the rule (2.22) for heap update and the rule of conjunction.
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We can now show a global specification for [scan] := b.

{lo APtr(a) A (a — b) ANb € NEW}

{lo A (scan,b) € 9 © (head 0 ¢™1)}
\

lpure A scan # free A

((Aurwp * AFwD * AFIN * AUFIN—scan * AFREE)
(scan — a A (scan,b) € qo@ (head o @™)) x
(Jy

' (scan,y’) € tailo @' Ascan +4 1)) (2.31)
[scan] :=b

lpure A\ scan # free A

((Aurwb * AFwD * AFIN * AUFIN—scan * AFREE)
(scan — b A (scan,b) € (p@(heado<p ) *
(3y'. (scan,y’) € tailo ¢t Ascan +4 ')

4
I/

For the first implication, we use Lemma 2.22, and for the second, we use purity. The
specification step follows from our local specification (2.30), the frame rule, and purity.
This proves the desired global specification (2.28).

Remark 2.23. If we did not have the separating conjunction *, the specification step
in (2.31) would require us to ensure that the assignment to the heap cell [scan] does not
affect any of the assertions A_, via non-interference predicates stating that, e.g., scan is
not in any of the sets involved in the specification.

We are now ready to address the specification (2.29) for the most complicated branch
of ScanCar. The code resembles INIT*, hence the proof of its specification will be similar
to the proof in Section 2.6.1.

If We Copy

We show that the specification (2.29) is derivable. To this end, CopyCell* is split into two
parts:

CopyCell = t; := [a]; Increment = FWD := FWD U {a};
ty 1= [a+4]; UFWD := UFWD \ {a};
[free] :=tq; ¢ :=¢@U{(afree)};
[free + 4] := tp; free := free + §;
[a] := free;
[scan] := free;

We first show that in this case, 2 € UFWD. Then we derive a local specification for
CopyCell, which leads to the desired global specification for CopyCell*.

Lemma 2.24. The assertion
A =1, APtr(a) A (a — b) A—=(b € NEW)

implies a € UFWD A =(a € FWD).



64 CHAPTER 2. LOCAL REASONING ABOUT A COPYING GC

Proof. We give an informal proof here; a completely formal proof is given in Appendix 2.E.
The proof goes by contradiction (as the proof of Lemma 2.21); this time we assume
a € FWD and derive a contradiction. As in the proof just mentioned, if a is in FWD,
then whatever a points to is related to a in ¢, which is a bijection which has BUSY as its
codomain. This contradicts that a points to b which is not in NEW. O

We turn to the local specification for CopyCell. As usual, it only involves the footprint
of the program fragment.

Ely a,y) e head Aa — y)* (Fy'. (a,y) € tailha+4— y') =
(scan — —) x (free — —, —)

((a, t1 € head/\a —t)x (Jy. (a,y) etailha+4—y') =
(scan — —) x (free — —, —)

a—|—4

a tl G head Na— tl) ((a,tz) ctailha+4+— tz) *
(scan — —) x (free — —, —)
[free] —t1

((a,ty) € head/\a — t1) * ((a,t) € tail Aa+4+— tp) *
(scan +— —) * (free > t1, —)
free+4 —tz

((a,t) € head/\a|—>t1) ((a, 1) € tail Aa+4 — ) (2.32)
(scan = —) x (free — t1, 1)

((a—t1)*(a+4+— f) * (scan — —) * (free — t1,£)) A
(a,t1) € head A (a, t2) € tail
[a] :=
((ar— free) « (a +4 — ) * (scan — —) * (free — t1,£)) A
(a,t1) € head A (a, t2) € tail
[scan] := free

((a — free) « (a4 4 — ) * (scan — free) x (free — t1,12)) A
(a,t1) € head A (a, t2) € tall

((a — free, —) x (scan — free) * (free — t1,12)) A

(a,t1) € head/\ (a,tp) € tail

The implication in the middle of this derivation is due to pureness, and the rest of
the steps use the rules for lookup (2.21) and update (2.22), along with the frame rule.

We now infer the specification for CopyCell* via the local specification (2.32). In this
derivation, we write ¢’ instead of ¢ \ {(a, free — 8)} for brevity.
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{la APtr(a) A (a — b) A—=(b € NEW)}
I
{la APtr(a) Na € UFWD A —(a € FWD)}

4

lpure A scan # free A (scan,a) € head o cpJr APtr(a) ANa € UFWD A
—(a € FWD) AVx. =((a,x) € ) A

AUFWD—z * AFWD * AFIN * AUFIN—scan * AFREE—free) *

Jy'. (scan,y’) € tailo ¢ Ascan +4 +— y') %
Jy. (a,y) € head Na — y)x (Fy. (a,y) e tail ha+4—y') %
(scan — —) * (free — —, —))

(
(
(

CopyCell

lpure A\ scan # free A (scan,a) € head o cpJr APtr(a) ANa € UFWD A

—(a € FWD) AVx. =((a,x) € ¢) A

((AUFWD—a * AFWD * AFIN * AUFIN —scan * AFREE—free) *

(3y'. (scan,y’) € tail o ¢ Ascan +4 +— y') *

((a — free, —) x (scan  free) x (free — t1,£2)) A (a,t1) € head A (a, t,) € tail)

lpure A\ scan # free A (scan,a) € head o cpJr APtr(a) Na € UFWD A
—(a € FWD) A —((a,free) € @) A (a,t1) € head A (a,t) € tail A
((AUFWD-a * AFWD * AFIN * AUFIN-scan * AFREE - free) *
(3y'. (scan,y’) € tail o @ Ascan +4 +— y') *
((a — free, —)  (scan — free) x (free — t1,£7)))
FWD := FWD U {a}; UFWD := UFWD \ {a};
¢ = U {(a,free)}; free :=free 4+ 8
lc Aroot € FWD\ {a} A
iso(¢’, FWD \ {a}, BUSY \ {free — 8}) A
(ALIVE = (FWD \ {a}) U (UFWD U {a})) A
scan < free — 8 A offset < scan A Ptr(free — 8) A Ptr(scan) A
scan # free — 8 A (scan,a) € head o (¢')T A Ptr(a) A =(a € UFWD) A
a € FWD A (a,t1) € head A (a, tp) € tail A
((Vax € (UFWD U {a}) \ {a}). ((Fy. (x,y) € head A x — y) *
(Fy. (v, y) etailAx+4—y'))) =
(Vex € (FWD\ {a}). (Jy. (x, y)GCP'/\xHy =) (a — (free —8),—) *
(V.x € FIN. ((Ely (x,y) € ¢' © (head o ((p) JAX = y) *
(Y. (xy) € ¢' @ (tailo (¢) ) Ax +4—y))) *
(V.x € (UFIN\ {(free —8)}). ((3y. (x,y) € heado (¢")T A x +— y) *
(3. (%, 7)) € tailo (@) Ax+4 1 y) x ((free —8) s #1,12) *
(Vix € ((FREE U{(free —8)}) \ {(free —8)}). x — —, —))

The first implication follows from Lemma 2.24. The second follows from (2.14) and
(2.B33). The global specification for CopyCell follows from our local specification (2.32),
purity, and the frame rule. The implication immediately thereafter is a consequence of
purity. The specification for the three auxiliary variables and the update of free follows
from Hoare’s rule for assignment and obvious rules for intervals.

Remark 2.25. Notice the crucial use of local reasoning in this derivation. If we did not
have the separating conjunction, then for each of the updates of the heap in CopyCell in
this global specification, we would have to make sure that the location we update does
not interfere with each of the assertions Ayrwp—a, Arwp, etc. Essentially the same remark
can be made about the proof in Section 2.6.1 for INIT.
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Like in Section 2.6.1, we must now show that |’ follows from the conclusion in the
derivation above. The proof of this, however, is for the most part completely analogous
to the proof there (if one replaces root by a). Therefore, we omit it here; the diligent
reader may find a proof in Appendix 2.F.

We therefore conclude that the first part of the specification (2.26) for the while-
loop holds. The treatment of the other half will not be as detailed as this one, since
the proofs are completely analogous for the most part. However, the specification for
scan := scan + 8 needs an argument.

After ScanCdr

We show that the invariant | is established after running ScanCdr;scan := scan+ 8 ina
state in which I’ holds. We omit the detailed proof for ScanCdr, since it is analogous to
that of ScanCar. One can obtain the specification

{I"
ScanCdr

lpure A scan # free A

((Aurwp * AFwD * AFIN * AUFIN-scan * AFREE) *
(3y. (scan,y) € ¢ ® (head o ¢™) Ascan — ) *
(3y'. (scan,y’) € ¢ ® (tail o ) Ascan +4 — y'))

Letting A be the conclusion in the above specification, we must show that

{A}
scan := scan + 8 (2.33)

{1

holds. Intuitively, this specification holds because by increasing scan, we move the bor-
der between the intervals FIN and UFIN, and so the cell that has been scanned by the
current iteration of the while loop moves from UFIN to FIN. There is a formal derivation
of (2.33) in Appendix 2.G.

This means that the specification (2.26) holds, as desired, and hence we can conclude

Theorem 2.26. The implementation GC* of Cheney’s algorithm in Appendix 2.A is a correct
copying garbage collector in the sense of Definition 2.16.

2.7 Conceptual Remarks

In this section, we discuss our proof at the meta-level. In particular, we illustrate what
we gained from using separation logic, and in particular local reasoning. We also discuss
our extensions of standard separation logic.

2.7.1 Benefits of Local Reasoning

Given that one of the aims of this paper is to demonstrate the power of separation logic,
it is natural to ask to what extent local reasoning helped in the proof, and what we could
have done without it.
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A “brute force” way of answering this question would be to present a proof of our
implementation that does not use local reasoning, and then compare the two proofs.
That task, however, would be too tedious. Instead, we argue that proofs of “nontrivial”
pointer-manipulating programs in general tend to be more complicated than proofs of
the same programs in separation logic. We have also made remarks in the proof where
we outline how local reasoning helped us (cf. Remarks 2.23 and 2.25).

A semantic analysis of pointer manipulations that does not use separation logic may
be found in the papers [32] and [26]. In the first-mentioned paper, it is shown how to
reason about programs that manipulate a list stored in the heap. The idea is to treat the
list as a sequence of locations, and when a location is updated, the precondition is that
the updated location is disjoint from the list. An important difference from our work is
that lists are inductively defined; the structure we garbage collect can be cyclic, and thus
cannot be defined inductively. In [26], proofs of several pointer manipulating programs
are outlined. Some of these programs manipulate structures in the heap that are not in-
ductively defined. In these cases, the approach is to determine the set of locations that is
involved in the representation of a structure, and for each heap update, one has to ensure
that the updated location is disjoint from this set, using non-interference predicates.

In contrast, local reasoning takes advantage of the * connective and the frame rule to
state the required non-interference implicitly. The proof of the critical operations, namely
the heap updates, are simple and do not require any non-interference predicates.

2.7.2 Remarks on Our Extension of Separation Logic

As mentioned, our proof uses an extension of standard separation logic with finite sets,
relations, paths, and the iterated separating conjunction V.. It is therefore appropriate to
discuss the applicability of these extensions of standard separation logic in other settings.

As mentioned, we believe that the approach with sets and relations is applicable in
other settings where the goal is to establish the existence of a relation between the heap
before and after execution of a program, in particular if the structure represented in the
heap is not definable by induction. The approach would be similar to that used here:
given a snapshot of execution like that of Fig. 2.2, it might be possible to divide the heap
into disjoint portions where the locations in each portion have a certain property. Given
such a partition, one can then use the V, connective to give an unambiguous description
of the heap and use this in a specification, as we have done in our specification and proof.

On the other hand, it is quite possible that some of our extensions are of limited use in
other settings. We use paths and the reachability predicates to express what is reachable
before execution of our garbage collector. In a list reversal program, for example, this
would be explicitly assumed in the specification. Also the PtrRg is used to take a crucial
step in the proof of Lemma 2.21, but it is not straightforward to think of other proofs of
programs where such a predicate would be crucial.

2.8 Related Work

There have been several proposals for ways of using types to manage the problem of
reasoning about programs that manipulate imperative data structures [38, 121, 4, 96].
They are based on the idea that well-typed programs do not go wrong, but they are not
aimed at giving proofs of correctness. In the work [38] on capabilities, traditional region
calculus [127] is extended with an annotation of a capability to each region, and this gives
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criteria to decide when it is safe to deallocate a region. In the setting of alias types [121],
a static notion of constraint is used describe the shape of the heap, and this is used to
decide when it is safe to execute a program. In the work [4] on hierarchical storage,
ideas from BI [102] and region calculi are used to give a type system with structure on
locations. In [96] Petersen et. al. propose to use a type theory based on ordered linear
logic as a foundation for defining how data is laid out in memory. The type theory in [96]
builds upon a concrete allocation model such as the one provided by Cheney’s copying
garbage collector.

The first attempt of a formal correctness proof of a garbage collector was published
in [39], where the problem “was selected as one of the most challenging — and hopefully,
most instructive! — problems”. The proof given there is informal and merely gives an
idea of how to obtain a formal proof. Other informal proofs were published in [12]
and [100]. The fact that a “mechanically verifiable proof would need all kinds of trivial
invariants” was used to justify the informal approach. Russinoff [117] explored how
great a detail that was needed for a formal proof and demonstrated that the proofs in [12]
and [100] are fallacious. Wadler [129] gave an analysis and gave (semantic) proofs of
complexity properties of a realtime garbage collection system, and moreover, there have
been several formal verifications of correctness proofs of abstract versions of mark-and-
sweep garbage collectors, using several different techniques [117, 60, 48, 37]. Note that
many of the garbage collectors mentioned in this paragraph are concurrent and as such,
more complicated to prove. Recent progress [84] paves the way for verifying concurrent
garbage collectors in separation logic. A comparison between logical frameworks for
verifying proofs has been performed by Burdy [31].

In their work on a type preserving garbage collector, Wang and Appel [130] transform
well-typed programs into a form where they call a function, which acts as a garbage col-
lector for the program. This function is designed such that it is well-typed in the target
language, and thus is safe to execute. The approach of Wang and Appel guarantees
safety, but not correctness of the garbage collector, and there is no treatment of cyclic
data structures, since the user language does not create cyclic data structures. Monnier
and Shao [75] combine ideas from region calculi and alias types in their work on typed
regions and propose a programming language with a type system expressive enough
to type a garbage collector, which is type preserving, generational, and handles cyclic
data structures. As mentioned in Section 2.9, it is on the schedule for future work to
extend our reasoning principles to a complete runtime system, and not only a garbage
collector. Fluet and Wang [42] have implemented a safe runtime system for Scheme in
Cyclone [63], including a copying garbage collector which is also based on Cheney’s
algorithm. Since Cyclone does not allow address arithmetic, they use a linked list to
keep track of their queue in the NEW-space, whereas our implementation language uses
address arithmetic and exploits the contiguous space NEW to implement the “implicit
queue” that is used in the breadth-first search of Cheney’s algorithm. Further, the type
system of Cyclone guarantees memory safety, whereas our proof implies the existence of
an isomorphism between the heaps before and after execution of the garbage collector.
Another implementation of a complete runtime system for Scheme is the VLISP project,
an overview of which can be found in [46] and [45]. As part of that project, a proof that a
garbage collector implemented on a Garbage Collected Stored Bytecode Machine, estab-
lishes a “state correspondence” between the states before and after execution is included
in a technical report [123]. However, this proof is carried out at a completely semantical
level, using the operational semantics and the above-mentioned state correspondences,
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which are similar to simulation relations. As mentioned in Section 2.3.2, we simply as-
sume that there is only one cell in the root set before we garbage collect, and we have
thus glossed over the issues of correctly constructing and keeping track of the root set.
In both the implementation from [42] and the VLISP project, it is shown that the root sets
are correctly maintained.

Recently, there has been a lot of work on Proof Carrying Code [81], [80]. The ba-
sic idea of a code producer submitting a proof of safety along with a program could,
of course, be transferred to low-level programming languages, like the one used with
separation logic. Nipkow’s research group in Munich has developed a framework for
formally verifying programs in traditional Hoare logic with arrays [68], and an exten-
sion to separation logic is at its early stages [131]. Also, Berdine et al. are working on
Smallfoot [16], a model checker for low-level programs that uses ideas from separation
logic. Once more developed, these would allow one to verify correctness proof mechan-
ically and perhaps to ship the proof of a garbage collector along with proofs of programs
using the garbage collector.

2.9 Conclusion and Future Work

We have specified and proved correct Cheney’s copying garbage collector using local
reasoning in an extension of standard separation logic. The specification and the proof
are manageable because of local reasoning and we conclude that the idea of local reason-
ing scales well to such challenging algorithms.

We have extended separation logic with sets and relations, generalized the iterated
separating conjunction and shown how these features can be used to specify naturally
and prove correct an algorithm involving movement of cyclic data structures. We be-
lieve the methods used herein are of wider use and future work should include further
experimentation with other subtle algorithms, such as those analyzed in [28] (and also,
Bornat’s methods might be applicable to Cheney’s algorithm).

One the goals of this paper was to prove the simple variant of Cheney’s collector, but
it is natural to ask whether the approach of this work scales to more complex systems
where the collected data have more complex types or where the collector is of a different
type than stop-and-copy. We do not have a proof of such a collector, but we believe
that an extension of the methodology presented here will serve as a basis for proofs of
such algorithms. For example, in a more complex type system, the definition of a heap
morphism needs to be refined, and presumably this will induce new notions in the logic.

One could argue that it is a weakness of separation logic that we had to extend it
with the above mentioned new constructs, since it would be worrying if one would
have to extend the logic for every new major proof. However, as explained in the recent
article [20], one can see these extensions as simple definitional extensions of higher-order
separation logic. That is, there is a single logic in which one can define, e.g., the finite
sets and relations and then prove in the logic (rather than semantically) that properties
such as those in Appendix 2.B hold.

Future work also includes studying how to specify and prove correct combinations
of user level programs and runtime systems, as mentioned in the introduction. In his
work on Foundational Proof Carrying Code [6], Appel suggests compiling high-level
languages into the Typed Assembly Language [77]. Our work offers an alternative to
this. We suggest compiling types from high-level languages into garbage insensitive pred-
icates, in the sense of [33], and using our memory allocator and garbage collector as an
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implementation of the malloc operation of TAL. By the nature of garbage insensitive
predicates, we would have {P} GC {P} for these predicates, for any correct garbage col-
lector GC, and thus predicates resulting from type-safety guarantees would be preserved
by the garbage collector, as desired.
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2.A Implementation of Cheney’s Algorithm

alloc(l, ny, np) {
if (free < maxFree)
[free| := ny;
[free 4+ 4] := ny;
free := free + §;
[ := free- 8
else
if (offset = startOld) then
offset := startNew;
maxFree := endNew
else
offset := startOld,
maxFree := endOld
fi;
/1 Garbage Coll ection starts
scan := offset;
free := offset;
| FWD := &;
| UFWD := RCH;
| e=o
t1 := [root];
ty := [root + 4];
[free] := ty;
[free + 4] := to;
[root] := free;
| FWD := FWD U {root};
| UFWD := UFWD \ {root};
| @ = ¢ U {(root, free) };
free := free + 8;

while —(scan = free)

/'l ScanCar begi ns
a := [scan];
if (1 mod 8 = 0)

b:=[a];

if (b mod 8 = 0 A
offset < b A
b < maxFree)
[scan] := b

else

/' CopyCell* begi ns
ty = [a];
tr := [a +4];
[free] := ty;

[free + 4] := to;
[a] := free;
[scan] := free;
FWD := FWD U {a};
UFWD := UFWD \ {a};
¢ = pU{(a,free)};
free := free + 8
/1 CopyCell* ends
fi;
else skip
fi;
/'l ScanCar ends
/'l ScanCdr begi ns
a:=[scan + 4;

f (a mod 8 = 0)
b = [a];
f (b mod 8 = 0 A
offset < b A
b < maxFree)
[scan + 4]:= b

else
t = [a],'
tr:=[a+4];
[free] := ty;
[free + 4] := to;
[a] := free;

[scan + 4] := free;
FWD :=FWD U {a};
UFWD := UFWD \ {a};
¢:=¢U {(a,fre)};
free := free + 8
fi;
else skip
fi;
/'l ScanCdr ends
scan :=scan + 8
od;
[/l Garbage Col |l ection ends
root := offset;
al | oc(1, ny, ny)
fi
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2.B Set-Theoretic Rules

Elementary rules

e>e — Itv(e,e) =2

eem— (m\{e})U{e} =m

—(eem) — (mU{e})\{e} =m

ec (m\{e}) —eem

Ptr(e) — e e mU {e}

(e,e')y er\{(e1,e2)} — (e,¢) er

Ptr(e) APtr(e') — (e,e') e rU{(e, ')}

—(e—8 € Itv(e,€'))

e<e —8 APtr(¢) — ¢ —8 € Itv(e, )

e<e Ne <e"—8 A Ptr(e) ANPtr(e') APtr(e”) — € € Itu(e,e”)

my C my — #my < #mp

e € m — Ptr(e)

my = Itv(e,e1) Amy = Itv(e,ex) N #my < #my A Ptr(e1) A Ptr(ez)
—e1 < e

my C my Amy C myp — my = my

iso(r,m1,ma) A (e,e') €porort — (e,e) €p

emod 8 =0 — Ptr(e)

Ptr(e) — Ptr(e — 8) A Ptr(e + 8)

(e,e') er— (e,e) ert

(e,eyer A(e,e")er,— (ee) erpon

(e,e') € (riory)ors < (e,e') €rio(rpors)

e € Itv(e,ex) Nep < ez — e € Itv(e, e3)

m=& — Vx. =(x € m)

r=0 —Vx,y. -((x,y) €r)

Rules for iso:
iso(, D, D)

Ptr(e1) A Ptr(ex) A—(e1 € my) N —(ex € mp) A iso(r,my,my) —
iso(rU{(e1,ex)}, myU{er}, myU{er})

(e € my) A (e2 € mp) A (eq,e2) € A
iso(r\ {(e1,e2)},mq \ {e1}, ma \ {e2}) — iso(r, mq, my)

iso(r,my,mp) A (e1,e2) Er —e1 € my A ex € my
iso(r, my, my) — iso(rt, my, my)
iso(r,my,mp) N e€mp — Ix.(e,x) €Er N x € my
Tfun(p, ma) A iso(r,my,mp) — Tfun(por,my)

iso(r, my, my) — Tfun(r, my)

(2.B1)
(2.B2)
(2.B3)
(2.B4)
(2.B5)
(2.B6)
(2.B7)
(2.B8)
(2.B9)
(2.B10)
(2.B11)
(2.B12)
(2.B13)

(2.B14)
(2.B15)
(2.B16)
(2.B17)
(2.B18)
(2.B19)
(2.B20)
(2.B21)
(2.B22)
(2.B23)

(2.B24)

(2.B25)

(2.B26)

(2.B27)
(2.B28)
(2.B29)
(2.B30)
(2.B31)
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iso(r, my, my) — #my = #my (2.B32)
iso(r, my, ma) A =(e € my) — Vx'"t. =((e,x) € 1) (2.B33)
Rules for ©
(e,e) €p A —Ptr(e) = V1. (e,e) e r@p (2.B34)
(e,e'y €p A Ptr(e') A (e, e")er—(ee)erop (2.B35)
Tfun( m)A (e, e) ep APtr(e) AN e m A (e, e) er@p — (e,e") € r (2.B36)
(ee)erop—
((e,e') € p A=Ptr(e")) vV (Tx. Ptr(x) A (e,x) € pA(x,¢') €1) (2.B37)
(e,e') er@pAnl(ee’) eropATfun(r,m) A Tfun(p,m’) A
eem A((3z. (e,z) epAzem)V—Ptr(e)) — ¢ =¢" (2.B38)
(e, er©@ (pop’) « (e,e) e (r@p)op (2.B39)
Rules for PtrRg
PtrRg(r,m) A Ptr(e) A (¢/,e) er —eem (2.B40)
PtrRg(r, m) — PtrRg(r o p, m) (2.B41)
Rules for C and L
mUg =m (2.B42)
my Umy = my Umy (2.B43)
eemUmy — (e € my Ve € myp) (2.B44)
eemUmyA—(e € m)—ee€my (2.B45)
mUmy=m—m Cm A myCm (2.B46)
my L my —Vx.-(x emp A x € my) (2.B47)

myUmy =m A e€myp— (my\{e})U(mpU{e}) =m

(mi\ {e}) U (maU{e}) = m A e €my —myUmy = m (2.548)
(Vx. (x e my) — (x € mp)) < mq Cmy (2.B49)
my Lmy Amy Cmy — my L my (2.B50)

2.C Formal Proof of INIT*

We need to show that | follows from the conclusion of the derivation in Section 2.6.1.

| can be viewed as a conjunction | = I; A - - - Al of assertions, where some of the I;s
are pure and one is not pure; let us say that Iy is the impure part of |, and write I on the
form Aj % - - - * Ay,. Similarly, the conclusion in the derivation has the form I’1 A Al
where |’ are pure fori € {1,--- ,k' — 1} and where |y = A} x--- x A}

We show thateach of Iy, ..., ly_1 follow from I} A--- Al;, ; and each of the A; from I} A

- N1,y N Aj; this is sufficient by Lemma 2.10. We start by proving the pure conjuncts

of | from the conclusion in the derivation in Section 2.6.1.
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e iso(¢, FWD, BUSY). This follows from

iso(¢@ \ {(root, free —8)}, FWD \ {root}, BUSY \ {(free —8)}) A root € FWD A
(free — 8) € BUSY A (root, free — 8) € ¢ A Ptr(free —8),

(2.B26), and (2.B9).

e ALIVE = FWD U UFWD follows from

(FWD \ {root}) U (UFWD U {root}) = ALIVE) A root € FWD

and (2.B48).

e I A (ALIVE L NEW) A#ALIVE < #NEW A root € FWD A offset < scan is part of the
conclusion in Section 2.6.1.

e scan < free. Follows from scan = offset A free — 8 = offset.

e Ptr(scan) A Ptr(free). Follows from (2.B17) and Ptr(offset) A scan = offset A Ptr(free —
8).

(root, offset) € ¢ follows from (root, free — 8) € ¢ and offset = free — 8.

For the impure parts, the argument is a bit more complicated. We deal with each of
the parts in the iterated separating conjunction (Ayrwp * Arwp * ArIN * AUFIN * AFREE)
separately.

For UFWD, we have

—(root € UFWD) A
(Vix € ((UFWD U {root}) \ {root}).
((Fy. (x,y) e head Ax — y) x (Y. (x, 1) € tail Ax+4— y')))
\
((UFWD U {root}) \ {root}) = UFWD A
(Vix € ((UFWD U {root}) \ {root}).
((Fy. (x,y) e head Ax — y) * (Y. (x,y) € tail Ax+4 — 1))

I
(Vix € UFWD. ((Jy. (x,y) € head Ax — y) * (3y'. (x,y') € tail Ax+4 — 1))
I
Aurwb;,

where the two implications follow from (2.B3) and (2.10), respectively.



2.10. APPENDIX 2 75

For FWD,

(root, free —8) € @ A root € FWD A
((Vix € (FWD \ {root}). (Fy. (x,y) € ¢ \ {(root,free —8)} Ap — y, —))x*
(root — free — 8, —))
4
root € FWD A
((Vix € (FWD\ {root}). (3y. (x,y) € p A x =y, —))*
(root +— free — 8, — A (root, free — 8) € ¢))
4
root € FWD A
((Vox € (FWD\ {root}). (Jy.
(Jy. root — y, — A (root, y) €
4
V.x € FEWD. (Jy. (x,y) € p Ax — Yy, —)
I
ArwD

(xy) EQpAx—y, —))*
?))

The first implication follows from the rule for pure assertions in Remark 2.7, from (2.B6),
and Lemma 2.9. The third implication is an instance of (2.14).

For FIN, it is easiest to note that the condition scan = offset in the conclusion of the
derivation above makes both of the assertions about FIN equivalent to emp.

The following derivation takes care of FREE (we implicitly use (2.B8)):

—(free — 8 € FREE) A

V.x € (FREEU {(free —8)}) \ {(free —8)}. x. — —, —)
I

FREE = (FREE U {(free — 8)}

V.x € ((FREEU {(free — 8)})
4

V.x € FREE. x — —, —

I

ArREE

\ {(free —8)} A
{

)
\ {(free—8)}. x. — —, —)

The first implication here is an instance of (2.B3), and the second implication follows
from (2.10).



76 CHAPTER 2. LOCAL REASONING ABOUT A COPYING GC
Finally, for UFIN, we use (2.B9) and get

(root, free — 8) € @ A (root, t1) € head A (root, f2) € tail A
Ptr(free — 8) A (free — 8) € UFIN A
((V+x € (UFIN\ {free —8}). ((Jy. (x,y) € head o (¢ \ {(root, free — 8)})T A x +— y) *
(3y'. (x,y') € tailo (¢ \ {(root, free — 8) ) Ax +4 — y'))) *
(free — 8 +— t1,12))
o
(free — 8,root) € @' A (root, t1) € head A (root, tp) € tail A
Ptr(free — 8) A (free — 8) € UFIN A
((V+x € (UFIN\ {free —8}). ((Jy. (x,y) € head o pT A x ) *
(3. (x,y) €tailop Ax+4 1)) * o
(free — 8 — t1) * ((free — 8) + 41— 1))
24
(free — 8,t1) € head o @' A (free — 8,t;) € tail o ' A (free — 8) € UFIN A
((Vix € (UFIN\{free—8}) ((Jy. (x,y) € heado @ A x — y) *
(3. (x,y') € tailo @f /\x—|—4 —y'))) *
(free — 8+ t1) x ((free — 8) +4 +— 1))
B
(free — 8) € UFIN A
((V«x € (UFIN\ {free —8}). ((Jy. (x,y) € head o pT A x ) *
(3. (x,y) €tailop Ax+4 1)) x
(free — 8 +— t1 A (free — 8,t1) € head o @) *
((free — 8) +4 +— to A (free — 8,15) € tail o 1))
(4)4

(f
((

ree —8) € UFIN A

V.x € (UFIN\{free—S}) ((3y. (x,y) € heado ¢ A x — y) *
(3. (x,y) €tailop Ax+4 1)) x

(3y. free — 8 — y A (free — 8,y) € head o ¢T) %

(3y'. (free — 8) +4 +— ' A (free — 8,y') € tail o ¢1))

4

(5)
V.x € UFIN. ((3y. (x,y) € heado " Ax +— y) *
. (x,y) €tailopt Ax+4—y))

Here, the first implication uses (2.B6), (2.B18), and Lemma 2.9. The second follows
from (2.B19), and the third implication follows from purity. Finally, the last implication
is an instance of the rule (2.14).

2.D Formal Proof of Lemma 2.21

The assertion (scan,a) € head o ¢ A Ptr(a) A PtrRg(head, ALIVE) implies a € ALIVE by
(2.B41) and (2.B40), so A implies a € ALIVE. By (2.B45),

a € ALIVE A FWD U UFWD = ALIVE A —(a € UFWD) — a € FWD,
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so we assume a € UFWD and derive a contradiction, i.e., we show A A (a € UFWD) — F.
By (2.16), it suffices to show (since F is a intuitionistic assertion)

Aurwp A (a <= b) A PtrRg(head, ALIVE) A Ptr(b) A
ALIVE L NEWADb € NEWAa € UFWD — F

We have

Aurwp A a — b A PtrRg(head, ALIVE) A Ptr(b) A
ALIVE L NEW A Db € NEW Aa € UFWD
(M4
(Aurpwp—q * (3y. (a,y) € head Aa — y) x (Ty'. (a,) € tail Na+4— ') A
a — b A PtrRg(head, ALIVE) A Ptr(b) A ALIVE L NEW A b € NEW
2)4
(Aupwp—a* (@ +4 — —) x (Jy. (a,y) € head Na — y)) A
a — b A PtrRg(head, ALIVE) A Ptr(b) A ALIVE L NEW A b € NEW
O
(Aupwp—a * (@ +4+— —) x((a,b) € head Aa — b)) A
PtrRg(head, ALIVE) A Ptr(b) A ALIVE L NEW A b € NEW
(4)4
(Aurwp—a * (@ +4+— =) (a— b)) A
(a,b) € head A PtrRg(head, ALIVE) A Ptr(b) A ALIVE L NEW A b € NEW
)4
b € ALIVE A ALIVE L. NEW A b € NEW
6)4
F

The first of these implications follows from (2.14), the third follows from (2.15), the fourth
from purity, the fifth from (2.B40), and the last follows from (2.B47). O

2.E Formal Proof of Lemma 2.24

First,

I APtr(a) A (a — b) A —=(b € NEW)

4
(scan,a) € head o @' A PtrRg(head, ALIVE) A
Ptr(a) A FWD U UFWD = ALIVE

4
a € ALIVE AFWD UUFWD = ALIVE

4
a € FWDVa e UFWD

The second implication follows from (2.B40) and (2.B41), and the third is by (2.B44). So,
as in the proof of Lemma 2.21, we assume a € FWD and derive a contradiction, i.e.,
we show (@ € FWD) A A — F. By (2.16) and Lemma 2.19, the following derivation



78 CHAPTER 2. LOCAL REASONING ABOUT A COPYING GC

establishes this.

Arwp A a — b Aiso(p, FWD, BUSY) A (b € NEW) A free < maxFree Aa € FWD
(M

(Arwp—a * (3y- (@, y) € 9 Na =y, —)) A

a — b Aiso(p, FWD,BUSY) A =(b € NEW) A free < maxFree
)4

(AFwD—q * (2 +4 — —) * (Jy. (a,y) € g Aa = y)) A

a — b Aiso(¢, FWD,BUSY) A =(b € NEW) A free < maxFree
B

(Arwp—a* (a+4+— —)*((a,b) e pNa— D)) A

iso(¢, FWD, BUSY) A =(b € NEW) A free < maxFree
(4)4

(AFwp—g* (a+4— =) (a— b)) A

(a,b) € ¢ Niso(@, FWD,BUSY) A =(b € NEW) A free < maxFree
(54

(a,b) € ¢ Niso(p, FWD,BUSY) A =(b € NEW) A free < maxFree
(6)

b € BUSY A =(b € NEW) A free < maxFree
(7)4

b € Itv(offset, free) A = (b € Itv(offset, maxFree)) A free < maxFree
(8)

F

The first of these implications follows from (2.14), the second is a matter of notation.
The third implication is an instance of (2.15), and the next comes from purity. The sixth
implication in the derivation follows from (2.B27), and the last is by (2.B21). This shows
the lemma. O

2.F Last Step of Specification for CopyCell*

We need to show that I’ follows from the conclusion of the specification for CopyCell*
from Section 2.6.2. As mentioned, this proof is similar to the proof in Section 2.6.1. In
particular, the pure part of |’ follows from the pure part of the conclusion above by the
same argument as in Section 2.6.1, and the same argument goes for the separating con-
junction over the sets FWD, UFWD, and FREE, and for the location scan + 4. Thus, if we
let B be the pure part of the conclusion of the global specification in Section 2.6.2, what
is left to show is that

B A (((free — 8) +— t1,tp) * (scan — free — 8) x

(Vix € ((UFIN \ {scan)} \ {(free — 8)}). » Fl

((3y. (x,y) € head o (¢ \ {(a, free —8) 1)t A x 1= 1) (2.F1)
3y (x,y') € tailo (¢ \ {(a,free —8)})T) Ax+4 1))

implies
(V.x € (UFIN\ {scan}).
((3y. (x,y) € head o ¢ A x — ) *
(3. (x,y) €tailo gt Ax+4 1)) *
(y. (scan,y) € ¢ © (head o ¢™) Ascan — ),

(2.F2)
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and that

B A
(V.x € FIN.
((Ely (x,y) € ¢\ {(a,free —8)} @ (head o (¢ \ {(a,free —8) 1)) Ax s y) *
(3. (x,y") € (¢ \ {(a,free —8)}) ® (tailo (¢ \ {(a,free —8))T) Ax+4— 1))
implies
B A
(Vix e FIN. ((Jy. (x,y) € ¢ ® (head 0 ") A x — y) *
(3. (x,y) € 9@ (tailo ") Ax +4 — ¢'))).
The last of these follows from (2.B6) and Lemma 2.9. For the first, we have

(a,t1) € head A (a,t2) € tail A (a,free —8) € ¢ A
(scan,a) € head o (¢ \ {(a, free —8)})T A Ptr(a) A
((Vix € ((UFIN\ {scan}) \ {(free —8)}).
((3y (x,y) € head o (¢ \ {(a,free —8)})" A x = y)
(. (x,y) € tailo (9 {(a, free — 8))T) Ax+4 1)) =
(scan — free — 8) x (free — 8 — t1, 1))

(1)

=

(free — 8,t1) € head o @' A (free — 8, 1) € tailo @™ A
(scan, free —8) € ¢ © (head o @) A
(Vix € ((UFIN\ {scan}) \ {(free — 8)}).
((3y. (x,y) € heado @ A x — y) *
(3. (x,y) €tailopt Ax +4 1)) *
(scan — free — 8) * ((free —8) +— t1) * ((free — 8) +4 — t7))
@)
V.x € ((UFIN\ {scan}) \ {(free —8)}).
((3y. (x,y) € heado ¢ A x — y) *
(3. (x,y) €tailo g Ax+ 4+ 1)) *
(scan — free — 8 A (scan, free —8) € ¢ © (head o ¢™)) *
((free —8) > t; A (free —8,t) € head o ¢7) *
((free — 8) +4 +— ty A (free — 8,1p) € tail o pT)
B
V.x € ((UFIN\ {scan}) \ {free — 8}).
(Fy. (x,y) € headO(p AX—y)*
(3. (x,y) €tailop Ax+4 1)) *
(3y. scan — y A (scan,y) € ¢ © (head o 1)) *
(3y. (free — 8) > y A (free — 8,y) € head 0 ¢T) %
(3y'. (free — 8) +4 +— ' A (free — 8,y') € tail 0 @)
(4)4
V.

x € (UFIN\ {scan}).

((3y. (x,y) € heado @ A x — y) *

(3. (x,y) €tailopt Ax +4 1)) *
(3y. scan +— y A (scan,y) € ¢ ® (head o ¢T))

The first implication follows from (2.B6), ordinary composition of relations (2.B19), the
rule (2.B35) for the special relation composition ©, and from Lemma 2.9. The second im-
plication follows from purity, and the last implication from (2.14). We have thus obtained
(2.F1) = (2.F2).
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2.G Formal Derivation of (2.33)

By the rule for assignment and obvious rules for intervals, we get

{A}
\
lpure A\ scan # free A
((Aurwp * AFwD * AFREE) *
(V.x € FIN. ((3y. (x,y) € 9 © (head o ") Ax = y) *
(3. (x,y) € 9@ (tailo M) Ax +4 — y'))) *
(Vix € (UFIN\ {scan}). ((3y. (x,y) € heado 9" Ax +— y) *
(3. (x,y) €tailop Ax+4 1)) *
(y. (scan,y) € ¢ © (head o ¢™) Ascan — y) *
(3y'. (scan,y’) € ¢ © (tail 0 1) A (scan +4) — v'))
scan :=scan + 8

. ANALIVE L NEW A#ALIVE < #NEW A root € FWD A
iso(¢, FWD, BUSY) A FWD U UFWD = ALIVE
scan — 8 < free A offset < scan — 8 A Ptr(free) A Ptr(scan — 8) A
((Aurwp * AFwD * AfREE) *
(Vox € (FIN\ {scan —8}). ((3y. (x,y) € 9 ® (head 0 ¢T) A x = ) *
(3. (x,y) € 9@ (tailo N Ax +4 — y'))) *
(Vix € ((UFINU {scan — 8}) \ {scan — 8}).
((3y. (x,y) € heado ¢ A x — ) *
(3. (x,y) €tailop Ax+4 1)) *
(Jy. (scan — 8,y) € ¢ ® (head o ') A (scan — 8) +— y) *
(3y'. (scan — 8,') € 9 ® (tail o ¢") A ((scan — 8) +4) — y'))

(1. AALIVE L NEW A#ALIVE < #NEW A root € FWD A
iso(¢, FWD, BUSY) A FWD U UFWD = ALIVE
scan — 8 < free A offset < scan — 8 A Ptr(free) A Ptr(scan — 8) A
((Aurwp * AFwD * AFREE) *
(Vix € (FIN\ {scan — 8}). ((3y. (x,y) € ¢ ® (head 0 ¢T) A x = ) x
(3. (x,y) € 9@ (tailo M) Ax +4 — y'))) *
(Jy. (scan — 8,y) € ¢ ® (head o ') A (scan — 8) + y) *
(Fy'. (scan — 8,1) € 9 ® (tailo ¢") A ((scan — 8) +4) — y') *
(Vix € ((UFINU {scan — 8}) \ {scan — 8}).
((3y. (x,y) € heado ¢ A x — ) *
(3. (x,y) €tailo o Ax+4 1))

The specification step uses the rule for assignment.

Like in Section 2.6.1 and 2.6.2, we now have to show that the pure part of | follows
from the pure part I; of the conclusion I in the derivation above, and that the separating
conjunction in | follows from that of I’ and IZ . The only problem in the pure part of | is
to conclude

Ptr(scan) Ascan < free A offset < scan

But this follows from

Ptr(scan — 8) A Ptr(free) A scan — 8 # free A scan — 8 < free A offset < scan — 8.
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For the heap-dependent part of |, we see that Ayrwp, Arwp, and Arrge follow directly
from the corresponding parts of I”. So what is left to show is that

I///\
(pv*x € ((UFINU {(scan — 8)}) \ {scan —8}). ((3y. (x,y) € heado o™ A x +— y) *
(Hy/- (x,y’) € tail o q)*) AX 44— y/))

implies
V.x € UFIN. ((3y. (x,y) € heado ¢ A x +— y) *
(3. (x,y) € tailo ") Ax+4+—y'),

and that

1A

4

((V.x € (FIN\ {scan — 8}). ((Jy. (x,y) € p © (head o p") Ax = y) *

(3. (x,y) € 9@ (tailopN) Ax +4 — 1)) *

(Jy. (scan — 8,y) € ¢ © (head o ') Ascan — 8 +— y) *

(3y'. (scan — 8,y') € ¢ ® (tail o p¥) Ascan — 8 — v)
implies

V.x € FIN. ((3y. (x,y) € ¢ © (head o ") Ax +— y) *
(3. (x,y) € p© (tailo M) Ax +4 — ).
For the first of these, the implication follows from (2.10), Lemma 2.9, and (2.B6), since
—((scan — 8) € UFIN) implies (UFIN U {scan — 8}) \ {scan — 8} = UFIN (recall UFIN =

Itv(scan, free)). The second implication follows from Lemma 2.9, (2.B6), and (2.14), since
scan — 8 € FIN = [tv(offset, scan).
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Chapter 3

BI-Hyperdoctrines, Higher-order
Separation Logic, and Abstraction

Abstract

We present a simple extension of separation logic which makes the specifi-
cation language higher-order, in the sense that quantification over predicates
and higher types is possible. The fact that this is a useful extension is il-
lustrated via examples; specifically we demonstrate that existential and uni-
versal quantification correspond to abstract data types and parametric data
types, respectively. We also illustrate that the semantics we give is an in-
stance of a general notion, namely that of a BI hyperdoctrine, of models for
higher-order predicate BI.

Preface

This chapter is a reprint of the technical report [21] which, in turn, is an extended version
of the conference paper [20]. It was co-authored with Bodil Biering and Lars Birkedal,
both from IT University of Copenhagen.

3.1 Introduction

Variants of the recent formalism of separation logic [115, 59] have been used to prove cor-
rect many interesting algorithms involving pointers, both in sequential and concurrent
settings [84, 134, 23]. It is a Hoare-style program logic, and its main advantage over
traditional program logics is that it facilitates local reasoning.

The force of separation logic comes from both its language of assertions — which is
a variant of propositional BI [102] — and its language of specifications, or Hoare triples.
In the present paper, we extend both of these. First, we introduce an assertion language
which is a variant of higher-order predicate BI. The extension from the traditional assertion
language of separation logic simply allows function types, has a type Prop of proposi-
tion, and allows quantification over variables of this type. Thus the assertion language
is higher-order, in the usual sense that it allows quantification over predicates. Next, we
present a specification logic for a simple second-order programming language in which
it is also possible to quantify over variables of any type. We provide models for both the

83
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new assertion language and the specification logic, and provide inference rules for de-
riving valid specifications. As it turns out, it is technically straightforward to do so; this
emphasizes that our notion of higher-order predicate Bl is the correct one for separation
logic.

Next we consider the effectiveness of higher-order separation logic and argue, with
the use of several examples, that it is quite effective. In particular, we show that higher-
order separation logic can be used in a natural way to model data abstraction, via ex-
istential quantification over predicates corresponding to abstract resource invariants;
we do so by means of a detailed example, which involves two implementations of ab-
stract priority queues. This way of reasoning about data abstraction is more natural than
the recently suggested abstract predicates of Parkinson and Bierman [91], for providing
modular proofs of programs using abstract data types. Moreover, we show that, using
universal quantification over predicates, we can prove correct polymorphic operations
on polymorphic data types, e.g., reversing a list of elements described by some arbitrary
predicate. For this to be useful, however, it is clear that a higher-order programming
language would be preferable (such that one could program many more useful poly-
morphic operations, e.g., the map function for lists) — we have chosen to stick with the
simpler second-order language here to communicate more easily the ideas of higher-
order separation logic.

Having introduced higher-order separation logic and a semantics thereof, we show
that our semantics is in fact an instance of a general concept. Part of the pointer model of
separation logic, namely that given by heaps (but not stacks) has been related to propo-
sitional BI [104]. We show how the correspondence may be taken further, in the sense
that our notion of predicate BI corresponds to all of the pointer model (including stacks).
Moreover, we introduce the notion of a BI hyperdoctrine, a simple extension of Lawvere’s
notion of a hyperdoctrine [66] and show that it soundly models predicate BI. Finally,
show that our semantics is an instance of this general semantics.

It should be noted that our notion of higher-order predicate BI differs from that of the
book [102, 103], which has a BI structure on contexts. However, we believe our notion
of higher-order predicate BI with its class of BI hyperdoctrine models is the right one for
separation logic (Pym aimed to model multiplicative quantifiers; separation logic only
uses additive quantifiers); the correspondence mentioned above serves to illustrate this
claim. Moreover, we present some applications of the extension of the assertion language
of separation language to higher-order.

Before proceeding with the technical development we give an intuitive justification
of the use of BI hyperdoctrines to model higher-order predicate BI. A powerful way
of obtaining models of Bl is by means of functor categories (presheaves), using Day’s
construction to obtain a doubly-closed structure on the functor category [104]. Such
functor categories can be used to model propositional Bl in two different senses: In the first
sense, one models provability, entailment between propositions, and it works because the
lattice of subobjects of the terminal object in such functor categories form a BI algebra (a
doubly cartesian closed preorder). In the second sense, one models proofs, and it works
because the whole functor category is doubly cartesian closed. Here we seek models of
provability of predicate BI. Since the considered functor categories are toposes and hence
model higher-order predicate logic, one might think that a straightforward extension is
possible. But, alas, it is not the case. In general, for this to work, every lattice of subobjects
(for any object, not only for the terminal object) should be a BI algebra and, moreover,
to model substitution correctly, the Bl algebra structure should be preserved by pulling
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back along any morphism. We show this can only be the case if the BI algebra structure
is trivial, that is, coincides with the cartesian structure (see Theorem 3.14). Our theorem
holds for any topos, not just for the functor categories just mentioned. Hence we need to
consider a wider class of models for predicate BI than just toposes and this justifies the
notion of a Bl hyperdoctrine. The intuitive reason that BI hyperdoctrines work, is that
predicates are not required to be modeled by subobjects, they can be something more
general. Another important point of BI hyperdoctrines is that they are easy to come
by: given any complete BI algebra B, there is a canonical BI hyperdoctrine in which
predicates are modeled as B-valued functions; this is explained in detail in Example 3.13.

The rest of the paper is organized as follows. In Section 3.2 we introduce the syntax
and semantics of both the assertion language and the specification language of higher-
order separation logic. This includes the definition of a simple programming language
which has heap manipulating constructs and simple procedures, and its operational se-
mantics. In Section 3.3, we present rules for deriving valid specifications, which consti-
tute a specification logic for our programming language. We explain these rules at an
intuitive level and show soundness of them with respect to the semantics from Section
3.2. In Section 3.4 we give several examples which illustrate that higher-order separa-
tion logic is indeed useful. In particular, we show how existential quantification may be
used to reason about data abstraction inasmuch as it can be used to show representa-
tion independence of two implementations of an abstract priority queue. Furthermore,
we illustrate how universal quantification of the specification language can be used to
model polymorphic types. In Section 3.5, we first recall Lawvere’s notion of a hyper-
doctrine [66] and straightforwardly extend it to the notion of BI hyperdoctrines, and we
show that this soundly models predicate BI and that our semantics of assertions is an
instance of a BI hyperdoctrine. In Section 3.6 we discuss applications of the extension
of the assertion language to higher-order, and in particular show how one can use the
higher-order logic to give logical characterizations of interesting classes of assertions. In
the last sections we give pointers to related and future work, and conclude.

3.2 Syntax and Semantics

We present our languages for terms (including propositions), programs, and specifica-
tions. The term language is a higher-order typed language with base types for integers
and propositions. The programming language is a variant of the usual programming
language for separation logic, extended with definitions of and calls to simple proce-
dures. Correspondingly, our language for specifications include assumptions about such
procedures, in the style of the hypothetical frame rule [88].

3.2.1 Syntax
Types are generated by the grammar
Tu=Int|Prop|TXxT|T—>1T]|" -

The “- - - ” are used to indicate that more base types may be added to the system without
complications. For now, the core system is the one indicated.

Terms Thereis ajudgment A I t:7, where A is a list of type assignments x:T to distinct
variables, and the judgment states that the free variables of t are included in A, and that
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the term ¢t is well-formed and of type T in A. The judgment is defined by

F n:Int
A x:ThEx:T
Ak tInt Ak t:nt
AFt®t:Int
A tInt Ak t:nt
A+ t<t':Prop
F T:Prop
F 1:Prop
F emp:Prop
Ak tInt Ak t:nt
A+t — t':Prop
A+ @:Prop At ¢":Prop
A+ @o¢':Prop
A, x:T = ¢:Prop
A+ gx. @:Prop
A x:T - tT
A+ (AxT t)T — T
At -1t AR
A tT

where ® € {+,—, x}

where < € {=,<}

where ¢ € {V, A, —, =, *}

where fj € {V,3}

Further, weakening and exchange in contexts is allowed. We assume that all the contexts
are well-formed, so, for example, in the second rule above, it is implicitly assumed that
x ¢ A. As can be seen from this grammar, the meta-variable t ranges over terms, and
@ is mostly used for propositions (terms of type Prop). When propositions are used
in program logic, however, we sometimes use P, Q, ... to range over propositions, in
accordance with traditional separation logic.

Programming Language The programming language uses a restricted set of terms of
type Int, referred to as expressions, and uses booleans, which consists of a restricted (heap-
independent) set of terms of type Prop. E and B range over these, and they are generated
by the grammars:

E:=n|x|E+E|E—E|EXE|null
Bu=E=E|E<E|BAB|--

Formally, booleans have type Prop in our system, but we sometimes write B : Bool if
they can be generated from this grammar.

The syntax of the programming language is given by the following grammar. Here,
k ranges over function names, and x ranges over program variables.
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skip
X = ki(Ell - .,Eml.)
newvar x;c

x:=E

x := [E]

[E] :=E'
x:=cons(Ey,..., Ey)
dispose(E)

if Bthen c else cfi
while B do c od

c;c

let kl(xl, .. .,xml) =0

kn(x1,...,%m,) =cn
in c end
| returne

There are some restrictions on the programs, and a program is called well-formed if it
meets these restrictions. This could be expressed formally with auxiliary grammars, but
we refrain from that here. The restrictions include:

e There is always a return at the end of a function body.
e A function name is declared at most once in a let.
e There are the right number of parameters in function calls.

e Function bodies do not modify non-local variables (other than ret).

Function Specifications There is a judgment
A+ y:FSpec

stating that -y is a well-formed function specification in the context A. Function specifica-
tions are used to record assumptions about functions used in programs. The judgment
is given by
AF P:Prop At Q:Prop
A+ {P} k {Q}:FSpec
A+ v:FSpec A 7:FSpec
A+ vy Ay':FSpec
A, x:T F :FSpec
A F hx:tT. y:FSpec

where fj € {3,V}

The set of free variables for a function specification is defined as the free variables in the
assertions occurring in it.

Specifications We introduce syntax for commands and specifications. There is a judg-
ment
A TT F c:comm, (3.1)
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which asserts that the program c is well-formed in the context A and semantic function
environment I1. A semantic function environment maps function names k to pairs (£, c),
where X is a vector of integer variables and ¢ is a command from the programming
language. Such an environment is well-formed if the function bodies only modify local
variables (and ret, by the return command):

IT ok iff V(x,¢) € cod(IT). Mod(c) = @.

The definition of the judgment (3.1) is omitted here.
The specifications of higher-order separation logic is given by a judgment

N TT F 6:Spec,

which asserts that J is a well-formed specification in the context A and semantic function
environment II. This judgment is given by

N 1T EF cccomm AF P:Prop AF Q:Prop
N TTE {P} c {Q}:Spec
N TTF 6:Spec A;TTF §':Spec
N TTE 6 A6 :Spec
A, x:T;ITH §:Spec
N TT + gx:t. 6:Spec 1€ {3V}

The set FV(J) of free variables of a specification ¢ is the set of free variables in the
assertions and the modified variables in the commands occurring in the specification. The
set Mod(9) of modified variables of ¢ is the set of modified variables in the commands
occurring in 4.

3.2.2 Semantics

Semantics of Types The semantics of types is a set, and it is given by

[Prop] = P(H)

Int] = Z
[tx7] = [t x[7]
[t—7] = []=I[7]

When more base types are added, one of course has to specify the semantics of them.

Semantics of Terms The semantics [A I #:7] is a map

[a] 2 [+,

where [A] is the product of the 7; for x;:T; € A. Although elements of [A] are tu-
ples (vy,...,v,), we treat them as maps from variables in A to values. Hence, if A =
X1:T1, .., X0 Ty and 1 = (vy,...,0,) € [A], we write #(x;) instead of 7t;(7) for the
value v;. For this correspondence, we use the following notation. If x:7 ¢ A, v € [7],
and 7 = (v1,...,04) € [A], write 17, for the tuple (v1,...,0,,0) € [A,x:T]. Also,
this notation is used for updates in #: if x;:7; € A, v; € [t], and 5 = (v1,...,0,) €
[A], write 17y, for the tuple (vy,...,v;,...,,0,) € [A]. Finally the notation 7 — x
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is used to “remove a component from a tuple”: If x;;; € A = x1:1,...,Xx,:T, and
N = (v1,...,0,...,04) € [A], we write 7 — x; for the tuple (v1,...,0;_1,0i11,...,0) €
[[XliTl, e X1t TG, X1t T, e XniTn]].

The semantics is defined in a standard way; the most important clauses are presented
here.

[AFnInt]ly =n
A, x:Tt = x:7]y = 5(x)

H if [AF tint]ly < [AF t:Int]y
(%]

if ~([AF tInt]y < [AF tne]y) - VReTe € =)

[A+t<t:Prop]y = {

[A + emp:Prop]y = {[]}
/. . 3ho, hy. hotthy AN h = hg U by A
o= pronln = {11 g
[AF @ = ¢':Prop]y = JW, with W x [A I ¢:Prop]ly C [AF ¢':Prop]y
[A F 3x:t. @:Prop]ly = Uye[A, x:T = @:Prop]17x )
[A = Vx:T. @:Prop]liy = Ny [, x:T F @:Prop]nx )
This semantics uses the fact that P(H) is a boolean Bl-algebra [20] to give the semantics

of the BI connectives (x, —) of the logic. See Sec. 3.5.3 for more details.
The expected substitution lemma holds:

Lemma 3.1. Suppose A+ t:Tand A, x:T & t':T'. Then for all n € [A],
[AEEE/xy =[5, 27 E]p),
where v = [A F t:T]7.

Remark 3.2. The traditional way of giving semantics of assertions is via a forcing relation
s,hiF g, (3.2)

which asserts that the assertion ¢ holds in the state (s, /1) (where the free variables of ¢
are included in the domain of the stack s). The grammar of assertions and the definition
of the forcing relation (3.2) is completely standard, and different variants may be found
in numerous papers, e.g., [23, 85, 33]. There is a tight connection between these two
forms of semantics, since it is not hard to see that if ¢ has free variables x1, ..., x,,, and if
v1,...,0, are values of the corresponding types (in “traditional” separation logic, there
is only one type), then

h € [¢](vy,...,v,) in our semantics
iff
[X1 — v1,..., X, — Uy, h I @ in the traditional semantics.

Operational Semantics of the Programming Language The operational semantics of
the programming language is given by a judgment

(ILc,n,h) I (', 1).

The proviso here is that 7 € A for some A in which A;IT = c:comm holds, and it intu-
itively says that the state (7, 1) is transformed to the state (', /") by the program c. The
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judgment is the same as in the paper [91] and it is given by the clauses in Fig. 3.1. We
occasionally use A for the domain of 7 in the definition of the judgment. For example, in
the second rule (for assignment), the precondition is [[A - E:Int]y = n. What is meant is
just that E is a term of type Int in any context containing the variables in #. Furthermore,
the notation & — {n} is used to denote the heap which is like ;, but with n taken out of
its domain, and other notation like that for #s to update contents of heap cells.

The configuration (I1, ¢, #, h) is called safe if (I1,c,#,h) § wrong. A configuration may
either terminate in a state (1, 1), diverge, or go wrong.

Note that, since this semantics is the same as the operational semantics of the lan-
guage of Parkinson and Bierman [91], the properties needed to prove the frame rule,
namely safety monotonicity and the frame property, are valid for all programs of the
language. As a reminder, these properties are repeated here.

Safety Monotonicity. For all well-formed semantic function environments I, programs
¢, stacks 77, and heaps 1, if (I1, ¢, 57, h) is safe, then for all heaps /' disjoint from , (I, ¢, 7, hU
') is also safe.

The Frame Property. For all well-formed semantic function environments I'l, programs
¢, stacks 7, and heaps 1, if (I1, ¢, 7, h) is safe and I’ is disjoint from £, then (I1,¢, 7, hUK') |}
(n',1"), implies that there is hy such that h" = hy UK and (I1,¢, 7, h) | (', ho).

3.2.3 Program Logic Judgments

A list ' of function specifications where the function names are distinct, is called an
environment. We define the judgment

A;T = 6:Spec,

which states that in the context A, given the assumptions about functions recorded in T,
the specification 4 holds. This judgment is defined in several straightforward steps, and
it is basically the same as the corresponding judgment in the paper [91].

First, we give the semantics of a triple, relative to a context and a semantic func-
tion environment. The semantics of [A,IT F 6:Spec] is a map from [A] to the domain
{true, false}, and it is given by (some obvious type annotations are omitted):

[AITH {P}c{Q}] iff Vhe [AF P]y.
— (IL,c, 1y, h) is safe, and
— (IL,c,n,h) I (', 1) implies i’ € [A+ Q'
[ATIFSAS ]y iff [ATIF )7 and [ATTF &'y
[ATTF 3x:T. 8l iff A, TTF 8]J17(x—y) for some v € 7]
[A T VxT. oy iff A TTF 8]nx_y) forall v € [T].

We call A, IT F 6 valid and write A, IT |= § iff [A, ITF 6]y = true for all # € [A]. There is
a substitution lemma for this semantics, which is needed later.

Lemma 3.3. Let ¢ be a specification, x:T a variable, and A - t:T a term. Further, let 1 € [A],
and I1 be well-formed. Then,

[ATT = S[t/ x] ] iff [A, T TTE 6]11x o],

where v = [A F t:T]7.
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(I, skip, 7, 1) 4 (17, h)
[AF Eint]ly =n
(IL x == E, i, 1) 4 (1(x—n), 1)
[AF E:ntly =n
(IL return E, i, ) I (11—}, 1)
[AF E:ntly =n nedom(h) h(n)=n'
(TL x := [EL, 17, 1) 4 (), 1)
Ar E:ntly=n [AFE:Intly =n" n € dom(h
U U
(IL [E] := E', n,h) 4 (W/h[nﬂn’])
[AF E:dnt]ly =n n € dom(h)
(HI diSPOSQ(E)/ 1, h) ‘U (U!h - {Tl})
[AF Eintly =n n ¢ dom(h)
(IL, x := [E], 5, h) | wrong
[AF E:intly =n n ¢ dom(h)
(IL, [E] := E',y,h) || wrong
[AF E:intly =n n ¢ dom(h)
(I1, dispose(E), n, h) || wrong
{1’1,1’1 +1,...,n+ TI’I}J_ dom(h) ([[A F Ei1|nt]]l’] = ni)i:O,...,m
(ILx := cons(Eq, ..., Em), 1, h) & (Nx—u)s Biuviongiq, )
(TLcr,m, ) 4 0, 1) (Tca, ') U (", 1)
(IT,c;c0,1, 1) 4 (", 0")
[A+ B:Bool]y = false (ILcq,7,h) | (', 1)
(I1,if B then cg else ¢y fi) || (', }')
[A+ B:Bool]yy = true (IL,co,u,h) 4 (', 1)
(IL if B then cq else c1 fi) || (', 1)
[A + B:Bool]y = false
(IT, while Bdocod,#,h) | (y,h)
[A + B:Bool]y = true (I1,c; while Bdo cod,n,h) | (', h')
(IT, while Bdo cod,n,h) || (4, 1)
II(k) = yeeor Xm),
I Bt o €6 (a1 o) ) 1 )
(ILx = k(E1, -, Em), 1, 0) 4 (e (rey), 1)
(ILc, ﬂ[xﬂnull]rh) \ (77// h,) U(X) =0
(IT, newvar x;c,n,h) | (3] )

[x—l’

(ITU (kg — (1, Xny),€1)s - kn — ((X1,- .-, xn), ¢n)), 0, 0) 4 (', 1)

(IT,1etky(x1,...,Xn) =c1,.. ., kn(x1,...,Xn,) = cninc,n,h) | (4, 1)

Figure 3.1: Operational Semantics of the Programming Language

91
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There is a similar semantics for function specifications. This semantics is a map
[A,ITF v:FSpec] : [A] — {true, false},

and it is given in the same way as the same map for specifications. The only difference
is the base case, which is given by

[A11 - {P}k {Q}n iff [AIIE{P}cn {Q}7
where IT(k) = ((x1,...,%n,,),Cm),

where A’ is A with those x; added (with type Int) that are not there.
For this semantics, there is a substitution lemma, which resembles Lemma 3.3.

Lemma 3.4. Let <y be a specification, x:T a variable, and A \- t:T a term. Further, let y € [A],
and I1 be well-formed. Then,

[A; XL [t/ x| iff [A, x:TITE Y70,
where v = [A F t:T]7.

As mentioned, an environment is a list of function specifications. The semantics of
an environment is given componentwise:

[AITET]y iff [AIIE 9]y forally €T.
Lemma 3.5. Let A - t:7 bea term, n € [A], and T an environment. Then,

[T/l i A, XTI Ty,
wherev = [AF t: T]y.

Finally, the semantics of specifications, relative to a context and an environment, is
defined by

AT =6 iff for all well-formed ITand all 4 € [A],
[A;ITF Iy implies [A; ITF o]y.

The relevant substitution lemma for this semantics is:

Lemma 3.6. Let A - t:T be a term. Then

A xT;T =6 implies A T[t/x] = 0[t/x].

3.3 Program Logic

We define a judgment
AT ES,

for deriving valid specifications. The complete set of rules is given in Fig. 3.2. We first
explain some of the rules at an intuitive level, and then show soundness.



3.3. PROGRAM LOGIC 93

A;T = {P}skip{P} A;TF {P[E/x]} x:=E {P} x ¢ FV(E)

{Pyk(x){Q} eT
A;T + {P[E/ret]} return E {P} A;T+ {P[E/x]} y=k(E) {Q[E,y/x, ret]}

AT H{empAx =m}x:=cons(Eq,..., E ) {xw— &[m/x],..., Enlm/x]}
AT+ {E — —}dispose(E){emp}
AMNTH{E—nAx=m}x:=[E{E[m/x]— nAx=n}

AT F{E— —}[E] := E{E— E'}

AT EA{Pr} e {Qi}

A;T F {Py} cn {Qu}

AT AP} ki {Qu}, - {Pu} kn {Qn} F{P} c{Q}
A,FI—{P} 1etk1(921):c1 ..... kn(fn):Cn IIIC{Q}
ATHA{P} e {P'} ATH{P'} 0 {Q}

AT EA{P}cr;e2{Q}
A, x:int;TH{PAx =null} c {Q}
A;T+ {P} newvar x in c end {Q}
ATH{PABYc1{Q} A;TH {PA-B}c{Q}
{P} if B then ¢ else ¢, fi {Q}
AT+ {PAB}c{P}
A;T + {P} while Bdo c od {P A —B}
AT+ {P} c{Q}
A, AT EA{P}c{Q}
A, AT H{P}c{Q}
AT F {P}c{Q}
AFP=P ATH{P}c{Q} AFQ =Q
AT HA{P}c{Q}
A xT;T,yEd

NT, Aty O
AxT,THS
W x ¢ FV(T') UMod(9)
AT HA{P} c{Q}
ATF{P+P}c{Q*P}

x ¢ FV(P)

ANAN =g

A’ disjoint from A, P, ¢, Q, T

x ¢ FV(I') UMod(9)

Mod(c) NFV(P') = &

Figure 3.2: Program Logic
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3.3.1 Informal Explanation of Rules

The first two rules are the usual rules for skip and assignment from Hoare logic. The
rule for return is similar to the rule for assignment, since return simply amounts to an
assignment to the special variable ret.

The rule
{PYk(x){Q} T
AT = A{P[E/x|} y =k(E) {Q[E,y/%,ret]}
for function call says that in order to call a function, the precondition for the function
must be satisfied. This precondition is recorded in the environment, along with the cor-
responding postcondition.

The next four rules which involve the heap-manipulating constructs of the program-
ming language, are the standard rules of separation logic, adapted to our setting. Note
that the specifications are “tight” in the sense that they only mention the heap cells that
are actually manipulated by the commands. For example, the rule

A;TH{empAx=m}x:= cons(E){x — E[m/x]|}

for cons produces a new cell when run in an empty heap. Note that this does not mean
that cons can only be executed in an empty heap. The last rule of the system,

AT {P}c{Q}
ATF{P«DP}c{Q+P}

Mod(c) NFV(P') = &,

called the frame rule, implies that one can infer a global specification from a local specifi-
cation like the one for cons. Hence, cons can be executed in any heap, described by the
predicate P (in which x does not occur freely), by the following instance of the frame
rule: _ B
AT+ {emp Ax =m}x := cons(E){x — E[m/x|}
ATH{PAx=m}x:=cons(E){Px (x+— E[m/x])}

The rule
A;F = {Pl} (o8] {Ql}

AT E (P} ¢y {On}
A}FI{Pl} kl {Ql}r‘ t I{Pn} kn {Qn} F {P} c {Q}
AT F{P}letk (%) =c1,...,ky(%y) = cyin c {Q}

for function definitions is the usual one from Hoare logic with procedures [51]. The rules
for while and if-then-else are also standard. The next two rules are structural and allow
certain straightforward manipulations of contexts. The rule of consequence is standard,
and the rules

A xT; T,y EO
NT, Aty 6

x ¢ FV(I') U Mod(9)

AxT,THOS
ATFvrcd x ¢ FV(I') UMod(9)

are straightforward adaptations of standard rules of higher-order logic. They are used
later for reasoning about data abstraction and parametricity. Note that in both of the
rules, x ¢ Mod(6). Often, x denotes an “abstract value”, which should not be part of the
specification one wants to show in the end, as we shall see later.
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3.3.2 Soundness

Theorem 3.7. If a specification
AT ES
can be derived from the rules in Fig. 3.2, then it is valid.

Proof. For each rule of form
AT S
AT F o (3.3)
this is checked by showing that A’; T’ |= ¢, under the assumption A;I" |= 4. For axioms
of the form

NTHES

the proof obligation is to show A; T = 6.
Consider the rule for skip:

A;T F {P} skip {P}

Although trivial, we show soundness of this rule here, to exercise the definitions. Let I'1
be a well-formed semantic function environment. It suffices to show

[A;TTH {P} skip {P}]
forall 7 € [A]. Leth € [P]n. Then,
(IL, skip, 77, h) U (17, h),

and clearly, i € [[P]y, so this rule is sound.
Soundness of the rule for assignment

AT+ {P[E/x]} x := E {P}

depends, as usual, on the substitution Lemma 3.1.
The rule for return

A;T + {P[E/ret]} return E {P}

is essentially just an instance of the assignment rule.
Now consider the rule for function call:

{P} ki(xl,...,xnl.) {Q} el
AT FA{P[E1/x1--En/xn)} y =ki(E1, ..., En) {Q[E1/%1 - Epn,/xpn,, y/ret]}

To show soundness, suppose {P} k(x1,...,x,,) {Q} € I'. Lety € [A], and let IT be a
well-formed semantic function environment with [A; IT = I']y. In particular,

[A;ITE {P} ki(xy, .., xn) { Q3 ,
soif IT(k;) = ((x1,...,%xn,),ci), then [A;TT+ {P} ¢; {Q}]ln. Now, suppose
h € [[P[El/xl e E”i/xni]ﬂﬂ = [[P]]T][xl—ﬂ}l,'“,xrli—’vni]’
where v; = [A I Ej:Int]lyy for j = 1,...,n;, by the substitution lemma. This means that if

(H/ Ci, n[x14)vl,"' ,x,7i~>vy,l,]/ h) ‘U’ (]7// h/)/
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then 1’ € [Q]#’. Since IT is well-formed, ¢; does not modify any variables, so 7’ is of the

form
/
17 = n[xl —01, ,xr:i—wni,ret—m'(ret)]/

and by the substitution lemma, " € [Q[E1/x1 - - Ey,/Xu, 1’ (ret)/ret]] . By the opera-
tional semantics for function calls,

(ILy = ki(Ex, -, En)) 1, 1) U iy — ' (ret), 1),

and thus, the rule holds.
The first rule for existentials is

AxTl,yEoS
AT, 3ty E S

x ¢ Mod(6) UFV(I)
Suppose that for all well-formed ITand # € [A, x:7],
[A, x:T; ITE T, ]y implies[[A, x:T; IT F o]y,

and let [A;TT = Ty and [A;IT = 3x:7. 4]y. This means [A;IT = 7]57,—, for some
v € [[t]. Since x ¢ FV(T), [A;IT = I]#x—y. This implies [A;IT F 6]7x_.), and since
x ¢ Mod(5), we have [A;I1 = é]n (an obvious property of specifications that do not
contain variables is used here).

The other rule for existentials is

AT, 3IxcTt.y 6
A xT;T,yEOS

x ¢ Mod(5) UFV(T).

For soundness, first suppose 7 is inhabited and that for all well-formed IT and 7 €

[A],
[AITE T, 3x:T. y]ly implies [A; ITF O]y,

and suppose [A, x:7;IT - I, y]5. Since 7 is inhabited, this means
[A x:TITHT, 7]];7[,(%,7(}()],

and since x ¢ FV(I'), this implies
[A, x:TITET, 3x:T. ]y,

and thus, [A;IT = 0]y, as desired. If T is an empty type, one can make an easy case
analysis on whether x occurs in 7y or not.

Soundness of the downwards rule for universals is easy. For soundness of the up-
wards rule:

NTEVYxT. é

AxTTFo x ¢ FV(T') U Mod (),

suppose for all well-formed ITand 7 € [A],
[A; ITF Iy implies [A; T = Vx:T. 8]y,
and let ' € [A, x:7]. Suppose [A, x:T; I1+ I']y’. Since ¢ FV(T),

[T Ty - x,
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and this implies
[A, x:T;ITE 8] (5" — X)x—g) forall v € [7].
This means in particular,
[A, T TLE O]y

which shows the desired result. O

3.3.3 A Derived Rule

There is an important rule for abstract function definitions that is derivable from the
rules in Fig. 3.2. The rule is

A+ DT
AT+ {P[P/x]} c1 {Q1[P/x]}

AT P[P/ x]} e {Qu[P/x]}
AT 3t ({Pitka{Qu} A - A{Putka{Qn}) F {P} ¢ {Q}
N, T+ {P}letki(%1) =c1,...,k1(%,) = cyincend {Q} (3.4)
We show how this rule can be derived; for simplicity, we assume n = 1 and that there

are no parameters. The proof of the more general case is essentially the same as for this
case. First, by the function definition rule,

AT E {P1[P/x]} C1 {Q1[P/x]}
AT APP/x]} by {Qu[P/x]} - {P} ¢ {Q}
A;T = {P}letk; = cyinc {Q}
The rule for existentials gives us
AT, 3t {P1} ki {Q1} F{P} c {Q} )
A,x:T;F, {Pl} k1 {Ql} F {P} c {Q}

x ¢ FEV({P} c{Q}).

so we need to establish
AT {P[P/x]} ki {Q1[P/x]} - {P} c {Q}
given
A x:t; T, {P1} ki {Q1} F {P} c{Q}.

But this follows from Lemma 3.6, since x is not free in {P} ¢ {Q}.

3.4 Examples

We show an example of data abstraction and how it can be handled using our program
logic. The example involves two implementations of a priority queue, and the intention
is, of course, that client programs which use these implementations should be unaware
of and unable to exploit details of the particular implementation used. Data abstraction
is modeled via existential quantification over predicates, corresponding to the slogan
“abstract types have existential type” [73].

We first define an abstract priority queue, and use abstract operations in several client
programs to demonstrate uses of abstract operations and their specifications. We then
show two implementations of the abstract module, and prove that these have specifica-
tions which make application of the abstract function definition rule (3.4) possible.
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3.4.1 Reasoning with an Abstract Priority Queue

Priority queues are used frequently in programming, for example in scheduling algo-
rithms for processes in operating systems [120]. They consist of pairs (p, v), where v is a
stored value, and p is the priority associated with v. In such a structure, one can then en-
queue such pairs and extract an element with the highest priority. For simplicity, assume
that the values are integers. Here is a simple grammar for such a structure.

Qu=¢|(pv)UQ.
Some operations on such queues are needed. They use the axiom of choice, and are
defined by
MaxPri(e) = —1
MaxPri((p,v) U Q) = Max(p, MaxPri(Q))

MaxPair(Q) = choose({(p,v) € Q | p = MaxPri(Q)}).

Note that MaxPair is a nondeterministic operation. We assume a base type PriQ whose
values are priority queues, and an operation Set which, given a priority queue, returns
the multiset of pairs occurring in it. These types and operations are only used in the
logic, not in programs. Moreover, type PriQ could have been encoded in our higher-
order logic, but for simplicity, we just introduce it in the logic here.

We now discuss how to reason about client code which uses an abstract priority
queue. First, since client programs cannot modify abstract values, there should be a
predicate stating that there is a “handle” to a priority queue. Hence, we introduce the
predicate

repr(q, Q),

which asserts that the integer denoted by g is a handle to the priority queue Q — but
it does not say anything about how Q is represented. This will be used as an abstract
predicate in our proofs (and thus plays the role of x in the abstract function definition
rule (3.4)). Given this predicate, the following are reasonable specifications for the vari-
ous operations on a priority queue.

Creating a Queue There should be an operation which enables a client program to cre-
ate a priority queue. Its specification is

{emp} createqueue() {repr(ret,¢)},
which merely states that upon creation of a queue, a handle to an empty priority
queue is returned.
Enqueing There should be an operation for storing elements in a queue. The specifica-
tion is
{repr(q, Q)} enqueue(q, (p,v)) {repr(q, (p,v) UQ)}-

Dequeing There should be an operation for dequeing. We make sure not to dequeue
from an empty queue via the specification

{repr(q,Q) A Q # ¢}
dequeue(q)

{3Q", p,v.repr(q, Q)N Q = (p,v) UQ' A (p,v) = MaxPair(Q) A ret = v}.

Disposing a Queue When done with a priority queue, we should be able to dispose it.
Hence the specification

{repr(q,Q)} disposequeue(q) {emp}.
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3.4.2 Sample Programs

We consider examples of client programs which use priority queues, along with their
specifications.

The first program creates a queue, enqueues some elements, and dequeues again.
Here, Q" is used as a shorthand for ((2,42), (4,17)).

{emp}
g = createqueue();
{repr(q, )}
enqueue(q, (4,17));
{repr(g, (4,17) Ue)}
enqueue(q, (2,42));
{repr(g,Q")}
{repr(q, Q") N Q" # ¢}
y := dequeue();
{HQ/, p, 0. repr(q, Q/) AQ"=Q'U (P/ v) A (p, v) = MaxE|t(Q//) ANy = v}

{repr(q, ((2,42))) Ny =17}
disposequeue(q)
{emp Ay =17}.

The implication in the middle of this derivation uses the rule of consequence. Hence-
forth, this kind of implications is used implicitly in proofs. That is, given a nonempty
abstract priority queue Q, if MaxPair(Q) = (p,v) and Q" = Q\ (p,v) (such that Q =
Q' U (p,v)), we use the following specification for dequeue:

{repr(q, Q)N Q # ¢}
dequeue()

{repr(q, Q") A ret = v}.

Here is another basic program (and its specification) which, however, uses two queues.
In the third step, the specification for createqueue is used along with the frame rule, and
the frame rule is used again in all subsequent steps.
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{emp}
g1 = createqueue();

{repr(q1,€)}
enqueue(qy, (3,7));

{repr(q1,((3,7)))}
g2 = createqueue|();

{repr(q1,((3,7))) * repr(q2,€)}
enqueue(qy, (7,3));

{repr(q1,((3,7),(7,3))) * repr(qz2,€)}
enqueue(qz, (4,13));

{repr(q1,((3,7),(7,3))) = repr(q2,((4,13)))}
y1 := dequeue(q7);

{repr(q1,((3,7))) * repr(q2,((4,13))) Ay1 = 3}
Y2 := dequeue(qz);

{repr(q1,((3,7))) = repr(q2,€) Ny1 =3 ANy, = 13}
disposequeue(q;);
disposequeue(qz);

{emp Ay; =3 Ay =13}

This example illustrates that our notion of modularity is not static, as is the case in
the paper [88]. In that setting, it is not possible to give arguments to function calls — one
has to initialize variables which are laid out in the specification of each module. This
makes it impossible to have multiple instances of the same data structure, as noted by
Parkinson and Bierman [91].

It is illustrative to demonstrate that erroneous programs cannot have a specification
in our system. We show two such examples. In the first example, we call dequeue on
an empty queue.

{emp}

q = createqueue|)
{repr(q,¢)}

y = dequeue(q)
{??7?}

Since the precondition for dequeue is that there is a non-empty queue represented,
there is no assertion which can be put in place of ??? in this derivation.
In the second erroneous program, we dequeue from a disposed queue.

{emp}
q = createqueue();
{repr(q,)}
enqueue(q, (4,42));
{repr(q, (4,42))}
disposequeue(q);
{emp}
y = dequeue(q)

{222}

Since the precondition for dequeue is that there is a non-empty queue represented
(and this is not implied by emp), there is no assertion which can be put in place of ???
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in this derivation. In some implementations of a priority queue, the disposequeue op-
eration might be a no-op, and thus the dequeue would make sense operationally. But
allowing this in our system would amount to exposing the implementation to the client
program, contradicting the principle of encapsulation in data abstraction. This is even
more evident in the program

{emp}

g = createqueue();
{repr(q,¢)}

newvar Xx; x := [q]
{???}.

In most implementations of priority queues, ¢ denotes a pointer to a data structure in
the heap which in some sense “represents” the priority queue Q, and therefore, it would
make operational sense to dereference 4. But, the abstract interface to the queue does not
mention any heap cells, and therefore, there is no assertion we can fill in for ???. This
is fine, since disallowing client programs to dereference handles is in harmony with the
principles of data abstraction, which is addressed here.

Note that the priority queues here do not involve any ownership transfer [88], since
the priority queues hold simple data values (integers) only. We could have implemented
queues where ownership of heap cells transfers back and forth between clients and mod-
ules. Although this would certainly be interesting, the core ideas of our approach to data
abstraction in separation logic are presented via the examples at hand.

3.4.3 Implementations of Priority Queues

In this section, we first present two implementations and then discuss how these can
be used to reason about data abstraction in our framework. One implementation uses a
sorted, singly-linked list, whereas the other uses an unsorted doubly-linked list.

Sorted, Singly-linked Lists

Singly-linked lists (or rather, singly-linked list segments) are introduced in Reynolds’
introductory paper on separation logic [115]. The idea is that the predicate

slist(w, 1, f)

asserts that the finite sequence w = (po, vo), . .., (Pn, vx) of priority / value pairs (Reynolds
just uses sequences of integers) is represented in the heap in a singly linked list. It is de-
fined by induction on the length of .

slist(e, 1, ) def empAi=j
slist((p,0) - ,4,7) % 3k. i — p, 0,k *slist(a, k, j).

We show programs which implement the abstract priority queue with sorted singly
linked lists in Appendix 3.A (we have overloaded the dispose operation, to dispose
several heap cells). With a sorted list, the only non-trivial operations are to enqueue an
element and to dispose a queue (since we do not require the queue to be empty when it
is disposed). Here is a brief explanation of each of the programs.
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The slistcreate program simply initializes an empty slist (it needs only return null).
The implementation of slistEnque first finds the appropriate position in the list to insert
the new element to keep the list sorted (this is what happens in the while loop), and then
inserts the element. Since the list is sorted according to priorities, we always dequeue
the first element of the list, so it is easy to implement slistDeque. Finally, to dispose a
queue amounts to dispose an slist.

One can prove the specifications shown in Figure 3.3 for these implementations, us-
ing the proof rules from Section 3.3 plus lemmas from Reynolds’ paper [115] about the
slist predicate, and some obvious implications regarding sorted sequences. Our proofs
use certain assertions and operations on sequences, which are easy to encode in higher-
order logic. The predicate sorted(«) is true iff the sequence « is sorted (in decreasing or-
der) according to priorities. For a nonempty sequence & = (po, o), ..., (Pn,Un), Max(a)
is a pair from a with the highest priority — note that this is non-deterministic. Finally, for
a sequence «, Set(a) is the multiset of pairs occurring in a.

{emp}

slistcreate
{slist(e, ret, null)}

{slist(«, g, null) A sorted(a)}

slistEnque(g, (p,v))
{3’ slist(a’, g, null) A sorted(a’) A Set(a’) = Set(a) W (p,v)}

{slist(a, g, null) A sorted(a) Ao # €}
slistDeque(q)
dp, v, slist(a’, q, null) A Set(a) = Set(a) W (p, v)A
{ (p,v) = Max(a) Aret =v }

{slist(a, g, null)}
slistDispose(q)
{emp}

Figure 3.3: Specifications for slist-implementation of priority queues

The hard part is to show the specification for slistEnque, which is the most compli-
cated program in this implementation. For the diligent reader who wants to verify the
specifications, there are some basic facts and the invariant of the while loop of slistEnque
that was used in our proof in Appendix 3.C.

Doubly-linked Lists

Doubly linked lists are also introduced by Reynolds [115]. The predicate

dlist(e,i,7',,7")
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asserts that the sequence « is represented in the heap by a doubly linked list segment
from i to j'. It is defined by induction on the length of a:

dlist(e, i,i',,j') def empAhi=jAi =]

dlist((p, ) - a,i,,7,7) % . i (p, 0,k ')« dlist(a, k,i, 7,

In addition to this implementation, we implement priority queues by doubly linked lists,
but in contrast to our implementation with singly linked lists, this implementation does
not keep the list sorted. Consequently, the tricky part is to dequeue, whereas enqueing
is easy. The implementations are shown in Appendix 3.B. The handle g is used to point
to a cell containing the values i,i’,],j’ that determine the “boundaries” of the list, for
technical reasons.

Here is a brief explanation to each of the programs in this implementation. The
dlistcreate program just initializes an empty doubly linked list by storing nulls in the
“handle cell” in the heap. To enqueue, just insert at the front of the doubly linked list,
since the list is not kept sorted. The tricky part in this implementation is to dequeue,
since we have to find the correct element of the list and take it out of the list. This is done
in dlistDeque; in the while loop we traverse the list and find an element with the highest
priority, and then take it out of the list, in a way according to the position of the element
in the list.

One can prove the specifications shown in Fig. 3.4 for these implementations of the
priority queue operations. The proofs of these specifications use the same assertions
and operations regarding sequences as the proofs about the slist representation. Most
of the proofs are straightforward. As mentioned, the tricky part of this implementation
is dlistDeque, and the proof of this program is correspondingly the trickiest one. The
diligent reader who wishes to verify the specifications in Fig. 3.4 may find hints in Ap-
pendix 3.D.

3.4.4 Representation Independence

We argue that our system may be used to reason about independence of the represen-
tation of data using the examples from Sec. 3.4.3. Intuitively, a client program should
not be able to distinguish between the two implementations of a priority queue we have
presented; this intuition is justified here.

Consider the two programs

1 =

let
createqueue() = slistcreate
enqueue(q, (p,v)) = slistEnque(g, (p,v))
dequeue(g) = slistDeque(q)
disposequeue(g) = slistDispose(q)

in cend
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{emp}
dlistcreate

(3,1, j,7.q— i,i',j,j =dlist(e,1,i',], ')}

{3i,i,j,j.q — i,i,j,j = dlist(a,1,i',j, ')}
dlistEnque(q, (p,v))
{Ell/ i,/j/j,- q = i/ i//j/j, * dlISt((pl U) ' lx’ i’ i,’j’j/)}

(i, i,7,f.q— i,i,j,j =dlist(a,i,i,j, ') A # e}
dlistDeque(q)
3i,i', 7,7, p,v,a  dlist(a’,i,7,],j") A Set(a) = Set(a’) W (p,v) A
{ (p,v) = Max(a) Aret =0 }

{3i,i,j,j.q — i,i,j,j = dlist(a, 1,1, ], ')}
dlistDispose(q)
{emp}

Figure 3.4: Specifications for dlist-implementation of Priority Queues

Cyr =

let
createqueue() = dlistcreate
enqueue(q, (p,v)) = dlistEnque(q, (p,v))
dequeue(g) = dlistDeque(q)
disposequeue(g) = dlistDispose(q)

in c end,

where c is a program which uses priority queues, for example the ones in Section 3.4.2.
Intuitively, it should not matter which implementation is used, so that any specification
we can show for one program, we should be able to show for the other. Consider the
abstract function definition rule from Section 3.3.3, which can be used to verify such
programs. The work we have already done can be used to apply this rule.

In the setting with singly linked lists, P in the rule can be instantiated with the pred-
icate 155|ist:(PriQ x Int) = Prop defined by

Pyist = AMQ, q). 3u. sorted (a) A Set(a) = Set(Q) Aslist(w, g, null).

Using the specifications mentioned in Section 3.4.3, it is not hard to show the following
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specifications.

{emp}
slistcreate

{ﬁslist(q/ 8)}

{Dslist(q, Q)}
AslistEnq ue(q, (p,v))
{Pslist(q/ Q ) (P/ Z)))}

{pslist(q/ Q) A Q 7é S}
slistDeque(q)

{3Q, p,v. Puiise(q, Q') A Set(Q) = Set(Q') W (p,v) A (p,v) = MaxElt(Q) Aret = v}

{pslist(q/ Q)}
slistDeque(q)

{emp}.
Similarly, if we define the predicate ﬁd“st:(PriQ x Int) = Prop by

Pyt (Q,9) = AMQ,q). 3,7, j,j,a. q —i,i',j,j * dlist(a,i,i’,j,j') A Set(a) = Set(Q),

the work in Section 3.4.3 entails the specifications

{emp}
dlistcreate()

{pdlist(gl q)}

{Paiist(Q, 9)}
AdlistEnque(q, (p,v))
{Paist(QU (p,0),q)}

{Paist(9,Q) A Q # ¢}
dlistDeque(q)
{3Q, p,v,a. Pygiist(9,Q) AQ=Q'U (p,v) A (p,v) = MaxEIt(Q) A ret = v}
{Paist (9, Q)}
dlistDispose(q)
{emp}.

The proofs of the programs in Section 3.4.2 which use the abstract predicate can be
titted into our framework. For example, the first of those programs has the specification

AT = {emp} c{emp Ay =2},

where A is the context g:Int, y:Int, repr:(PriQ x Int) = Prop and I is the environment
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containing the abstract functions listed at the end of Section 3.4.1:

{emp} createqueue() {repr(ret,¢)},
{repr(q,Q)} enqueue(q, (v, p)) {repr(q, (v,p) UQ)},
{repr(q,Q) A Q # ¢}
dequeue(q)
{30, p,v.repr(q, Q) ANQ = (p,v) UQ' A (p,v) = MaxEIt(Q) Aret = v},
{repr(q,Q)} disposequeue(q) {emp}.

According to the rule (3.4) in Section 3.3.3, we can then derive the specification
q,: Int,y:Int; @ F {emp} ¢ {emp Ay = 2},

where ¢ is replaced by either c1 or cp. Note that the proof of the client program is independent
of the implementation of the module it uses. This is the sense in which our system can be
used to reason about representation independence.

3.4.5 Polymorphic Types via Universal Quantification

We show that universally quantified predicates may be used to prove correct polymor-
phic operations on polymorphic data types.

The queue module example from the paper [88] is parametric in a predicate P at the
meta-level. In higher-order separation logic, the parametricity may be expressed in the
logic. Consider the following version of the parametric list predicate from the paper [88]
just mentioned.

. ~ | i=null Nemp if B=c¢
ist(P, f,1) = { 3j. i x,j% P(x) #list(P, B, ]) if B= (x)-f

The predicate P is required to hold for each element of the sequence 8 involved. Different
instantiations of P yield different versions of the list, with different amounts of data
stored in the list. If P = emp, plain values are stored (and no ownership transfer to the
queue module [88]), and if P = x — —, —, addresses of cells are stored in the queue (and
ownership of the cells is transferred in and out of the queue [88]).

Returning to higher-order separation logic, the definition of list may be formalized
with

i:Int, B:seqint, P:Prop™ + list(P, B,i):Prop

where we have used type seqint of sequences of integers, which is easily definable in
higher-order separation logic, and the definition of list(P, B,7) can be given by induction
on B in the logic, in the same sense as the slist and dlist predicates from Section 3.4.3.

Suppose listRev is the list reversal program in Fig. 3.5 (taken from the introduction
of Reynolds’ introductory paper [115]). Then one can easily show the specification

{list(P, B,1)} listRev {list(P, B%,i)},

where B is the reverse of the sequence B. By the introduction rule for universal quan-
tification,
B:seqlnt - VP:Prop'™. {list(P, B,7)} listRev {list(P, B',i)},

which expresses that listRev is parametric in the sense that it, roughly speaking, reverses
singly-linked lists of any type.
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]=

whilei # do k:=[i+1];
[i+1]:=7;
ji=1i
i:=k

od

Figure 3.5: The list reversal program listRev

Thus we have one parametric correctness proof of a specification for listRev, which
may then be used to prove correct different applications of listRev (to lists of different
types).

For such parametric operations on polymorphic data types to be more useful, one
would of course prefer a higher-order programming language instead of the first-order
language considered here. Then one could, e.g., program the usual map function on lists,
and provide a single parametric correctness proof for it. In future work we show how
to make use of higher-order separation logic for a higher-order language, specifically by
extending the separation-logic typing discipline for idealized algol recently introduced
in joint work with Yang [25].

3.4.6 Invariance

We briefly consider an example, suggested to us by John Reynolds, which demonstrates
that one may use universal quantification to specify that a command does not modify its
input state. Stacks are disregarded here since they are not important for the argument.

Suppose our intention is to specify that some command c takes any heap / described
by a predicate g, and produces a heap (assume for simplicity that c terminates), which is
an extension of h. We might attempt to use a specification of the form:

{q} c{q' *q}. (3.5)

This does not work, however, unless g is strictly exact [115] (for example, if q is the pred-
icate 3B:seqlnt. list(B, 1), then c may delete some elements from the list in the input heap
h).

Instead, we use the specification

Vp:Prop.{q A p} c{q" *p}, (3.6)

as seen by the following argument. Predicate g describes a set of heaps [[g]]. For each
h € [q], let p, = {h}. Suppose c terminates in heap h’. Then h’ = hy * h, for some h;.
That is, the heap h is invariant under the execution of c, as intended.

Note that (3.6) is stronger than (3.5): by instantiating p with g in (3.6) we get (3.5).
Thus if we wish to prove (3.5), we may prove something stronger (3.6), which may be
easier (c.f., strengthening an induction hypothesis).

This illustrates that we can use universal quantification to express invariance of com-
mands.
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3.4.7 Predicates via Fixed Points

Recall the slist predicate from the priority queue example above. It is required to satisfy
the following recursive equation:

slist = A(x,s).(x = null Nemp) V (Ip, v, k. x — p, v,k xslist(k, s)).

Solutions to such equations are definable in higher-order separation logic. Indeed, we
define both minimal and maximal fixed points for any monotone operator on predicates,
using standard encodings of fixed points. To wit, consider for notational simplicity an
arbitrary predicate

g:Prop - ¢(q):Prop

satisfying that g only occurs positively in ¢. Then

ng.9(q) =vq.(9(q) — q) —q

is the least fixed point for ¢ in the obvious sense that ¢(1q.¢(q)) — ugq.¢(q) and Vp.(¢(p) —
p) — (1q.9(q) — p) holds in the logic. Likewise,

vq.9(q) = 3q.(9 — ¢(9)) N g

is the maximal fixed point for ¢.

3.5 General Semantics for Higher-order BI

The semantics from Section 3.2.2 of the assertion language (higher-order predicate BI) is
an instance of a general concept, which is introduced in this section.

Part of the pointer model of separation logic, namely that given by heaps (but not
stacks), has been related to propositional BI, the logic of bunched implications introduced
by O’Hearn and Pym [83]. We show that the correspondence may be extended to a pre-
cise correspondence between all of the pointer model (including stacks) and our notion
of predicate BI. We introduce the notion of a BI hyperdoctrine, a simple extension of Law-
vere’s notion of hyperdoctrine [66], and show that it soundly models predicate BI.

We first introduce Lawvere’s notion of a hyperdoctrine [66] and briefly recall how it
can be used to model intuitionistic and classical first- and higher-order predicate logic
(see, for example, the handbook chapter [98] and Jacobs” book [61] for more explana-
tions). We then define the notion of a BI hyperdoctrine, which is a straightforward ex-
tension of the standard notion of hyperdoctrine, and explain how it can be used to model
predicate Bl logic.

3.5.1 Hyperdoctrines

A first-order hyperdoctrine is a categorical structure tailored to model first-order predi-
cate logic with equality. The structure has a base category C for modeling the types and
terms, and a C-indexed category P for modeling formulas.

Definition 3.8 (First-order hyperdoctrines). Let C be a category with finite products. A
first-order hyperdoctrine P over C is a contravariant functor P:C°? — Poset from C into the
category of partially ordered sets and monotone functions, with the following properties.

1. For each object X, the partially ordered set P(X) is a Heyting algebra.
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2. For each morphism f : X — Y in C, the monotone function P(f) : P(Y) — P(X)
is a Heyting algebra homomorphism.

3. For each diagonal morphism Ay : X — X x X in C, the left adjoint to P(Ax) at the
top element T € P(X) exists. In other words, there is an element =x of P(X x X)
satisfying that for all A € P(X x X),

T <P(Ax)(A) iff =x< A

4. For each product projection 77 : I' x X — T in C, the monotone function P(7) :
P(I') — P(I x X) has both a left adjoint (3X)r and a right adjoint (VX)r:

A<P(m)(A") ifandonlyif (3IX)r(A) <A’
P(m)(A') <A ifandonlyif A < (VX)r(A).

Moreover, these adjoints are natural in T, i.e., givens: ' — I'"in C,

P(sxidx) P(sxidx)

P’ x X) P(T x X) P’ x X) P(T x X)
(axwl l(amr (vxwl l(VX)r
P(I) 5 P(I) P(I) s P(I)

The elements of P(X), where X ranges over objects of C, are referred to as P-
predicates.

Interpretation of first-order logic in a first-order hyperdoctrine. Given a (first-order)
signature with types X, function symbols f : Xj, ..., X,, — X, and relation symbols R C
X1, ..., Xu, astructure for the signature in a first-order hyperdoctrine P over C assigns an
object [X] in C to each type, a morphism [[f] : [X1] X - -+ x [X,] — [X]] to each function
symbol, and a P-predicate [R]] € P([Xi] x --- x [Xx]) to each relation symbol. Any
term f over the signature, with free variables in I' = {x1:X3,...,x,:X,,} and of type X
say, is interpreted as a morphism [t] : [I'] — [X], where [I'] = [X1] x --- x [X4], by
induction on the structure of ¢ (in the standard manner in which terms are interpreted in
categories).

Each formula ¢ with free variables in I' is interpreted as a P-predicate [¢] € P([T])
by induction on the structure of ¢ using the properties given in Definition 3.8. For atomic
formulas R(t1,...,t,), the interpretation is given by P(([[t1]}, ..., [tx]))([R]). In partic-
ular, the atomic formula t =x ' is interpreted by the P-predicate P(([[t], [t']))(=[x])-
The interpretation of other formulas is defined by structural induction. Assume ¢, ¢’ are
formulas with free variables in I" and that ¢ is a formula with free variables in I' U {x: X }.
Then,

[T] = Tu [prnelT = lelAule]

[1] = L1m [evel = lelvule]
[¢—¢T = l¢l —ul¢]

VXl = (Y[X])rp(Iel) € P(IT])

Bx:Xyl = GIXD (el € PT),

where Ay, Vh, etc., is the Heyting algebra structure on P([[I'])).
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A formula ¢ with free variables in I' is said to be satisfied if [¢] is the top element
of P([I']). This notion of satisfaction is sound for intuitionistic predicate logic, in the
sense that all provable formulas are satisfied. Moreover, it is complete in the sense that a
formula is provable if it is satisfied in all structures in first-order hyperdoctrines. A first-
order hyperdoctrine P is sound for classical predicate logic in case all the fibres P(X) are
Boolean algebras and all the reindexing functions P(f) are Boolean algebra homomor-
phisms.

Definition 3.9 (Hyperdoctrines). A (general) hyperdoctrine is a first-order hyperdoctrine
with the following additional properties: C is cartesian closed, and there is a Heyting
algebra H and a natural bijection @x : Obj(P (X)) ~ C(X, H).

A hyperdoctrine is sound for higher-order intuitionistic predicate logic: the Heyting
algebra H is used to interpret the type Prop of propositions and higher types (e.g., Prop*,
the type for predicates over X), are interpreted by exponentials in C. The natural bijection
Ox is used to interpret substitution of formulas in formulas: Suppose ¢ is a formula
with a free variable g of type Prop and with remaining free variables in I, and that ¢ is a
formula with free variables in I'. Then [¢]] € P([I']), [¢] € P([I'] x H), and @[¢/q] (¢
with ¢ substituted in for g) is interpreted by P((id, ©([¢])))([¢])). For more details see,
e.g., the handbook chapter [98].

Again it is the case that a hyperdoctrine P is sound for classical higher-order predicate
logic in case all the fibres P(X) are Boolean algebras and all the reindexing functions
P(f) are Boolean algebra homomorphisms.

Example 3.10 (Canonical hyperdoctrine over a topos). Let £ be a topos. Itis well-known
that £ models higher-order predicate logic, by interpreting types as objects in £, terms
as morphisms in £ and predicates as subobjects in £. The topos £ induces a canoni-
cal £-indexed hyperdoctrine Subg : £°7 — Poset, which maps an object X in £ to the
poset of subobjects of X in £ and a morphisms f : X — Y to the pullback functor
f* :Sub(Y) — Sub(X). Then the standard interpretation of predicate logic in £ coin-
cides with the interpretation of predicate logic in the hyperdoctrine Subg. Compared
to the standard interpretation in toposes, however, hyperdoctrines do not require that
predicates are always modeled by subobjects but can come from some other universe.
This means that hyperdoctrines describe a wider class of models than toposes do.

3.5.2 BI Hyperdoctrines

Recall that a Heyting algebra is a bi-cartesian closed partial order, i.e., a partial order,
which, when considered as a category, is cartesian closed (T, A, —) and has finite coprod-
ucts (L, V). Further recall that a Bl algebra is a Heyting algebra, which has an additional
symmetric monoidal closed structure (I, *, —) [102].

We now present a straightforward extension of (first-order) hyperdoctrines, which
models first and higher-order predicate BI.

Definition 3.11 (BI Hyperdoctrines).

o A first-order hyperdoctrine P over C is a first-order BI hyperdoctrine in case all the
fibres P(X) are BI algebras and all the reindexing functions P(f) are BI algebra
homomorphisms.
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o A BI hyperdoctrine is a first-order BI hyperdoctrine with the additional properties
that C is cartesian closed, and there is a Bl algebra B and a natural bijection Ox :
Obj(P(X)) ~ C(X, B).

First-order predicate Bl is first-order predicate logic with equality, extended with for-
mulas I, ¢ * ¢, ¢ — ¢ satisfying the following rules (in any context I' including the free
variables of the formulas):

(px¢)x 01 @* (P =0) ex(Ppx0)Fr (p*19)x0 Fro < ¢@x1
prry OFrw @xPro
pxPrripxg x0T Pprw pFr¢y —0

Our notion of predicate BI should not be confused with the one presented in Pym’s
book [102]; the latter seeks to include a BI structure on contexts but we do not attempt to
do that here, since this is not what is used in separation logic. In particular, weakening
at the level of variables is always allowed:

prry
¢ Fropexy ¥

We interpret first-order predicate Bl in a first-order BI hyperdoctrine simply by extend-
ing the interpretation of first-order logic in first-order hyperdoctrine defined above by:

[1] = Ip
lexyl = [¢]=*5[¥]
lo =] = [¢l -5 [¥],

where I, *p and —p is the monoidal closed structure in the Bl algebra P([I']). We then
have:

Theorem 3.12. The interpretation of first-order predicate BI given above is sound and complete.

Likewise, Bl hyperdoctrines form sound and complete models for higher-order pred-
icate BI. Of course, a (first-order) Bl hyperdoctrine is sound for classical Bl in case all the
fibres P(X) are Boolean BI algebras and all the reindexing functions P(f) are Boolean BI
algebra homomorphisms. Here is a canonical example of a BI hyperdoctrine.

Example 3.13 (BI hyperdoctrine over a complete BI algebra). Let B be a complete BI
algebra, i.e., it has all joins and meets. It determines a Bl hyperdoctrine over the category
Set as follows. For each set X, let P(X) = B, the set of functions from X to B, ordered
pointwise. Given f : X — Y, P(f) : BY — BX is the Bl algebra homomorphism given by
composition with f. For example if s,t € P(Y), i.e.,,s,t : Y — B, then P(f)(s) =so f:
X — Band s « t is defined pointwise as (s * t)(y) = s(y) = t(y). Equality predicates =x
in BX*X are defined by
/\ def T ifx=x
=x (%, x) = { 1 oifx#x" 7

where T and L are the greatest and least elements of B, respectively. The quantifiers use
set-indexed joins (\/) and meets (A). Specifically, given A € BT*X one has

def

(3X)r(A) £ )

MieTl. \/ A(,x) (VX)r(A) S Aiel. \ A, x)

xeX xeX

in BT, The conditions in Definition 3.9 are trivially satisfied (© is the identity).
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There are plenty of examples of complete BI algebras: for any Grothendieck topos
£ with an additional symmetric monoidal closed structure, Subg(1) is a complete BI
algebra, and for any monoidal category C such that the monoid is cover preserving with
respect to the Grothendieck topology ], Subgy ¢ j)(1) is a complete Bl algebra [19, 104].

The following theorem shows that to get interesting models of higher-order predicate
B, it does not suffice to consider BI hyperdoctrines arising as the canonical hyperdoc-
trine over a topos (as in Example 3.10). Indeed this is the reason for introducing the more
general Bl hyperdoctrines.

Theorem 3.14. Let € be a topos and suppose Subg : E°P — Poset is a BI hyperdoctrine. Then
the BI structure on each lattice Subg (X) is trivial, i.e., for all ¢, € Subg(X), ¢ xp — ¢ N.

Proof. Let & be a topos and suppose Subg : £ — Poset is a Bl hyperdoctrine. Let X be
an object of £ and let ¢, ¢, ¥’ € Subg(X). Furthermore let Y be the domain of the mono
¢, and notice that the lattice Subg (Y') can be characterized by

Subg(Y) ={p A ¢ | ¢ € Sube(X)}. (3.7)
Furthermore, notice that the order on Subg(Y) is inherited from Sub¢ (X)), i.e.,
For all x, x’ € Sube(Y), x Fy X' iff x Fx . (3.8)

Since A is modeled by pullback which by assumption preserves *, the following equa-
tions hold in Sub¢ (Y) (and therefore also in Subg (X)):

(@A) (@AY = @A (Yrxy) (3.9)
and
(P AY) =y (@ AY) = @A (P —x ). (3.10)
By assumption, Subg(Y) forms a Bl algebra with connectives xy, —y and Iy, so using
the characterization of subobjects of Y given in (3.7), yields the following rule for each
X € Subg (X):
(AP *y (@A) Fy XA g
PAY Y (@AY —y (XN @)
Using (3.8), (3.9), and (3.10) we deduce

PA(PxxyP ) Fx XN @
AP X @AY —x X)

for all ¢, 9, ¢y’, x € Subg(X), which implies
A [PxP) Fx XA g

PAYEx P —x X
(@A) *x P Fx x (3.11)

Inserting ¢ A (¢ *x ') for x into (3.11) yields

A W*rx ) Fx oA (P rxy)
(PAY)*xx P Fx @ A (P xx §). (3.12)
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Since the entailment above the line in (3.12) always holds,
(@AY) *x ¢ Fx @A (P x¢).
This gives us projections for xx by letting ¢ be T:
(@rx ¢") Ax (P AT)sx ' Fx @ A (T *x¢') Fx @

Now, let x be the subobject (¢ A 1) xx ¢’, then x < x A ¢ due to the projections for *x.
Using (3.11) downwards-up, gives

(@A) *xx ¢ Fx (9 AY) xx ¢’
PAQPxx ) Ex (@A) *xx ¢ (3.13)

By (3.12) and (3.13) we conclude that for all ¢, {, " € Subg(X),

AW xx ) = (@A) xx Y (3.14)

We already noted the projections for xx, so T xx Ix Fx Ix, which entails T « Ix. Let ¢ be
Tin (3.14), then p A (T *x ') < (¢ A T) xx ¢’ and so ¢ A’ — @ xx ¢/, as claimed. O

In fact, it is possible to make a slight strengthening of Theorem 3.14. We say that a
logic has full subset types [61] if the following conditions are satisfied.

e For each formula ¢(x1,...,x,), thereis a type {x1:11,..., X' T | @(x1,..., %)}

e Foraterm N of type {x1:71,...,X,: T | @(x1,...,%,)}, in a context I', there is a term
o(N) of type Ty X --- X T, in T

e The rule
I y{x:X | ¢} | 8lo(y)/x] - plo(y)/x]
[LxX|60,pF9y (3.15)

is valid.
One can then show

Proposition 3.15. If our notion of predicate Bl has full subset types, then for all formulas @,
in a context T,

(P/\T’U_“_r (p*lp

The proof is omitted here; it can be found in the technical report [21]. The following
is an easy consequence.

Corollary 3.16. Any BI hyperdoctrine which satisfies the rules for full subset types is trivial.

The BI hyperdoctrine we use to model separation logic (the standard pointer model)
satisfies all of the above except the downward direction of (3.15). When this is the case,
we say that the logic has subset types, but not full subset types [61].
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3.5.3 The Pointer Model as a BI Hyperdoctrine

We now show how the semantics of assertions from Section 3.2.2 is an instance of the
general framework just described.

Let (H,, ) be the discretely ordered set of heaps with a bottom element added to
represent undefined, and let + : H; x H; — H, be the total extension of * : H x
H — H satisfying L xh = h+ 1 = 1, forall h € H,. This defines a partially ordered
commutative monoid with the empty heap {} as the unit for *. The powerset of H, P(H)
(without 1) is a complete Boolean BI algebra, ordered by inclusion and with monoidal
closed structure defined by (for U,V € P(H)):

o lis {&}
e UxV:={h«h | helUNN eV} \ {L}
e UV =J{WCH|(W=xU)CV}

It can easily be verified directly that this defines a complete Boolean BI algebra; it also
follows from more abstract arguments [104, 19].

Let S be the Bl hyperdoctrine induced by the complete Boolean Bl algebra P(H) as in
Example 3.13. To show that the interpretation of separation logic in this Bl hyperdoctrine
exactly corresponds to the standard pointer model presented above, we spell out the
interpretation of separation logic in S.

A term t in a context I' = {x1:71,...,X,:T,} is interpreted as a morphism between
sets. For example,

) [[xl'ZTl]] =TT,

e [n] is the map [n] : [T] — {*} — Z which sends the unique element of the
one-point set {*} to n,

o [to£t] = [to] =[] : [T] — Z x Z — Z, where [t;] : [T] — Z, fori =0, 1.

The interpretation of a formula ¢ in a contextI' = {x1:1y, ..., x,:7, } is defined induc-
tively. Let I = [I'] and write ¥ for elements of I. Then ¢ is interpreted as an element of
P(I). The interpretation is given in Fig. 3.6.

Now it is easy to verify by structural induction on formulas ¢ that the interpretation
in the BI hyperdoctrine S corresponds exactly to the semantics of terms of type Prop in
Section 3.2.2, in the sense given by

Theorem 3.17. Let the predicate A = ¢ : Prop have free variables in the context A = x1:T1, ..., Xn Ty,
and let (v1,...,v,) € [T1 X ... X Ty]. Then,

[[q)]] (U], sy Uﬂ) = [[(P]](xlﬂvl,...,xnavn)’

where the semantics on the left is the one in Fig. 3.6 and the semantics on the right is the semantics
from Section 3.2.2.

As a consequence, separation logic is sound for classical first-order BIl. The corre-
spondence also shows that it is indeed sensible to extend separation logic to higher-order
since the Bl hyperdoctrine S soundly models higher-order BI. Moreover, one can obtain
a correspondence like that of Theorem 3.17 for other versions of separation logic.
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[t = B](v) = {h]|dom(h) = {[t](¥)} and h([:](¥)) = [t2](¥)}
Hif [t1](V) = [t2](V), @ otherwise

[t =8]F) =

[TT(+) = H

[-L1(+) = 2

[emp](x) = {h|dom(h) =&}

lery]l¥) = [e](¥)NIYIE)

[pvel(¥) = [el(W)U[p]F)

lo = ¢I¥) = {h|helg](¥)impliesh e [¢](¥)}
e+l = [9](¥) *[¥]F)

= {mxhy [ € [@](V) and by € [9](¥)} \ {1}
lo =9l = [e]¥) = [¥](¥)

= {h1el(¥) = {h} < [Y](¥)}
[VeT.el(¥) = Noege ([9](0x, 7))
[Fxtel(¥) = Uepr(lel(ox,¥))

Figure 3.6: Semantics of Assertions in the Hyperdoctrine S

An intuitionistic model. Consider again the set of heaps (H | , *) with an added bottom
1, as above. The order is now defined by

hy Jhy iff dom(hy) C dom(hy) and for all x € dom(hy). hy(x) = ha(x).

Let I be the set of sieves on H, i.e., downwards closed subsets of H, ordered by inclusion.
This is a complete BI algebra, as can be verified directly or by an abstract argument [19,
104]. Now let T be the BI hyperdoctrine induced by the complete BI algebra I as in
Example 3.13. The interpretation of predicate BI in this BI hyperdoctrine corresponds
exactly to the intuitionistic pointer model of separation logic, which is presented using a
forcing style semantics in the paper [59].

The permissions model. It is possible to fit the permissions model of separation logic
presented in the paper [29] into the framework presented here. The main point is that
the set of heaps, which in that model map locations to values and permissions, has a
binary operation *, which makes (H |, ) a partially ordered commutative monoid.

Remark 3.18. The correspondences between separation logic and Bl hyperdoctrines above
illustrate that what matters for the interpretation of separation logic is the choice of Bl al-
gebra. Indeed, the main relevance of the topos-theoretic constructions in the article [104]
for models of separation logic is that they can be used to construct suitable Bl-algebras
(as subobject lattices in categories of sheaves).

3.6 Other Applications of Higher-order BI

We have shown that it is completely natural and straightforward to interpret first-order
predicate Bl in first-order BI-hyperdoctrines and that the standard pointer model of sep-
aration logic corresponds to a particular case of Bl-hyperdoctrine. Based on this corre-
spondence, in this section ome further consequences for separation logic are outlined.
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3.6.1 Formalizing Separation Logic

The strength of separation logic has been demonstrated in numerous papers before. In
the early days of separation logic, it was shown that it could handle simple programs for
copying trees, deleting lists, etc. The first proof of a more realistic program appeared in
Yang's thesis [134], in which he showed correctness of the Schorr-Waite graph marking
algorithm. Later, a proof of correctness of Cheney’s garbage collection algorithm was
published in the paper [23], and other examples of correctness proofs of non-trivial al-
gorithms may be found in Bornat’s paper [28]. In all of these papers, different simple
extensions of core separation logic were used. For example, Yang used lists and binary
trees as parts of his term language, and Birkedal et. al. introduced expression forms for
finite sets and relations. It would seem that it is a weakness of separation logic that one
has to come up with suitable extensions of it every time one has to prove a new program
correct. In particular, it would make machine-verifiable formalizations of such proofs
more burdensome and dubious if one would have to alter the underlying logic for every
new proof.

The right way to look at these “extensions” is that they are really trivial definitional
extensions of one and the same logic, namely the internal logic of the classical BI hyper-
doctrine S presented in Section 3.5. The internal language of a Bl hyperdoctrine P over
C is formed as follows: to each object of C one associates a type, to each morphism of
C one associates a function symbol, and to each predicate in P(X) one associates a rela-
tion symbol. The terms and formulas over this signature (considered as a higher-order
signature [61]) form the internal language of the BI hyperdoctrine. There is an obvious
structure for this language in P.

Let2 = {1, T} be a two-element set (the subobject classifier of Set). There is a canon-
ical map ¢ : 2 — P(H) which maps L to {} (the bottom element of the BI algebra P(H))
and T to H (the top element of P(H)).

Definition 3.19. Let ¢ be an S-predicate over a set X, i.e., a function ¢ : X — P(H). Call
¢ pure if @ factors through «.

Thus ¢ : X — P(H) is pure if there exists a map x, : X — 2 such that

commutes. This corresponds to the notion of pure predicate traditionally used in sepa-
ration logic [115].

The sub-logic of pure predicates is simply the standard classical higher-order logic
of Set, and thus it is sound for classical higher-order logic. Hence one can use classi-
cal higher-order logic for defining lists, trees, finite sets and relations in the standard
manner using pure predicates and prove the standard properties of these structures, as
needed for the proofs presented in the papers referred to above. In particular, notice that
recursive definitions of predicates, which in the papers [134, 23, 28] are defined at the
meta level, can be defined inside the higher-order logic itself. For machine verification
one would thus only need to formalize one and the same logic, namely a sufficient frag-
ment of the internal logic of the BI hyperdoctrine (with obvious syntactic rules for when
a formula is pure). The internal logic itself is “too big” (it can have class-many types and
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function symbols, e.g.); hence the need for a fragment thereof, say classical higher-order
logic with natural numbers.

3.6.2 Logical Characterizations of Classes of Assertions

Different classes of assertions, precise, monotone, and pure, are introduced by Reynolds [115],
who notices that special axioms for these classes of assertions are valid. Such special
axioms are exploited in the proof of Cheney’s garbage collector [23], where pure asser-
tions are moved in and out of the scope of iterated separating conjunctions, and in the
paper [88], where properties of precise assertions are crucially applied to verify sound-
ness of the hypothetical frame rule. The different classes of assertions are defined se-
mantically and the special axioms are validated using the semantics. We show how the
higher-order features of higher-order separation logic allows a logical characterization of
the classes of assertions, and logical proofs of the properties earlier taken as axioms. This
is, of course, important for machine verification, since it means that the special classes of
assertions and their properties can be expressed in the logic.

To simplify notation we just present the characterizations for closed assertions, the
extension to open assertions is straightforward. Recall that closed assertions are inter-
preted in S as functions from 1 to P(H), i.e., as subsets of H.

In the proofs below, we use assertions which describe heaps in a canonical way. Since
a heap h has finite domain, there is a unique (up to permutation) way to write an asser-
tion py, =14 — nq ...l — ny such that [p,] = {h}.

Precise assertions. The traditional definition of a precise assertion is semantic, inas-
much as an assertion g is precise if, and only if, for all states (s, /), there is at most one
subheap hg of h such that (s, ho) I g. The following proposition logically characterizes
closed precise assertions (at the semantic level, this characterization of precise predicates
has been mentioned before [87]).

Proposition 3.20. The closed assertion q is precise if, and only if, the assertion

Vp1,p2  Prop. (p1#q) A(p2+q) (pr /A p2) *q (3.16)
is valid in the BI hyperdoctrine S.

Proof. The “only-if” direction is trivial, so we focus on the other implication. Thus sup-
pose (3.16) holds for g, and let & be a heap with two different subheaps /1, h; for which
h; € [q]. Let p1, p2 be canonical assertions describing the heaps 1 \ i and & \ hy, respec-
tively. Then i € [(p1*q) A (p2*p)], so h € [(p1 A p2) * q], whence there is a subheap
h' C hwith b’ € [p1 A p2]. This is a contradiction. O O

One can verify properties for precise assertions in the logic without using semantical
arguments. For example, one can show that g1 * g2 is precise if g4; and g, are by the
following logical argument: Suppose (3.16) holds for 41, g2. Then,

(P1*(q1%q2)) A (p2* (q1%q2)) = ((p1*q1) *q2) A ((p2* q1) * 92))
= ((pr*q1) A (p2xq1)) * q2 = (P Ap2) xq1) x q2
= (p1Ap2)*(q1%q2),

as desired.
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Monotone assertions. A closed assertion g is defined to be monotone if, and only if,
whenever & € [g] then also i’ € [q]], for all extensions i’ D h.

Proposition 3.21. The closed assertion q is monotone if, and only if, the assertion ¥ p:Prop. p *
q — q is valid in the BI hyperdoctrine S.

This is easily verified, and again, one can show the usual rules for monotone asser-
tions in the logic (without semantical arguments) using this characterization.

Pure assertions. Recall from above that an assertion g is pure iff its interpretation fac-
tors through 2. Thus a closed assertion is pure iff its interpretation is either & or H.

Proposition 3.22. The closed assertion q is pure if, and only if, the assertion

Vp1, p2:Prop. (g Ap1) * p2 = g A (p1# p2) (3.17)
is valid in the BI hyperdoctrine S.

Proof. Again, the interesting direction here is the “if” implication. Hence, suppose (3.17)
holds for the assertion g, and that & € [g]. For any heap h(, we must then show that
ho € [g]. This is done via the verification of two claims.
Fact 1: For all W’ C h, i’ € [qg]. Proof: Let p; be a canonical description of /', and p;
a canonical description of h \ h'. Then hh € [[g A (p1* p2)]], soh € [[(g A p1) = p2]. This
means there is a split iy « hy = h with hy € [[g A p1]] and hy € [[p2]. But then, hp = h\ I/,
sohy = h', and thus, I’ € [q].
Fact 2: Forall i’ D h, h' € [gq]. Proof: Let p; and p; be canonical descriptions of /1 and
W'\ h, respectively. Then, ' € [[(g A p1) * p2], so W' € g A (p1 * p2)], and in particular,
h' € [q], as desired.

Using Facts 1 and 2, we deduce h € [q] = @ € [q] = ho € [4]. O

3.7 Related Work

There are references to related work throughout the paper. We give pointers to more
related work here.

As mentioned, Parkinson and Bierman proposed a system for reasoning about data
abstraction [91], in which they introduce a notion of “abstract predicates”. Our approach
is more straightforward and natural, as we have already argued. Prior to that, Reddy
gave a semantics for objects and classes [105], in which he likewise models data ab-
straction via existential quantification. The main difference from this work compared
to the present is that Reddy considers a programming language without heap manipu-
lating constructs, but which is higher-order. Furthermore, Reddy uses a more sophisti-
cated type system than ours, and types are interpreted relationally. It is ongoing work
to give a relational interpretation to a higher-order programming language with heap-
manipulating constructs.

Kohei Honda’s group has numerous papers on higher-order imperative languages [18,
57]. The similarities between their work and the present is that both seek to reason about
equivalence of programs in programming languages with pointers. Their work is, how-
ever, not restricted to our programming language with simple procedures. The main
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differences include: (i) Their logic does not include a * connective; instead they use pred-
icate logic with equality to keep track of aliasing. This makes local reasoning harder. (ii)
The interpretation of triples is not “tight” in their work. For example, the triple

{true} [x] := 4 {true}

is valid in the setting of Honda et al., but not in separation logic. (iii) One of the goal
of Honda et al.’s work is to show observational equivalence. Although intriguing, we
do not aim to answer such questions in the present work. See the long version of the
paper [18] for an extensive comparison of their work to separation logic.

3.8 Conclusion

We have extended the assertion language and specification language of separation logic
to higher-order and presented a model for it. Further, we argued that this is a useful
extension. In particular, we showed shown that programs which use abstract data types
with with internal (hidden) resources can be proved correct, and illustrated how univer-
sal quantification over predicates can be used to reason about polymorphic operations
on data types. Further, we introduced the notion of a Bl hyperdoctrine and showed that
our semantics is an instance of this general concept, inasmuch as our interpretation of
predicates coincides with the standard interpretation of predicates in a hyperdoctrine.
Finally, we showed that the general concept of hyperdoctrines is needed, since one can-
not hope to get interesting models of predicate BI by extending the standard interpreta-
tion of predicate logic in toposes.

Acknowledgments The authors wish to thank Carsten Butz and the anonymous refer-
ees of previous versions of the work in this paper for helpful comments and insights.
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Appendix 3

3.A Implementation Using slists

Creating a queue with slists:

. def
slistcreate =
return null

Enqueing with slists:
slistEnque(q, (p,v)) def
newvar, ptemp, temppri, temp, found, new;
ptemp := null;

if (g9 = null)

q := cons(p,v, null)
else

temppri := [q];

if (p > temppri)
g := cons(p,v,q)

else
ptemp (= g;
temp := [g+2];

found := false;
while (temp # null A found = false)
temppri := [temp];
if (p > temppri)
found := true
else
ptemp := temp;
temp := [ptemp + 2]
fi
od;
new := cons(p, v, temp);
[ptemp + 2] := new
fi
fi

Dequeing with slists:

slistDeque(q) def
newvar temp, maxVal;
temp :=gq;
maxVal := [g+ 1];
q:=1[q+2];
dispose(temp, temp + 1, temp + 2);
return maxVal

Disposing a with slist-queue:
slistDispose(q) def
newvar temp;
while (g # null) do
temp :(=g;
q:=1[q+2];
dispose(temp, temp + 1, temp + 2)
od
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3.B Implementation Using dlists

Creating a queue with dlists:

dlistcreate def
q = cons(null, null, null, null);
return g

Enqueing with dlists:

dlistEnque(q) %<
newvari, i/, j, j/, temp;
i=1[q); i":=[q+1]; j:=[g+2]; j :=[g+3];

if (i = )
i:=cons(p,v,j,i');
jl=i

else

temp := cons(p,v,i,i’);
[i 4+ 3] := temp;
i:=temp
fi;
gl =5 lg+1] =1 g +2] = [g+3] =]
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Dequeing with dlists

dlistDeque(q) def
newvari, 7/, j, j/, max, maxP, maxVal, temp, tempP, temp,, tempy;
=gl =g +1) =g 42 =g +3)
max := i;
maxP := [i];
temp := [i +2];
while (temp # j) do
tempP := [temp];
if (tempP > maxP)
max := temp;
maxP := tempP
else
skip
fi;
temp := [temp + 2]
od;
maxVal := [max + 1];
if (max = i)
if (max =)
dispose(max);
i=j =7
else
temp :=i;
i:=1[i+2];
i+3]:=1i;
dispose(max, max + 1, max + 2, max + 3)
fi
else
if (max =7")
j =1 +30
Jj

7

j/
_|_
[ +2] =
dispose(max, max + 1, max + 2, max + 3)
else
tempg := [max +2];
temp; := [max + 3];
[tempg + 3] := tempy;
[tempq + 2] := tempy;
dispose(max, max + 1, max + 2, max + 3)
fi;
fi;
[g] =i [g+1] =i [g+2]:=J; [g+3]:=]
return maxVal

Disposing with dlist-queue:

dlistDispose(q) def
newvari, j, temp;
i:=ql;j:=[9+2];
while (i # f)
temp :=i;
i:= [temp+2];
dispose(temp, temp + 1, temp + 2, temp + 3)
od;
dispose(q,9+1,9+2,9+3)
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3.C Hints for Proof of slistEnque

An invariant of the while loop in slistEnque is

36,8, v, v.

slist(B, i, ptemp) x ptemp — (p’, v/, temp) x slist(B’, temp, j) A
((found Asorted(B - (p/, V') - (p,v) - B)) VP >p)A
a=pB-(p,v)- B NAsorted(a)

Here are some properties about the slist predicate that we used in the proof.

slist(a, i, null) Ni # j = 3/, p,v, k.« = (p,v) - &' Ni— (p,v,k) xslist(a/, k, j)
k— (p,v,i) *slist(a,i,j) = slist((p,v) - a,k, )
slist(a,1,k) * k — (p,v,j) = slist(a - (p,v),1,])

3.D Hints for Proof of dlistDeque

An invariant of the while loop in this program is

3,1,/ g (1], ])
(3B, B, B”, ptemp, pmax.
dlist(B,1,1’, max, pmax) x
dlist(B’, max, pmax, temp, ptemp)
dlist(B”, temp, ptemp, j,j') A
a=p-B-B"NB #eAmaxP = Max(B-p') = head(p')).

The cell containing the “boundary values” for the slist need not appear in most of the
proof but can be “framed in” via the frame rule.

The following basic properties about the dlist predicate have been used in our proof
of the dlist implementation of priority queues. Some of these are also listed in [115].

dlist(a,i,i',7,7') Ni # j = dlist(a,i,i,],7) N # €
dlist(a,i,7,j,j) Na # € =

Ip, v, ko’ o= (p,v) &' Ni— (p,oki") «dlist(a/,k,7,7,7)
i=1ANj=j Nemp=dlist(e,i,7,],])
dlist(a,i,i', k, k') = dlist(a’, k, k', ], ') = dlist(a - &/, 1,7, ,])
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Chapter 4

Semantics of Separation-logic Typing
and Higher-Order Frame Rules

Abstract

We show how to give a coherent semantics to programs that are well-specified
in a version of separation logic for a language with higher types: idealized
algol extended with heaps (but with immutable stack variables). In partic-
ular, we provide simple sound rules for deriving higher-order frame rules,
allowing for local reasoning.

Preface

This chapter is a reprint of the conference paper [25], which I co-authored with Lars
Birkedal from IT University of Copenhagen and Hongseok Yang from ERC-ACI, Seoul
National University.

4.1 Introduction

Separation logic [115, 113, 59, 106, 85, 23] is a Hoare-style program logic, and variants of it
have been applied to prove correct interesting pointer algorithms such as copying a dag,
disposing a graph, the Schorr-Waite graph algorithm, and Cheney’s copying garbage
collector. The main advantage of separation logic compared to ordinary Hoare logic is
that it facilitates local reasoning, formalized via the so-called frame rule using a connective
called separating conjunction. The development of separation logic has mostly focused on
low-level languages with heaps and pointers, although in recent work [88] it was shown
how to extend separation logic to a language with a simple kind of procedures, and a
second-order frame rule was proved sound.

Our aim here is to extend the study of separation logic to high-level languages, in
particular to higher-order languages, in such a way that a wide collection of frame rules
are sound, thus allowing for local reasoning in the presence of higher-order procedures.
For concreteness, we choose to focus on the language of idealized algol extended with
heaps and pointers and we develop a semantics for this language in which all commands
and procedures are appropriately local. Our approach is to refine the type system of
idealized algol extended with heaps, essentially by making specifications be types, and
give semantics to well-specified programs. Thus we develop a separation-logic type system

125
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for idealized algol extended with heaps. It is a dependent type theory and the types
include Hoare triples, rules corresponding to the rules of separation logic, and subtyping
rules formalizing higher-order versions of the frame rule of separation logic.

Our type system is related to modern proposals for type systems for low-level im-
perative languages, such as TAL [77], in that types may express state changes (since they
include forms of Hoare triples as types). The type system for TAL was proved sound
using an operational semantics. We provide a soundness proof of our type system using
a denotational semantics which we, moreover, formally relate to the standard semantics
for idealized algol [89, 109]. The denotational semantics of a well-typed program is given
by induction on its typing derivation and the relation to the standard semantics for ide-
alized algol is then used to prove that the semantics is coherent (i.e., is independent of the
chosen typing derivation). We should perhaps stress that soundness is not a trivial issue:
Reynolds has shown [88] that already the soundness of the second-order frame rule is
tricky, by proving that if a proof system contains the second-order frame rule and the
conjunction rule, together with the ordinary frame rule and rule of Consequence, then
the system becomes inconsistent. The semantics of our system proves that if we drop the
conjunction rule, then we get soundness of all higher-order frame rules, including the
second-order one.

Inidealized algol, variables are allocated on a stack and they are mutable (i.e., one can
assign to variables). We only consider immutable variables (as in the ML programming
language) for simplicity. The reason for this choice is that all mutation then takes place
in the heap and thus we need not bother with so-called modifies clauses on frame rules,
which become complicated to state already for the second-order frame rule [88].

We now give an intuitive overview of the technical development. Recall that the stan-
dard semantics of idealized algol is given using the category CPO of pointed complete
partial orders and continuous functions. Thus types are interpreted as pointed complete
partial orders and terms (programs) are interpreted as continuous functions. The seman-
tics of our refined type system is given by refining the standard semantics. A type 6 in
our refined type system specifies which elements of the “underlying” type in the stan-
dard semantics satisfy the specification corresponding to § and are appropriately local
(to ensure soundness of the frame rules), that is, it “extracts” those elements. Moreover,
the semantics also equates elements, which cannot be distinguished by clients, that is,
it quotients some of the extracted elements. Corresponding to these two aspects of the
semantics we introduce two categories, C and D, where C just contains the extracted el-
ements and D is a quotient of C. Thus there is a faithful functor from C to CPO and a
full functor from C to D. We show that the categories C and D are cartesian closed and
have additional structure to interpret the higher-order frame rules, and that the men-
tioned functors preserve all this structure. The semantics of our type system is then
given in the category D and the functors relating C, D, and CPO are then used to prove
coherence of the semantics. In fact, as mentioned above, our type system is a dependent
type theory, with dependent product type I1;6 intuitively corresponding to the specifica-
tion given by universally quantifying 7 in the specification corresponding to 6 (the usual
Curry-Howard correspondence). For this reason the semantics is really not given in D
but rather in the family fibration Fam(D) — Set over D.

The remainder of this paper is organized as follows. In Section 4.2, we define the
storage model and assertion language used in this paper, thus setting the stage for our
model. In Section 4.3, we provide the syntax of the version of idealized algol we use in
this paper. In particular, we introduce our separation-logic type system, which includes
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an extended subtyping relation. In Section 4.4, we present the main contribution of the
paper, a model which allows a sound interpretation, which we also show to be coherent
and in harmony with the standard semantics. In the last sections we give pointers to
related and future work, and conclude.

4.2 Storage Model and Assertion Language

We use the usual storage model of separation logic with one minor modification: we
make explicit the shape of stack storage. Let Ids = {i,j,...} be a countably infinite set
of variables, and let A range over finite subsets of Ids. We use the following semantic

domains:
def

n € [A] = A—Int,
h € Heap def Nat —g iy Int,
(n,h) € State(A) def [A] x Heap.

The set A models the set of variables in scope, and an element # in [A] specifies the
values of those stack variables. We sometimes call # an environment instead of a stack,
in order to emphasize that all variables are immutable. An element / in Heap denotes
a heap; the domain of & specifies the set of allocated cells, and the actual action of h
determines the contents of those allocated cells. We recall the disjointness predicate h#h’
and the (partial) heap combination operator / - ' from separation logic. The predicate
h#h' means that dom(h) Ndom(h') = @; and, h - i’ is defined only for such disjoint heaps
h and /', and in that case, it denotes the combined heap h U h'.

Properties of states are expressed using the assertion language of classical separation
logic [115]: 1

E == i|0|1|E+E,
P w= E=E|E—E|@|P+P|true|PAP|—P|Vi.P.

The assertion E — E’ means that the current heap has only one cell E and, moreover,
that the content of the cell is E’. When we do not care about the contents, we write
E — —; formally, this is an abbreviation of —(Vi.~E ~— i) for some i not occurring
in E. The next two assertions, @ and P * Q, are the most interesting features of this
assertion language. The empty predicate & means that the current heap is empty, and
the separating conjunction P x Q means that the current heap can be partitioned into two
parts, one satisfying P and another satisfying Q.

As in the storage model, we make explicit which set of free variables we are con-
sidering an expression or an assertion under. Thus, letting fiv be a function that takes
an expression or an assertion and returns the set of free variables, we often write asser-
tions as A - P to indicate that fiv(P) C A, and that P is currently being considered for
environments of the shape A. Likewise, we often write A I~ E for expressions.

The interpretations of an expression A - E and an assertion A I- P are of the forms

[AF E]:[A] — Int, [AF P]: [A] — P(Heap).

1The assertion language of separation logic also contains the separating implication — . Since that con-
nective does not raise any new issues in connection with the present work, we omit it here.
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The interpretation of expressions is standard, just like that of assertions. We include part
of the definition of the interpretation of assertions here.

[AFE—ET], = {[[AFE],~[AFE],))
[Ar2], = Al

[AF PP, =
{h-W | h#H Nhe[DF Pl AW €[AF P,

4.3 Programming Language

The programming language is Reynolds’s idealized algol [109] adapted for “separation-
logic typing.” It is a call-by-name typed lambda calculus, extended with heap opera-
tions, dependent functions, and Hoare-triple types. As explained in the introduction,
we only consider immutable variables.

The types of the language are defined as follows. We write A - 6 : Type for a type 6
in context A. The set of types is defined by the following inference rules (in which P and
Q range over assertions):

fiv(P) CA fiv(Q) CA AF60:Type fiv(P) C A
AF{P}—{Q}:Type AF 0 ® P:Type

AU{i}FO:Type i¢ A Al 0:Type AF 0:Type
A+ T1,0:Type AF 6O — 0:Type

Note that the types are dependent types, in that they may depend on variables i (see
the first rule above). One way to understand a type is to read it as a specification for
terms, i.e., through the Curry-Howard correspondence. A Hoare-triple type {P}—{Q}
is a direct import from separation logic; it denotes a set of commands c that satisfy the
Hoare triple {P}c{Q}. An invariant extension 6 ® P is satisfied by a term M if and only
if for one part of the heap, the behavior of M satisfies 8 and for the other part of the
heap, M maintains the invariant P. For instance, {P}—{Q} ® Py intuitively consists of
commands that given an input state satisfying P * Py, so that the input state may be split
into a P-part and a Py-part, change the P-part so that the result satisfies Q; and for the
Py-part, the commands modify it freely, but maintain the invariant Py.

The type I'1;0 is a dependent product type, as in standard dependent type theory (un-
der Curry-Howard it corresponds to the specification given by universally quantifying i
in the specification corresponding to 6). Intuitively, I1;6 denotes functions from integers
such that given an integer 1, they return a value satisfying 0[n/i]. For example, the type
IT;{j — —}—{j — 1!} specifies a factorial function that computes the factorial of i and
stores the result in the heap cell j.

The pre-terms of the language are given by the following grammar:

M:=x|Ax: 0.M | MM | Ai.M | ME
| fixM |ifzEMM | M; M | leti = newin M
| free(E) | [E] :=E | leti = [E]in M,

where E is an integer expression defined in Section 4.2. The language has the usual
constructs for a higher-order imperative language with heap operations, but it has two
distinct features. First, it treats the integer expressions as “second class”: the terms M
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never have the integer type, and all integer expressions inside a term are from the sepa-
rate grammar for E defined in Section 4.2. Second, no “integer variables” i can be mod-
ified in this language; only heap cells can be modified. Note that the language has two
forms of abstraction and application, one for general terms and the other for integer ex-
pressions. A consequence of this stratification is that all integer expressions terminate,
because the grammar for E does not contain the recursion operator.

The language has four heap operations. Command leti = newin M allocates a heap
cell, binds i to the address of the allocated cell, and executes the command M.2 An allo-
cated cell i can be disposed by free(i). The remaining two commands access the content
of a cell. The command [i] := E’ changes the content of cell i by E’; and letj = [i]in M
reads the content of cell i, binds j to the read value, and executes M. Note that the allo-
cation and lookup commands involve the “continuation”, and make the bound variable
available in the continuation; such indirect-style commands are needed because all vari-
ables are immutable.

The typing rules of the language decide a judgment of the form I' -5 M: 6, where
I is a list of type assignments to identifiers I' = x1 : 61,...,x, : 6,, and where the set A
contains all the free variables appearing in I', M, 6.

The type system is shown in Figure 4.1. For notational simplicity we have omitted
some obvious side-conditions of the form A I 6 : Type which ensure that, for a judgment
I' ko M: 6, the set A always contains all the free variables appearing in I', M, 6, and
that the type assignment I is always well-formed. There are three classes of rules. The
first class consists of the rules from the simply typed lambda calculus extended with
dependent product types and recursion. The second class consists of the rules for the
imperative constructs, all of which come from separation logic. The last class consists of
the subsumption rule based on the subtyping relation <4, which is the most interesting
part of our type system. The proof rules for <, define a preorder between types with
free variables in A, and include all the usual structural subtyping rules [97, chp. 15].
The rules specific to our system are: the encoding of Consequence in Hoare logic; the
generalized frame rule that adds an invariant to all types; and the distribution rules for
an added invariant assertion.

The generalized frame rule, 6§ <5 6 ® Py, means that if a program satisfies 8 and an
assertion Py does not “mention” any cells described by 6, then the program preserves P.
Note that this rule indicates that the types in our system are tight [59, 115]: if a program
satisfies 6, it can only access heap cells “mentioned” in 6. This is why an assertion P for
“unmentioned” cells is preserved by the program. For instance, if a program M has a
type of the form

6 —...— 0, —{P}—{Q},

the tightness of the type says that all the cells that M can directly access must appear in
the precondition P. Thus, if no cells in an assertion Py appear in P, program M maintains
Py, as long as argument procedures maintain it. Such a fact can, indeed, be inferred by

2We consider single-cell allocation only in order to simplify the presentation; it is straightforward to
adapt our results to a language with allocation of n consecutive cells.
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. .0
(fiv(F,B)gA) F,x.GI—AM.G
Lx:0kFax:6 ThaAx:O.M:60 — ¢
TraM:0 -0 THyM:¢
Ty MM : 0
[ oy M2 6 I'FAa M:1L6 _
~A0 (fiv(T) C A) (fiv(E) € A)
[ p AiM : TLE I'=p ME : 6[E/i]
ThFaM:0—0
ThafixM: 0

ThaM:{PANE=0}—{Q} TFaM :{PAE£0}—{Q}
[ FpifZEMM : {P}—{Q}
TpaM:{P}—{P'} TkaM :{P}-{Q}
I'Fa (M; M) {P}—{Q}
sy M: (P ri— —}—{Q}
['Fpleti =newin M : {P}—{Q}
I'Faugy Mo {P+E —i}—{Q}
['Fpleti=[E]inM:{PxE— —}—{Q}
(fiv([, E) C A)

(i € fiv(I,P,Q))

(i € fiv(I,E,P,Q))

I'Fa free(E) : {E— —}—{92}

(fiv(T,E,E") C A)
[HplE]:=E:{Ew —}-{E— E'}

TEAM:0 6=p0
TEAaM: 6

where <, is the usual structural subtyping relation [97, chp. 15] for types over A, ex-
tended with the following rules:

{P'}—{Q"} =a {P}—{Q} (when forall 7 € [A], [P],; € [P'], and [Q']; < [Qy)
0 <r0@P ({P}—{Q}) ® Py =a {P* Po}—{Q * P}
(I1,0) @ P ~p IT;(6 ® P) 0RQ)®P ~p0® (QxP)
0—0)P~p (0@P—60xP)

Figure 4.1: Typing Rules
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the generalized frame rule together with the distribution rules:

6h —...— 0, — {P}—{Q}

<A (0 <A 0 D)
(01— ... =0, = {P}—{Q}) ® P

=a ((0—0)P)=p (0@P) — 0 ®PF))
(h@Py— ... = 6,®P — {P}—{Q} ® Py)

=A (- {P}—{Q} ® Po 2o {P* Po}—{Q* Qo})
(91®P0—>...—>9n®P0—>{P*P0}—{Q*P0}).

The generalized frame rule, the distribution rules, and the structural subtyping rule for
function types all together give many interesting higher-order frame rules, including the
second-order frame rule. The common mechanism for obtaining such a rule is: first,
add an invariant assertion by the generalized frame rule, and then, propagate the added
assertion all the way down to a base triple type by the distribution rules. The structural
subtyping rule for the function type allows us to apply this construction for a sub type-
expression in an appropriate covariant or contravariant way. For instance, we can derive
a third-order frame rule as follows:

{P1}—{Q1} = {P2}—{Q2}) — {P3}—{Qs}

=A (0 =A0®P)

({P}—{Q} = {P2}—{Q:}) = {Ps}—{Qs}) @ P

=a ((0—0)2P =<5 (0RP—60cP))
{P1}—{Q1}®P — {P}—{Q2}®P) — {P3}—{Qs}®P
=a (. structural subtyping)

{P1}—{Q1}®P — {P}—{Q2}) — {P3}—{Qs}®P

=A (. {Po}—{Qo} ® P = {Po* P}—{Qo * P})
({P1xP}—{Qu*P} — {P2}—{Q2}) — {P3xP}—{Q3+P}.

4.4 Semantics

In this section we present our main contribution, the semantics that formalizes the un-
derlying intuitions of the separation-logic type system. In particular, we formalize the
following three intuitive properties of the type system:

1. The types in the separation-logic type system refine the conventional types. A
separation-logic type specifies a stronger property of a term, and restricts clients of
such terms by asking them to only depend upon what can be known from the type.
For instance, the type {1 — 3}—{1 — 0} of a term M indicates not just that M is a
command, but also that M stores 0 to cell 1 if cell 1 contains 3 initially. Moreover,
this type forces clients to run M only when cell 1 contains 3.

2. The higher-order frame rules in the type system imply that all programs behave
locally.

3. The type system, however, does not change the computational behavior of each
program.

We formalize the first intuitive property by means of partial equivalence relations. Roughly,
each type 0 in our semantics determines a partial equivalence relation (in short, per) over



132 CHAPTER 4. SEPARATION-LOGIC TYPING AND H/O FRAME RULES

the meaning of the “underlying type” 6. The domain of a per over a set A is a subset of
A; this indicates that 6 indeed specifies a stronger property than 6. The other part of
a per, namely the equivalence relation part, explains that the type system restricts the
clients, so that no type-checked clients can tell apart two equivalent programs. For in-
stance, {1 — 3}—{1 — 0} determines a per over the set of all commands. The domain
of this per consists of commands satisfying {1 — 3}—{1 — 0}, and the per equates two
such commands if they behave identically when cell 1 contains 3 initially. The equiv-
alence relation implies that type-checked clients run a command of {1 — 3}—{1 — 0}
only when cell 1 contains 3.

We justify the other two intuitive properties by proving technical lemmas about our
semantics. For number 2, we prove the soundness of all the subtyping rules, includ-
ing the generalized frame rule and the distribution rules. For number 3, we prove that
our semantics has been obtained by extracting and then quotienting semantic elements
in the conventional semantics; yet, this extraction and quotienting does not reduce the
computational information of semantic elements.

In this section, we first define categories C and D, corresponding to the extraction and
quotienting, respectively. Next we give the interpretation of types and terms. Finally, we
connect our semantics with the conventional semantics, and prove that our semantics is
indeed obtained by extracting and quotienting from the conventional semantics.

44.1 CategoriesC and D

We construct C and D by modifying the category CPO of pointed cpos and continu-
ous functions. For C, we impose a parameterized per on each cpo, and extract only
those morphisms in CPO that preserve such pers (at all instantiations). Each per formal-
izes that each type 6 corresponds to a specification over the underlying type 6, and the
preservation of the pers ensures that all the morphisms in C satisfy the corresponding
specifications. The parameterization of each per guarantees that all morphisms in C be-
have locally (in the sense of higher-order frame rules). The other category D is a quotient
of C. Intuitively, the quotienting of C reflects that our type system also restricts the clients
of a term; thus, more terms cannot be distinguished observationally.

We define the “extracting” category C first. Let Pred be the set of predicates, i.e., subsets
of Heap. We recall the semantic version of separating connectives, emp and *, on Pred.
For p,q € Pred,

h € emp <= h = An.undef
]’lEp*q <— 3h1h2.h1*h2=h/\]’l1€p/\h2€q.

The category C is defined as follows:

e objects: (A,R) where A is a pointed cpo, and R is a family of admissible pers®
indexed by predicates such that

Vp,q € Pred. R(p) C R(p = q);

e morphisms: f: (A,R) — (B, S) is a continuous function from A to B such that

Vp. fIR(p) — S(p)lf,

i.e., f maps R(p) related elements to S(p) related elements.

3A per Ry on A is admissible iff (L, 1) € Ry and Ry is a sub-cpo of A x A.
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Intuitively, each object (A, R) denotes a specification parameterized by invariant exten-
sion. The first component A denotes the underlying set from which we select “correct”
elements. R(emp) denotes the initial specification of this object where no invariant is
added by the frame rule. The domain |R(emp)| of per R(emp) indicates which elements
satisfy the specification, and the equivalence relation on |R(emp)| expresses how the
specification is also used to limit the interaction of a client: the client can only do what
the specification guarantees, so more elements become equivalent observationally. The
per R(p) at another predicate p denotes an extended specification by the invariant p.

We illustrate the intuition of C with a “Hoare-triple” object [p, q] for some p, g € Pred.
Let comm be the set of all functions ¢ from Heap to P(Heap U {wrong}) that satisfy safety
monotonicity and the frame property:

e Safety Monotonicity: for all h,hy € State, if h#hy and wrong ¢ c(h), then wrong ¢
c(h xho);

o Frame Property: for all h,ho, h| € State, if hithg, wrong ¢ c(h), and h} € c(h * hyp),
then there exists i’ such that #} = ho « ' and I’ € c(h).

Intuitively, comm contains all commands that satisfy the (first-order) frame rule [85],
and it forms the underlying set for all Hoare-triple specifications. Indeed, it is the first
component of the Hoare-triple object [p, q], where the order on comm is given by:

cCd < Vh.c(h) C(h).

The real meaning of [p, q| is given by the second component R. For each predicate p,
the domain of R(po) consists of all “commands” in comm that satisfy {p * po}—{q * po}:

c € |R(po)| < Vh e pxpo.c(h) Cq=*po.

The equivalence relation R(p) relates ¢ and ¢’ in |R(po)| iff c and ¢’ behave the same for
the inputs in p * pg * true:

true = {h|h € Heap}
c[R(po)lc’ <= Vh e pxpgx*true.c(h) =c'(h).

Intuitively, this equivalence relation means that the type system allows a client to execute
c or ¢' in h only when h satisfies p * pg * p’ for some p’; the predicate p’ reflects that the
frame rule in the type system allows the “widening” of a specification by an invariant.

The category C is cartesian closed, and it has all small products. The terminal object is
({L},R) where R(p) is {(L, L)} forall p, and all the small products are given pointwise;
for instance, (A, R) x (B,S) is (A x B, {R(p) x S(p)}p). The exponential of (A, R) and
(B, S) is subtle, and its per component involves the quantification over all predicates. Let
R = S be the following family of pers on the continuous function space A = B:

fI(R=S)(p)lg <= Vq € Pred. f[R(pxq) — S(p*q)|g.

Here f and g range over the domain of (R = S)(p), which contains only local functions:
it consists of functions f in |[R(p) — S(p)| such that

Vq. f[R(pxq) — S(p*q)lf.

Note that this condition is precisely the semantic version of the frame rule. The expo-
nential (A,R) = (B,S) is givenby (A = B,R = S).
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Lemma 4.1. C is cartesian closed, and has all small limits.

Another important feature of C is that it validates higher-order frame rules. Let P, be
the preorder (Pred, C) with T defined by predicate extension:

pCr < dg.pxq=r.
Category C has an “invariant-extension” functor inv from C x P, to C defined by:

inv((A,R),p) = (A,R(p*-)) and inv(f,p C q) = f.

Functor inv corresponds to the type constructor ® in our language; given a “type” (A, R)
and a predicate p, inv extends (A, R) by adding an invariant p. For instance, when a
triple object [p’, q'] is extended with p, it becomes [p’  p, ¢ * p].

Functor inv validates the subtyping rules that express higher-order frame rules: the
generalized frame rule § < 0 ® P and the rules for distributing ® over each type con-
structor. We first show that the functoriality of inv gives the soundness of the generalized
frame rule. Note that for all predicates p, emp C p, and that inv(—,emp) is the identity
functor on C. Thus, for each (A, R), the functoriality of inv gives a morphism from (A, R)
toinv((A, R), p). This morphism gives the soundness of the subtyping rule § < 0 ® P.

The soundness of the other distribution rules follows from the fact that for all p,
inv(—, p) preserves most of the structure of C. For instance, inv(—, p) preserves the ex-
ponential of C, because for all objects (A, R) and (B, S) and all predicates g4, we have

that
fIR(p*—)=S(px-))4)lg
<  Vq.f[R(p*(gx9q")) — S(p=(q+q))g
= V7. f[R((p*q)*q") = S((pxq) xq)|g
= fl(R=9S)(p*q)g

Lemma 4.2. For each predicate p, inv(—, p) preserves the cartesian closed structure and all the
small products of C on the nose.

Lemma 4.3. For all predicates p and q, inv(—, p) oinv(—,q) = inv(—, p *q).

For now, the final remark on C is that the triple-object generator [—, —] can be made
into a functor, whose morphism action validates the subtyping rule for Consequence.
Let P be the set of predicates ordered by the subset inclusion C. Generator [—, —| can be
extended to a functor tri from P°P x P to C:

tri(p,q) = [p,q] and tri(p C p', 9" C 9)(c) =c.

Note that tri is contravariant in the first argument and covariant on the second argu-
ment. This mixed variance reflects that the pre-condition of a triple can be strengthened,
and the post-condition can be weakened; thus, it validates the subtyping rule for Conse-
quence. We also note that the subtyping rule that moves an invariant assertion into the
pre- and post-conditions is sound.

Lemma 4.4. For each predicate p, let — p: P — P be a functor that maps a predicate q to q * p.
Then,
inv(—, p) otri = tri(— p, — p).
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The category D is obtained from C by equating morphisms according to an equiva-
lence relation ~. Morphisms f and g in C[(A, R), (B, S)] are related by ~ iff

Vp € Pred. f[R(p) — S(p)]g-

Relation ~ is an equivalence relation; it is reflexive, because each morphismin C[(A, R), (B, S)]
should map R(p)-related elements to S(p)-related elements, for all p; and it is symmet-

ric and transitive because, for all p, R(p) and S(p) are symmetric and transitive. The
interesting property of ~ is that it is preserved by all the structure of C:

Lemma 4.5 (Preservation). The relation ~ is preserved by the following operators in C:
e the composition of morphisms;
e the currying of morphisms;
o the pairing into all the small products; and
e the functor inv(—, p T q) on C, for all predicates p, q such that p C q.

This lemma ensures that taking a quotient of morphisms in C gives a well-defined
category, which we call D. Category D inherits all the interesting structure of C by
Lemma 4.5; it is cartesian closed, has all small products, and has a functor inv': Dx P, —
D that preserves the CCC structure and the small products of D. Let E be the “quotient-
ing” functor from C to D, and tri’: P°P x P — D the composition of E with tri. We
summarize the main property of D in the following two lemmas:

Lemma 4.6. The category D is a CCC with all small products, and has two functors inv': D x
P, — Dand tri’: P°P x P — D such that

1. inv/(—, p) preserves all the CCC structure and the small products of D;
2.inv' (=, p)oinv'(—,q) = inV'(—,pxq); and
3. inv'(—,p) otri’ = tri’ (= p, = p).

Lemma 4.7. The functor E from C to D is full, preserves the CCC structure as well as small
products, and makes the following diagrams commute:

Cx P PoP x P s
Exldl lE Idl lE
Dx P, oD pop x P p

4.4.2 Interpretation of the Language

We interpret the language in the family fibration Fam(D) — Set. Each base set in the
fibration models all the possible environments for a fixed shape of the stack (i.e., a fixed
set of integer variables A). For instance, the object {(A, R);},c[a] assumes that all the
available integer variables are in A, and it specifies a type dependent on the values of
such variables, given by 7. The types and terms of our language are interpreted using
the categorical structure of this fibration.
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The interpretation is explicit about the set of variables under which we consider
types, type assignments, and terms. Write A - I' to mean that A - T'(x) : Type, for
all x in the domain of I'.

The semantics of A - 6(: Type) and A + I is given by a family of objects in D indexed
by the environments in [A]. The precise definition of [f] and [I'] is given as follows: for
i in [A],

[AF (P}-{Q}], = ti'([aF P, [A+ Q)
[AF6®P], = inv([AF6],, [AFP],)
[AF0—0], = [AF6],=[AFO],
[[A F Hi(?]]ﬂ Hnelnt[[A @) {Z} F G]]q[i—m]
[A+ r]]ﬂ = erdom(l") A+ r(x)]]ﬂ

Note that tri’ is used to interpret the triple type {P}—{Q}, and inv’ to interpret the in-
variant extension 6 ® P.

We interpret each subtype relation 6 <, 0" as a family of morphisms in D of the
following shape:

{f,7 : [[A - 9]},7 — [[A [ GIHW}UGHAH'

The semantics is given by induction on the derivation. The subtyping rule for Conse-
quence is interpreted using the morphism action of functor tri":

[{P'}—{Q'} =a {P}—{Q}]y
= tri'([P], < [P'],, [Q'], < [Ql,)

The other important subtyping rules are the ones for the higher-order frame rules. The
interpretation of these rules uses the property of inv’. The generalized frame rule is
interpreted by the morphism action of inv’:

[6 <a 6 ® P], = inv'([0],,emp C [P],)

and the rules for distributing an invariant is interpreted by the identity; this interpreta-
tion “typechecks,” because inv'(—, p) preserves the exponentials and the small products
on the nose, and because of (items 2 and 3 of) Lemma 4.6.

Finally, we define the semantics of each typing judgment I' -5 M: 6 by an indexed
family of morphisms in D of the form:

{fﬂ . [[A - F]}ﬂ — [[A [ QHU}WGUAH'

The semantics is given by induction on the derivation of the judgment, and it is shown
in Figure 4.2. The interpretation of terms is given using the categorical structure of D
in a standard way. The only specific parts are the interpretation of basic imperative
operations, where we use five basic semantic constants

seq, new, read, free, and write,

which are also defined in the figure.

For this interpretation of terms, the question of well-definedness arises, because of
the introduction and elimination of dependent function type I1;0. The semantic defi-
nition of Ai.M assumes that if I' does not contain the variable i, it is interpreted as the
same object in D no matter how we change or even drop the value of i in the index. The
definition of [ME] assumes that the reindexing precisely models the substitution. The
following lemmas show that these two assumptions indeed hold.
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[[,x:0Fax:0],

[T FaAx:0.M: 60— 0'],

[T o MM’ : 6],

[[F l_A Ai.M: Hig]]ﬁ

[T Fa ME: 6[E/i]],

[T Ha M: 6],

[T Fa fixM: 0],

[T Fa ifzEM M’ : {P}—{Q}],

[T Fa Mz M': {P}—{Q}]y
[T tp free(E) : {E — —}—{@}]],1

[[ 4 leti =newin M : {P}—{Q}],
= hew o <[[r '_AU{Z'} M: {P 1 _}_{Q}Hiy[ianﬁnelnt
[[tpleti = [E]inM: {P*E— —}—{Q}];
= read([A = E]y) o ([T Faugy M {P*E — i} —{Q}yjimn)) neint
[T Fa[E]:=E :{E— —}—{E— E'}],
= write([A - E],, [A F E']y) o ljarr),
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TTx

curry([[', x: 0 =o M : 0']; oiso([I'],, x [], [T, x: 6]))

evalo ([T FAa M : 6" — 0], [T Fa M':0'];)

<[[r l_AU{i} M: 9]]77[i%n]>nelnt

7T[[E]],7 o [[F l_A M: HiG]]U

[0 <a 9’]],7 o[l'FaM:0],

Ifixo [T'Fp M: 6 — 9]],7

if ([AF E], =0) then [I' =5 M: {P ANE=0}—{Q}],
else [I' =4 M": {P ANE#0}—{Q}];

seq o ([T'p M: {P}—{P'}];, [T Fa M': {P'}—{Q}])

free([A F E]y) o jarr,

where seq, new, read(n), free(n), and write(n, n’) are morphisms in D (equivalence classes)

defined as follows:

ey, tri(p,q) xtri(g,q") — tri(p,q’)

seq = [Ac, ). Ah.{wrong | wrong € c(h)} UU{c' (') | W € c(h)}]
newpg 1 (IMpemtri(p*n — —,q)) — tri(p,q)
new = [Ac.Ah. J{c(n)(h[n — m]) | m,n € Int N n ¢ dom(h)}]
read(n)pg :  (Ilpemtri(p*n—m,q)) — tri(p*n — —,q)
read(n) = [Ac.Ah.if n € dom(h) then c(h(n))(h) else {wrong}]

free(n

write(n, n

write(n,n’

q
)
) 1 —tri([n— =], [emp])
free(n) = [Ax.Ah.if n € dom(h) then {h[n—undef]} else {wrong}]
N 1—tri([ne— =], [n— n'])

) = [Ax.Ah.if n € dom(h) then {h[n—n']} else {wrong}]

Figure 4.2: Interpretation of Terms
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Lemma 4.8. If fiv(I') C A, then
v € [A].Vn € Int. [AFT],; = [AU{i} =T, jimn-
Lemma 4.9. Iffiv(6) C AU {i} and fiv(E) C A, then

443 Adequacy

Our semantics of terms needs further justification in two ways. First, the interpretation
of a typing judgment needs to be shown coherent. The interpretation is defined over
a proof derivation of the judgment, so two different derivations of the same judgment
might have different denotations. This is troublesome for us especially, because our goal
is to give a semantics of a programming language with a separation-logic type system,
instead of a semantics of a proof in separation logic. Second, the connection with the
standard semantics needs to be provided. Our semantics uses subsumption which never
arises in the standard interpretation. Thus, our interpretation could be substantially
different from the standard interpretation. In this section, we provide justification for
both of these two issues.

We consider two other interpretations of our language. The first interpretation, called
the standard interpretation, ignores all assertions in the types. In the standard interpre-
tation, { P} —{Q} means the same thing no matter what P and Q are, and for all P, 6§ ® P
and 6 have identical interpretations. Let tri” be the constant functor from P°P x P to
CPO such that tri”(p,q) = comm, and let inv” be a functor given by the first projection
from CPO x P, to CPO. Then, the standard interpretation is the interpretation of the pre-
vious section, where we use CPO, tri” and inv” instead of D, tri’ and inv/, and we take an
equivalence class representative in the definition of constants; for instance, the constant
read(n) now means

Ac. Ah.if n € dom(h) then c(h(n))(h) else {wrong}.

The second interpretation uses the category C. It is obtained by simply replacing tri’
and inv’ in the previous section by tri and inv, and eliminating the embedding [—] to the
equivalence class in the definition of constants.

The three interpretations are very closely related. Note that from the category C to
CPO, there is a forgetful functor F that maps an object (A, R) to A, and a morphism f
to f. This forgetful functor preserves all the categorical structure of C that we use to
interpret the types of our language:

Lemma 4.10. F is a faithful functor that preserves the CCC structure and the small products of
C, and makes the following diagrams commute.

CxP Y ¢ pop x P
Fxldl l/l—" Idl ll—"
CPO x P, -~ CPO PoP x P s PO

Note that Lemmas 4.5 and 4.10 imply that the interpretation of the types in D and
CPO factors through the interpretation in C. The following lemma shows that the inter-
pretation of the terms has a similar property.
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Lemma 4.11. Both the forgetful functor F from C to CPO and the quotienting functor E from C
to D preserve the interpretation of terms. That is, for all typing judgments I' =x M: 6 and all
n € [A]

F([T Fa M: 6]5) = [T Fa M: 6]5F°

E([T Fp M: 9]]5) =[I'Fa M: 9]],?.

Since E is full and F is faithful, intuitively, Lemma 4.11 says that our semantics is
obtained by first selecting some elements, and then quotienting those selected elements.

Corollary 4.12. Our semantics is coherent: the semantics of a typing judgment does not depend
on derivations.

Proof: Let P; and P, be two derivations of a judgment I' Fo M : 6. We note that the
standard semantics is coherent; only the subsumption rule is not syntax-directed, but in
the standard semantics, this rule does not contribute to the interpretation, because all the
subtyping rules denote the identity function. Thus, for all environments 7, we have

[[rpl]]%PO _ [[PZ]]%PO_

Then, by Lemma 4.11 and the faithfulness of F,

[P1l5FO = [P2]5P° = F([P1]5) = E([P2]5)
= [P]5 = [Py
= E([™]7) = E([P2]5)
= [P} =[]}

4.5 Related Work

The (first order) frame rule was discovered in the early days of separation logic [59], and
it was a main reason for the success of that logic. For example, it was vital in the proofs
of garbage collection algorithms in [134] and [23]. Recently, the second-order frame rule,
which allows reasoning about simple first-order modules, was discovered [88]. This
naturally encouraged the question of whether there are more general frame rules that
apply to higher types.

Unlike in [88], our soundness result of higher-order frame rules does not require that
invariant assertions be precise. This preciseness requirement is needed because higher-
order frame rules interact badly with the conjunction rule [88]. In our system, such bad
interaction does not exist, because the system does not have the conjunction rule.

Other type systems which track state changes have been proposed in the work on
typed assembly languages [77, 4, 124]. Their main focus is to obtain sound rules for
proving the safety of programs. Thus, they mostly use easy-to-define conventional op-
erational semantics, and prove the soundness of the proof system syntactically (i.e., by
subject reduction and progress lemmas), or “logically” [124]: each type is interpreted as
a subset of a single universe of “meanings,” and a typing judgment is interpreted as a
specification for the behavior of programs, like a Hoare triple in separation logic. Our
separation-logic type system is more refined in that it allows the full power of separation
logic in the types and, moreover, we also treat higher-order procedures.
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The semantics of idealized algol has been studied intensively [89, 109, 86, 106]. Nor-
mally, the semantics is parameterized by the shape of the memory. The indexing in the
fibration in our semantics follows this tradition, and it models the shape of the stack.
However, the other indexing of our semantics, the indexing by invariant predicates over
heaps, has not been used in the literature before.

The construction of the category D is an instance of the Kripke quotient by Mitchell
and Moggi [72]. The families of pers in D form a Kripke logical relation on CPO indexed
by the preorder category P,; our condition on each family ensures that the requirement
of Kripke monotonicity holds. This Kripke logical relation produces D by Mitchell and
Moggi’s construction.

The idea of proving coherence by relating two languages comes from Reynolds [114].
Reynolds proved the coherence of the semantics of typed lambda calculus with subtyp-
ing, by connecting it with the semantics of untyped lambda calculus. We use the gen-
eral direction of Reynolds’s proof, but the details of our proof are quite different from
Reynolds’s, because we consider very different languages.

4.6 Conclusion and Future Directions

We have presented a type system for idealized algol extended with heaps that includes
separation-logic specifications as types and, moreover, defined the coherent semantics
of idealized algol typed with this system.

One shortcoming of our type system is that the higher-order frame rules in the system
allow only static modularity [91]. With the higher-order frame rules alone, we cannot
capture all the the information hiding aspect of dynamically allocated data structures as
needed for modeling abstract data types. However, it is well-known that abstract data
types can be modeled using existential types and we are currently considering to enrich
the assertion language with predicate variables, as in the recently introduced higher-
order version of separation logic [20], and to extend the types with dependent product
and sums over predicates.

Another shortcoming of the type system is that it cannot have the disjunction rule in
separation logic. The disjunction rule has two judgments in the premise, and requires
that both judgments are about the same program. Such a requirement about the same
program cannot be expressed in our type system. We plan to overcome this problem by
extending the type system with intersection types [111].

Yet another future direction is to define a parametric model. Uday Reddy pointed
out that separation-logic types should validate stronger reasoning principles for data
abstraction than ordinary types, because they let us control what clients can access more
precisely. Formalizing his intuition is the goal of the parametricity semantics. We cur-
rently plan to use category C’ which replaces each predicate-indexed family of pers in C by
a relation-indexed family of saturated relations: an object in C’ is a cpo paired with a family
T of binary relations such that (1) T is indexed by a “typed” relation r: p < g on heaps
(i.e., r C p x q); (2) for each predicate p, T at the diagonal relation A, is a per; (3) for all
r: p < q, T(r) is a saturated relation between pers T(Ay) and T(A;); (4) T(r) € T(rx1').
The morphisms in C’ are continuous functions that preserve the families of relations.
This category has all the categorical structure of C that we used in the semantics of this
paper. However, it is difficult to interpret the triple types such that the interpretation
of the memory allocator new lives in the category. Overcoming this problem will be the
focus of our research in this direction.
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Finally, we would like to extend the relational separation logic [135] to higher-order,
following the style of system R [1], and we want to explore the Curry-Howard corre-
spondence of our type system with specification logic [110].
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Chapter 5

Refinement and Separation Contexts

Abstract

A separation context is a client program which does not dereference inter-
nals of a module with which it interacts. We use certain “precise” relations
to unambiguously describe the storage of a module and prove that separa-
tion contexts preserve such relations. We also show that a simulation theorem
holds for separation contexts, while this is not the case for arbitrary client
programs.

Preface

This chapter is a reprint of the conference paper [70], co-authored with Ivana Mijajlovi¢
and Peter O’Hearn, both from Queen Mary, University of London.

5.1 Introduction

Pointers wreak havoc with data abstractions [54, 55, 10, 107]. To see why, suppose that
a data abstraction uses a linked list in its internal representation; for example, an imple-
mentation of resource manager will use a free list. If a client program dereferences or
otherwise accesses a pointer into this representation, then it will be sensitive to changes
to the internal representation of the module. In theoretical terms, this havoc is manifest
in the failure of classical “abstraction, logical relation, simulation” theorems for data ab-
straction. For example, the client program will behave differently if, say, the first rather
than the second field in a cons cell is used to link together elements of a free list.

Data refinement is a method where one starts with an abstract specification of a data
type and derives its concrete representation. Hoare introduced a method of refinement
for imperative programs [52, 49]. His treatment of refinement assumes a static-scope
based separation between the abstract data type and variables of the client. Pointers
break those assumptions, as described above.

Previous approaches to abstraction in the presence of pointers [54, 10, 107, 36, 30] typ-
ically work by restricting what can point across certain boundaries. These solutions are
limited and complex, and have difficulty coping with situations where pointers trans-
fer between program components or where pointers across boundaries do exist without
being dereferenced at the wrong time.

143
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Separation logic [115], on the other hand, enables us to check code of a client for
safety, even if there are pointers into the internals of a module [88]. It just ensures that
pointers not be dereferenced at the wrong time, without permission.

This paper takes a first step towards bringing the ideas from separation logic into
refinement. We present a model, but not yet a logic, which ensures separation between a
client and a module, throughout the process of refinement of the module. Our conditions
for abstraction, based on a notion of separation context, are considerably simpler than ones
developed by Banerjee et al [10] and Reddy et al [107], and can easily handle examples
with dangling pointers and examples of dynamic ownership transfer. We illustrate this
with the nastiest problem we know of — toy versions of malloc and free [64].

The paper is organized as follows: we give some basic ideas and motivation in Sec-
tion 5.2. In Section 5.3, we give relevant definitions regarding the programming lan-
guage and relations on states. This enables us to define unary separation contexts in Sec-
tion 5.4, and to prove properties about them. A separation context is a client program
that does not dereference pointers into module internals. The idea that a module owns
a part of the heap is described by a precise relation, which is a special kind of relation
that unambiguously identifies a specific portion of the heap. We show that separation
contexts respect these unary relations, where arbitrary contexts do not. Finally, in Sec-
tion 5.5, we prove a simulation theorem which is a cousin of a classic logical relations or
abstraction theorem, and which fails when a context is not a separation context. We
also give a condition which ensures that a separation context for an abstract module is
automatically a separation context for all its refinements.

5.2 Basic Ideas

We discuss two simple examples in which we consider two different pieces of client
code. In both programs we assume that the client code interacts with the memory man-
ager module through two provided operations, new() and dispose(), for allocating and
disposing memory, respectively. Suppose the module keeps locations available for allo-
cating to a client, in a singly linked list.

To begin with we regard the program state as being separated into two parts, one
of which belongs to a client, and the other which belongs to the module. The module’s
part always contains the free list. The statement new(x); takes a location from the free list
puts it into x; at this point we regard the boundary between the client and module states
as shifting: the ownership of the cell has transferred from the module to the client, so
that the separation between client and module states is dynamic rather than determined
once-and-for-all before a program runs. Similarly, when a client disposes a location we
regard the ownership of that location as transferring from the client to the module. As
mentioned, the concept of “ownership” here is simple: at any program point we regard
the state as being separated into two parts, and ownership is just membership in one or
the other component of the separated states.

Now, some programs respect this concept of separation while others do not. Con-
sider the following client code.

new(x); do something with x; dispose(x); dispose(x)

This simple program behaves very badly — it disposes the same location twice. This is
possible because after disposing the location pointed to by x the first time, x still holds
the value of the location. Depending on the implementation of dispose, this code could
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destroy the structure of the free list, and might eventually cause a program crash. This
program contradicts our assumption of separation: the second dispose(x) statement ac-
cesses a cell which the client does not own, since it was previously transferred to the
module.

In fact, any attempt to use the location after first dispose will contradict separation,
say if we replace the second dispose by a statement [x] := 42 that mutates x’s location.
And both cases contradict abstraction. For instance, if the manager uses the [x] field as
a pointer to the next node in the free list, then [x] := 42 will corrupt the free list, but if
the manager uses a different representation of the free list, corruption might not occur:
depends whether or not it is representation-dependent.

In contrast, the following code obeys separation: the client code reads and writes to
its own part, and disposes only a location which belongs to it.

new(x); [x] := 15;y := [x]; dispose(x)

The issue here is not exclusive to low-level programming languages. In a garbage col-
lected language, thread and connection pools are sometimes used to avoid the overhead
of creating and destroying threads and database connections (such as when in a web
server). Then, a thread or connection id should not be used after it has been returned to
a pool, until it has been doled out again.

In the formal development to follow, a “separation context” will be a piece of client
code together with a precondition which ensures respect for separation.

5.3 Preliminary Definitions

In this section, we give relevant definitions regarding the storage model and relations in
it, as well as a programming language and its semantics.

Storage Model

We describe our models in an abstract way, which will allow various realizations of
“heaps”. We assume a countably infinite set Var of variables given. Let S : Var — Val be
the set of stacks (that is, finite, partial maps from variables to values), and let H be a set
of heaps, where we just assume that we have a set with a partial commutative monoid
structure (H, %, e). In effect, our development is on the level of the abstract model theory
of BI [104], rather than the single model used in separation logic [59, 115]. We assume
that  is injective in the sense that for each h, the partial function h« — : H — H is
injective. The set of states is the set of stack-heap pairs.
The subheap order L is induced by * in the standard way

]’l] C hz <~ E|I’l3.h1 * h3h2.

Two heaps hy and h; are disjoint, denoted hi#hy, if hy * hy is defined.
We will often take H to be a set of finite partial functions

H = Ptr —4, Val, where Ptr = {0,1,2,...} Val={...,~-1,0,1,...}.

The combination / x h’ of two such heaps is defined only when they have disjoint do-
mains, in which case it is the union of the graphs of the two functions. We will not
restrict ourselves to this (RAM) model, but will assume it in examples unless stated dif-
ferently.
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Separation logic

Separation logic is an extension of Hoare logic, where heaps have been added to the
storage model. The usual assertion language of Hoare logic is extended with assertions
that express properties about heaps

ABi=emp|lei—e | AxB|T|Vipem Al ---.

The first asserts that the heap is empty, the second says that the current heap has exactly
one pointer in its domain, and the third is the separating conjunction and means that the
current heap can be split into two disjoint parts for which A and B hold, respectively.
The fourth is true for any state, and the last assertion form is an iterated separating
conjunction over a finite set. The semantics of assertions is given by ajudgements, h = A
which asserts that the assertion A holds in the state (s, &). More about separation logic
can be found in [115].

Unary relations
Certain special properties are used to identify the heap portion owned by a module [88].

Definition 5.1. A relation M C S x H is precise if for any state s,/ there is at most one
subheap hy C h, such that (s, hy) € M.

We illustrate precise unary relations with an example in the RAM model. Let « be a
sequence of integers. The predicate list(«, x) is defined inductively on the sequence a by

list(e, x) e — il A emp, list(a - &, x) e —an Jy. x — y « list(a, y)

where ¢ represents the empty sequence and - conses an element a onto the front of a
sequence «. This predicate says that x points to a non-circular singly-linked list whose
addresses are the sequence « (this is called a “Bornat list” in [115]). For any given (s, h),
there can be at most one subheap of i which satisfies list(«, x), consisting of the cells in
«. Generally, a precise relation gives you a way to “pick out the relevant cells”.

We define the separating conjunction of unary relations M, M’ C S x H by

MsxM = {(S,h) ‘ Jho, h1.ho#thy A= ho x iy A (S,ho) eEMA (S,hl) € M’}.

Taking into account that * is injective, a precise relation M induces a unique splitting of a
state (s, ). We write (s, hp) for the substate of (s, 1) uniquely described by M, if it exists.
Otherwise, (s, hpr) = e, the unit.

The Model

Our model will use a simple language with two kinds of atomic operations: the client
operations and the module operations. The denotation of client commands will be given
by functions f : (S x H) — (S x H) W {wrong}, and the denotation of module operations
will be given by binary relations t C (S x H) x (S x H) & {wrong}. The special state
wrong results when a program illegally accesses storage beyond the current heap. We
presume there is a fixed set of module variables Var s, which are never changed by the
client:

(s,h) = wrong < You.f(s\{x — v}, h) = wrong and

f
VX EVAIM. L6 ) = (s, ) & Vo f(s\{x — v}, h) = (s'\{x — v}, ).
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For a unary relation on states M, we write Myyong to denote M U {wrong}. We will
write (s, h)[t](s’, h") to denote that the states (s, h) and (s’, /') are in the binary relation ¢.

The relation M C S x H is said to be preserved by a function f (respectively relation
t) on states, if for all (s,h), (s’,h’), such that state (s,h) is in M and f(s,h) = (s',}’)
(respectively (s, h)[t](s', h')), imply (s',h") € Muyrong.

The reader will have recognized an asymmetry in our model: client primitive oper-
ations are required to be deterministic, while in module operations nondeterminism is
allowed. One effect of this is that, when frame conditions are imposed later, the client
operations will not be able to do any allocation; allocation will have to be viewed as
a module operation. Technically, the determinism restriction is needed for our simple
simulation theorem.

Local Functions and Relations

We consider functions and relations on states that access resources in a local way. More
formally, we say that a function f : (S x H) — (S x H) W {wrong} (relation t C (S x
H) x (S x H) W {wrong}) is local [88] if it satisfies the properties:

e Safety Monotonicity: For all states (s,/1) and heaps h; such that h#hy, if f(s,h) #
wrong (respectively — (s, h)[tjwrong), then f (s, h+hy) # wrong (respectively —(s, h *
hy)[tjwrong).

e Frame Property: For all states (s, /1) and heaps hy with h#h,, if f(s,h) # wrong (re-
spectively = (s, h)[tjwrong) and f(s,hxhy) = (s',h'), (respectively (s, h*hq)[t](s', 1))
then there is a subheap h, T K’ such that hy#hy, hy «hy = K" and f(s,h) = (s', )
(respectively (s, h)[t](s’, h)).

The properties are the ones needed for soundness of the Frame Rule of separation logic;
see [136]. We will only consider local functions and relations.

Programming Language

The programming language is an extension of the simple while-language with a finite
set of atomic client operations f; (j € J) and a finite set of module operations oper;, i € I.
The syntax of the user language is

Cuser = fj, j€ ] |oper, i€ l]cy;c]|ifethencelsec|whileedoc,
e u= int|var|e+elexele—e, int € Z, var € Var,
Z={..-101,...}, Var = {x,y,...}, I,] — finite indexing sets.

The expressions used in the language do not access heap storage. Commands such as
x:=e¢, [e1] := ey, x := [e], etc. are examples of atomic operations.

The semantics of the language is parameterized by a precise relation M and a col-
lection (oper;);c; of binary relations that preserve M * T. It defines a big-step transition
relation ~ C (cyser X (S X H)) x ((S x H) W {wrong,av}) on configurations, where av
denotes a state in which client code illegally accesses the heap storage owned by the
module, and will be referred to as “access violation”. The operational semantics of the
language is given in Table 5.1. State (s, /1)) € M denotes the substate of (s, /1) uniquely
determined by relation M in the second rule. What is left over, (s,hy;), is the client’s
state. K denotes an element of (S x H) W {av, wrong}.
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Table 5.1: Operational semantics

(s,h) = (s,hn) * (s, hy)
fi(s,h) = (s', 1) fi(s,h) # wrong fi(s,hy) = wrong  fi(s,h) = wrong

fi,8,h ~ s’ h fi,8,h ~ av fi,s,h ~ wrong
(s, h)[oper;|(s',H') (s, h)loper;Jwrong ci,5,h ~» s, 1 c,8', i ~ K
oper;,s,h~s',h' oper;,s,h ~ wrong c1;02,8,h~ K
c1,8,h ~ wrong [e]s =0 [ells # 0 c;whileedoc,s,h~ K
c1;¢2,8,h ~ wrong whileedoc,s,h~>s,h whileedo¢,s,h ~ K
1,5, M~ av [e]ls # 0 ¢c1,5,h~ K [e]s =0 cz,5,h~ K

€1;¢2,8,h~ av if e then cq else ¢, s, ~» K if e then cq else 3,8, ~ K

5.4 Unary Separation Contexts

An essential point in the semantics in Table 5.1 is the way that module state is subtracted
when client operations f; are performed. If a client operation does not go wrong in a
global state, but goes wrong when the module state is subtracted, we judge that this was
due to an attempt to access the module’s state; in the semantics this is rendered as an
access violation, and a separation context is then a program (with a precondition) that
does not lead to access violation.

Definition 5.2. Let M C S x H be a precise unary relation, let P be a unary predicate on
states, and for i € I let oper; C (S x H) x (S x H) W {wrong} preserve relation M x T. A
program c is a unary separation context for M, P and (oper;);c; if for all executions and all
(s,h) € MxPc,s, h+ av.

The idea is that M describes the heap storage owned by the module, and a separation
context will never access that storage. Separation contexts preserve the resource invari-
ant of a module because they change storage owned by the module only through the
provided operations.

Theorem 5.3. Let M C S x H be a precise relation, let P be a unary predicate on states, and for
(i € I)letoper; C S x H x (S x H)W{wrong} preserve M x T, and let ¢ be a separation context
for M, P and (oper;)icr. Then for all such P and all states (s, h) and (s',1"), if (s,h) € M * P,
and c,s,h ~ s', 1', then (s', 1) € (M * T)wrong-

Separation Context Examples

We now revisit the ideas discussed in Section 5.2 in our more formal setting. In order
to specify the operations of the memory manager module, we make use of the “greatest
relation” for the specification {P}oper{Q}[X], which is the largest local relation satisfy-
ing a triple {P} — {Q} and changing only the variables in the set X. It is similar to the
“generic commands” introduced by Schwarz [118] and the “specification statements”
studied in the refinement literature, but adapted to work with locality conditions in [88].
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The predicate Ja.list(a, Is) describes the free list, and we choose it as the M compo-
nent in the definition of a separation context. The operations new(x) and dispose(x) are
the greatest relations satisfying the following specifications.

newc(x) : {list(a - a,Is)} — {list(a, Is) * x — a}[x,Is]
{list(g, Is)} — {list(g, Is) * x — —}[x, Is]
disposec(x) : {list(a,Is) x x — a} — {list(a - a,Is) }[Is]

For future reference, we will call this the concrete interpretation of the memory man-
ager module. With these definitions we can judge whether a program (together with a
precondition) is a separation context.

Consider the following three programs

Program, : Program., : Program :
new(x); dispose(x); [81] := 42
[x] := 47; [x] :=47;

dispose(x);

We indicate whether a program, together with a precondition, is a separation context
in the following table.

Context Separation context?

{emp} Program,

{x — —} Program,
{emp} Program,
{81 +— —} Program,
{emp} Program,

X <X <

Most of the entries are easy to explain, and correspond to our informal discussion from
earlier. The last one, though, requires some care. For, how do we know that [81] := 42
interferes with the free list? The answer is that we do not. It might or might not be
the case that location 81 is in the free list, at any given point in time. But, the notion
of separation context is fail-safe: if there is any possibility that 81 is in the free list, on
any run, then the program is judged not to be a separation context. And we can easily
construct an example state where 81 is indeed in the free list. On the other hand in the
second-last entry the precondition 81 — — ensures that 81 cannot be in the free list. This
is because of the use of * to separate the module and client states.

5.5 Refinement and Separation

In this section we first introduce precise binary relations and the separating conjunc-
tion of binary relations. We give a definition of refinement and prove a binary relation-
preservation theorem.

Let R C (So x Ho) x (S1 x Hp) be a binary relation. We say that R is precise, if each of
its two projections on the corresponding set of states is precise. Formally, for any state
(si,hi) € (S; x H;) there is at most one 1} C h; such that there exists a state (s1_;,11_;) €
(S1-i x Hy_;) such that (s;, h})[R](s1—;, 1_;), for i=0,1.

We illustrate precise binary relations with an example. Suppose we have two dif-
ferent implementations of a memory manager module. In the first implementation we
assume that f is a set variable, which keeps track of all owned locations. In the sec-
ond implementation, we let this information be kept in a list. We use the list predicate
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list(, Is), defined in Section 5.3. Now, a precise binary relation

(s,hEV.pe f.p— —)A (N Elist(a,1s)) A }
set(@) = s(f) :

where set(«) is defined as the set of pointers in the sequence «, relates these two imple-
mentations. Relation R relates pairs of states, such that one state can be described as a
set of different pointers, while the other is determined by the list of exactly the pointers
that appear in the mentioned set.

For two binary relations R,R" C (S; x Hy) x (S2 x Hp) on states, we define their
separating conjunction [107] as

Rz{wmmawn

/ 1 / 4 1,/ 1 1,/ "

(51, 1) [R](s2,13) A (51, 1) [R](s2, 13)

Similarly to the unary case, for a binary relation on states R we will write Rurong to
denote R U {(wrong, wrong)}.

5.5.1 Refinement and Separation Contexts

In this section, we formally express what it means for one module to be a refinement (or an
implementation) of another. For simplicity, we assume that there is only one operation
of the module, i.e., that the index set I from the syntax of the user language is singleton.
In previous work on refinement [49], our definition of refinement is called a downward
simulation.!

In the following, we will take H; and H> to be two (in general different, but possibly
equal) heap models, assuming that (Hj, *1,e1) and (Hy, *2, e2) have partial commutative
monoid structure.

Definition 5.4. Let Z C (S; x Hp) x (S x Hy) be a binary relation. We define oper? C
(S x Hp) x (S x Hp) W {wrong} to be a refinement of oper! C (S; x Hy) x (S x Hy) &
{wrong} with respect to Z, if

e forall states (s1,h1), (2, h2), (sh, h5), such that (s, 11 )[Z](s2, h2) and (s2, 1) [oper?] (sh, Hb)
there exists a state (s}, h}), such that (s1, h1)[oper!](s}, h}), and (s}, h})[Z](sh, h), and

e for all states (s1,h1), (2, h2), such that (s1, h1)[Z](s2, hy) if
(s2,h2) [oper*|wrong, then (sq, hy ) [opertwrong.

In order to prove the relation preservation theorem, we instantiate the refinement
relation to a separating conjunction of binary relations, R,Q C (S; x Hy) x (S2 x Hp).
We assume that the following properties hold:

e Ris precise

e Qissuch that for any two states (s1, /1), (s2, h2) related by Q and a guard (condition
of if and while statements) b, 51(b) < s2(b)

e oper? C (S x Hy) x (S2 x Hp) W {wrong} is a refinement of oper! C (S; x Hy) x
(S1 x Hp) W {wrong} with respect to R * Q

11t can sometimes be confusing to read the early literature on refinement, but we stick to the jargon
of [49, 53, 79]
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e We denote a pair ( fjl, f]2) by f;. Pair f; is such that it maps Q-related states to
Qurong-related states.

The role of R is to relate abstract and concrete subheaps which belong to the module,
while Q relates the clients” parts of the heaps.

Simulation Theorem (Informally): Suppose we have two instantiations of a
client program, which use calls to concrete and abstract module operations
respectively, related by a refinement relation. Then, provided both of these
two instantiations are separation contexts with respect to the corresponding
modules, the effect of the concrete computation can be tracked by the ab-
stract.

Stating this more formally requires some notation. For a program c, let ¢; C (S; x
H;) x (S; x H;) W {wrong} be a relation denoted by c in the operational semantics defined
by R; and operi, i = 1,2, where R; is the projection of R onto (S; x H;). Also, let Qp denote
QN (P x Q(P)), where Q is a binary relation on states, P is a unary relation on states,
and Q(P) is their composition.

Theorem 5.5 (Simulation Theorem). Let R, Q, operi, c, ¢ fori = 1,2, be as above, and let
P C Qq be a unary relation on states. Let c1 be a separation context for Ry, P and oper!, and let
c2 be a separation context for Ry, Q(P) and oper2. Then for all such P and all (s1,h1), (52, h2),
(sh, 1), if (s1,h1) [R = Qp] (s2,h2) and (s2,hy)[c2](sh, hh) then there exists a state (s}, h}) such
that (s1, ) [ex] (s}, 1) and (s}, ;)[R = Q) (s, p).

The crucial assumption is that c¢; and ¢, are separation contexts for the given modules
and preconditions; without this condition, the theorem fails.

One shortcoming is that we have to check whether both c; and ¢, are separation
contexts to apply Theorem 5.5. From the point of view of program development it would
be better if we knew that when we had a separation context for an abstract module then
it would automatically remain a separation context for all its refinements. Then the check
could be done once and for all. In order to realize this aim, an extra concept is needed:
safety. A safe separation context is a client which does not touch any storage not in its
possession.

Definition 5.6 (Safe Separation Context). Let ¢ be a separation context for the precise re-
lation M, precondition P and family of operations (oper')c;. Program c is a safe separation
context for M, P, (oper');c; if for all executions and all states (s, 1) € M x P, c,s, h + wrong.

Theorem 5.7. Let R, Q, operi, ¢, cifori=1,2 beas in Theorem 5.5, and let P C Q1 be a unary
relation on states. If ¢y is a safe separation context for Ry, P and oper?, then c, is a safe separation
context for Ry, Q(P) and oper?.

Safe Separation Context Example

To see the role of the concept of safety, consider an abstract version of the memory man-
ager procedures, the”magical malloc module”. It is magical in that the module does not
own any locations at all, producing them as if out of thin air (In implementation terms,
the thin air is like a call to a system routine such as sbrk). Therefore, the resource invari-
ant of the module, M in our formal setup, is the predicate emp, which is clearly precise.
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Now, we define the abstract operations new 4 (x) and dispose 4 (x) as the greatest relations
satisfying the following specifications.

newa(x) : {emp} — {x — —}[x|, disposey(x): {x +— —} — {emp}]]

This is the meaning of allocation and disposal that is usually presumed in separation
logic. Because the manager owns no storage whatsoever, there is no way for a client to
trample on it. As a result, every client program is a separation context for this abstract
module.

But, not every context is safe. Consider the context

{emp} [81] := 42

from the Separation Context Examples in Section 5.4. It immediately goes wrong, and so
is not safe. Recall also that in the more concrete semantics, from the same section, this is
not even an ordinary separation context.

This shows the import of Theorem 5.7. If we know that our context is safe in the
abstract setting, then this ensures that module internals will not be tampered with in
refinements. Put another way, module tampering in a concrete implementation can show
up as going wrong in the abstract, and the concept of safe separation context protects
against this.

Refinement Examples

Here, we illustrate refinement relations between different interpretations of the memory
manager module with two examples.

To define the refinement relations we borrow some notation from relational sepa-
ration logic [135]. Let S; x H; and S» x Hy be two state spaces. Let P C S; x Hy,
Q C Sy x Hyand R C (S1 x Hy) x (S2 x Hy) be predicates. We let

( g > AR denote  {(s,ln), (s, k) | (s, = P A sa,hs = Q) A R}.

The first example involves refinement between the abstract and the concrete interpre-
tations of the memory manager module. We have already specified both interpretations,
the abstract — in the Safe Separation Context Example above, and the concrete — in the
ordinary Separation Context Example from Section 5.4.

The refinement relation Z ¢ between these two interpretations is a separating con-
junction of binary relations R 5c and Q 4c. These are given by

. emp .
Rar= < Ja. list(a, Is) > Qar =1d.

Relation R 4j relates modules’ states of the two interpretations and is basically the rela-
tion between their resource invariants. Relation Q 4¢ relates the clients’ states and is the
identity relation.

In the second example, we introduce an intermediate version of the memory manager
module. We do this for two reasons. First, this illustrates the use of two different heap
models, as allowed in our formal setting. Second, considering refinement between the
intermediate and the concrete interpretations requires a subtler refinement relation.
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On the intermediate level, the intention is to keep locations owned by the module in
a set, without committing to the representation of the set. If this set becomes empty, we
call a “system routine” (like sbrk) to get a new location.

For this interpretation, we assume the following heap model. Let Loc be an infinite set
of locations. A heap will be an element of the Cartesian product P, (Loc) x Hy, where
(Hy,*1,€1) is the partial commutative monoid of the RAM model. We say that a pair
(N, h) from this product is well-defined if N N dom(h) = @. The intermediate heap model
H consists of these well-defined elements. Two intermediate heaps (N1, 1) and (N, h2)
are disjoint, (Ny, hy)#; (N2, h2), whenever Ny NN, = @ and Ny Ndom(hy) = @ and
N> Ndom(h;) = @ and dom(hy) Ndom(hy) = &. We define * between two heaps by

(Nl U Ny, hq %1 hg) if (Nllhl)#l (Nz, hz) and
(Nl,hl) * (Nz, hz) = (Nl,hl), (Nz,hz) well defined,'
undefined otherwise

We say that s, (N, ) = act(p) if and only if p € N. The resource invariant can be
described with V.p € f. act(p), where f is a set variable. We now define operations
new;(x) and dispose;(x) as the greatest relations satisfying the specifications

newr(x): {Vipe fiact(p) Nf=Y #D} —{(Vip € foact(p) N f =Y\ {x})*
x = —}x, f]
{Vip € foact(p) Nf =@} —={(Vup € f.act(p) A f = D) x x — —}[x]
dispose;(x) :{(Vip € foact(p) Nf =Y)xx— —} —{V.p € f.act(p)A
f=YU{x}}/]

The variable Y is used to keep track of the initial contents of f, similarly to how &
was used in the concrete interpretation. Note that it is not altered because it is not in the
modifies set, a set of actual locations owned by the module. We intend that new;(x) is
the greatest relation satisfying both stated specifications.

Now, the refinement relation Zj- between intermediate and concrete relations is a
separating conjunction of binary relations R;c and Q¢ given by

Ric = (fgurs) ) Ast@oall) Qe =14

where val(f) is the value of set variable f. It can be verified that the operations preserve
these relations as required in the definition of refinement.

In these two examples we have not exercised the possibility of using a non-identity
relation to relate the abstract and concrete client states. A good such example compares
two implementations of a buffer, one of which copies two values where the other passes
a single pointer to the two values.

Directions for future work

There are several directions for further work. First, we have, for simplicity, considered
the interaction between a client and a single module; in the future we plan on inves-
tigating independence between modules. Second, it would be worthwhile to consider
multiple-instance classes (e.g. [10]); here we have, in effect, a single single-instance class.
It would also be important to remove the restriction of determinism, imposed to the
client operations. Finally, we would like to use the model to make the connection back
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to logic. Perhaps a relational version of the hypothetical frame rule, or the modular pro-
cedure rule, from [88] can be formulated, borrowing from Yang’s relational separation
logic [135].
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Chapter 6

Towards a Parametric Model for
Separation-logic Typing

Abstract

In a recent LICS paper [25], we present a categorical model for a A-calculus
with imperative constructs for heap manipulations equipped with a separa-
tion logic type system. Here, we take the first steps toward a parametric model
for separation logic typing.

Preface

This chapter is a previously unpublished manuscript, co-authored with Lars Birkedal
from IT University of Copenhagen and Hongseok Yang from ERC-ACI, Seoul National
University.

6.1 Introduction

In the paper [25] (wWhich we henceforth refer to as “the LICS paper”), we provide a cate-
gorical model for a version of idealized algol adapted for separation logic typing. That
work brings ideas from separation logic into higher-order programming languages, and
the separation-logic type system includes many interesting frame rules.

Since the programming language in the LICS paper is a typed A-calculus, it is rea-
sonable to work towards a parametric model, as mentioned in the future work section
of the LICS paper. One purpose of this is to give reasoning principles for data abstrac-
tion in the presence of pointers since separation-logic types let us control access to data
structures better, as it was pointed out by Uday Reddy. Stated informally, the work
in the LICS paper lets us give separation-logic types to terms in a typed imperative A-
calculus. Recently, there has been some work on relational reasoning for imperative pro-
grams [135, 13], and this is the direction, we set out to pursue in this work. In contrast
to the just mentioned works, which both consider a simple first-order programming lan-
guage, we consider a higher-order programming language here. The goal, both in the
present work and in the works [135, 13] just mentioned, is to give reasoning principles
for proving relationships between programs, rather than properties of a single program, as
it is done in the LICS paper and most of the hitherto published literature on separation
logic. Motivations for such a goal are many; for example, good reasoning principles
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for derving relationships between programs can be used in connection with optimizing
transformations in compilers, and for data abstraction.

In Yang’s paper on relational separation logic [135], the meaning of the central notion
of a quadruple

(R} (5) 6.)

is that two states that are related by the relation R are taken to states that are related by
the relation S by the commands C;, C;, respectively (if they terminate). With the work
of the LICS paper in mind, it is a reasonable goal to, stated very informally, extend these
quadruples to a higher-order programming language by essentially giving a relational
interpretation of types from the LICS paper, and quadruple types to pairs of programs, and
to show a property resembling the fundamental theorem of logical relations [101]: if a
program M has a type 6 in separation-logic typing, the pair (M, M) preserves the iden-
dity relation coresponding to the relational interpretation of 6. In order to prove such
properties, we have to exhibit a model which captures the notions mentioned above.

In this paper, we present the first step towards such a model. Much of the work
follows the same lines as the LICS paper, and since this work is supposed to extend the
work in the LICS paper, it is recommended that readers familiarize themselves with that.

Before we proceed with the technical development, we briefly summarize the intu-
ition and motivation behind it in a synopsis.

6.2 Synopsis of the Categorical Model

In the LICS paper, types as are modeled objects in the category C, which has as objects
pairs (o0, P), where 0 is a pcpo, and P is a family of admissible pers on o, indexed by pred-
icates (i.e., subsets of heaps), such that P(p) C P(p * q) for all predicates p,q. The mor-
phisms f : (0, P) — (0’, P') are continuous functions f : 0 — o’ with f[P(p) — P'(p)|f
for all predicates p. An alternative description of C can be obtained by considering a full
subcategory of the category of functors between the preorder £, induced by * on the set
of heaps and the category D, whose objects are pairs of a cpo and an admissible per on
it and whose morphisms are continuous maps preserving the pers. It is easy to see that
C is equivalent to the full subcategory of this functor category which consists of functors
that are constant on the cpo part.

The development towards a parametric model can be described in steps. First, we use
a different indexing. For the sake of generality, we simply use a commutative monoid
(M, -) instead of the specific monoid &, from before. In the second step, our model
is extended to give a relational interpretation of types. This follows the lines of earlier
work [116, 86, 40] and uses reflexive graphs [86, 41] to give a relational interpretation.
Hence we extend &, and D, to reflexive graphs. This is straightforward for £,, and work
in the papers [8, 1, 67] indicates that the right way to extend D, to a reflexive graph is to
define the category D, to have as objects saturated relations r : p < q between pers p and
g. These can, informally, be seen as “relations on pers”. Hence, we have the reflexive
graps as in the diagram

P > D, ,
50< T[LD 5 56< T1d> 5
F R — > D,
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and the relational interpretation of types then takes place in the category of functor pairs
between these reflexive graphs that are constant on the cpo-part. As it turns out, these
functor pairs are determined by the functor between &, and D,. The interpretation from
the LICS paper corresponds to the F, components of such functor pairs. We define a
category P, which is a description of this functor category in the style of the LICS paper,
and show that this category has much of the same structure as the category C from the
LICS paper. Objects of P, are thus families of saturated relations, indexed by elements
in the monoid &, with certain properties.

Following the lines of the work mentioned above, relations between types are mod-
elled by the so-called “W-construction”. A relation between types is interpreted as a
relation between the basic interpretations of the types (not the relational interpretations
of the types), as in the following diagram.

Rely Rel, (6.2)

RN\

Type, Type,

Here, the two “wings” are interpretations of types, including relational interpretations,
and the middle component R is a relation between the “basic” interpretations of the
types. There is a category of functors between such “W-objects” which is used to inter-
pret relations between types. We define a category in the style of the LICS paper which
is an alternative description of this functor category. Here, objects consist of two objects
from P, and a family of relations between them, satisfying certain conditions.

The last step in the construction is to go from the abstract reflexive £ graph (which is
a reflexive graph of monoids) back to a more concrete one. In this more concrete setting,
more structure, both in P, and P, exists, much like the structure of C in the LICS paper.
Moreover, P, and P, themselves form a reflexive graph, and the reflexive graph functors
preserve much of the structure mentioned above. This, among other things, ensures that
a lemma corresponding to the fundamental theorem of logical relations holds.

We emphasize here that this paper is primarily a semantic study — the calculi for
types, the programming language, efc., are deferred to after the semantics, and will not
be given in all details. In what follows, more details of the development of our model
are presented.

6.3 Developing a Parametric Model

The development of the model proceeds in several steps.

1. Give an alternative definition of a slightly generalized version of the category C
from the LICS paper as a subcategory of a functor category £, — D,.

2. Extend &, and D, to reflexive graphs.

3. Define a suitable subcategory the category RGFun(&, D) of reflexive graph functors
and give a definition of this category in the style of the LICS paper.

4. Show properties of P,: Cartesian closure, invariant extension, quotienting.

5. Define the category of W-objects and in particular the objects £ and Dy .
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6. Define a suitable subcategory of the category WFun(&y, Dy ) of functor quindru-
ples between £ and Dy and give the alternative definition P, in the style of the
LICS paper.

7. Show properties of P,, essentially the same as for P,.

8. Define the reflexive graph P = P, =—= P, and show interplay between structure
on vertices P, and edges P,.

9. Define more concrete P, and P, and show operations in the more concrete model.
Show how these operations interact with the structure on the reflexive graph P. In
particular, show a version of the fundamental theorem of logical relations.

As can be seen from these steps, equivalent descriptions of the same categories are used,
namely descriptions as subcategories of functor categories and descriptions in the style
of the LICS paper. The reason for this “double development” is that the first kind of de-
scription is guided by earlier work on relational reasoning and reflexive graphs, whereas
categories in the style of the LICS paper are easier to understand and work with; the dou-
ble description illustrate that our definitions are not “taken out of thin air”.

6.3.1 Alternative description of the LICS model

Here is an alternative description of the category C from the LICS paper. First, consider
the set P(Heaps) of predicates, with the operation *. It induces a preordered monoid
(P(Heaps), ), where the order is given by p T g iff § = p * p’ for some p'. Let &,
be the category induced by this preordered monoid. Also, let D, be the category with
objects: pairs (o0, P), where 0 is a pcpo and P is an admissible per on 0, and morphisms:
continuous functions that respect the pers. It is easy to see that C is equivalent to the full
subcategory of the functor category &, = D, to which F belongs iff F(p) = (o, P) and
F(p') = (o', P') imply 0 = 0', i.e., F is “constant on the first component”.

The intuition behind the components in this exposition of the model is as follows. The
objects in D, are pers on cpos, which we think of as programs. These pers ensure that
“clients cannot distinguish between implementations of a module with a given interface
specification” (to use the terminology of the paper [88]). The indexing over predicates
builds in the higher-order frame rules; the intuituion is that each per corresponds to a
predicate that has been added to a type with invariant extension.

6.3.2 The Reflexive Graphs £ and D

As mentioned above, we extend the categories £, and D, to reflexive graphs, but with a
slightly more general indexing category &,. Let £, and &, be total commutative monoids
(My, ), (M,,-), both preordered by p C g iff ¢ = p - p’ for some p’. Furthermore, as-
sume we have projections 6o, 61 : & — &, and a “diagonal” I : &, — &, satisfy-
ing 6ol = 011 = Idg, and which respect compositions, i.e., for all objects p,q € &,, and
r,r eé&,

Ip-q)=1(p)-1(q)  bi(r-1") =di(r) - &i(r'),
i.e., we have a reflexive graph of monoids. We often write r : p < g for an objectr € &,

with 6y(r) = p and 61(r) = q, and A, instead of I(p) for objects p € &,.
The reflexive graph D is defined as follows. The vertex part D, has
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Objects pairs (o, P), where o is a pcpo and P is an admissible per on o.

Morphisms f : (o,P) — (0, P’) is a continuous function f : 0 — o’ with the property
that a[P]a’ = f(a)[P]f(a’) for all a,a’ in o.

The edge part D, of this reflexive graph is the category with

Objects tuples (o, Py, P1, R), where o is a pcpo, P; are admissible pers on o, and R is an
admissible and saturated (see below) relation (with respect to the P;s).

Morphisms f : (0, Py, P;,R) — (o', P}, P{,R’) are continuous functions f : 0 — o’ with
f[Pi — P]f and f[R — R'f.

In general, if P, P! are pers on a set M, the relation R C M x M is saturated with
respect to P, P’ if for all a,a’,a”,

— a[P]a and a'[P']a’,
a[R]a'implies { — (a[P]a” = a"[R]a’), and
— (a'[P']a” = a[R]a").

Note that this makes R a per on M. This condition can be written more succinctly as
R = P; R; P!, where relation composition is in “diagrammatic” order.

The identity functor I : D, — D, is defined as I(o, P) = (o, P, P, P), and maps mor-
phisms to themselves (it is easy to see that a per is saturated with respect to itself). Pro-
jections just pick the appropriate per P; on o. It is easy to see that this indeed defines a
reflexive graph D = (D,, D,).

6.3.3 A Functor Category and an Alternative Description

Recall that, given two reflexive graphs G, G’, there is a category RGFun(G, G') of reflexive
graph functors between G and G'. Objects are pairs F = (F,, F.) that make the diagram

F,
Ge—G,

), ()

gv e g’z’]
commute, and morphisms are pairs of natural transformations making an obvious dia-
gram commute. Here we consider a full subcategory of RGFun(&, D). The objects are
those functors that constant on the cpo part. Here is a description of this category in the
style of the LICS paper. First, note that in our case, where the source reflexive graph has
a monoidal structure, the vertex part of the functor pairs are redundant; this is captured
by the following lemma, which is easy to show.

Lemma 6.1. If (F,, F.), (Gy, G.) € RGFun(&, D) and G, = F,, then G, = F,,.

Note that this does not imply that all functors F, : £, — D, give rise to a reflexive
graph functor. The conditions for a functor F, : £& — D, to be part of a functor pair
(Fy, F.) € RGFun(€&, D) are

1. forall p € &, F.(Ie(p)) = Ip(x) for some x € D,.
2. forallr:p—qeé&, F(r): F.(Ip(p)) < F.(Ip(q))-
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Note that in the first requirement, x is unambiguous, and this makes it possible to
define F, on objects: F,(p) = x such that F.(I¢(p)) = Ip(x). This description of the
functors in question is used to give the alternative definition. Hence, P, is the category
with

Objects pairs (0, R), where 0 is a pcpo, and R is a family of triples R(r : p < gq) =
(R(r), Po(p), P1(q)) !, indexed by objects r € &, and such that Py(p), P;(q) are ad-
missible pers on o, and R(r) is an admissible per on o, saturated with respect to
Py(p) and P;(gq). This family must satisfy

e R(Ig(p)) is the identity saturated relation with respect to Py(p), i.e., the three
components of R(I¢(p)) are the same.

e R(r:p < q)is a saturated relation between R(I¢(p)) and R(I¢(q)).
e forallr,7’, R(r) C R(r«r1").

Morphisms f : (0,R) — (0/,R’) is a continuous map f : 0 — o’ with the property that
forallr:p < g,
a[R(r)]a" implies f(a)[R'(r)]f(a").

It is easy to see that P, is equivalent to the subcategory of RGFun(&, D) described
above. The category P, has much of the same structure as the category C from the LICS
paper, as we shall see.

6.3.4 Properties of P,

A lot of the properties of the category C also hold in P,. In particular, P, is cartesian
closed and we can define an invariant extension and a quotienting with the same prop-
erties as in the LICS paper.

Exponentials in P, The category P, defined above is a cartesian closed category. In-
deed, the terminal object and products are defined as expected, so we focus on exponen-
tials. Given objects (o0, R), (0, R’), define (o,R) = (0/,R’) as (0 = 0o/,R = R’), where
0 = 0’ is the usual exponential of pointed cpos. The family of saturated relations on this
pcpo has components

(R=R)(r:p<q) =(R=R)r), (P = P)(p), (P = P1)(q)),

which is called (S, So, S1) for brevity. For reference, assume that the two given objects
have (R(r), Po(p), P1(q)) and (R'(r), Py(p), P;(q)), respectively, as their components.

First, we focus on the definition of the per So on 0 = 0o’. This partial equivalence
relation is defined by

flSo)f iff forallr' : p' — q". fF[R(A, -1") — R'(A, - 1)]f'

It is easy to see that this is a per, and that it is admissible, given that the two given objects
have these properties.

IWe use the letter R for the whole family as well as for the first member of each of its components.
Although messy, this should not cause confusion.
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Next, we define the relation S C (0 = 0’) x (0 = 0') by

" — fISolf, f'IS1]f', and
f[S]f tf { —-vr: p/ s q,f[R(I’ . r/) N R/(I’ '7",)]f’,

Again, it is easy to see that this is admissible and saturated. It is also not hard to see
that this indeed defines an object in the category P,. To see that it is the exponential, it
suffices to show that the evaluation map € : 0 x (0 = 0’) — 0’ from the category of pcpos
is indeed a morphism in P,. Hence, we show that forallr: p < g,

¢[R(r) x (R = R')(r) — R'(r)]e.
If (a, f)[R(r) x (R = R")(r)](d, f), it is clear that
e(f,a) = f@)[R'(NIf (@) = e(f,a),
as desired. This means that
Lemma 6.2. The category P, is a cartesian closed category.
Invariant Extension in P, Just as in the LICS paper, there is an “invariant extension

functor” which corresponds to the type constructor ®. Define the functor inv, : P, x
&y — Py by

invy((0,R), po) = (0,R(Ap, - —)) and inve(f,pEp-q) = f.
Just as in the LICS paper,

Lemma 6.3. For each p € &,, the functor inv,(—, p) : P, — Py preserves the cartesian closed
structure of P, on the nose.

This is not hard to show. Furthermore, by definition,

Lemma 6.4. Let p, q be elements in E,. Then,
invy(—,q) oinvy(—, p) = invy(—,p-q).

Quotienting in P, The quotienting from the LICS paper works in this setting as well.
The equivalence relation is defined as follows: for two morphisms f, g : (o,R) — (0o’,R’),

f~g iff f[R(r) = R'(r)]gforallr:p < q.

This relation is reflexive due to the requirements for morphisms, and it is symmetric and
transitive because both R and R’ are. The preservation in the LICS paper also holds here.

Lemma 6.5. The relation ~ is preserved by the following operators in Py:
e compositions of morphisms;
o currying of morphisms;
e pairing into small products; and

o The functor inv,(—, p T q) on Py for all predicates with p C q.
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Proof. Composition and pairing are straightforward to verify, just like inv,(—,p C q),
since its action on morphisms is the idendity, so we focus on currying. Let

f~g:(0,R)x(o',R") = (o",R"),

and let f,gi (0,R)
check that f ~ g.

— ((0/,R") = (0”,R")) be the corresponding curried morphisms. We
Let a[R(7)]b; it is then our task to show

F@)[(R = R')(r)g(b).

The three conditiones required to verify this are all checked with a diagram like that
below, where h is replaced by f or g, where appropriate.

a ——a" = (h(a))(@') = h(a,a")

R’()l 11%"()

4 — b = (ft(a))(a’) = h(a,a")
This shows the desired result. O

6.3.5 W-objects

As briefly described in Section 6.2, relationships between types are interpreted as rela-
tions between the underlying interpretations; this is spelled out here.
First, a W-object consists of five categories and eight functors as in the diagram

Co 5 Cy 5 C (6.3)
50 Cl C3 51

such that the “wings” on the left and right are reflexive graphs. An example can be
obtained by taking the two wings to be the reflexive graph £ from before, the middle
category to be &,, and the two middle functors to be the same projections as in the reflex-

ive graph £. Call this W-object £yy. Another example of a W-object used subsequently,
requires yet another category. Define D, to be the category with

Objects Tuples (o, P,0’, P/, R), where

e (0,P), (0, P") are objects in D,, and

e R C (0 x 0') is a relation that is saturated with respect to P, P'.
Morphisms (0, Py, o), P}, Ro) — (01, P1,0}, Pj, R1) are pairs
(f : (00, Po) = (01, P1), f' : (01, P1) — (03, P1))
of maps in D, with the property that

a[Rola’ implies f(a)[Ry(r)]f'(a").
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The W-object Dy has the reflexive graph D in its “wings”, the category D, in the
middle, and the obvious projections as the two middle functors. There is a category
WFun(&w, Dw) with W-objects and quindruples of functors making the obvious dia-
gram commute. For such functor quindruples, note that the “middle” functor only de-
termines the relation part; that is, if

F(I’ : p — q) - (OIPIOI/P//R)/
the cpos and relations o, 0’, P, P’ are determined by the other functors’ actions on r.

Remark 6.6. As a side-remark, let us consider the category RGFun(&, D) and the cate-
gory WFun(&,, Dw) of functor quindruples. There are projections

0; : WFun(&y, D) — RGFun(€,D),i =0,1,
that take a functor quindruple to the functor pairs between the “wings”, and a functor
I : RGFun(&, D) — WFun(&w, Dw),

which takes a functor pair to the quindruple of functors where both of the “wings” are
the pair we started with, and the middle functor is the edge part of the functor pair. It
is easy to see that this defines a reflexive graph. In fact, this is the exponential of the
objects £ and D in the category of reflexive graphs and reflexive graph functors. One
can show that both RGFun(&, D) and WFun(Ew, Dy ) are cartesian closed and that g, J1,
and I preserve the ccc-structure.

6.3.6 The Category P,

We consider a subcategory of the category WFun(€y, D) with functor-quindruples be-
tween £y and Dy as objects, and quindruples of natural transformations between these
functors as morphisms. Following the lines of the construction of the category P, this
subcategory consists of functors where the two functors between &, and D, are constant
(but not necessarily the same) on the pcpo parts.

Again, we present an alternative description of this functor category, in the style of
the LICS paper. Intuitively, an object in this category consists of two objects from P, and
a (saturated) relation between them. More formally, define the category P, which has

Objects tuples (o, R,0’,R’, R), where
1. (0,R) and (o', R") are objects in P,.
2. R is a family, indexed by objects of the category &, of saturated relations,

such that R(r : p < ¢q) is a saturated relation between the pers R(I¢(p))
and R (I¢ (q)).

3. R(r) CR(r-r') forall r,r" in &,.
Morphisms (09, Ro, 0y, Rj, Ro) — (01, Ry1,0}, R}, R1) are pairs
(f : (00, Ro) = (01, R1), f' = (0, Rp) — (0}, R}))
of morphisms in P, such that forall7: p < gin &,,

fIRo(r) = Ra(r)]If".

The family R of saturated relations in this definition plays the role of the saturated rela-
tion between two objects of P, that was mentioned before the definition.
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6.3.7 Properties of P,

Many of the properties of P, are also enjoyed by P, as we show here.

Exponentials in P,
Lemma 6.7. The category P, is a cartesian closed category.

Proof. Again, the focus is on exponentials. Given two objects
(00, Ro, 05, R, Rp) and  (01,Ry,0%, R}, R1)
in P,, define the exponential (0o, Ro, 0, R}, Ro) = (01, R1,07, R}, R1) by
(00 = 01,Ro = Ry,0p = 01, Ry = R}, Ro = R1),
where

e (00 = 01,Rp = Ry) and (o) = 07, R = R]) are the exponentials in P, of (09, Ro)
and (01, R1), and (of, Rj)) and (0], R}), respectively, and

e (Ro=R1)(r:p—q)C (00 = o01) X (0p = 0}) is defined by

fl(Ro = R1)(r)]f" iff
— fl(Ro = R1)(Ap)]f,
— f'l(Ro = R})(Ay)]f" and
— fIRo(r-7") = Ry(r-r')|f forallr' : p' — ¢’ € &,.

This definition of an exponential indeed defines an object in P,. To see that the re-
lation (Rg = R1)(r : p < q) is a saturated relation with respect to (Rg = R1)(A,)
and (R = R})(4,), suppose f[(Ro = R1)(r)]f" and f'[(Ry = R})(A;)]f". We then have
to show that f[(Ro = R1)(r)|f". Clearly, f[(Ro = Rq1)(Ap)]f’, and f'[(Ry = R})(q)]f,
since this is a symmetric relation. So, let ¥’ : p’ < ¢’ be an object in &, and sup-
pose a[Ro(r - r')]a’. Since Ro(r - ') is saturated with respect to Rj(Ag.q), a'[Ry(Ag.q)]a’.
This implies f(a)[R(r-7')]f'(a’), and also that f'(a’)[R}(A,.;)]f" (a"), which in turn en-
tails f(a)[R1(r-7")]f"(a"), since Rq is saturated. It is clear that R is monotone, and that
the pair

(,€') : (((00 = ob) x 00) X ((01 = 0}) x 03) — (oh x 0}))

is a morphism. O

Invariant Extension in P, The category P, has an invariant extension functor. Whereas
the invariant extension in P, extended objects with an object in £,, invariant extension
in P, extends objects with an object in £, (which can be seen as a relation between two
objects in &,). More formally, define the functor inv, : P, x & — P, by

inve((0,R,0",R",R),r:p <+ q) = (0,R(Ap-—),0,R'(A;- =), R(r-—))
inve((f, f),r E7) = (f, f)
Notice how inv, has the same action as inv, on the two components (o0, R) and (o', R’)

that are objects in P,. Again, invariant extension commutes with composition and expo-
nentials, this is captured by the two following lemmas.
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Lemma 6.8. Let r and v’ be elements of E,. Then,
invy(—,7) oinvy(—,7') = invy(—,7r-1')
Lemma 6.9. For an object r : p < q in &, the functor inv,(r, —) preserves the cartesian closed
structure of P, on the nose.
6.3.8 The Reflexive Graph P

Informally, every object in P, contains two objects from P,, and is a relation between
them. This intuition is made explicit here. First, note that there are functors §; : P, — P,
defined by

(51'(00, Ro, 01, Rl, R) = (Oi, Ri) fori = 0,1,

and a functor I : P, — P,, defined by
I(o,R) = (0,R,0,R,R).

These functors clearly satisfy d; o I = Id for i = 0,1, so there is a reflexive graph [86, 40]
P with P, as the vertex graph and P, as the edge graph.

Lemma 6.10. The projections and the diagonal functor in the reflexive graph P preserve the
cartesian closed structure of P, and P,.

Proof. Again, we focus on the exponential part. We show that given two objects
(00/ RO/ O(I)/ R{)/ RO) and (Ol/leoi/R/]/ Rl)
in P, and two objects (0, R), (0, R") in Py,

5i((00/ RO/ 0(/)1 R(I)/ RO) = (OllRlloi/Rlll Rl)) ==
5{((00,R0,06,R6,R0)) = (Si((Ol,Rl,O/l,Rll,Rl)) and
I((o,R) = (0o',R")) = I(0,R) = I(0,R").

This is an easy unwinding of definitions. O

Note the connection between Lemma 6.10 and Remark 6.6. The two results are not
the same, since P, corresponds to only a subset of all reflexive graph functors (those that
are constant on the cpo part).

There is an interplay between the functors inv and I, captured by

Lemma 6.11. Given an object p € &,,

I(invy(—, p)) = inve(I(=),Ap) : Py — Pe.

6.3.9 The Heap Model

To move closer to the model in the LICS paper, we require extra properties of the “world
reflexive graph” &, used so far. The new reflexive graph has pers on heaps as vertices
and saturated relations between pers as edges. Formally, recall first the * operation on
relations from the paper [107], defined by

hlp * ')l iff 3hg, hy, Wy, 1y 1 = ho s hy AK' = Hly « 1y A ho[plhly A by [p'H,. (6.4)
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As for predicates, there is a notion of preciseness for relations. Recall that a subset M C
Heaps is called precise, if for all heaps &, there is at most one subheap h’ C h with h € M.
A per p C Heaps x Heaps is called precise, if both projections of M onto Heaps are precise
subsets. We restrict to precise pers in order for the * operation to be well-defined; it is
not enough that p, p’ are pers in order for the relation defined in (6.4) to be transitive.
Possibly, there is a smaller class of pers that makes * well-defined as an operation on
pers, but for now we stick to precise pers. When we write “per” in the rest of the paper,
we implicitly mean “precise per”. Let Per(Heaps) be the set of pers on heaps; then it is
easy to see that (Per(Heaps), ) is a commutative monoid, with preorders induced both
by * and by subset inclusion. Furthermore, define the monoid £/ as follows: elements
are of the form r : p < g, where p and g are elements of £, and r is a relation on heaps
that is saturated with respect to p and 4. It is easy to see (using preciseness) that if r
and ' are saturated with respect to p,q and p’,q’, respectively, then r « +’ is saturated
with respect to p * p’ and g * g’. Since any per is saturated with respect to itself, there
are obvious functors I : &, — &, 00,61 1 € — &, that make this a reflexive graph &’,
which is an instance of the reflexive graph £ from the beginning of this section. Thus, all
the analysis from before is still valid if £ is replaced by £’. In the rest of this paper, we
use the “version” of P that arises from using £’ instead of £. We shall sometimes view
&y as a preordered category (ordered by inclusion) as mentioned above; when doing so,
it is named P,. Note that p x — respects the subset ordering; in other words, it is an
endofunctor on P;.

Note that, in contrast to the LICS paper, where the “indexing category” £, consisted
of predicates on heaps, we index over pers here. The reason is that the indexing of the
LICS paper causes problems with parametricity, as we briefly explain here. Consider the
specification for cons

{emp} x := cons() {x — —} (6.5)

If we lift this specification to a quadruple in the expected way, we get

:= cons()
:= cons|() {Ax}s

{Bemp}
where h and , I’ are related by Ap iff h = I’ € P. This quadruple does not satisfy the
binary version of the frame rule. Indeed, consider the relation R which relates the sin-
gleton heap [2 — 3] and the empty heap only. The binary version of the frame rule then
gives:

x := cons()

{Aemp * R} x := cons()

{Ay—._ xR},

and this does not hold, since one of the computations can set x to 2, whereas the second
cannot. Our interpretation of the specification (6.5) should reflect the nondeterministic
nature of cons; all the possible values chosen by cons should in some sense be “equal”.
In other words, we need to allow a-renaming, in the sense of the article [33], in our inter-
pretation of assertions, and therefore we use pers rather than predicates on heaps as the
indexing category &,.

Triple Objects

Let po, qo be precise pers on heaps. We define an object [po, go] in P, which is to be the
interpretation of the type {po} — {g0}. The underlying pcpo comm is the usual set of
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commands, that is, functions ¢ from H to P(H U {wrong}) that satisfy safety monotonic-
ity and the frame property [25]. The order is given by pointwise inclusion, and it is easy
to see that this constitutes a pcpo. Next, define the required family of relations on this
pcpo as follows. Let r : p < q be a saturated relation with respect to the pers p,q. For
brevity, set [po, g0](r) = (S, So, S1). The per Sy is defined as follows. For ¢, ¢’ in comm,

c[So|c’ iff for all saturated relations r’ : p’ < g’ between some pers
p' and ¢’ on heaps, and all heaps h, I/,

hipo * p = 1'|1’ implies wrong ¢ c(h) Uc'(h'), and

— Vho € c(h). 3hj € ' (W'). holgo * p *']ho

—Vhy € c!(W). 3K} € c(h). Hy[qo * p = ']y,

The per S; is defined analogously, and the saturated relation S is defined by

c[S]c" iff c[So]c, ¢'[S1]¢’, and

for all saturated relations 1" : p’ < g’ between some pers
p' and g’ on heaps, and all heaps h, 1/,

hipo = r = r'|h" implies wrong ¢ c(h) Uc'(h'), and

— Vho € c(h). 3hj € ' (W'). holgo = r*1']hg

—Vhy e (W). 3} € c(h). Wy[go *r*7']h.

Note that the two clauses ¢[Sg|c A ¢’[S1]c” are not redundant.

To see that this is a saturated relation, suppose c[S]c” and c[Sp]c”, so that ¢”'[Sp|c”. Let
r" . p' < q' be a saturated relation, and suppose h[pg  r = r'|l’, which implies h{pg * p *
p'lh. Now, let i € ¢ (h); then there exists h;, with hg[qo * p * p']|h, and since c[S]c’, there
is a hjj with h{[qo * r * r']hj. Since this is a saturated relation,

holgo = = '|hyg,

as desired. The two conditions needed to verify that [po, qo] is indeed an object of P,,
namely preservation of identities and monotonicity, are easy to check.

As in the LICS paper, the triple object generator can be extended to a functor tri.
Define the functor tri : Pr? x P, — P, by

tri(p,q) = [p,q] and tri(p Cp',q' Cq)=id.

To see that this is indeed a functor, we verify that the idendity is a morphism. Suppose
g0 € qq, i.e., higolh" = higy)h' for all h, i'; we then need to show id : [po, 0] — [po, ;). For
all saturated relations r : p < g, : p’ < ¢q’, we therefore check that if h[pg * r * ']1, then
wrong ¢ c(h) Uc'(h') and for all hy € c(h), thereis hj € c'(1') s.t. ho[qo * r * ']l This is
easy.

This functor’s interplay with invariant extension is captured by the following lemma.

Lemma 6.12. If p is a per on heaps,
invy(—, p) otri = tri(— * p, — * p).

Proof. For a per p; on heaps, and all saturated relations r : p <> g, we prove

[Po * p1,q0 * p1](r) = ((p1* =) ([P0, 90])) (r) (= [po, 90l (Ap % 7).
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Set (S,S0,51) = [po,qo](Ap 1) and (T, To, T1) = [po * p1,q0 * p1](r). We then need to
show, for example, that for all commands c, ¢/,

c[So]c" iff ¢[Tp)c!, and
c[S|¢" iff c[T|c .

This, too, is a simple matter of unwinding definitions. O

In addition, define an object | po, 40 | in P, corresponding to the total correctness spec-
ification [po] — [go]. This object has comm as its cpo-part, and for a saturated relation
r:p < q,define (T, Ty, T1) = | po,qo](r) as follows. For ¢, ¢’ € comm,

c[To|c" iff for all saturated relations r’ : p’ < g’ between some pers

p' and ¢’ on heaps, and all heaps h, I/,

hipo * p = '] implies c(h) # @, ¢'(W') # @, wrong & c(h) Uc'(K'), and
— Vho € c(h). 3h{ € ' (0'). ho[go * p = ']ho

—Vhy e (W).3n) € c(h). Wy[qo* p=*1']hy,

and

c[T)c" iff ¢[So]c, ¢'[S1]¢/, and

for all saturated relations 1" : p’ < g’ between some pers

p' and ¢’ on heaps, and all heaps h, /,

hipo = v« r'|h" implies c(h) # @, c'(h') # &, wrong & c(h) Uc'(h'), and
—Vhy € c(h). 3h{ € ' (W'). ho[go * r * 1']hg

—Vhy € /(). 3} € c(h). hy[qo * ¥ *1']hy.

This generator extends to a functor ttri in the same way as tri. Note that the identity is a
morphism from | po, qo] to [po, g0], corresponding to the fact that total correctness implies
partial correctness.

Some Morphisms

The interpretation of terms in the LICS paper is standard, except for the imperative con-
structions. The same constructions exist in our model.
The definitions are the same as in the LICS paper.

sedpqq :  (Dtri(p,q) x ()tri(g,q") — (Dtri(p,q')
seqpqq = AMc,c). {wrong | wrong € c(h)} U (U{c' (W) |H €c(h)})
ready pogo ¢ ment((0)tri(po x n— m,qo) — (t)tri(po * m — —,qo))
ready,p, g0 = Ac. Ah.if n € dom(h) then cy(, (h) else wrong
free(n) : 1 — ((t)tri(n — —,emp)
free(n) = A-.Ah.if n € dom(h) then{h[n — undef|} else {wrong}
write(n,n’) : 1— (Htrin— —,n—n')
write(n,n’) = A-Ah.if n € dom(h) then {h[n — n']} else {wrong}

The challenge, of course, is to show that these are indeed morphisms in P,. This is fairly
straightforward.
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Quadruples

As mentioned in Section 6.1, the meaning of a quadruple (6.1) is that all pairs of states
related by p are taken to pairs of states by cy, ¢ that are related by p’. There are more
conditions, but we pursue the idea of pairs of programs that take related arguments
to related results, in the spirit of logical relations [101, 71]. A relation in the setting of
relational separation logic [135] can be seen as a relation between two predicates (sets
of heaps). Since we use pers on heaps rather than predicates, we use saturated relations
between pers in our version of quadruples rather than relations.

More concretely, given two objects ro : po < go and r1 : p1 < g1 in &, construct the
quadruple object [rg, 1], given by

[ro,71] = (comm, Ry, comm, R1, R),
where
e (comm, Rp) and (comm, R;) are the triple objects [po, p1] and [qo, 41], respectively.

e R is the family (indexed by saturated relations on heaps) of relations on comm
given by (for a saturated relation r between pers p, g on heaps)

c[R(r: p < q)]c"iff c[Ro(Ap)]c, c'[R1(Ag)]c’, and

for all saturated relations ' : p’ < g’ between pers p and g,
hir =1’ % rolh’ implies wrong ¢ c(h) Uc'(h’) and

— Vhy € c(h). 3k € (W) ho[r = 1"« r1]h},

—Vhy e c'(I'). 3y € c(h). hj[r = 1" s r1]ho.

First, we check that this indeed defines an object in P,; we have already done most of
the work, and functoriality of R follows from the quantification over all saturated rela-
tions. The only task left is to check that R(r : p < q) is saturated with respect to the pers
Ro(Ap) and R1(Ay). Assume c[R(r)]c’ and ¢’[R(A;)]c”; then we should show c[R(r)]c".
To this end, let ' : p’ «— 4’ be a saturated relation between the pers p’, q'. First, note that
if h[rg « v« 1'|H’, then h'[pg * q = r'|I’. The following diagram shows c[R(r)]c”.

h—hy

rg*r*r’I 1r1 sy’
]

W Com h6
pg*q*r’,[ 1q0*q*r'

"

W E././..> hO

Just as for the triple objects in P,, the quadruple object generator [—, —] extends to a
functor. Let R, be the category of saturated relations between pers on heaps, ordered by
inclusion. Then, define the functor quad : Re¥ x R, — P, in the same manner as the tri
functor.

quad(r,7') = [r,r'] and quad(rg C r{,r1 Cry) = id.

As for triple objects, there is an interplay between quadruples and invarian extension.

Lemma 6.13. For a saturated relation v : p < ¢,

inve(—,7) oquad = quad(r * —, 7% —)
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Note the interplay between the structure of the reflexive graph P and the tri and
functors, captured by

Lemma 6.14. Let po, qo be pers on heaps. Then,

I(tri(po,q0)) = quad(Apy, Agy)

Proof. Letr: p < q. Then,

c[(I[po, qo])(r)]c" iff  c[[po, q0](r)]c’

and c[[Ay, Ag,](r)]c" if and only if

— c[[po, q0](Ap)]c;
— c'[[po, 90](Ag)]c’; and

— some simulation condition.

The simulation condition mentioned is exactly the definition of c[[po, qo](r)]c’. The other
conditions hold due to idendity extension of the object [po, qo]. O

As a corollary, note the following property, which resembles the fundamental theo-
rem of logical relations.

Theorem 6.15. Suppose c is a map from the terminal object to [po,qo] in P,. Then, the pair
(c,c) is a map from the terminal object to [A,, Dy, in Pe.

Proof. Easy, since I sends c to (c,c), [po,qo] to [Ap,, Ay,] (according to Lemma 6.13) and
preserves the terminal object. O

This gives us a way to go from triples to quadruples, inasmuch as this implies sound-
ness of the rule
M:{po} —{a0)
M) {Ap} = {Ag}
Total correctness types are included here (they were not present in the LICS paper, al-
though it would have been straightforward to add them), because we want an embed-

ding rule like the one in Yang’s relational separation logic [135] to hold. In our terminol-
ogy, this rule reads

Fa M: [po] — [q0] Fa M': [P] [90]
Fa () = L) (6.6)

First, note that total correctness is required, i.e., both of the programs c, c; are required
to terminate; we have the same requirement here. We show the semantic version of this
rule. The setup is different, since we deal with pers and not predicates. Before the proof,
though, define the relation (5[1’), given two pers po, p1, by

h[(i?)]h’ iff  h[po)h and i [p]I'.

It is straightforward to show that this is a saturated relation with respect to pg and p1, so
we proceed to the proof of soundness of (6.6).
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Suppose M : 1 — |po,qo] and M : 1 — |po,qo] are morphisms in P,; this means,
for example, that M[|po,qo](r)]M for all r : p < gq. We need to show that (M, M’) is a
morphism 1 — quad((zg), (ZZ)) in P,, ie, thatforallr: p < g,

0 0
Miausd( (), (1))
Po 90
Let P and Q be the pers (Zg) and (Zz), respectively, and let v : p <> gand v’ : p' < g
be saturated pers. Suppose h = jo * j1 * jo[P s r* ¥']ji * jy * j5 = W with jo[P]j}, j1lr]j1,
and jp[r']j5. Then h[pg * r x r']h. M terminates, and the frame property implies that if
ho € M(hg), then hg = Iy * j1 * jo for some Iy in M(jp). Since M is related to itself, this Iy
is related to itself in g : Io[g0]lo, which entails hg[qo * 7 * 1’ |hg. The same argument can be
carried out for M'(I’), resulting in a heap hj in M'(h") with h{[qq * r * r']hj,. This means
that ho[Q * r * '] hj, as desired.

6.4 Storage Model and Assertions

In this section, we present a calculus in the style of the LICS paper which is meant to
capture the properties of our model.

We give syntax and semantics for expressions and assertions; much of this is the same
as in the LICS paper, but the semantics of assertions is interpreted as a map from stacks
to pers on heaps rather than predicates on heaps. We interchangebly use the phrases
“identifier” and “variables” since they are immutable. Let i, j, ... range over these, and
define the semantic domains:

N e (8] & A— mt
h € Heap ef Nat —in Int

def

(n,h) € State(D) [A] x Heap

The expression and assertion languages are the same as in classical separation logic [115].
E == i|0O|1|E+E
P = E=E|E—E|emp|P*P|true| PAP|Vi.P|3i.P
Write A F E and A = P to indicate that the free variables of an expression or assertion are
included in A. The interpretation of an expression A - E is of the form

[AFE]:[A] — Int,

and it is completely standard.
Assertions A | P are interpreted as precise pers on the set of heaps, i.e., the interpre-
tation of an assertion A F P is of the form [A]] — Per(Heap), and it is given by

. o it [E]y # [Ey
e = {5 ielely Z el
[E— E'ly = p, whereh[p|h'iffth =h" = [[E]y — [E']]
[emply = p, whereh[p|h'iffth =H =]
[P+ Py = pxp wherep =[Py and p’ = [Py
[truelly = Id
[P APy = pwherehiplh’ iff h[[P]y]h" and h[[P'Jy]h’
[Vi. Pln = p where hlp]h' iff h[[P]y_,]l forallv € Int
[3i. Pln = p where h[p]h' iff h[[P]y};_,]h" for some v € Int
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where we use Id for the diagonal per defined by h[Id]h’ iff h = I'. This interpretation is
not very rich, inasmuch as all interpretations are “diagonals”. This elaborated upon in
Section 6.6.

6.5 Programming Languages

We present a programming language for “simple programs” which is essentially the lan-
guage from the LICS paper, and a simple programming language for “program pairs”;
the latter are used as preterms in a calculus, ideas from separation-logic typing are com-
bined with those of relational separation logic [135].

6.5.1 Programming Language for Triple-typing

We start with the language for simple programs. It is the language from the LICS paper,
except that heap allocation is left out. Types of this language are defined as follows.
Write A I 0 : Type for a type 6 in context A; this is defined as follows.
fiv(P) CA fiv(Q) CA fiv(P) CA fiv(Q) CA
Atp [P]—[Q] : Type A+ {P}—{Q}:Type

AF 0:Type fiv(P) CA
A+ 0 ® P:Type

AU{i}H0:Type i¢ A AFO0:Type At 0:Type
A+ T1,0:Type A6 — 60:Type

This is the same as in the LICS paper, except that an extra base type [P] — [Q] for total
correctness is included, as discussed at the end of Section 6.3.9.

For these types, there is a subtyping relation <5, which is essentially the same as
in the LICS paper. It is the usual structural subtyping relation [71] (i.e., it is reflexive,
transitive, and on function types, and it is contravariant in argument types and covariant
in result types), extended with the following rules.

[P] - [Q] =a {P}—{Q}
{P'}—{Q"} 2a {P}—{Q} (when forally, P, C P, and fQ', C £fQ;)
0=20®P ({P}—{Q}) ® Py = {P* Po}—{Q * Po}
0RQ)®P =)0 (Qx*P) (0 —0)@P~p (0P — 0 xP)
(IL0) © P ~p [0 @ P

The only difference compared to the LICS paper is that total correctness is a subtype of
partial correctness.

Pre-terms of the language are given by two grammars. The first of these is for sim-
ple triple preterms. Intuitively, these are the “simple commands” from the programming
language of standard separation logic, which are known to terminate. The simple triple
pre-terms are given by

M? = ifz E M* M?°
| M*;M?°
| free(E)

6.7
| [E]=E ©7)
| leti = [E]in M®
|

while E M°.
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The simple triple pre-terms are a subset of the pre-terms of the programming language
from the LICS paper. The latter has pre-terms given by
M= M°
| x
| Ax:0.M
| MM (6.8)
| ALM
| ME
| fixM

This is the same as the preterms of the language in the LICS paper, except that new is
omitted.

The typing rules of the language are defined by a judgmentI' -4 M : 0. We first give
the typing rules for the simple triple preterms M?*. They are

F}—Au{i} M® <P*E|—>i>—<Q>
Thpleti=[E]inM°: (P+E — —)—(Q)

i ¢ fiv(T,E,P,Q)

free(E) : [E — —] — [emp] fiv(T,E) C A

THp[E]:=E:[E— —]—[E— E] fiv(l,E,E") C A

g M*:(P) = (P") Ty M®: (P) —(Q)
I'Ea M5 MP 2 (P) - (Q)

ThaMs:(PANE=0)—(Q) ThkaM5:(PAE#0)—(Q)
Tk ifz EMSM" : (P) — (Q)

T ko M*: {(E #0)AP}—{P}
I F, while E M : {P}—{PANE =0}

In these rules, we use angled brackets (—) to indicate that a rule is valid for both partial
and total correctness types. For example, the first rule above is shorthand for two rules.
In one, the term M? is required to have the type {P * E — i} — {Q}, whereas in the other,
M is required to have type [P * E — i] — [Q].

The typing rules for the rest of the terms, i.e., the terms defined in the grammar (6.8),
are defined in the same way as in the LICS paper, so we refrain from giving it here.

6.5.2 Programming Language for Quadruple-typing

We turn to program pairs and quadruple types. Recall that, stated informally, the mean-
ing of a quadruple

IR VAY 6.9)

where p and p’ are relations on states and cy, ¢; are programs, is that all pairs of states
related by p are taken to pairs of states by ¢y, c; that are related by p'. This idea is pursued
by assigning quadruple types to terms which, intuitively, denote pairs of programs.
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First, assume a grammar for relations on heaps, in the style of relational separation
logic [135]. We refrain from fixing this grammar here; there is a brief discussion of this in
Section 6.6.3. Some relation forms, that need to be present in the language, however, are

e “Pure relations”, i.e., relations whose truth do not depend on the heap.

e Emp, which is the singleton relation that relates the empty heap to itself.

e Ry * Ry, the separating conjunction for relations, which was introduced in the arti-
cle [107].

e Ip, where P is taken from the grammar of assertions introduced earlier.

o ( 11;,) , the assertion pair from relational separation logic.
We abuse terminology and call the types in the quadruple language kinds instead of
types, to aviod confusion. As for types, there is a calculus A - 7 : Kind, which means

that 7 is a kind in the context A. This judgment is defined by

fiv(R)C A fiv(S)CA AFT:Kind fiv(R) C A
AF{R} = {S} :Kind A+ T®R:Kind

AF7:Kind AFT:Kind
AF T — 7:Kind

Notice that quadruple types are base types, and that invariant extension (by the ® con-
nective) is with relations rather than assertions. Following the lines of the subtyping
relation <,, there is a “subkinding relation” < for kinds. It extends usual subtyping
with

T<TOR ({R} = {SHOR = {R+R} = {S«R"}
(t—=17)®R=(T®R) = (T ®R)
I{P}—{Q}) = {Ip} = {lo} I(6 — 0') = 1(6) — 1(6")
1(0®P)=1(6) ® Ip.

The pre-terms of the quadruple programming language is a simply typed A-calculus,
with “program pairs” as basic constants. The grammar for these pre-terms is

N :=x | Ax:t. N | NN | (M, M), (6.10)

where M ranges over programs from the grammar (6.8). The typing rules of this lan-
guage are defined by a judgment = -5, N : 7, where E is a list of kind assignments
and A contains all the free variables in =, N, 7. As mentioned, this is a simply typed
A-calculus, extended with a typing rule for pairs of simple programs. The judgment is
defined by standard rules for simply typed A-calculus, and rules for pairs of terms from
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the grammar (6.8). The A-calculus rules are
HE,X:ThA:T

Ex:THAN:T
EFpaAx:T.N:T—>T

EFAN:T -1 EFAN:T
EFANN T

EFAN:T T
EFAN:T

and the rules for pairs of terms are

}_A M:0
Fa (M, M) : 1(0)

Fa M [P]—[Q] Fa M*:[P] —[Q]

v {0} = {(9)]

R= (Eo=E1) Fa(Mg,M;):{RA(E#0)} = {R}
a (while Eg M, while Ey M) : {R} — {RA(E=0)}

Fa (M, M) : {RA(E=0)} = {S}
Fa (M§,M?): {RA(E#0)} = {S}
Fa (ifz Eg M3 M§,ifz Ey M5 M) : {R} = {S}

R= (Ep 2 Ep)

Fa (M3 M) (R} = (R} ba (Mg, M5): (R} = {S)
Fa (M My, M3; MP) - {R} = {S}

where we use the shorthand notation Eg 2 Eq for Ey = 0 <= E; = 0. The problem with
this calculus is, of course, its lack of base cases. As Yang mentions [135], programs have
to “have the same structure” in order for us to apply this calculus. At this point, we do
not have any convincing examples, although we believe it possible to fit the Schorr-Waite
example from the relational separation logic paper [135] into this framework. The rules
presented here (which can be seen as an internal language for the model) are, in other
words, far from complete.

Interpretation of Quadruple Terms

The calculus for quadruple terms is, like that for triple terms, a simply typed A-calculus,
and the category P, is cartesian closed, so part of the interpretation is completely stan-
dard. Moreover, the constructions corresponding to pairing both two terms of ground
type (the embedding rule) and for pairing a term of arbitrary type with itself (our se-
mantical version of the fundamental theorem of logical relations) can be carried out; this
gives a way to interpret these terms. The interpretation of the terms formed by the rest
of the typing rules here is omitted here.
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6.6 Conclusion and Problems

We have presented the an extension of the categorical model for separation-logic typing
presented in the LICS paper. We also demonstrated that this is a promising direction to-
wards relational reasoning for higher-order programs, inasmuch as there are morphisms
corresponding to many of the rules for quadruples in relational separation logic [135],
and there is a morphism corresponding to the fundamental theorem of logical relations.
However, there are some problems, as illustrated in the remainder of this paper.

Recall from Section 6.3.9 that we changed from indexing by predicates to indexing
by pers on heaps, in order to deal with the non-determinism assumed from allocation of
new heap cells. We show here that this is not enough to solve the problem. At this point,
we do not have a detailed solution to the problem, but we briefly outline possible ways
to approach the it.

Consider again cons and a per-specification for it.

{emp} x := cons() {R} (6.11)

The problem is to give a candidate for R. As explained in Section 6.3.9, R should al-
low a-renaming, in order to keep soundness of the binary version of the frame rule. The
problem is that a-renaming induces a partial equivalence relation on states (including
stacks), not just heaps: two states (17,h) and (y’,h") should be related by R iff there are
integers n,n’ such that y(x) = n,h = [n — —]and y'(x) = w', i/ = [n’ — —], i.e., the
relation R relates states with different stacks.

So far, our work has followed the lines of the LICS paper quite tightly, but the diffi-
culty just mentioned might force us to deviate substantially from the LICS paper. In the
LICS paper, we use the family fibration Fam (D) — Set to interpret terms. Informally
this means that each store shape gives an interpretation of expressions, assertions, types,
and terms, i.e., the interpretation of, e.g., an assertion is a map from stacks to predicates
on heaps. To follow those lines, we would take the interpretation of an assertion to be a
map from stacks to pers on heaps. Now, consider the relation R in the specification (6.11)
above. As outlined above, this per depends on the value of x in the stack, i.e., it is not possi-
ble to capture the required properties of R from the knowledge of only one stack. Hence
it is not possible to define the meaning of R as a map from stacks to pers on heaps, and
this implies that the Fam-construction from the LICS paper will not work without com-
plications in our setting. This, in turn, means that we have to fundamentally change our
semantics in order to at the same time make the model parametric and allow (nondeter-
ministic) allocation of new heap cells in the programming language.

As mentioned, we do not have a detailed solution at this point, but we outline two
ideas that could lead to a resolution are. Future work will reveal whether one of them, a
combination of them, or some other ideas will lead the way.

6.6.1 Pers on States

We used the Fam-construction to model local variables in the LICS paper; this is quite
standard, since separation-logic typing can be seen as a dependent type system. It might
be possible to keep this view and still interpret the language along standard lines.

As mentioned, the development of our model in Sections 6.3.1 - 6.3.8 is quite general
and does not depend on the heap model or whether predicates on heaps, pers on heaps,
or some other indexing category is used, as long as this has a monoidal structure. Fur-
ther, all the properties in Section 6.3.9 hold when going from pers on heaps to pers on
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states, since the extra properties we require from the storage model also hold for states.
Although we have not checked it, we believe that both the categories P, and P, are lo-
cally cartesian closed [61], i.e., each slice category in both of the categories are cartesian
closed, and the functors that make P = P, =—= P, a reflexive graph preserve all the
locally cartesian closed structure. Given a locally cartesian closed category C, it is stan-
dard [119, 61] to interpret dependent type theories in the co-domain fibration C™ — C .
Then, the categorical product corresponds to the dependent product of dependent type
theory (and coproducts correspond to dependent sums). As mentioned, this might well
be possible, but it changes the intuition behind the model considerably. For instance,
this interpretation will cause the interpretation of the contexts A to live in the same cat-
egories as the interpretation of the types, and that means that they might potentially
express properties of heaps, whereas in the LICS model, contexts were only used to keep
track of variables. Possibly, the contexts can be interpreted in a class of “pure objects” of
the category, but on the other hand, we might gain new insights from having contexts
whose interpretation can depend on the heap.

6.6.2 Non-determinism of Heap Allocation

The next approach to solving the problem outlined in this section is potentially more
fundamental, inasmuch as it challenges the way we think about heap allocation. The
reason to change the indexing category from predicates on heaps to pers on heaps comes
from the fact that we assume that cons is non-deterministic. Somewhat controversially,
we claim that this might be a pseudo-problem, since assuming non-determinism of al-
location is not the right level of abstraction. It might be more correct to view memory
allocation as a module instead of an operation of the programming language. To do so,
we should really use a specification of a memory allocator (e.g., as in the papers [23, 33])
and treat cons/new simply as a procedure rather than a atomic operation.

6.6.3 Other Problems

The main problem of the work in this paper is, as mentioned, to give a good interpre-
tation of assertions as pers on heaps/states. This induces two other minor problems,
which we have glossed over so far. They are mentioned briefly here, but an in-depth
analysis of them does not make sense as long as the basic interpretation of assertions,
types, etc., is not fixed.

First, we did not fix a syntax for relations in Section 6.5.2. To our knowledge, no
grammars for pers on states exist, and it is a challenge in itself to come up with a “good”
grammar for such pers, in the sense that it is simple and at the same time captures all rel-
evant pers. Although this is certainly an interesting problem, we choose not to approach
it since the focus of this paper is on semantics rather than syntax.

Another issue is that the rules in Section 6.5.2 for going from a simple program (with a
triple type) to a program pair (with a quadruple type) all require the contexts to be empty.
When the interpretation of contexts is fixed, contexts possibly need not be empty, so that
we can use contexts of the form “I(A)” in the conclusions of the rules in Section 6.5.2.
However, as long as we do not have a fixed interpretation of contexts (and hence no way
of going from A’s to E’s), we stick to the stricter rules with empty contexts.
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