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Abstract

This report is intended to serve as a steering point for the development of Information
and Communication Technology (ICT) Systems in the Danish Armed Forces. The
evolutionary development of these systems for the next 10-15 years will be strongly
influenced by the rapid advances in technology and by the principles of network
based operations (NBO). Other guiding principles are the use of commercial off the
shelf products (COTS) wherever possible and as loose a coupling between systems
as possible.

The target architecture is a concatenation of different views, encompassing basic
principles, a reference model and technology views: IP-convergence, Service orien-
tation, Local-, regional-, global communications, Evolutionary development, Organ-
isational considerations, End-to-end communications, Addressing and routing, Qual-
ity of service, Network management, Interoperability and Security. The overall result
of this is the all-IP target architecture with applications that collaborate in a Service
Oriented Architecture (SOA).

To meet requirements on robustness, security and jamming resistance the communi-
cation will be based on many different transmission means such as the civilian tele-
communications infrastructure, SATCOM, dedicated military links (e.g. link 16) and
combat net radios and cellular radio systems. The software defined radio technology
will be a future vehicle for obtaining multi-role and multi-frequency capabilities in one
package.

Non-IP subsystems, eg military tactical data links such as Link 16, will be in exis-
tence for decades and is anticipated to connect to the global IP network through
gateways.

The greater part of the target architecture is based on known and mature technology,
and it will be a direct basis for the more detailed system architecture and subsequent
acquisitions of ICT systems. A part of the target architecture is based on a conserva-
tive prediction of the technological development. The realization of these few parts
must wait for the emergence and maturation of the technologies.

Requirements to interoperability flexibility and adaptability at the application level are
met by adhering to a SOA. This permits a loose coupling between the component
applications which has a number of advantages including robustness, the ability to
integrate components to new applications as needed is met, and the ability to have
components evolve at their own pace.

The target architecture will evolve through a number of stages. In this report we con-
sider a time span of 15 years from now, where the architecture goes through 2 major
stages towards an all-IP network as a basis for SOA mainly implemented as Web
Services.
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Summary

This report is the third and final work package of the DEFCOMM work and describes
the target architecture for the Information and Communications Technology (ICT)
Systems in the Danish Armed Forces. The results are based on the first two reports
of the DEFCOMM work, which consist of analysis of selected scenarios and the re-
guirements on information in network based operations (NBO). These three reports
should be regarded as a unified whole.

The DEFCOMM work will support the transformation in which the Danish Defence is
heavily engaged. The transformation involves in the technological arena a transition
from the platform centric operations towards NBO. Another important trend is the
fusion of administrative and operational systems, and the desire to be able to share
information not only within the military area, but across ministerial boundaries and
with suppliers and even private citizens. One prerequisite for this increased network
centricity is the establishment of a networked information infrastructure.

The DEFCOMM work is done at the Danish Defence Research Establishment
(DDRE) in close co-operation with HQ Chief of Defence CCIS Staff (1S2), and the
Royal Danish Defence College.

The target architecture is an overall coarse grained structural design that describes a
future, ie10-15 years, system of systems. It identifies the main components and the
relations between these components in the overall ICT systems infrastructure. This
work forms a gradual transition towards a more detailed system architecture. The
level of detail is chosen so that the target architecture will be relatively independent
of technological details, so a certain degree of durability can be assured.

As a basis for the target architecture, a reference model is developed. This concep-
tual model is a layered model, consisting of a service or application layer, an integra-
tion layer, a convergence layer, and a transmission layer. The convergence layer is
the part of the communication that homogenizes the system in the sense, that by
using the Internet Protocol (IPv6 or IPv4), it is possible to create a network of net-
works that in principle allows all ICT systems to be connected. At the service and
integration layers, SOA will be the homogenizing factor. SOA allows a loose coupling
between the systems, but allows a flexible and robust method for integration and
formation of applications.

To meet requirements on robustness, cost, security including jamming resistance,
the communication will be based on many different transmission means such as the
civilian telecommunications infrastructure, SATCOM, dedicated military links (eg Link
16) and combat net radios, and cellular radio systems. The software defined radio
technology will be a vehicle for obtaining multi-role and multi-frequency capabilities in
one package.

The target architecture will evolve through a humber of stages. In this report we con-
sider a time span of 15 years from now, where the architecture goes through two
major stages towards an all-IP network as a basis for SOA, in the short term, mainly
implemented as Web Services. Non-IP subsystems, eg military tactical data links
such as Link 16, will be in existence for decades and is anticipated to connect to the
global IP-network through gateways.



The evolvement of the application part of the architecture and the communication
part are considered separately, although the application architecture is critically de-
pending on the communication architecture. The development towards the target
architecture may be divided into three stages, approximately covering five years
each.

The first stage, covering the period from now (2005) until the year 2010, will be char-
acterised by the following items:

e Standards for service descriptions and service brokers must be selected.

¢ Methods for acquisition, development, and managing services must be devel-
oped.

¢ All new applications with functionality or data that are to be distributed will
have as an option to be service oriented at the end of the period. The possi-
bility of service-orientation will be a requirement on all new ICT acquisitions,
and there must be a waiver if they can not be implemented in an SOA. They
will have the option to be implemented as web services.

o A few legacy applications should be wrapped so that they can meaningfully
be shared as web services. Candidates are parts of the CCIS of the three
services and parts of DEMARS. These applications may serve as demonstra-
tors, and thus pave the way for further successes.

e The rules and principles of the military SOA are established. Applications that
follow these rules are net worthy (net ready). The rules must be in accor-
dance with the rules of anticipated coalition partners.

In the next stage, the period 2010- 2015 the feasibility and added value of SOA has
been demonstrated. This stage is therefore characterised by:

e All new applications with functionality or data that are to be distributed will be
service oriented, in the sense that they follow the rules that allow them to be
part of the defence SOA. The possibility of service orientation will be a re-
guirement on all new ICT acquisitions except for the dedicated or real time
systems, and there must be a waiver if they can not be implemented in a
SOA. Web services are the most likely platform.

¢ Old systems will be wrapped in the sense that they will be given interfaces
that allow them to be part of the military SOA.

The final stage, reached approximately in 2020 presupposes a further technological
development allowing more systems, including real time systems to be implemented
as SOA. At this stage, security problems, management of these systems of systems
and human computer interaction problems have hopefully been solved. This means
that almost all shareable resources are accessed as services. It is not obvious that
web services in its present incarnation will be the preferred vehicle at this stage!

The evolvement of the communications part of the target architecture is parallel to
the application architecture. Basically it will evolve through three main stages, from
the present situation towards an all-IP network. The baseline may be characterised
as:
¢ Many heterogeneous systems with their own standards and protocols. No
network of networks is present, but many networks are based on the IP-suite.
No common directory structure and name space. Little support for NBO.
e The CCIS of the three services are different, but may communicate by use of
standardised messages and dedicated transmission channels.
e The dedicated tactical data links (eg link 11 and link 16) can not immediately
be integrated into the IP-network.
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In the present stage, some integration and some experimentation with the formation
of networks of networks are possible. In the timeframe of 5 years, the formation of an
embryonic network of networks is possible, and major systems such as DACCIS,
NECCCIS, and RDNCCIS will be able to communicate via IP-network and provide
some services to each other. At this stage rules and evaluation criteria for net worthi-
ness must be defined.

In the midway stage, an increasing number of networks are either IP based, or cou-
pled to the larger network of networks through gateways. This means that the overall
network may be used as a communication mean between the dedicated systems.
Gateways in pairs are no longer necessary. Both the major part of operational sys-
tems and administrative systems are connected to the overall network. This stage is
prepared for NBO, and large scale experiments and exercises are possible. The net-
work of networks will comprise an increasing number of systems, and new systems
will have the IP as the native network protocol. The midway stage is feasible within a
timeframe of 10 years.

In the final stage- which may be a vision- all networks are IP-based. All communica-
tion entities have an IP-address, and management of the network itself and most
components may be performed over the network. The network fully supports NBO,
and it is compatible with the networks of coalition partners and NATO. Gateways are
no longer necessary for transmission purposes.

The greater part of the target architecture is based on known and mature technology,
and it will be a direct basis for the more detailed system architecture and subsequent
acquisitions of ICT systems. A small part of the target architecture is based on a con-
servative prediction of the technological development. The realization of these few
parts must wait for the emergence and maturation of the technologies.

From a technical point of view it is possible to integrate most of the military and total
defence networks into a network of networks by use of the IP-suite. The IP-suite will
allow a convergence of all relevant networks. Further, convergence at the application
level can be achieved by use of an SOA.

The proposed target architecture including all the presented architectural views
should be used as guidance for planning, acquisition, and maintenance process for
ICT. This includes the development of system architectures — a detailed instantiation
of the target architecture with available technology and standards.

The ICT aspects must be assessed for all NBO related acquisition, including all sen-
sors and effectors.

It is recommended to use a staged approach, where a number of well defined mile-
stones, manages the development into an overall network of networks. The goal will
be to integrate as many networks as possible into the overall scheme, and to have as
many (all) networks as possible to use the IP as the native network protocol. Many
networks already use the IP, but it will be necessary to use gateways to connect
some of the networks to the global network. The first stage could be development of
an IP-based backbone as basis for a flexible and dynamic infrastructure.

This means that in all cases, the acquisition process must include an assessment of

the IP-capabilities of the communication equipment, including effectiveness of IP-
interfaces and aspects of Quality of Service (Qo0S), security, management, etc.
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Groups of networks such as administrative and operational networks may at least for
some time have to be separated by information flow devices for security reasons. To
limit damage from failure or intrusion incidents the total network must be segmented,
logically or physically.

To fully exploit the network of networks, a global and integrated directory service for
the total network of networks should be available.

Apply unified network management wherever possible. This will require that a man-
agement standard should be defined, and that all relevant networks and network
components must follow the standard.

The proposed architectural guidelines are in accordance with the anticipated coalition
partners, and should remain so. NATO and other international studies such as NNEC
Feasibility Study, TACOM Post 2000, and MIP are examples of current studies to
follow.

To obtain flexibility and loose coupling between component systems, it is recom-
mended to use SOA as the overall architectural principle.

It is strongly recommended to exploit the principle of loose coupling to let the different
systems (services and service consumers) evolve at their own pace. This includes
tactical networks and other dedicated networks.

Make adherence to the general principles mandatory. Stove-piped systems should
cease to exist. Legacy systems may be integrated by wrapping.

Conduct experiments to demonstrate the use, the advantages, and technological
feasibility of the principles. This may involve Danish or other relevant industry in part-
nering ventures to conduct Concept Development and Experimentation (CDE). It is
strongly recommended that COTS technology should not be implemented before it
has reached a mature state.

Work towards semantic interoperability by using a common joint data model such as
JC3IEDM, and ontologies.

Develop measures based on simple metrics to evaluate the degree of network readi-
ness of all relevant present and future systems and components. Use the methods in
the acquisition process.

It must be emphasised that the recommendations above are not without a cost. The
IP-suite has eg for the time being no mechanism for meeting hard real time require-
ments.

SOA implemented as web-services imposes a substantial overhead, which means
that the load on communication channels and on computer nodes is substantial.

The adherence to the general architectural principles may constrain the choice of
technologies, acquisition practices and introduction of new systems.
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1 Introduction

This report describes the target architecture for ICT Systems in the Danish Defence’
(~ Danish Armed Forces). The target architecture is a result from the analyses of
selected scenarios (see DEFCOMM WPL1 [Ref. 1]) and the requirements on the in-
formation and communications (see DEFCOMM WP2 [Ref. 2]). This report is the
third and final work package of the DEFCOMM work (DEFCOMM WP3); - however,
the three work packages should be regarded as a unified whole.

The DEFCOMM work shall support the transformation in which the Danish Defence
is heavily engaged. The transformation involves in the technological arena a transi-
tion from the platform centric operations towards Network Based Operations (NBO).
Another important trend is the fusion of administrative and operational systems, and
the desire to be able to share information not only within the military area, but across
ministerial boundaries and with suppliers and even private citizens. One prerequisite
for this increased network centricity is the establishment of a networked information
infrastructure. The target architecture is a blueprint for the infrastructure as we want it
to be in a not too distant future, and is therefore a guideline for architectural consid-
erations, including preparation of system architectures and planning of the acquisition
of ICT systems, both hardware (HW) and software (SW).

The DEFCOMM work is made at the Danish Defence Research Establishment
(DDRE) in close co-operation with HQ Chief of Defence CCIS Staff (1S2), and the
Royal Danish Defence College. The authors want to thank for the valuable comments
which were received from other defence authorities during the work.

1.1 The Objective of this Part of the Work (WP3)

The objective of the DEFCOMM work is to propose the target architecture for the ICT
systems of the Danish Defence. The target architecture is an overall coarse grained
structural design that describes future, ie10-15 years ahead, systems of systems. It
thus identifies the main components and the relations between these components in
the overall ICT systems infrastructure. This work will be a stepping stone towards a
more detailed form of system architecture. The level of detail is chosen so that the
target architecture will be relatively independent of technological details. A certain
degree of durability can thus be assured.

1.2 The Method Used to Produce the Target Architecture

The basis for the production of the target architecture is:

e The scenarios and vignettes which are described in WP1 of the DEFCOMM
work [Ref. 1].

! The term Danish Defence and Danish Armed Forces are used interchangeably in this report, - how-
ever both terms mean the same, ie authorities under Ministry of Defence (MOD), including Defence
Command Denmark, Home Guard, Danish Emergency Management Agency (see section 3.4 for more
details).



e The functional requirements for communications and interoperability identified
in WP2 of the DEFCOMM work [Ref. 2].

e A number of legacy systems which in some incarnation will exist in the time
frame of this work. Legacy systems are otherwise only taken into account
where necessary and to the degree they do not counteract the overall goals
of the target architecture.

e A number of guiding principles such as the use of COTS, loosely coupled
subsystems and overall application of a service orientation. Otherwise finan-
cial aspects are not considered.

The overall method is illustrated in Figure 1-1. The vignettes of the scenarios in WP1
are used to formulate requirements on information, and on ICT systems (WP2).
These form the basis for the target architecture work (WP3). WP3 can be applied
when the more detailed form of system architecture is to be developed.

Scenarios/vignettes
(DEFCOMM/WP1)

nformation Re-

quirements ‘
(DEFCOMM/WP2) T S SERtiia ates

on ICT Systems
(DEFCOMM/WP?2)

Target Architecture
(DEFCOMM/WP3)

Figure 1-1: The overall method applied in the DEFCOMM work



The target architecture is a high level blueprint of the future system of systems. Itis a
goal that is to be worked towards in a time period. Therefore there are limitations
both in the actual use of the target architecture, and in its actual contents. The most
important issues are:

o The level of detail reflects to some degree the time available for this work. In
a few cases detailed descriptions are included, mainly for proper consolida-
tion of the target architecture. Specific examples are used for consolidation
purposes as well.

e The target architecture is not to be used as an acquisition plan. It is to be
considered as a guide to assure a directed development of a form of system
architecture, but also as overall guidelines for acquisitions.

e The architecture does not point to specific products, and concrete standards
are only included when they are crucial for the target architecture. In any
case, the target architecture will give indications of types of products and of
where it is necessary to apply standards.

1.3 The Target Architecture and Architectural Views

We have organised the work with the production of the target architecture in 4 steps.
These are:

o Development of a reference model. This includes the necessary concepts and
a vocabulary necessary for the formulation of the architecture. The reference
model serves both the purpose of communicating the results and of a concep-
tual framework.

o Development of a number of architectural views directly related to the re-
guirements derived in WP2. The architectural views do not necessarily only
cover one aspect of the target architecture, but are aggregates compiled to
map the requirements.

e Concatenation and analysis of the architectural views to reveal forms of de-
pendences and constraints. This is a bottom-up approach to the target archi-
tecture.

o Development of the target architecture itself in a top-down manner, where the
architectural views form the constituent parts.

The description of each architectural view and hence the number of architectural
views have been chosen so that each of them represents an essential property or
attribute of the information and communication systems of the Danish Defence.

1.4 This Report

The first chapter of this report contains an introduction to the work and the method
applied.

Chapter 2 contains a general introduction to the concept of ICT system architectures.
The main different types of architectures are defined, and the purposes of establish-
ing such architectures are briefly iterated. The relation between the architecture and
the reference model is also discussed.



In chapter 3 the DEFCOMM reference model that is used throughout the work is es-
tablished. The concepts and vocabulary are defined, and the DEFCOMM reference
model is compared to other recent models.

Chapter 4 introduces the guiding principles that we use, when establishing the target
architecture. These general principles will be constraints on the architecture, and
they act as a set of non functional requirements, which must be fulfilled.

The target architecture for communications consists of a number of architectural
views, each of which deals with a category of requirements. Chapter 5 defines and
describes these architectural views.

The target architecture for applications also consists of a number of architectural
views. One of the guiding principles for the architecture at this level is a loose cou-
pling between components (services). One way of exploiting this principle is by use
of SOA, which is described in chapter 6. Also, in chapter 6 we briefly look at other
architectural views related to applications and services.

Chapter 7 is a synthesis of chapters 4-6. It brings all the architectural views together
and it contains a number of discussions of selected aspects.

In chapter 8 a number of general consequences of applying the target architecture
are discussed, and its general properties outlined. It is further shown, that the archi-
tecture is in accordance with work in NATO and some of the guidelines from the Min-
istry of Science, Technology and Development. The applicability to NBO and the in-
teroperability requirements are demonstrated.

The overall target architecture is exposed in Chapter 9.

The final chapter of the report, chapter 10, contains a number of conclusions and
recommendations for further work.

1.5 Relations to Other Work

The ICT architecture serves as a blueprint, or an overall structural design, for a sys-
tem. In this case the system is the overall coherent system that is composed of most
of the ICT systems under the umbrella of the Danish Ministry of Defence. The main
reason for having the ICT architecture now is the need for making all the component
systems work together but still maintain their autonomy. This cooperative autonomy,
which is based on a loose coupling between systems, facilitates sharing of data, in-
formation and services. The emergence of NBO is one example of this, another is the
work done under the auspices of the Ministry of Science, Technology and Develop-
ment on a common architecture for all state agencies [Ref. 12] and [Ref. 14]. Similar
considerations have been made in many other nations (see eg [Ref. 17]) and in
NATO and the EU.

In NATO, work on a technical architecture has been conducted by NOSWG [Ref. 10]
in accordance with the NATO Architectural Framework (NAF) [Ref. 7]. NAF is heavily
influenced by the US DoD work on Joint C4ISR architecture [Ref. 8]. The NOSWG
work on the technical architecture was conceived before the decisions on moving
towards Network Enabled Capabilities were made, and thus it does not fully exploit
the opportunities in network centricity.



In Denmark, work on the communications target architecture for the Army was
started in 2004, and many of the concepts and the methodology used in this work
have been taken over from that [Ref. 6]. The work for the Army looks at the commu-
nication aspects from a NBO point of view, and recommends convergence through a
network of networks based on the IP-suite. One main difference from that work is that
in the present work, we put much more emphasis on the applications and their inte-
gration. The results from the army work are totally in accordance with the results of
the DEFCOMM work.

Further, in the national military area, joint (ie tri-service based) work on NBO has
been started. One result of this is a report that among other things outlines an action
plan for the Danish Armed Forces [Ref. 5]. Furthermore a conclusion from that report
is that the technical architecture is one major stepping stone for obtaining an NBO
capability in Denmark. Similar conclusions have been reached in the US and in
NATO (eg [Ref. 18]). As a part of this national work, all the three services have sepa-
rately conducted studies on their entrance into the NBO era (eg [Ref. 19], [Ref. 20]).
The national studies take into account earlier work on Command and Control Sys-
tems (C2CS) done both at the service level, and jointly [Ref. 21].

In NATO, the trend towards network centricity has led to the NNEC Feasibility Study
which outlines scenarios and a roadmap for the NATO transition to Network Enabled
Capabilities. The present work takes into account the results from the NNEC Feasi-
bility Study, as they appear in the currect version [Ref. 4].

TACOMS Post 2000 ([Ref. 12]) is a seminal work that outlines the technical basis for
tactical communications in NATO, and its connection to national assets. Although
most of the TACOMS Post 2000 does not take into account the central position of an
overarching communication network, the study contains much useful information.
The present work is heavily influenced by TACOMS Post 2000, and is at major points
in accordance with it.

In the Army, work on high level interoperability between command and control sys-
tems was conducted in the Army Tactical Command Control Information Systems
(ATCCIS) project. This work has subsequently been taken over by the Multilateral
Interoperability Program (MIP) and the NATO Data Administration Group (NDAG).
The result of the MIP work is among other things information exchange data models
that allow semantic interoperability between national C2 systems [Ref. 21], [Ref. 22].
Denmark follows this work closely, and the results are applied nationally. This has led
to discussions on whether a common national data model should be introduced [Ref.
16].

It has been decided that Denmark will use Link 16 in all three services. To facilitate
the introduction of Link 16, a study is being conducted at the Danish Defence Re-
search Establishment (DDRE) [Ref. 23]. This study deals both with technical and
organizational aspects. Link 16 will remain, for many years, one of the contributors to
both interoperability and net centricity in the Armed Forces. Therefore results from
the DDRE study are incorporated in this work.






2 General introduction to IT Architectures

In this chapter, we give a general description of the concept of ICT System architec-
tures. In particular we define the term target architecture.

Architecture is a structural design. This means that architecture is a description of a
system in terms of its components, their relations and their interfaces. Also interfaces
to other systems are identified. There are many kinds of architectures, because they
are depending on the purpose, the level of detail, a certain category of components,
a certain set of relations and a snapshot or a time span. All this has made the con-
cept of architecture ambiguous, and unfortunately misused. To use the term mean-
ingfully, some choices of the purpose of the architecture must be made explicitly.

ICT system architecture is often described in terms of three views or specific types
of architectures. There seems now to be a consensus about the terminology. NATO
and the US operate with three kinds of views ([Ref. 7] and [Ref. 8]). An architecture
view is defined as “a representation of a whole system from a particular viewpoint, ie
from the perspective of a related set of concerns. The three views are:

e The operational view is “a description of the tasks and activities, organisa-
tional and operational elements, and information flows required to accomplish
or support an operation”.

o The system view is “a description, including graphics, of systems and inter-
connections providing for, or supporting, system functions”.

o The technical view is “the minimal set of rules governing the arrangement, in-
teraction, and interdependence of systems parts or elements, whose purpose
is to ensure that a conformant system satisfies a specified set of require-
ments”.

With the introduction of SOA, it will be necessary to define a fourth view representing
the service layer of the architecture. Introducing a service view will effectively de-
couple the operational view from the system view, and will therefore assist in aligning
business requirements on the IT resources. The service view is expected to contain a
number of templates, which govern the design of service views. A service view could
eg consist of templates describing:
¢ A mapping between operational requirements and services.
o A description of service orchestration as well as service aggregation and se-
guence requirements.
e The service composition description necessary to model the reference model
application layered service orchestration.
e A description of the service hierarchy.
o Alist of service definitions.

When additional knowledge and experience with SOA has been developed, it will be
appropriate to define additional service view templates, each illustrating additional
aspects of SOAs.

In the DEFCOMM work, we mainly use the system view. The system view focuses on
components which in their own right may be communication systems, major informa-
tion systems and the relations between systems. In this view, the interfaces are also
identified.



The architecture described in this document is composed of a number of architectural
views. Each view describes primary aspects from the system view, but also aspects
from the technical view.

In this report we use a number of terms for different types of architectures. Each type
serves a specific purpose.

The target architecture is a high level structural design, which serves as a fix point
for the evolution or evolutionary development of a system for a number of years. The
target architecture of the DEFCOMM work deals with a time span of 10 tol5 years
from now. The main purposes of the target architecture are:

¢ To make sure that the present and future operational requirements on ICT
systems can be met.

e To ascertain that communications equipment as much as possible fits to-
gether and is as similar as possible. To a limited degree also legacy systems
are regarded.

To assist in making equipment interoperable and able to support NBO.

e To increase the quality of the total systems of system that forms the ICT in-
frastructure.

e To facilitate the use of COTS components.

To guarantee that acquisitions both from a usability and technological point of
view have a reasonable life time.

o To make the acquisition and maintenance processes easier, less costly and
faster.

It must be stressed, that the term target architecture is not identical to the similar
NATO term, which describes a detailed, project related system implementation target
(Type B cost estimate (TBCE)). The target architecture described in this document
has a stronger resemblance with the NATO concept overarching architecture.

The system architecture is defined as an instantiation of the target architecture. It
may thus directly serve as a guidance and part of a requirement statement for acqui-
sition and maintenance.

An architectural view deals in this report with specific aspects of the target architec-
ture, viewed from an operational, a system or a technical point of view. The architec-
tural view may thus be at different levels of detail depending on its concrete purpose.

It is important to have a common conceptual framework when discussing architec-
tures. For that reason we introduce a reference model for the defence ICT systems in
chapter 3. The reference model presents the main concepts, their relations to each
other, and it gives thus a structure and shows the dependences between services,
protocols and interfaces. This conceptual framework is adapted to the task at hand,
ie the development of the target ICT architecture. Basically the reference model is a
layered model, including a transmission layer, a convergence layer, an integration
layer and a service layer. This model is different from the OSI 7 layer model in many
respects. This reference model is able to cope with the system of systems which are
the nucleus of this work, and also non-OSI compliant protocols like the ones used in
tactical data links and on the Internet.



3 DEFCOMM Reference Model and Related Concepts

In this chapter, a layered reference model for the communication infrastructure and
the application structure of the Danish Defence is introduced. The model is denoted
Danish Defence Communication Reference Model (short: DEFCOMM Reference
Model), and the purpose is to define a structured framework and terminology for a
description of the target architecture. This model includes relevant key technologies,
and it points towards a converged network infrastructure as the communication infra-
structure, and SOA as the application structure. The converged network and SOA
are the cornerstones of the target architecture.

The total DEFCOMM reference model with both the communications side and the
information systems side is illustrated in Figure 3-1 with the colour codes used
throughout this report.

Environment

Service Lavyer

Application
Layer

.....0.8'.'

Integration Layer

Converdence Layer

Layer

Transmi&sion Layer

{ Communication

eocq@p oo

Environment

Figure 3-1: DEFCOMM Reference Model

The DEFCOMM reference model is a four layer model as illustrated in Figure 3-1. The
layers are denoted transmission, convergence, integration and service- However for
most purposes in this report; we look at the model from two perspectives, a commu-
nication side as illustrated in the left side of the figure or from an information sys-
tem/application side as illustrated in the right side of the figure. Those two sides are
described separately as three layer models in sections 3.1 and 3.2, respectively?.

From the communications side, the reference model has three layers, and all com-
munications functions can be related to these layers. The model is specifically well

2|t should be noted that the communication part of the DEFCOMM reference model is identi-
cal to the reference model used in the architecture study for the Danish Army [2]. However, in
the army study the level of detail at the application layer is different.
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well suited to describe heterogeneous network of networks, and a similar structure
has been used in the TACOMS Post 2000 specifications, etc. The three layers are
shown to the left in Figure 3-1 (layers 1-3) and denoted transmission, convergence
and application layers. Note that the application layer is the same as the integration
and service layers of the application structure (seen from the information system
side), but from the communication side the application structure is seen as one layer
only.

From the information systems (or application) side, the reference model has three
layers as well, and all information systems functions can be related to these layers.
This model is specifically well suited to describe a realisation in the form of SOA with
a loose coupling between the services. The three layers are shown to the right in
Figure 3-1 (layers A-C) and denoted service, integration, and communication layers.
Note that the communication layer is the same as the convergence and transmission
layers, but from the application side the communication infrastructure is seen as one
layer only.

In Figure 3-1, the environment is shown both at the top and the bottom. The envi-
ronment at the top consists of users using the ICT systems, including persons with
MM, sensor-heads for data acquisition, and effectors to affect the physical world.
The environment at the bottom indicates that the transmission mechanisms may be
influenced by the physical environment, eg landscape and weather.

3.1 Communication Reference Model

The three layers in the communication part of the DEFCOMM reference model are
defined as:

e Layer 1 (lower layer): The transmission layer contains all the transmission
mechanisms that can be used for the transfer of data, both as direct physical
connections and as dedicated networks. This includes but is not limited to
fixed trunks and links, radio links, satellite links, cabled connections, fibre op-
tical links and microwave links. One example is the lower layers of the Danish
Integrated Information Network (FIIN).

e Layer 2 (middle layer): The convergence layer is the glue that from a com-
munications point of view makes the network of networks appear as one
seamless pool of facilities for information exchange. It contains the protocols
that use the transmission layer, but in a way that makes the functions of the
convergence layer (and above) independent of the transmission layer. A
strong candidate for the main convergence layer protocol is the IP-suite with
IPv6. This will of course require that all applications must have the ability to
use, ie communicate via, the IP-suite.

o Layer 3 (upper layer): The application layer is where all user systems, ser-
vices and applications reside. These services are both communication ser-
vices which are part of the communication infrastructure, and application ser-
vices that are furnished by users or communities of interest. A few examples
of upper layer services are DEMARS, Coastal Radar sensor information,
Voice over IP, and systems for document handling.

-10 -



All communications functions can be related to the three layers defined above. Some
functions are relevant at all layers. These are (network and information) manage-
ment, Quality of Service (QoS) and security:

o Network Management (NM) is both applied at each layer and integrated
across all layers.

e QoS is important at all layers, because QoS at a higher layer is depending
on QoS at lower layers. Higher layers may compensate for lack of QoS at
lower layers, but at a cost. Compensating mechanisms may eg be buffering,
caching or intelligent error correction. There are three different components
that relate QoS to the reference model:

0 QoS service level agreement (SLA). Applications which need a QoS
connection may use resource reservation through the convergence
layer.

0 QoS signalling (protocol) to coordinate QoS issues through the whole
network structure.

0 QoS policy, which must control how QoS is administered with regard
to the available resources.

These three components are placed at the convergence layer in the reference
model. Their main function is handling of QoS across heterogeneous trans-
mission mechanisms at the transmission layer.

e Security in the shapes of integrity, availability, confidentiality and non repudia-
tion is found at all three levels. As for QoS there are cross forms of depend-
ence between the layers.

Dedicated systems such as tactical data links play at least two parts. One is acting as
an autonomous communication system, which by itself covers all three layers in the
reference model. Another part is as yet another transmission mechanism, where
higher order communication is tunnelled through the data link. This will usually be a
costly way of achieving connectivity, but it is certainly a possibility in a converged
network infrastructure.

Some of the functions and examples are shown in Figure 3-2.

It is important to note, that the three-layer DEFCOMM reference model (communica-
tions part) is not directly related to the well-known OSI- 7 layer reference model; how-
ever, in some cases a direct mapping is possible. The DEFCOMM layered model,
however, is so flexible that it can accommodate other communication models, both
OSI and non-OSl.

The DEFCOMM reference model can be used at several levels, because heteroge-
neous networks can be used as each others” transmission mechanism. It is possible
within the reference model to view one or more as transparent, - for example a virtual
private network (VPN) can be viewed as a (transparent) transmission mechanism
between two local IP-based networks. A network can then be viewed both as an ap-
plication transport service (layer 3) and as a transmission mechanism, - depending
on the context. This can be done a number of times, - in principle recursively. An
example is described in section 3.3.

The reference model is widely applicable at all levels of the communication system,
and the model can be used down to the wanted level of detail. All components in the
target architecture must be related to a layer in the reference model. A corresponding
model can be used for the system architecture. However, in that case it will be nec-
essary to look in more detail at the interfaces between the layers.
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Figure 3-2: Communication part of DEFCOMM reference model — some functions and examples
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3.2 Information Systems Reference Model

The three layers in the information systems part of the DEFCOMM reference model
are defined as:

e Layer A (upper layer): The service layer contains all the military services to
be produced (~ provided) or consumed. All services must have a well-defined
interface to the integration layer (~ middle layer), but the services themselves
can live in an autonomous way thus making them able to support all the
needs of the Armed Forces. All data models will reside at this layer to ensure
interoperability between applications, eg Joint C2 Information Exchange Data
Model (JC2IEDM). The services can be either COTS applications or can be
dedicated military applications. However, the services with a well-defined in-
terface towards the integration layer make it possible to have the loose cou-
pling between services. In the NBO environment the sensors, effectors, and
C2-systems will be the service producers or consumers. A few examples of
upper layer services are raw or processed sensor-data, fused sensor-data,
commander intentions, detailed orders from HQ, COP, status of weapon, and
launch commands.

o Layer B (middle layer): The integration layer is a logical layer which ensures
that the services from layer A are interoperable as producers and consumers.
This layer can be compared to the convergence layer in the communication
part of the DEFCOMM reference model; - the integration layer is the glue that
ties the services together in a loose coupling ensured by the well-defined in-
terface. Examples include most of the IP-suite application protocols, - includ-
ing HTTP, SMTP, and FTP. Also web-services like SOAP, WSDL, and UDDI
reside at this layer. XML is an important integration standard as well.

o Layer C (lower layer): The communication layer is where all the network
services from the communication infrastructure reside as they are seen from
the integration layer. This means that information from service and integration
layer in a seamless way can be transported by the network to make the in-
formation available where needed. A few examples of communication layer
services are IP-networks, FIIN, wireless connection, and cabled connections.

The model with the three layers mentioned above is at a high abstraction level and
therefore generally applicable. However, the model easily accommodates concepts
such as component based systems and SOA for the Danish Armed Forces.

All information systems functions can be related to the three layers defined above.
Some functions are relevant for more than one layer. Network management, security
and QoS are cross concerns, ie they cover all layers, see Figure 3-2. Note that net-
work management includes system management. Furthermore there are functions
covering both the service and integration layers but not the communication layer.
These functions include:

e Transaction support, including recovery facilities.

¢ Information Management.

e Service Registry, ie facilities for providers to register a service, and consum-

ers to discover services.

Some of the functions with examples are shown in Figure 3-3.
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Information management includes all the services that are involved in capturing,
storing and retrieving information. In a large inhomogeneous system of systems this
is not a trivial task, which encompasses maintenance of metadata, including data
models and directory information. At the lowest level, we find database management
functions. These services all reside in the application layer of the reference model,
and will not be further dealt with in this report.

Transactions are sequences of operations that have the following properties:

e Atomicity, i.e. they are either all executed, or none are executed.
e Consistency, i.e. they guarantee that data stores are left in a consistent
state, or in a state as consistent as before the transaction,
e Isolation, i.e. the transaction is not disturbed by concurrent operations
from other processes or transactions, and
e Durability, i.e. the results of the transaction is in principle available in all
future.
Transactions are for security reasons important in many contexts, but they require
many resources to perform. Transaction services reside in the application layer of the
reference model and will not be further elaborated in this work.
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Figure 3-3: Information System part of DEFCOMM reference model — some functions and examples
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3.3 Examples of Use of the DEFCOMM Reference Model

In this section a few examples of use of the DEFCOMM reference model are given.

The first example is the DEFCOMM reference model used to show the protocols and
interfaces necessary to obtain net centricity in a system of systems based on a
common data exchange model, JC3IEDM. This is an example where the DEFCOMM
reference model can be directly related to the OSI- 7 layer model. This is illustrated in
Figure 3-4.

MIP
DEFCOMM TP2K over
Reference JC3IEDM based protocols (MIP) OSlI- TP2K
Model stack Osl-
stack
Application
layer
Message Exchange Data Exchange g
Mechanism (MEM) Mechanism (DEM) 5
Convergence Convergence protocol 4
layer TCP/IP 3
" 7
(Sec_ure) Data Mail Ree_ll tlme (Se_cure) 6
Voice applications Video 5
Transmission TACOMS Post 2000 transport service 4
layer TACOMS Post 2000 ; 2
i 1
Cable_s, optical Wireless (waveforms) 1
fibres

Figure 3-4: Use of DEFCOMM reference model for MIP and TP2K

The second example shows how the communication part of the DEFCOMM refer-
ence model may be used recursively, in the sense that at a given abstraction level,
the convergence may serve different purposes. This is illustrated in Figure 3-5, where
a transport mechanism may be described as a “new” three-layer model. This new
model can be viewed as a transparent transport service (~ tunnelling). The top level
is an IP-network which uses an ATM-network as a tunnel (~IP over ATM). This ATM-
network then uses telecommunication (telco) with SONET (or SDH) as a tunnel. At
the low level, fibre optic cables are used as the transmission mechanism for SONET.

A third example is the use of SOA. By using Web-services this is indeed feasible on
an IP converged network, but the web-services will also serve as integration layer
(similar to the communication convergence layer) on the higher abstraction level of
services.
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Figure 3-5: Use of DEFCOMM reference model for network of networks

Application

COP service

IP communication

Figure 3-6: The DEFCOMM reference model applied to different abstraction levels

The recursive use of the reference shows that at different abstraction levels, the role
of the layers will change. In the example in Figure 3-6 the web-services will act as an
integration layer, ie all applications will be web-services and adhere to the appropri-
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ate standards. At the next lower abstraction layer, the IPv6 is the glue that binds all
nodes together.

3.4 Definition of Terms, Terminology

The most important terms are defined in the following list. The list is not meant to be
complete, but it will serve as a useful starting point for reading the rest of this report.

Actor: The generic term used for active parts of the ICT systems and its environ-
ment. They may be processes or end users. Actors may be both service providers
and service consumers. In this report actors are usually referred to as users.

Application Structure: The general term for the applications part of the ICT sys-
tems, ie the application structure includes all the components residing at the applica-
tion layer of the DEFCOMM reference model.

Converged Network: This is a network where all communication is based on one
protocol. In OSlI-terms this convergence may take part at different layers. An example
is the IP converged network where the IP is the convergence protocol.

Converged Network Infrastructure: A communication infrastructure based on a
converged network.

Communication Infrastructure: The general term for the communications part of
ICT systems, i.e. communication infrastructure includes all components residing at
the communication layer of the DEFCOMM reference model.

Convergence: This is the process, where otherwise separate technologies gradually
are fused, so that they form one conglomerate. One example is data communications
and telecommunications. They were from their different origins considered as two
separate disciplines.

Core-IP network: Is a network where the essential parts, i.e. the core, are based on
the IP-suite.

Danish Armed Forces: A general term used interchangeably with Danish Defence.

Danish Defence: In this report this is the general term used for whole MoD area. It is
used interchangeably with Danish Armed Forces and includes all authorities under
the Danish MaD, including Defence Command Denmark (Danish: Forsvarskomman-
doen), Home Guard (Danish: Hlemmeveaernet), and Danish Emergency Management
Agency (Danish: Beredskabsstyrelsen). Also the Total Defence (~ Homeland Secu-
rity) is included.

Edge-device: A general term used for all network devices connecting one network-
system to another network-system. Examples are routers, gateways, firewalls, or
security devices.

End-user: Denotes a person as part of the environment, see Figure 3-1.
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ICT Systems: The general term for all defence Information and Communication
Technology Systems. This includes Communication Information Systems (CIS) and
administrative systems such as Management Information Systems (MIS).

Information Infrastructure: The same as application structure.

Information Systems: General term for systems at the application layer supporting
the users of the ICT systems. Information systems include applications.

Infrastructure: Brief form of networked or communication infrastructure
IP-infrastructure: An infrastructure where IP is the convergence protocol.

IP-suite (or the IP-stack): Denotes the protocols where IP is the network layer pro-
tocol. It comprises among other things HTTP, SMTP, TCP, UDP and IP.

IP-telephony: This is voice over IP with add-on services for supporting traditional
telephone systems.

Network device: A physical unit which can be connected to the network. Examples
are terminals, routers, hosts, gateways, switches, or hubs. A network device can also
be denoted a (network) node.

Networked Infrastructure: Denotes the part of the network which is the converged
network, including the lower level transmission mechanisms. In the DEFCOMM ref-
erence model, this is the middle and low layers.

Network of Networks: A common term used to indicate that a network may consist
of other interconnected networks. Together with system of systems this is the basis
for NBO.

Network-system: A system of networks, ie just another general term for network of
networks.

Service Consumer: A service consumer is a user of service offered by a service
provider. Note: A consumer may also be a provider of a service. A consumer will be
able to use a service without knowing anything of the inner workings of the service.

Service Level Agreement: Describes an agreement between parties. In SOA, it de-
scribes the contracts between a service provider and a service consumer (ie the in-
terface between the two parties). However, the term is also used in other domains
with a similar meaning.

Service Provider: A service provider is a user offering service to service consumers.
All service may be implemented independently of the service level agreement, which
constitutes the contract between a consumer and provider.

Service: A service is produced by functions residing at the application layer of the
DEFCOMM reference model. A service is a useful activity or resource, which may be
produced on demand or published without an explicit or a priori known consumer.
Services may be produced by processes from other layers, but in that case we shall
explicitly point that out.

Subsystem: In this report this term is related to the communication architectural view
for local, regional, and global subsystems (see section 5.1).
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System of Systems: A common term used to indicate that a system may comprise
of other systems or subsystems. Together with networks of networks and system of
networks this is the basis for NBO.

Terminal Equipment: A common way of denoting network units used as the CIS
interface to the environment. In this context the CIS environment is persons interact-
ing with the CIS through its MMI, where sensor-heads record data, or effectors affect
the physical environment.

Transmission Mechanism: A transmission layer function, the purpose of which is to
make exchange of information possible in a transparent way.

Transport Service: An application from the application layer. Such an application will
draw upon services from the lower two layers. One example is Voice over IP.

Voice over IP (VolP): The service of sending sound or voice across a network based
on IP. We distinguish between VolP and IP-telephony, where the latter also includes
the normal telephone services expected in the plain old telephone system.

User: In this report the word user is used in a broad sense as a synonym for actor
meaning any provider or consumer of information. This includes end-users (eg a sol-
dier or a person), terminals (eg PDA or a PC), application (eg a telephony program),
a process (eg a tracking algorithm or a time service), sensors (eg microphone or a
radar), effectors (eg transmitter or weapon platform), military information systems
(ex. DEMARS or BMS), etc.

User Terminal: Terminal equipment where the environment is a person.
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4 General Principles and Non-Functional Require-
ments

In this chapter, we briefly clarify a number of governing principles for the target archi-
tecture. These principles span a width from common sense to best practice. They will
be an important part of constraints for the architecture, and as such they will form a
set of non-functional requirements. These requirements can not be directly derived
from the scenarios of WP1, but they will a.0. be important for achieving a number of
the functional (user) requirements of WP2. The non-functional requirements thus
form a necessary and complementary set of principles, complementary to the user
requirements.

Standards - The architecture shall implement as many functions as possible based
on open standards, in terms of protocols, underlying technologies and methodolo-
gies. It is important to facilitate and encourage reuse and commonality both at com-
ponent and at systems level. The access to services must be independent of the
network type and the inner workings of the service. In this context, the IP-suite is of
paramount importance.

Scalability - The converged network infrastructure must be scalable in the sense
that it must be a simple task to add new capacities, services, applications and users
to the structure. In principle, this should be possible on demand.

Location Transparency - The physical placement of users and resources must be
transparent to the consumers and the producers of services. Functions that used to
be only accessible in headquarters are to be available overall and for all legitimate
users. This does not preclude a central management.

Open Architecture and Innovation - The use of an open architecture will facilitate
cooperation or partnering between producing companies and the military users and
acquisition people. The open architecture will encourage competition and prevent
dependence on a single supplier. The use of proprietary and special military stan-
dards should be avoided. The architecture must itself be able to evolve and support
the technological evolution.

Flexibility - An open architecture means an increase in the number of suppliers of
functionalities, and the development of the system of systems will be dictated more
by the users than by the commercial and military market. The roll-out or deployment
of new functionalities in the form of eg services will be faster and easier, both in
terms of geographical coverage and in terms of number of users. The converged
network structure will favour a consistent span of services independent of the under-
lying transport mechanism. This will make it possible to choose the most appropriate
transmission channel in a given situation.

Network Management (NM) - The open and converged network architecture will
make it possible to monitor and control the whole network of networks by one team in
stead of having a number of independent and isolated groups taking care of networks
and services. Because all resources are harboured on the same network, the exploi-
tation of the resources can be efficient.

Quality of Service (QoS) - The converged network must be able to deliver a broad

spectrum of QoS, which includes the support of time critical applications and iso-
chronal services.
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Reliability and Availability - The converged system of systems must have redun-
dancy to maintain high availability of all critical resources.

Transmission Capacity - The networked infrastructure must offer the necessary
capacity and signal processing to accommodate both voice and video applications,
and the supply of timely information where necessary.

Security (Confidentiality and Data Integrity) - The core network must be black (ie
encrypted), meaning that users must have the possibility of encrypting classified in-
formation. Data link encryption in parts of the infrastructure to increase the security

should not be ruled out.

Control of Electrical Power - Parts of the communication system must apply tech-
nologies with low power consumption, including protocols that do not require frequent
keep-alive signalling. This is particularly important for unmanned devices with a lim-
ited battery capacity.

Mobility - Mobility comprises the independence from geographical location and the
ability to be operational when on move. It must be possible to establish ad-hoc net-
works to accommodate this and thus obtain communication without having to rely on
eg a fixed infrastructure.

Loose Coupling - The principle of loose coupling between the components in the
total system is important. Loose coupling means that the components expose coarse
grained interfaces to the network, and that as much lifetime control of software ob-
jects and processes as possible is done locally, at the node where they reside.
Communication between components is as a principle done via messages, and
wherever possible by asynchronous (non-blocking) message passing eg via queuing
systems. The loose coupling reduces the overall complexity and allows the compo-
nents to evolve at their own pace. A change in technology in one component does
not affect the other component. SOA is one method for obtaining loose coupling.

Network Basis - In all cases, the operations must be network based. The most im-
portant properties of the network centricity may be summarised as a movement from
as-is to the desired out-come, to-be [Ref. 11]:

AS-IS (Today, Platform Oriented) To-be (Network Based)

Platform based Capability based

Point-to-Point Net-centric

Stow-piped information and services Shared information and services
Emphasis on systems and their functions | Emphasis on services

The movement towards Network Based Operations will have implications for all ap-
plications and for the architecture of both the communication systems and the infor-
mation systems.
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5 Communication Architectural Views

In this chapter we define and discuss a number of architectural views that together
will form the target architecture for communication. The level of detail in the descrip-
tion of the views differs somehow from view to view depending on the presumed fa-
miliarity with the concepts and its importance in the overall architecture. This means
that some of the views are dealt with in a generic manner, while others are very spe-
cific. The sequence in the description does not necessarily imply a priority. Further,
each subchapter, ie each architectural view, is described so that it is possible to read
it independently of the other subchapters. This means that there is a certain overlap
between the different architectural views and their descriptions.

For each architectural view we describe:
o What is the specific purpose of this part of the architecture?
e What is the scope and environment, including its role in the DEFCOMM refer-
ence model?
o Which requirements are fulfilled by the view, and which requirements must it
itself fulfil?

Most of the architectural views are analysed with regard to their properties, advan-
tages and disadvantages. The expected technological evolution and its impact in the
timeframe of this work are included.

The background for the communication architectural views is the information systems
part of the DEFCOMM reference model (see Chapter 3). As shown in Figure 3-1 this
part of the reference model consist of three layers (1-3) also denoted transmission-,
convergence-, and application layers. The basic of the communication target archi-
tecture is the converged network with IP as the convergence protocol, and the
transmission mechanisms to fulfil the specific requirements of the defence regarding
security, robustness, quality-of-service, capacity, etc. These mechanisms and the
converged network form a seamless communication infrastructure, and will be an
important facilitator when implementing NBO.

5.1 Local, Regional and Global Communication Subsystems

The purpose of this section is to look at the communication system from a geo-
graphical point of view. The total communication system is split into local, regional
and global subsystems as illustrated in Figure 5-1. This view has been selected be-
cause each of the 3 subsystems to an important degree uses its own communica-
tions technology. Furthermore, this makes the traceability back to scenarios and re-
qguirements (WP1 and WP2) more obvious, especially issues concerning information
reach.

As an example of this partition of the communication space we consider the TA-
COMS Post 2000 (TP2K) study [Ref. 12]. In T2PK, 4 subsystems for tactical commu-
nication are considered, namely a Local Area Subsystem (LAS), a Wide Area Sub-
system (WAS), a Mobile Subsystem (MS), and a Management Subsystem (see eg
STANAG 4637). LAS typically supports a headquarters (HQ), WAS gives connection
between HQs, to the civilian infrastructure, and to strategic communication assets,
while MS represents radio networks. The WAS functions as a communications back-
bone. In the DEFCOMM work, we consider mobility a general issue, and thus do not
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deal with a dedicated mobile subsystem. From a technological point of view, there
will be mobile components in all of the three other subsystems.

The scope of DEFCOMM is broader than tactical communication in the sense that we
look at defence and emergency services ICT systems in a broad sense that includes
applications.

The target architecture and the architectural views reflect the transition towards Net-
work Based Operations (NBO), i.e. the systems of systems or network of networks
concept. The local system consists of a number of smaller networks that are mainly
dedicated for specific purposes. The target architecture shows how these subsys-
tems may be integrated on a converged network based on the IP-stack, and it shows
how the communication subsystem allows an integration of applications, mainly
based on an SOA.

e The local communication includes internal communications (corresponding to
the TP2K LAS) in platoons, groups, up to components of BDE or DIV HQs.
We also include the purely localised communication such as personal area
networks (PANs) and communications internal to platforms such as ships.
The local subsystems will very often feed into the global subsystem, and it will
be mediated by both cables and radio.

e The regional communication typically covers an area of the size of a classic
division or a naval task force. The communication means will be a mixture of
wireless, ie radios, and cabled equipment. A typical case is the DEOS 2000
area signal system used by the Danish Army.

e The global communication, corresponding to the TP2K Wide Area Subsystem
(WAS) covers communications over large distances (Beyond Line Of Sight,
BLOS). Typically media such as HF- radios and SATCOM will carry the com-
munications. Communications from units deployed far from Denmark and
other sorts of reach-back will be important aspects of this kind of communica-
tions. Most strategic communications will be under this umbrella.
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Figure 5-1: Communications subsystem view, conceptually and hierarchically

The total system may in practice not necessarily be hierarchically connected as
shown in Figure 5-1, because local subsystems may very well be directly connected
to each other, eg to meet reliability or real time requirements. From an NBO point of
view, the connections form the basis for the network, and the convergence layer al-
lows all nodes to be part of the network. The connection to the Network is the impor-
tant issue, not the internal connectivity in the network.

The mobile subsystem will very often be connected to the local subsystem, and as
such be part of that. However, mobility is handled in general terms in section 5.11.
Mobility is considered an overarching issue in this work.

In the next subsections we deal with the three subsystems in more detail.

5.1.1 The local subsystem

The local subsystem covers different levels, different applications, and different tech-
nologies. An overview of the architectural views is given in Figure 5.2, where possible
technologies are included. The application areas are of course examples. To the ex-
amples one might add, that the digitised soldier may carry equipment that communi-
cates internally (ie on his body) in the form of a Personal Area Network (PAN), and
externally via a Wireless LAN (WLAN). Many users will be mobile.
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In our system of systems, the local subsystem is an integral part of the network. It
may thus on top of the basic technologies have a convergence layer (eg IP) which
will allow the nodes to expose their services to and consume services from the net.

Ethernet LAN
WLAN
Ethernet
LAN
Fixed
IPv6
WLAN Networks

Combat Net Radio

Link 16

WLAN Ad Hoc
Bluetooth Networks
WLAN
TETRA

Subsystem Local Global

Legend Regional All

Figure 5-2: Examples of the local subsystem with possible technologies

5.1.2 The Regional and National Subsystem

The regional subsystem will typically cover an area of 50 km by 50 km. The subsys-
tem must supply communication services to both stationary and mobile users. Exam-
ples of use of the regional subsystem are communication between land HQ compo-
nents, communication between units (patrols) operating in a large area, and commu-
nications from operating units back to the HQ. The technologies will be very depend-
ent on the actual mission parameters.

If the regional area is secured, a large number of technologies may fulfil the require-
ments for regional coverage. A system like DEOS is able to deliver both voice and
IP-traffic. Cellular systems with transportable or mobile basis stations are another
option. These systems give interoperability between military and non-military organi-
sations, which may be of importance in management of humanitarian crises or large
catastrophe situations. Both GSM/UMTS/TETRA and the new WIMAX are candidate
technologies, considering requirements on transmission capacity and more specific
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services. TETRA gives a possibility of detection of and reaction to jamming, while
GSM is totally unprotected with regard to jamming. Regional coverage may also be
obtained by use of tactical data links such as Link 16 and a number of gateways.
UHF and Microwave radio relays will remain important for a foreseeable time.

. Application
Service Services
Consumers Providers

Subsystem Local Global
Legend Regional All

Figure 5-3: Regional subsystem with example components

An example of a regional subsystem is a communication system that covers the
whole national territory or large parts of it. From an application point of view, this na-
tional subsystem may consist of a number of different interoperable communication
assets, such as mobile or fixed telecommunication infrastructures, emergency net-
works and tactical radio systems. The convergence protocol (eg IP) and the network
of networks concept glue it all together. At the application layer, SOA is a further
possibility for obtaining commonality.

The relations between the LAS communication components and the regional subsys-
tem have several implications for the performance of the total system. In principle,
the local subsystems are service providers for the total system, both for applications
and in this particular case the communication users. The convergence layer (eg IP)
again forms the glue that makes the network of networks possible. The regional or
national subsystem thus exposes a number of communication services, but these
services are in many cases provided by components from the local area subsystems.

On top of the communication, a number of application services will be offered. Ex-
amples of such services are ground and air pictures, weather forecasts, information
on the road traffic situation, regional directory services, and commander’s intent. The
regional subsystem is an important contributor to common situation awareness for all
actors in the region.

It is important to note, that SOA allows a weak coupling between the contributing

subsystems, so that they may evolve at their pace as long as they play by the rules
of the communication infrastructure, ie they are and stay net-worthy.
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5.1.3 The Global Subsystem

The global communication subsystem has the task of providing communications over
long distances. Figure 5-4 illustrates that the systems contributing to global commu-
nication subsystem are either tunnels for the IP-traffic or genuine IP-providers.

— N

LAS / ‘ Subsystem Local Global

COMMs Legend Regional All

Figure 5-4: Global Communication Subsystem with IP-tunnels or IP-providers.

The most relevant technologies are HF radio and satellite communications (SAT-
COM). Communications back to the national strategic level from units deployed far
away from Denmark is the most important task of the global subsystem [Ref.1]. The
system must be capable of delivering so rich information that the situation picture and
a common situational awareness can be created and maintained across the vast
distances. There are few real time requirements, so that even very small transmis-
sion capacities may give a useful contribution. The global subsystem will also be an
important link between the deployed units and the national logistics organisation.

Requirements on availability of this subsystem are high, so it is important to offer
redundant connectivity where different basic technologies are used.

On top of the communication subsystem, a number of service providers and service
consumers will reside.

5.1.4 Concluding Remarks on Subsystems

This architectural view gives a partition of the communication infrastructure in a logi-
cal hierarchy, where coverage of geographical area is the governing principle. The
technology used in the subsystems is to some degree specific for each of them, and
their peculiarities are directly traceable to different operational requirements. From an
NBO point of view, the partition into three communications subsystems will not clash
against the vision of a global information grid. The loose coupling and the conver-
gence (eg the IP-suite) will allow the contributing subsystems to evolve at their own
pace.
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5.2 IP-Convergence

The purpose of this architectural view is to establish the IP-suite as the main vehicle
for communication interoperability, ie as the protocol that allows routing and address-
ing in the network of networks. By using the IP-suite to integrate all nets, a number of
advantages can be achieved such as platform and operating system independence,
easy integration with a large number of transport and application protocols, and ac-
cess to many commercially available gateways to dedicated military nets.

Examples DEFCOMM Reference Model

SATCOM- FIIN/L-NET-
app app

DEOS- Link 16-
app app

3. Application Layer

IP-
Application

J

Gateways

2 Convergence Layer

TuvMueIs
. O 1 Transmission Layer

Figure 5-5: IP-convergence layer interworking with other networks/applications

The use of the IP as the convergence protocol is shown in Figure 5-5 above where
the possible relations with other networks are shown. The gateways are used for
communication between non-IP applications and the IP-convergence layer is, while
tunnels are used IP-communication through other networks. It is a matter of choice,
how much the IP-addressing will be used in the dedicated networks, at least in the
initial phase.

The advantages of using IP as the overarching protocol are many. Most important is
its wide use and acceptance, which means that most vendors either use it as a native
network protocol or support it, so that interfaces to the IP-network are easy and rela-
tively cheap to establish. The interface may be gateways or tunnel solutions. The
dominating position of the IP (including IPv6) will last for the next 15 years. The IP
(both IPv4 and IPv6) is a connectionless protocol, a best-effort protocol. The IP thus
does not guarantee that its protocol data units, the packets, arrive at their destination.
Damaged packets are discarded. Error control such as retransmissions must be



done by other protocol layers, such as the transport layer protocol TCP. The IP has
other limitations such as a very limited range of Quality of Service (QoS) parameters.
There is a lack of real-time performance. This means that for a number of communi-
cation tasks, the IP will be insufficient, and more dedicated networks such as tactical
datalinks (TDLs) must be used also in the future for a long period of time. The IP has
otherwise proven itself to be a robust and versatile protocol.

S8

‘ ATM Q@b
G @) ﬂ*‘
ateway @ N B) _—

SATCOM Gatewayr ‘

Gateway

Figure 5-6: IP-network of networks - Gateways used for connectivity to other networks

It is also possible to consider the total networks of networks in another way. The fig-
ure above shows that the network of networks consists of dedicated networks, and
networks that use the IP as their native protocol. In some cases end-to-end commu-
nication is achieved by use of gateways and different access networks, in other
cases the communication devices use only the IP.

Figure 5-7 shows the convergence layer view in another perspective. The gateways
are dual home devices and perform the necessary translation between the native
protocols and the IP-suite in the global net.

In Figure 5-8 the link 16 network may be a service provider so that in this case it de-

livers a sensor image to a ground based workstation. The real-time properties (guar-
antee) of the link 16 communication will not be preserved in this data exchange.

5.2.1 Gateways

The initial reference is Figure 5-6. In the middle of the figure an IP-network is shown.
The network is connected to subsystems in the ie other networks and tactical data
links, not based on IP. The IP-network forms the infrastructure which in principle
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connects to all networks and tactical data links through gateways. Separate IP-
networks can be connected to the IP-infrastructure without the use of gateways.

oy
e _°

3P 3

Network of Networks

Figure 5-7: The IP-convergence architectural view

This architecture makes it possible for all data to be accessed at any position in the
network. In practice the data that can be accessed depends on:

e Gateway functionality
e Subsystem functionality
e Limitations due to security (eg confidentiality)

The best opportunities for data access are on the IP-infrastructure. It is in principle
possible to view a situation picture from eg Link 16 through a gateway or
hear/transmit voice etc.

A user connected to one of the subsystems will be able to receive data from the IP-
network as well as from other subsystems. The requirements are that the gateway
functionality is present and that the subsystem including terminals supports the data.
For example a Link 16 user will be able to communicate to headquarters with the use
of voice but will not be able to see the contents of a database.

The native properties of the networks or tactical data links are not necessarily pre-

served. For instance the Link 16 real time and confidentiality properties will not be
preserved outside the Link 16 network. If these properties are to be preserved they
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must be implemented in the IP-infrastructure, which may implicate that one may wait
for an evolution of the IP-suite.

A gateway (Figure 5-7) logically contains a Network Services (NS) part which offers
services to the IP-network and a Network Interface (NI) part which connects to the
native network, tactical data link or radio. In the case of a gateway for Link 16 the NI
could be a MIDS terminal. Between NS and NI an interface for data conversion,
communication, buffering, address converting etc is placed.

A N

Figure 5-8: Example of gateway based data exchange between different devices

In Figure 5-8 an example of data communication between a PC and the Link 16 net-
work is shown. Link 16 provides eg the situation picture for the IP-network via the
connected gateway. A Link 16 to IP gateway is a requirement.

Some gateways might be acquired as COTS or dedicated systems, and research
and development in this area are expected in the years to come.

5.2.2 IP-tunnel

At the transmission layer (ie below the convergence layer) several transmission
technologies can come into play. As indicated on Figure 5-9, wired connections such
as Ethernet or Asynchronous Transmission Method (ATM), wireless connections
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such as iEEE-802.11 or 802.16 or dedicated connections such as tactical data links
such as Link 16 or DEOS can all be used to carry IP-traffic.

HTTP, SMTP, TCP ...

Figure 5-9: Integration of different transmission mechanisms

Tunnelling or gateways can be used, if the technology at hand does not directly sup-
port IP-traffic. For example two gateways allow IP traffic to be tunnelled through Link
16. Figure 5-10 indicates a situation where two physically separated IP-nets are con-
nected logically in this way. Each IP-network communicates with a Link-16 terminal
through a gateway. On transmission, the gateway supplies the necessary headers to
include the IP-messages in Link-16 packages. Similarly, the gateway connected to
the receiving Link-16 terminal can reconstruct the original IP-messages from the
Link-16 packages received.

5.2.3 VHF-example

For a more detailed example consider a gateway between IP and VHF radio.

The gateway is through a router connected to the IP-net as a Network Service (NS)
and to the VHF radio as a Network Interface (NI). Here NS is a Voice over IP (VoIP)
channel, offering the service of voice transmission to IP-users. NS is a VHF radio
whose output lines for speaker, microphone and switching are connected through the
actual gateway to the VolP device (Figure 5-10).
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Figure 5-10: Tunnelling of IP-traffic through Link16 TDL
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Figure 5-11: VHF Example — Gateway for VolP

Note that Voice over IP-devices are widely available as COTS. Also the complete
package including NS, Gateway and NI is commercially available®.

% The modem IDM V304 is an example. This modem uses military communication standards for trans-
mission of IP traffic over VHF, thus providing access to IP data in military vehicles. Possible uses in-
clude situational awareness, blue force tracking, positioning, target selection. Technically IDM V304 is a
6-channel RF-IP converter. Transmission capability is 16kb/sec.
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As indicated on Figure 5-12, tunnelling requires the use of two gateways. We see
that tunnelling allows transmission of data between users or systems from separate
IP networks.
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Figure 5-12: VHF Example - Tunnel of IP-traffic through VHF radio

5.2.4 Concluding remarks on IP-convergence

This architectural view is based upon a networked infrastructure, where the IP-suite
is being used as a converging protocol for all types of communication, whether voice,
video, or data. Use of gateways will allow access to other types of networks such as
TDLs.

The IP-infrastructure can be built from standard commercial IP-components, using
tunnelling through the transmission mechanisms at layer 1 of the communicating
model. The same IP-tunnelling will also allow TDLs to be used as a vehicle for
transmission.

This architectural view will allow global access to all data. The IP-suite will provide
the basis for relevant applications such as VolP or Mail, and protocols such as HTTP,
SOAP etc. Other and autonomous networks may co-exist. Gateways will allow ex-
change of data or services between the nets, the actual gateways will determine to
which extent. However, note that in general not all original properties of the informa-
tion exchanged may be preserved. For example a current-technology IP-network
cannot uphold the real-time property of TDL communication.
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5.3 A Global Information Network

The purpose of this section is to describe a global information network, which will
allow transmission of data between geographically disparate locations, eg from
headquarters in Denmark to camp in Iraq, from camp to expeditionary group, from
the group to the individual soldier. Establishing a connection will be transparent. The
user will select the service to use, eg voice, video, text. After that, the global informa-
tion network will automatically select the most appropriate communication path for
the transmission.

The global information grid will of necessity consist of many different communication
technologies — for examples see Figure 5-13 below. When a connection is to be es-
tablished, the technology will be chosen according to required parameters, such as
range, transmission capacity, size, weight, security, cost etc. In case of joint or com-
bined operations, the range of communication technologies of all participants must
be considered. The objective is integration of all technologies at hand. Potentially,
all users should have access to all networks and any information, according to need
and classification. All connections should be seamless, plug-and-play.

Figure 5-13: Examples of communication technologies in a global information network

Use of tunnelling will allow IP-based data communication over technologies without
inherent IP-capability, as outlined in section 5.2. For example, VHF radio can be
used as carrier for IP-traffic.

The global information network implies that transmission of IP-packages is globally
feasible. The terminal and network connections at hand will determine what ser-
vices can be used. For example, a voice connection from force headquarters to the
soldier in the field, may utilize a combination of ordinary telephone lines, voice over
IP, and VHF radio. When equipped with the proper sensors and display, the future
soldier will be able to send and receive voice, images, video and text.
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5.3.1 Transmission layer communication

Organisation and deployment of military units provide a natural grouping of transmis-
sion layer communication architecture. The following grouping of military communica-
tions arises from geographical distances and the military organisation in general (see
also [Ref.1] and [Ref. 2]).

e Personal communication. PAN, Personal Area Network. The individual sol-
dier may be equipped with devices (eg microphone, PDA, sensors, etc) which
may communicate internally with each other, or externally with other mem-
bers of the same group or section. Connections may be wired or wireless.
Bluetooth, IEEE 802.15.x, either high-speed or low-speed may be of use
here..

e Group/section communication. Mobile communication within a limited area.
In general high transmission capacity, although occasionally buildings or
other structures in the fighting area may result in limited transmission capac-
ity. Need for tight integration person-to-person and person-to-sensor. Need
for real-time transmission of target data or identifications in the form of video,
images or voice. (At this level we presently find VHF communication)

¢ Inter-unit communication. Here we have at the same time a demand for mo-
bility and the need to cover a large area. In consequence wired communica-
tions are not practical, and Line-of-sight cannot be assumed. At this level, the
communication needs are very diverse, such as information systems update
(including transactions), or transfer of images, target data, identifications, or
voice communication. Fortunately demand for real-time communication tends
to be less important here than in group/section communication. [at this level
we presently find HF, VHF, and UHF communication]

e Strategic Communication. Here the distances involved are so large, that only
HF, SATCOM or permanent wired lines can be used. Real-time communica-
tion is not important. Communication needs cover information systems up-
date, supporting systems, images and voice. In general, some delay may be
accepted, since in any case the decisions to be taken involve long-ranging
factors. [At this level we presently find HF and SATCOM]

¢ Communication within command installations. Here the need for communica-
tion covers information systems update, office automation and voice. The
distances involved allow the use of wired communication lines or short-range
wireless connections throughout. [At this level we presently find wire-based
phones and commercial LAN]

e Support communication. Includes communication that is established inde-
pendently of the organisational hierarchy, such as fire support or air support
communication. Characterized by hard real-time requirements, fairly high dis-
tances, and fairly high transmission capacity. Support communication will be
established ad hoc, but it is essential that it can be established at any given
time. Queuing is not acceptable. [At this level we presently find Link systems,
VHF and HF communication]

Ideally, this division should be abolished. It would be desirable to have a single large

net, using homogeneous transmission layer, but this ideal is presently unattainable.
Using present technology, such a homogeneous net would be restricted by the

-37 -



physical relations between frequency, distance, and transmission capacity. In order
to obtain communication over large distances, a severe limit on bandwidth must be
accepted. Hence such a system would be unable to satisfy the communication
needs of all levels at the same time.

However, modern use of satellites or airborne communication junctions may go a
long way towards achieving such a homogeneous net encompassing all military lev-
els. An example is the US system “Blue Force Tracker”

Another possibility is to use multi-band SDR (Software Defined Radio) which effec-
tively removes the borders between HF, VHF and UHF communication. In theory
such a system could adapt any communication at hand to use the frequency resulting
in maximum transmission capacity.

In theory a visionary target communication architecture having a single transmission
layer medium is possible, based upon either SATCOM or SDR.

Within the time horizon of the present report we estimate that Denmark must con-
tinue to use heterogeneous architecture at the physical level. We conclude that
transmission layer target architecture at least for the time being must continue to
support several communication types, due to the physical relations between fre-
guency, distance, and transmission capacity.

5.3.2 NBO aspects

The global communication network allows for communication in all directions in the
otherwise hierarchical military organization. In principle everyone may communicate
with everyone, giving all information immense logical reach. The important thing is
having mechanisms ensuring proper prioritisation of the information, and enforcing
demands for confidence, need-to-know, or need-to-share.

5.3.3 Concluding remarks on the global information network

The global information network allows communication from everyone to everyone in
the network, irrespective of geographical or hierarchical position. The communicator
may be a human user, a process, a terminal or a computer host.

Interoperability at the layer of convergence must be supplemented by flexible trans-
port mechanisms which can be selected and combined according to the communica-
tion needs at hand, such as transmission capacity, geographical distances or secu-
rity.

Operational needs may call for different transmission media for different types of
communications as listed above. (Personal, Group/section, Inter-unit, Strategic,
Headquarters) The global information network will integrate all transmission media
using a common convergence protocol, such as IP, either in the form of native com-
ponents or using gateways or tunnel solutions through otherwise incompatible net-
worked infrastructures.
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5.4 Quality of service (QoS)

This section describes an architectural view where Quality of Service mechanisms
are an integral part of all networking components. The aim is to optimally allocate all
network resources in order to satisfy QoS demands from the network users*

In order to discuss QoS and resource reservation in general, we introduce an archi-
tecture that will allow the user to specify end-to-end QoS in a heterogeneous com-
munication infrastructure. The architecture must support various services and appli-
cations on a variety of network components. To achieve this, we dynamically add
QoS-components to the network according to the demand at hand [Ref. 2].

Regarding the reference model used in this work, QoS must be considered at all
three layers. Here, however, we will focus on QoS components at the Convergence
layer, which are to ensure a uniform QoS even if the underlying transmission layer
consists of heterogeneous transport mechanisms. In this way, the overlying service
layer may assume the existence of homogeneous QoS components.

5.4.1 Background

During recent years, network development in general has given us ever increasing
bandwidth, resulting in correspondingly better ability to accommodate demands for
QoS. At the same time, however, an increasing number of services and applications
demand specific QoS levels regarding network accessibility and temporal predictabil-
ity. In principle, the networked infrastructure must be able to support every demand,
ranging from real-time embedded control systems to best-effort systems, such as
www-applications. The communication infrastructure must include QoS components
to allow an application to specify its demands in this respect.

In order to affect a QoS communication infrastructure, QoS resources must be sup-
plied from the transmission layer. At the same time, differing networked infrastruc-
tures and differing network protocols must be able to coexist at this layer. Also differ-
ing reservation mechanisms must be allowed to coexist in a network of networks.
Ideally, any application may be allowed to specify its demand for QoS using the func-
tions of the convergence layer, irrespective of the actual technology used in the un-
derlying layer.

5.4.2 Introduction

QoS refers to the ability of a net to guarantee transmission predictability for network
services, irrespective of the underlying network technologies, such as Frame Relay,
ATM, IP, SHD/SONET, Ethernet, wireless, etc, - either singly or in combination.

The International Telecommunications Union (ITU-T) gives the following broad defini-
tion of QoS:

* Throughout this report the term "user” is used in a broad sense, meaning any network user,
whether human, terminal, application, process, PDA, sensor, etc.

-39-



"The collective effect of service performances, which determine the de-
gree of satisfaction of a user of the service”

According to this definition, the notion of QoS describes a combination of qualitative
and guantitative concepts. Quantitative concepts are directly measurable character-
istics, specific to the service under consideration. Examples are bandwidth, delay,
jitter, Service Level Agreement (SLA), etc. Qualitative concepts include the notion of
user satisfaction, ie the extent to which users’ need for data communication is satis-
fied.

5.4.3 End-to-End QoS

The service level of a network is defined as a measure for its ability to deliver end-to-
end® (E2E) communication with a specific degree of QoS. In this perspective, the
most important difference from one transport service to another is their respective
degree of QoS. In other words, their ability to guarantee specific levels of specific
properties such as bandwidth, delay, jitter, loss-characteristics, etc.

Our target architecture for military communication will focus on QoS as seen from the
convergence layer. Control and management of QoS parameters will take place at
this layer. QoS at the application layer is a function of the individual applications,
rather than the network itself.

At the convergence layer, we have the following 3 classes of QoS over a heteroge-
neous network

o Best effort services, ie information are transmitted, when and if possible.
Indefinite delay may occur. Best effort services are the epitome of IP and the
Internet.

o Differentiated services; some traffic is more important than other and is given
priority. Differentiated service is useful, when a network must carry traffic
from widely different applications, such as network management, alarms, high
priority information and office applications.

e Guaranteed services Useful when proper functioning of specific applications,
typically due to hard real-time demands, needs guaranteed levels of some
network resources, such as bandwidth, delay, jitter or package loss.

5.4.4 Resource allocation

Resource allocation implies that parts of the communication system are reserved for
specific entities. The mechanism of reservation must be able to deal intelligently with
a situation where any number of users at any time is competing for a limited quantity
of network resources. According to the operational situation, this mechanism must
decide whether the resources at hand are sufficient, or whether additional resources
are called for.

® Note that when used in connection with QoS, the acronym E2E has actually two slightly
differing meanings: either end-to-end, meaning user-to-user, or edge-to-edge, meaning from
one side of a network to the other. In any case, the difference is very subtle.

=40 -



Protocols for resource reservations are an important factor if network applications are
to obtain satisfactory QoS. Usually they reside at the lowest levels of the reference
model.

Several mechanisms of reservations are implemented at various places in our refer-
ence model to guarantee that specific applications can have network resources at
their disposal. Asynchronous Transfer Method (ATM) is an efficient protocol func-
tioning at the borderline between transport layer and convergence layer. Resource
Reservation Protocol (RSVP) resides inside the convergence layer. Real Time Pro-
tocol (RTP) exemplifies a protocol used at the borderline between convergence layer
and application layer.

5.4.5 QoS architecture

The QoS architecture must reflect the integration of QoS mechanisms throughout the
network system, and provide for QoS transparency through all layers of the commu-
nication model. According to user needs, the QoS architecture must support dy-
namic resource reallocation.

5.4.6 Heterogeneous networks

It is paramount for the architecture to support an open, distributed and heterogene-
ous environment. This implies that the coexistence of several protocols and different
sorts of hardware must be supported. Also, the architecture must support all the dif-
ferent application types, which may request QoS irrespective of the transmission
mechanisms being used.

The QoS architecture must be portable to other network platforms. If a mechanism at
the transport layer is changed, or even disappears, the ability of the architecture to
manage QoS must be maintained. Insertion of new application protocols must be
possible at all times. All this calls for a very modular and component-oriented archi-
tecture.

QoS components at the convergence layer are:

e Service Level Agreement (SLA). The purpose of SLA is to ensure a proper
mapping of QoS specifications from one level of abstraction to another. For
example, at the application level the quality of a video transmission may re-
quire a certain number of frames per second. Too few frames result in unac-
ceptable quality, ie flickering or drop outs. However, the lower layers do not
have the notion of frames. Here the desired level of QoS must be requested
in units such as bandwidth or processing speed. In a converged heteroge-
neous networked infrastructure such mappings are absolutely essential to se-
cure a desired level of QoS. In principle the user does not know, and indeed
does not need to know, anything about which components of the net, his traf-
fic is passing through. Using SLA, the originally specified QoS will transit the
entire network, expressed as parameters that are meaningful locally.

e Signalling. Deliverance of end-to-end QoS requires that every network ele-
ment in the actual communication line (switch, router, firewall, host, client,
etc) respects the required QoS. Coordination calls for a QoS signalling proto-
col, ideally functioning end-to-end over the heterogeneous networked infra-
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structure. Unfortunately, all present signalling protocols have some limita-
tions in this respect.
e QoS policy. QoS policy includes management and accounting, etc. At least
the following QoS policy functions must be included:
o Authentication of users (end-users, hosts, applications, etc.)
0 Authorization of users to use the different network services
0 Access control, based on factors such as user, application, priority,
time, bandwidth, etc
o Accounting, keeping track of usage of all network resources, service
level, domains, etc
o Congestion management
o Routing
0 Link optimisation

Figure 5-14 indicates placement of these QoS components in the target architecture.
See also chapter 3, where the QoS components are discussed in relation to the
DEFCOMM reference model.
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e Policy
e Signalling
e SLA

Figure 5-14: Main components of QoS at the Convergence layer
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5.4.7 Concluding remarks on QoS

The objective of this architectural view is to give applications and processes at the
application layer a transparent view of QoS. The actual reservation protocols and
other mechanisms used at the lower layer to deliver the requested QoS are hidden
from the requester. Hence any existing transmission mechanism having QoS abili-
ties can be included in this view, and any new mechanisms may be added. Also, the
architectural view is scalable regarding support for new applications and new reser-
vation protocols. When desired such components can be modified or new added.
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5.5 Security

The purpose of the security architectural view is to identify the components which will
ensure the security of the Danish Armed Forces target architecture, ie availability,
confidentiality, integrity, authenticity and non-repudiation. The security architectural
view is in this context limited to a framework for components to be used in other ar-
chitectural views. The security architectural view is closely connected to these other
architectural views.

Besides the technical requirements extracted from WP2, regulations from the Danish
Armed Forces (eg FKO-358-1) also have to be obeyed. The security architectural
view must comply with directives and technology as known today and at the same
time taking prospects for future NBO requirements into account.

The necessary security must be incorporated in the target architecture, also in cases
where scalable solutions are unknown today. This is one reason for only including
generic components in the security architectural view.

The security risks relevant for the security architectural view include:

e Unauthorized users getting access to network

e External attacks, both physical attacks (eg from adverse weather or by weap-
ons) and logical attacks (eg denial of service)

¢ Internal threats where authorized personnel causes damage or degradation of
network resources
Vulnerability in hardware or software especially when using COTS

¢ Configuration errors in network or applications

The security architectural view is of relevance to all layers in the communication
model. However, different types of security considerations may apply at each layer.
In general, security of the target architecture is determined by the following five archi-
tectural views:

e Availability
Management of cryptographic methods
Confidentiality, - including security domains and enclaves
Access control, - both locally and globally
NBO security aspects

5.5.1 Availability

The purpose of the availability architectural view is to make sure that the information
can be accessed in daily work, be available for missions with high communication
intensity, and for mission critical communication. As a principle, full availability is re-
quired; however, a degraded capacity can be accepted under certain circumstances
eg depending on the communication intensity.

The overall principles are defence-in-depth of the ICT Systems, and boundary pro-
tection. The requirement is an architecture without any single-point-of-failure and
consisting of robust and failsafe systems. Availability must be present at all layers in
the DEFCOMM reference model. If availability is missing at a lower layer it can not
be present at a higher layer.
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In the availability architectural view the availability can be ensured by the following
requirements:

1.

wnN

Redundant transmission mechanisms at the transmission layer, eg alternative
media and/or networks. Redundancy at the transmission layer will allow
higher level protocols the choice between alternative media or networks
Robust transmission mechanisms, eg jamming-resistant media

Management agents able to monitor and control the resources of the network
in such a way that limited resources are used in an effective manner. The
communication to and from these agents must have priority.

Detection of and recovery from intrusions. This includes boundary protection,
Intrusion Detection Systems (IDS), anti-virus systems, and recovery function-
ality.

Partitioning of the network into logical or physical security domains to prevent
the spread of degradation from one part on the network to another. The do-
mains can be separated by firewalls, filters, etc.

Requirements 1 and 2 are satisfied immediately when relevant convergence proto-
cols are used. The key requirement is that the actual transmission mechanism has
an effective interface to the protocol in use eg the IP-suite.

Figure 5-15: Example of domain partition in order to control availability

Requirement 3 is to be discussed in the Network Management section. Since net-
works based on the IP-suite are vulnerable to denial of service attack, it might be
necessary to have alternative routing of management information. In that way a cen-
tral part of the network can be controlled out-of-band by separate networks, chan-
nels, or by manual intervention.

Requirement 4 implies that information about attack is communicated to other parts
of the network. This may also call for alternative routing in case the primary route is
blocked. Again out-of-band routing might be necessary.
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Requirement 5 implies partitioning of the network in security domains. Partitioning
can be realized with or without the use of security systems. The patrtitioning of the
network can be effected according to geographical, functional or organizational con-
siderations. Here administration and other overheads must also be taken into ac-
count. An example is shown in Figure 5-16.

The figure shows all separating network devices in green. In principle, each separat-
ing device can be anything from an information diode or a simple filter in a router up
to an advanced firewall or guard.

In a mission, accessibility between A and B might be more important than traffic from
C or from the remaining network. This will be effected using suitable filters between A
and B and between B and C.

In the figure, the combined blue network might be a network servicing an authority
desiring the ability to protect parts of the net from outside traffic. Also shown is a
limited amount of redundant routing in case of disaster.

5.5.2 Cryptographic methods

The purpose of the architectural view for cryptography is to support the use of meth-
ods for cryptography in order to insure the confidentiality, integrity under transmis-
sion, authenticity and non-repudiation of the information.

Safe distribution and revocation of certificates and keys require an architectural view
for Public Key Infrastructure (PKI). The following components are required in the tar-
get architecture:

e Applications for PKI

¢ Network protocols for PKI

e Access to Certificate Authority (CA)

Presumably a solution based on COTS will be sufficient, but to allow for cooperation
with coalition partners, the possibility of cross-domain certificates must be consid-
ered.

5.5.3 Confidentiality

The purpose of the architectural view for confidentiality is to ensure the confidentiality
of the information. This can be obtained by logical or physical separation.

Logical separation is obtained by encryption, which may take place at all three layers
of the DEFCOMM reference model:

o E2E encryption at the application layer - eg secure voice systems.

o E2E encryption at the convergence layer - eg by using IPSec.

e Encryption at the convergence layer to transportation between networks - eg

by use of dedicated IP-crypto devices, or using IPSec.

e Link-encryption at the transmission layer - eg NATO approved encryption
All three encryption options are shown in figure 5-15. Please note that all options are
shown, but they can be used independently of each other.
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Physical separation can be used at the transmission layer of the DEFCOMM refer-
ence model. The media or network must be without risk for eavesdropping attacks,
ie not available for unauthorized personnel

Application Application
Crypto Crypto

Network
Crypto

Network
Crypto

Figure 5-16: Examples of the positioning of crypto devices

The confidentiality architectural view considers the possibility of flexible partitioning of
the infrastructure into red and black networks. The black network only carries black
traffic, which may be either unclassified information or encrypted classified informa-
tion. The red network may carry red traffic, which is unencrypted classified informa-
tion. Thus the requirement that the core network must be black may be fulfilled. Ap-
proved crypto devices are required to secure separation and hence confidentiality.
Regulations and available technology determine the details.

Compliance with military security regulations requires that the traditional separation
of information into security domains and enclaves according to its classification must
be respected in the target architecture for Danish Armed Forces communication. In
principle, the partitioning can be the same as mentioned in the architectural view for
availability. However, since the policies for information flow control may be different
in the two situations, the partitioning may differ as well.

Current security regulations require physical or cryptographic separation of informa-
tion according to national classification and corresponding classifications in NATO,
the EU, etc. The classifications in question are:
e Highly classified networks for confidential and secret information
o Lower classified networks for restricted information
¢ Unclassified networks
e Public networks eg networks connected to the Internet
These networks can further be partitioned into:
e Internal networks, which according to function can be further divided into net-
work for mission, education/training or welfare communication.
o External networks (from fully trusted to untrusted) including networks for
communication with organizations outside the armed forces, eg local authori-
ties or NGOs.
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From a security point of view, a domain has no specific size. A domain may be any-
thing from a single computer to a large network containing thousands of nodes. Even
a network of networks can be configured as one single security domain or enclave.

The separation of domains and enclaves requires Boundary Control (BC) devices®,
which include:
e Crypto devices including VPN-devices, where a transit network is used for
communication between two other networks
¢ Information Exchange Gateways used for policy controlled communication
between networks eg the use of firewalls, guards or other content based fil-
ters.

This should not prevent use of newer technologies becoming available, eg Content
Based Information Security (CBIS).

5.5.4 Access control

The purpose of the architectural view for access control is to make sure that author-
ized users can get access to network resources while unauthorized users are denied
access.

One requirement on this architectural view is that a single sign-on to a security do-
main will give access to all resources of this domain. Secure remote access to other
security domains can be based on single sign-on if it is permitted by trust or by ac-
cess policy. Access can be in the form of network access or user access.

Most elements for access control can be found at the service layer of the communi-
cation model. This includes:
e Applications or databases for registering users, rights, identification, authenti-
cation, etc.
o Verification of access on the basis of identity and policy. The policy may de-
pend on the situation eg normal or mission.

Local and global aspects must be considered when the architectural view for access
control is designed.

Access controls must include components at the convergence layer eg routers, man-
agement agents, etc.

The options for access control may change as newer technologies becomes avail-
able and dependable, eg the use of biometrics and smatrt cards.

5.5.5 Security aspects of NBO

Security is an important but often ignored precondition for NBO. The known security
problems for platform-oriented operations will still exist for NBO, but priorities may
change. For example NBO may tip the balance between availability and confidential-

® Physical separation of the domains is obviously a much simpler possibility. However, physical sepa-
ration is incompatible with the concept of NBO.

- 48 -



ity more in favour of availability. Also, NBO may call for larger networks than at pre-
sent, and hence call for scalable solutions.

Security issues for NBO include (see [Ref 26]):

¢ Information Flow Control ie information control due to confidentiality or need-
to-share concerns

e Problems concerning trust. Which users and which networks are to be trusted

¢ Dynamical changes caused by mobile or ad-hoc networking

e Scalable solutions for large and complex networks. It is essential that the so-
lutions are scalable when many networks are to be connected

o QoS when using red/black partitioning, eg how can we ensure real time traf-
fic, when information has to be encrypted?

¢ Availability including need to share versus confidentiality
Authentication and non-repudiation in large dynamic networks

However, the whole concept of NBO is awaiting final development. One may safely
assume that many more issues will emerge as the future brings newer developments
of technology, principles and concepts for security. If priority of NBO increases, a
new security architectural view based on NBO principles may be called for.

5.5.6 Concluding remarks on the security architectural view

The architectural view for security includes network partition into security domains
and enclaves. Local availability and confidentiality are provided by security compo-
nents inside the domains. Global availability is provided by redundant, robust and
fail-tolerant systems and networks.

In order to provide confidentiality, integrity, authenticity and non-repudiation, PKI
must be in place.

Administration and verification of access control must contain both local and global
components.

The future development of NBO security architecture may impact the architectural
view for security.
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5.6 Network Management

The purpose of this section is to establish a Network Management (NM) architectural
view. The architectural view will be based on key enabling technologies on network
management. NM is a critical part whatever the nature of the network is, and NM is
one of the essential building blocks of the target architecture. If all diverse networked
infrastructures are not subject to the same (or even an improved) standard of man-
agement, existing networks will be unwilling to migrate and converge.

NM activity covers many areas of the network from straightforward monitoring of link
status and controlling devices to traffic engineering built on statistics gathering and
analysis, not only for future network planning, but also for other situations such as
early detection of denial of service (DOS) attacks.

This elaboration of an NM architectural view is comprised of these parts:
¢ Brief outline of the NM concepts, its objectives, and the unique challenges fu-
ture NM brings.
e Description of NM as a layered structure.
Examination of key enabling technologies for network management.
e Transition towards the use of SOA for NM applications. This includes the ag-
gregation of key enabling technologies in terms of distributed intelligence.

NM applications reside on the application layer of the DEFCOMM reference model, -
however, the NM functions themselves cover all layers of the DEFCOMM reference
model in an integrated way, - see details in the subsections below.

5.6.1 Network management concepts and objectives

With the increasing size and complexity of future networks, old-fashioned network
management methods are no longer adequate and should be replaced with distrib-
uted management paradigms. By examining state-of-the-art enabling technologies,
this section highlights some benefits, drawbacks, and postulates on a future network
management architectural view. Despite NM diversity trends, NM is pushing towards
distributed intelligence. NM agents are no longer treated as “dumb terminals”, but as
sophisticated computing devices.
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Figure 5-17: NM basic Architecture

The fundamental NM model consists of three basic components:
e The NM functions themselves, i.e. those functions which being used for man-
aging of the communication infrastructure.
e Transport of Network Management information, either through the managed
network or any parallel network.
e The NM systems and applications used for monitoring and controlling.

These three components are shown in Figure 5-17.

Transport of NM information is accomplished by NM protocols like SNMP, CMIT and
CMOT that represent mechanisms which collect, change and transport NM informa-
tion to and from destinations

5.6.2 Network Management reference model as a layered struc-
ture

As a general reference model for NM, the well-known Telecommunication Manage-
ment Network (TMN) concept originally designed by ITU-T serves as the conceptual
framework and terminology due to its more highly elaborated state than those of its
roughly equivalent peers. In this section the TMN framework shall serve as the basis
for referential integrity purposes only. This does not imply that TMN will be the basis
for NM!

The model is often sketched as a layered structure with the most abstract compo-
nents located at the top (operative management) and the more specialized physical
devices (network elements) located at the bottom of the model. Every layer has its
own functionality:
o Operational management: Relates to operational aspects such as mission
planning and resource-allocation.
e Service management: Relates to user services including bandwidth man-
agement, storage and deployment of services.
e Network management: Technical management of all network devices includ-
ing whole networks.

-51-



¢ Netvork element management: Relates to management of uniform network
devices, ie groups of routers, bridges or gateways responsible for part of a
network.

e Network device management: Relates to management of each network de-
vices, ie routers, switches or hubs.

It is not possible to map directly between the layered TMN model and the DEFCOMM
reference model. The NM functions works on all layers of the DEFCOMM reference
model, and NM utilizes the transport services facilitated by the convergence layer
and the transmission layer. In other words, NM is using facilities controlled by itself, -
in principle this yields a recursive dependency, which should be minimized in order to
avoid ambiguities. The relation between the functions of the TMN model and the

DEFCOMM reference model is illustrated in Figure 5-18.
Application
Layer

Convergence
Layer

Operational

Network
Network Element
Network Device

[ 1]

Transmission
Layer

Policy Centric<:> Component Centric
Management Management

Figure 5-18: Layered NM functions related to DEFCOMM reference model.

5.6.3 Key Enabling technologies and protocols

It is a widely accepted fact that the evolution of NM functionality is towards distributed
intelligence of management agents. A set of enabling technologies and protocols that
are commonly recognized to be potential candidates for intelligent distributed network
management will briefly be presented. The candidates are:
o Policy-based NM
Distributed object computing
Web-service based NM
Code mobility for NM
Intelligent (and mobile) agents
Active Networks
NM based on economic models

More details are in Appendix A: Enabling Technologies for Network Management.
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5.6.4 Transition towards SOA

In general, networked infrastructure is moving from platform centric networks towards
service-oriented approaches. Beside the NM objectives and OSI functional areas,
NM has to fulfil additional management requirements, similar to today’s military busi-
ness service models, fast, deployable, mobility, service differentiation, service cus-
tomizability, more features, and flexibility.

First of all, as the size of the networks is becoming larger, more and more network
devices need to be managed efficiently, demanding better scalability on network
management designs. As a result of such size increase, human directives can only
be given at a very high level of abstraction and generalization in order to control the
aggregated functionality and performance on each device. In other words, the under-
lying NM system must take care of the interpretation of these high-level directives to
realizable network configurations.

This requires an abstraction level capable of monitoring the health (network health) of
the whole network to a much higher degree than only details on each individual net-
work device. Modern networks require an open management architecture with stan-
dard interfaces for information exchange between management systems and capable
of managing large networks.

SOA has excellent properties for managing at a high level of abstraction as it is inde-
pendent of the convergence and transportation layer in the DEFCOMM reference
model and entirely lives a life of its own within the Information System Layer. SOA is
in general assumed a better adaptation for NBO and thus this architectural view

Secondly, as networked infrastructures converge, heterogeneous network technolo-
gies must co-exist and corporate. NM systems must provide such seamless integra-
tion via common service interfaces, and hide underlying technological heterogenei-
ties from network users/administrators.

The transition towards SOA will be transition from network centric functions residing
on the transmission and convergence layer towards high level abstraction NM-
functions placed at the service layer of the DEFCOMM reference model. The NM is
then turned over to be more user-centric in contrast to modern practice where NM-
functions traditionally are residing at the three lower layer of the TMN model, i.e.
network management layer, network element management layer and element man-
agement layer. These three layers are fundamentally component centric, aimed for
monitoring, controlling and reporting on component basis.
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Figure 5-19: Network management referenced to SOA view

5.6.5 Concluding remarks

In this section, NM target architecture has been described. The NM architecture has
been described in terms of a service oriented architectural view which facilitates NM
functionality on high level of abstraction, independent from lower layer network de-
vices. This facilitates NM on dynamic large networks in an efficient manner.
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5.7 Addressing and routing

The objective of this section is to identify the architectural view of addressing and
routing that supports NBO in a converged network. The need for a consistent and
global addressing schema has arisen in order to ensure interoperability and reduce
the requirement for system reconfiguration in the field. In addition to interoperability
between forces, the Joint and Combined nature of recent and projected military op-
erations in the future requires that any addressing standard includes Army, Air Force,
Navy and other governmental organizations. Peacekeeping and other humanitarian
assistance operations also require interoperability between military, governmental
and non-governmental organizations. This section sets forth addressing target archi-
tecture (schema) that meets this requirement for military, governmental and non-
governmental users.

5.7.1 Addressing and routing in the DEFCOMM Reference Model

As illustrated in Figure 5-20 the addressing is found both for communication and for
information systems:
¢ Communication addressing takes place at the convergence and transmission
layers of the DEFFCOMM reference model. The unified network addressing
takes place at the convergence layer, - as an example the IP-addresses can
be used as a unique global network addresses. The communication address-
ing is described in section 5.7.2
¢ Information systems addressing takes place in the service layer and integra-
tion layer of the DEFFCOMM reference model. The information system
adressing is described in section 6.5.1.

Service

Layer
Conver- Inte-
gence gration
Layer Layer
Trans- Commu-
mission nication
Layer Layer

Figure 5-20: Addressing and routing within DEFCOMM reference model
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There will be some overlap of addressing functions between the integration and con-
vergence layers, - as an example we have mapping of hostnames into IP-addresses.

Closely related to addressing is routing which ensures the connectivity in a network.
Routing is used to find the path through the network, and forward the information
from source to destination. Network routing resides at the convergence layer only
and is described in section5.7.3.

5.7.2 Addressing mechanisms and functions

Addressing at the convergence layer means assigning local or global, private or pub-
lic, temporary or persistent identifiers to network devices.

In this architectural view focus is set on some of the most popular network address-
ing mechanisms and functions, i.e.:

e Classfull addressing means hierarchical addressing. Addressing without this
mechanism does not scale well.
Supernetting, also known as Classless Interdomain Routing (CIDR). ,
Subnetting, i.e. use network device addresses as network addresses.
Variable-length subnetting.
Private addressing with network address translation (NAT). The private ad-
dresses are not available outside the local network.

e Dynamic addressing, i.e. network devices have an address assigned when

the address is needed.

As an example this is well-known from IP-addressing, but the mechanisms and func-
tions apply to other kinds of network addressing as well - such as telephony.

Although these mechanisms and functions all basically share the same theme (ma-
nipulating address space), they are different and should be used appropriately. When
applying some of the the listed addressing mechanisms, two things have to be em-
phasized:
¢ Network addresses and masks must scale to the sizes of the areas to which
they will be assigned.
e Establishment of some degree of hierarchy in the network.

In order to scale the network addressing, a number of different network address do-
mains should be considered, including:
e Functional areas (FAs) within the network.
Workgroups (WGs) within each FA.
Subnets within each WG.
All the subnets (current and future) in the organization.
All the devices/hosts (current and future) within each subnet.

By establishing the scaling and hierarchies for the communication infrastructure, we
are applying addressing, not only system-wide but also across FAs, WGs, and sub-
nets. The intent here is to look at addressing from many perspectives so that we do
not lose the detail of any particular area and do not fail to see the overall addressing
picture. While each of the addressing strategies could be applied to any area of the
network, there are areas where each strategy is more appropriate. Figure 5-21
shows where each strategy may be applied.
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Examples of Network Address Domain
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areas groups

Classfull
addressing
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Variable length
sub-netting

Network Addressing Mechanism

Figure 5-21: Applying various addressing strategies

There is an increasing trend toward mobile networking, so a static addressing model
is inappropriate, and some means of dynamic configuration is required.

On larger networks and inter-networks it is also likely that a naming service will be
offered to provide a form of yellow pages directory service. In fact, with the scaling up
of networks and the emergence of tools such as firewalls and dynamic dial-up VPNs,
there is a need to configure and manage policies for features such as authentication,
QoS, configuration data, and bandwidth. Huge amounts of data are being centralized
and coordinated via directory services and protocols such as the Lightweight Direc-
tory Access Protocol (LDAP). The functions mentioned in this paragraph all resides
on the application layer, but mapping to addressing functions at the convergence
layer is needed.

Specific addressing at the transmission layer is not part of the target architecture, but
address mapping from convergence layer is needed, in particular with networks of
networks, such as transmission networks and VPNSs.

5.7.3 Routing Mechanisms and Functions

Routing architecture shall provide the functionality for finding the path through the
network and for forwarding the information from source to destination. The informa-
tion to be routed is both user data and management information, including the routing
information needed to discover the path through the dynamic network.

Thus routing consists of learning about the connectivity within and between networks
and applying this information to forward data toward its destination(s). Routing in
combination with the addressing element of the architecture provides a complete
picture of network connectivity.

Typically routing protocols are considered somewhat apart from what is normally
considered as network performance metrics, such as routing convergence times;
their protocol overheads, in terms of capacity (bandwidth), CPU utilization, memory
utilization; and stability. Although these are important characteristics to consider, it is
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often difficult to relate them directly to the network architecture or design. Routing
protocols are, however, indirectly related to the architecture through two characteris-
tics, namely hierarchy and interconnectivity.

To fulfil the principal objective of the DEFCOMM target architecture, the routing-
architecture must take into account how current and future systems will be connected
using a variety of local, metropolitan, and wide area networking technologies; the
topology of interconnection will change as systems and the links between them are
added and deleted (including MANET); the networks will cross every conceivable
national and international boundary; and the systems and networks will be adminis-
tered by different organizations, both public and private, each of which may impose
rules (policies) governing (and safeguarding) their use. Thus the target architecture
for routing should:

e Scale well for network of networks, thus supporting NBO.

e Support many different network types and multiple Qualities of Service.

¢ Adapt to topology changes quickly and efficiently, ie with minimum overhead

and complexity.
e Provide controls that facilitate the secure connection of multiple organizations.

A routing scheme for a large-scale open systems network must be dynamic, adap-
tive, and decentralized; be capable of supporting multiple paths offering different
types of service; and provide the means to establish trust, firewalls and security
across multiple administrations and domains.

5.7.3.10SI Routing Architecture

The following discussion of routing in the target architecture is based the OSI routing
framework [Ref. 27] due to its connection-oriented behaviour as is for the TCP proto-
col. By doing this, the conceptual framework and terminology of OSI forms the con-
sistent basis for a deeper understanding of the subject.
Like all routing schemes, the OSI routing scheme consists of:
e A set of routing protocols that allow end systems and intermediate systems to
collect and distribute the information necessary to determine routes
e Arouting information base containing this information, from which routes be-
tween end systems can be computed. Like a directory information base, the
routing information base is an abstraction; it doesn't exist as a single entity.
The routing information base can be thought of as the collective (distributed)
knowledge of an entire subsystem concerning the routing-relevant connec-
tivity among the components of that subsystem.
e A set of routing algorithms that use the information contained in the routing in-
formation base to derive routes between end systems

End systems (ESs) and intermediate systems (ISs) use routing protocols to distribute
("advertise") some or all of the information stored in their locally maintained routing
information bases. ESs and ISs send and receive these routing updates, and use the
information that they contain (and information that may be available from the local
environment, such as information entered manually by an operator) to modify their
routing information base.

The OSI routing architecture is hierarchical, and is divided into three functional tiers:

¢ End-system to intermediate-system routing (host-to-router), in which the prin-
cipal routing functions are discovery and redirection.
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¢ Intradomain intermediate-system to intermediate-system routing (router-to-
router), in which "best" routes between ESs within a single administrative do-
main are computed. A single routing algorithm is used by all ISs within a do-
main.

¢ Interdomain intermediate-system to intermediate-system routing (router-to-
router), in which routes are computed between administrative domains.

Interdomain routing Routing domain

Intra domain routing Routing domain

Routing domain

End system to Intermediate
system (ES-IS)

Administrative Domain Administrative Domain

Figure 5-22: Hierarchical relationship of the OSI Routing Architecture

In Figure 5.22, end systems discover and communicate with the intermediate sys-
tems to which they are directly connected (by dedicated or dial-up point-to-point links
or by multiaccess local or metropolitan area networks) in the outermost level of the
hierarchy; intermediate systems communicate with other intermediate systems within
a single routing domain in the levels of the hierarchy next closest to the centre; and in
the centre, intermediate systems communicate with other intermediate systems
across routing domain boundaries. In the OSI routing architecture, end systems are
not involved in the distribution of routing information and the computation of routes as
is for eg the Internet.

It should be emphasized that analysis leading to one conclusion in the intradomain
context not necessarily hold when transplanted to the interdomain context and vice
versa.

Within the OSI routing framework, it is possible for different routing domains within a
single administrative domain to run different intradomain routing protocols, and it is

also possible to operate different ES-IS protocols within different areas of the same
routing domain.

5.7.3.2TCP/IP Routing Architecture
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Through a process of evolution-in which some of the ideas that led to features of the
OSI routing architecture originated with TCP/IP, developed into OSI standards, and
returned to be adopted by the TCP/IP community-the TCP/IP routing architecture
today is almost identical to the OSI architecture. Hosts use a discovery protocol to
obtain the identification of gateways and other hosts attached to the same network
(subnetwork). Gateways within autonomous systems (routing domains) operate via
an interior gateway protocol (intradomain routing protocol), and between autonomous
systems, they operate via exterior or border gateway protocols (interdomain routing
protocols). The details are different but the principles are the same as for the OSI
routing architecture.

5.7.3.3Routing in MANET

Mobile Ad-hoc networking (MANET) enables ad-hoc temporary wireless networks
composed of mobile nodes. Routes are set up and maintained by a routing protocol.
MANET routing protocol design is a complex issue considering the possibly rapidly
changing topology of such networks. For route maintenance traditional protocols
used in hardwired networks cannot directly be used in the sense that no single proto-
col can fit all the different scenarios and traffic patterns of MANET applications. It is
very likely in future MANET applications that it will be possible to combine one or
more competitive schemas to fulfil application needs. In MANETS the hosts patrtici-
pate in the routing. Routing in MANET is still a fruitful area for research.

5.7.4 Concluding Remarks on Addressing and Routing

Addressing and routing provide the basic functionality for forwarding user, and net-
work management traffic through the network. In developing the addressing/routing
architecture, the addressing and routing must reflect the hierarchy and interconnec-
tivity of the network which is very important for the operational functionality of the
overall performance of the network. Routing domains may be controlled by different
administration policies where issues of security (including control over the extent to
which information about the topology of one domain is propagated to other domains)
can be in contradiction. When selecting an intradomain routing protocol, concealing
or withholding information, is often as important as distributing it, in order not to infer
misleading information on the network health.
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5.8 Network Based Operations (NBO)

The purpose of this section is to set forth an architecture that addresses NBO, poten-
tially enabled by operational architectures that closely integrate the capabilities of
sensors, command and control, and effectors. Consequently the NBO architecture
can be drawn by examining operational architectures that effectively link sensors,
command and control, and effectors in order to increase joint and combined combat
power.

In principle the NBO related functions reside on the application layer of the DEF-
COMM reference model; - however, the NBO functions need support by the commu-
nication infrastructure. The information, sensor, and engagement networks of NBO
may be supported by virtual networks (or grids) facilities at the convergence layer.
These grids may be logical or physical networks.

5.8.1 Information Network

The information network (or information grid) provides the infrastructure for network
based processing and communications. This infrastructure provides the means to
receive, process, transport, store, and protect information for the joint force. The in-
formation network, shown in Figure 5-23, is a network of networks consisting of
communications paths ("links" and "pipes"), computational nodes, operating systems,
and information management applications that enables network-centric processing
and communications across the joint battle space. The information network provides
a multi service architecture.

Information Grid

Civilian and military
networks

Figure 5-23: The Information Network Architecture

The information network consists of both military and commercial communication
capabilities and transmits multiple information types in multiple modes at multiple
data rates. Voice, data, and video can be transmitted via point-to-point or direct
broadcast in wired and/or wireless mode.
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Another key capability of the information network is information protection which en-
ables the information network to provide assured access to information across all
levels of conflict by preventing intrusive attack and assure commanders that their
information will be valid.

5.8.2 Sensor Network

Sensor networks (or sensor grids) are composed of air, sea, ground, space, and cy-
berspace based sensors. Elements of sensor networks include dedicated sensors,
sensors based on weapon platforms, sensors employed by individual soldiers, as
well as embedded logistics sensors. Sensor networks provide the joint force with a
high degree of awareness of friendly forces, enemy forces, and the environment
across the joint battlespace.

Sensor networks provide the joint force with the operational capabilities necessary for
achieving awareness across the joint battlespace. Abstractly, sensor networks can
be viewed as sets of sensor peripherals and sensor applications that are "installed"
on the information network. The sensor "peripherals" consist of space, air, ground,
sea, and cyberspace based sensors. These sensors can be based on dedicated
sensor platforms, weapons platforms, or deployed by individual soldiers. The sensor
peripherals also include embedded sensors that track levels of consumables (ie, fuel,
munitions). The sensor network applications consist of the software applications as-
sociated with specific sensor peripherals, as well as the software applications that
enable multi-mode sensor tasking and data fusion. The operational performance is
achieved through a combination of dynamic sensor tasking, data fusion, and effective
distribution of information over the information network in real or near real time. The
sensor network is depicted in Figure 5-24.

Sensor
networks

Information
grid

Figure 5-24: Sensor Network architecture
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5.8.3 Engagement Network (effector network)

Engagement Networks - the operational architecture of engagement networks en-
ables the joint forces to employ speed of command effects at precise places and
time.

The operational architecture of engagement networks, depicted in Figure 5-25, effec-
tively exploits battlespace awareness to enable new operational capabilities for force
employment. These new operational capabilities for force employment enable the
emerging operational concepts of precision engagement, dominant manoeuvre, and
full-dimensional protection.

These new operational capabilities include:

¢ Predictive Planning and Pre-emption. - The ability to be proactive in the plan-
ning process to avoid direct confrontation (by employing alternative means),
to be prepared to react and exploit opportunities when direct confrontation
must occur, and to shape expected actions to stay inside an enemy’s decision
cycle and keep him outside of ours.

¢ Integrated Force Management - The ability to achieve dynamic synchroniza-
tion of missions and resources from components and coalitions.

o Execution of Time-Critical Missions - The ability to enable rapid target search
and acquisition.

As with sensor networks, the engagement networks can be envisioned as a set of
shooter peripherals and shooter applications that operate on the information network.
The engagement network peripherals consist of effectors based in air, land, sea, and
cyberspace. The shooter network applications consist of the software for command
and control and weapon employment.

Sensor
networks

Engagemep

Information
grid

Figure 5-25: Engagement Network architecture
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5.8.4 Concluding remarks on NBO

In conclusion, we can see that the emerging concept of Network-Centric Warfare
provides an organizing principle in terms of the emerging operational architectures of
the information network, the sensor network, and the engagement network as de-
scribed above. This description provides a point of departure for exploring how the
individual components of our existing and emerging forces can be integrated to en-
able the network-centric operational concepts.
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5.9 End-to-end Communikation

The aim of this section is to introduce a generic end-to-end (E2E) architectural view.
This view is of relevance to communication scenarios where separate units of the
Danish Armed Forces are connected to disjoint networks and have to communicate
with each other through one or several transit networks.

The characteristics of transit networks may differ widely, which to some extent may
influence the transparency of the communication service. Tactical or strategic re-
gards may call for specific levels of Quality-of-Service (QoS) or security. When re-
guirements for QoS or security have to be met, every net in the communication chain
must be able to support the demands in question. When the specific transit networks
are not known beforehand, progressive Service Level Agreements (SLAS) must be
used to find a route that can guarantee the desired levels of QoS and security.

Defence Terminal

Defence Terminal

Defence Network >

Defence Network >

Multiple transit Networks

Figure 5-26: End-to-end communication between defence and non-defence enterprises

In E2E communication part of the communication chain may be controlled by entities
outside Danish Armed Forces, eg by coalition partners, public or private authorities.
We may wish to consider the following cases of E2E communication:

Both communication ends inside the Danish Armed Forces

Sender inside the Danish Armed Forces, Receiver outside

Sender outside the Danish Armed Forces, Receiver inside

Both communication ends outside the Danish Armed Forces (relevant when
Danish Defence provides communication support to foreign entities, whether
civil or military. May occur in case of a regional conflict or natural disaster)
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Also the transit networks may be outside Danish Armed Forces control. Here we
must consider separately if

e Network is owned and operated by a foreign entity.

o Network is owned by the Danish Armed Forces, but is run by a foreign entity.

The target architecture must allow one ore more of its elements, whether communi-
cation sender, receiver or network to be outside the control of the Danish Armed
Forces. These aspects have profound implications not only upon E2E communica-
tion accessibility, security, and QoS, but also upon the actual running of the commu-
nication networks.

Figure 5-26 illustrates an architectural view of various possible E2E communications.

5.9.1 Concluding remarks on the E2E architectural view

The E2E architectural view is of relevance for homeland defence as well as for Dan-
ish Armed Forces operations far from the homeland. The Danish Armed Forces may
here need to use much diversified communication channels, such as local communi-
cation systems, rented circuits, satellite connections, etc. In addition, the upcoming
concept of NBO may call for an extensive ability to use various combinations of any
networks at hand for transit. It is important to find a communication solution that will
allow especially transit networks to be controlled and operated by units outside the
Danish Armed Forces.
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5.10Communications Evolution

The purpose of the communication evolution architectural view is to show how it is
possible to evolve from current military communication systems (mid 2005) to the
target architecture based on all-IP communication, eg the evolution architectural view
is a road map over time for transition to the target architecture.

The view is shown as four snapshots starting with the current situation and ending up
with the target architecture which represents the long-term aiming point for military
communication. However, it must be emphasized that the transition is a continuous
process; - the four snapshots are only used to indicate a possible road.

The snapshots are shown without absolute time, because the transition time towards
the target architecture depends on the technological development’. It is estimated
that within 10-15 years it is possible to reach the target architecture from a technical
point of view - or at least come close.

It is assumed that the evolution ends up with a converged network based on the IP-
suite; however, the IP-suite is still being developed and therefore the IP-suite could
very well differ from what is known today. The IP-suite development is mainly ex-
pected in the civilian world, including known problems regarding QoS, Security, and
management. This development should of course be taken into account in the evolu-
tion architectural view.

5.10.1 Snapshot 1, Initial architecture (today)

The initial architecture shows the current situation for military communication sys-
tems, - yet with a degree of generalization. The networks used are heterogeneous
where each network has associated application services and transmission mecha-
nisms. Exchange of information between the dedicated application services has to be
done manually or by use of dedicated gateways.

Related to the DEFCOMM reference model the initial architecture with the current
situation is illustrated in Figure 5-27.

Architecture Communication architecture description Tactical links
(exclusive tactical links)
DEFCOMM
Reference Model
3 — Application Layer Application specific services including
gateways Native TDL
2 — Convergence Layer Dedicated networks services
1 - Transmission Layer Dedicated transmission mechanisms

Figure 5-27: Initial Architecture (snapshot 1)

" Other issues may apply as well, eg economy.
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5.10.2 Snapshot 2, Pre-NBO architecture (mid-way 1)

The pre-NBO architecture shows the situation where communication can be seen
from an IP point of view, ie a core-IP network is available as basis for building static
and dynamic infrastructures to fulfil requirements of current military operations and
tasks.

All networks are heterogeneous and they have their own associated application ser-
vices and transmission mechanisms which still are usable for the original operational
purpose. The networks can exchange information by use of gateways as there will
still be a need for exchange of information between dedicated application services.

An exception from the IP point of view is tactical data links (eg LINK 16) or other sys-
tems which can not easily be integrated into the IP-suite. Also dedicated facilities not
yet supported by the IP-suite (eg QoS) must be supported outside the IP-suite.

Related to the DEFCOMM reference model the pre-NBO architecture (the mid-way 1
situation) is illustrated in Figure 5-28. All networks are heterogeneous and have their
own associated application services and transmission mechanisms.

Architecture Communication architecture description Tactical links
(exclusive tactical links)
DEFCOMM
Reference Model
3 — Application Layer Application specific services including
gateways
2 — Convergence Layer Core-IP network Native TDL
Dedicated networks services
1 - Transmission Layer Dedicated transmission mechanisms
(+ IP transmission mechanisms)

Figure 5-28: Pre-NBO Architecture (Snapshot 2)

5.10.3 Snapshot 3, NBO prepared architecture (mid-way 2)

The NBO prepared architecture shows the situation where communication takes
place with one of these methods:
¢ An IP converged network, and other networks can be used as a transmission
mechanism.
¢ Network-gateways make it possible to exchange information between net-
works where IP is used as the network protocol, and other networks. This
makes it unnecessary to exchange information directly between the dedicated
application services by using dedicated gateways.
All networks are heterogeneous with their own application services and transmission
mechanisms.

The tactical data links may be integrated as well, but the future use of these must be
clarified and the needed gateways developed. The alternative is still to regard them
as autonomous networks; yet, use of tactical data links as transmission mechanism
for IP-traffic should be possible.
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Related to the DEFCOMM reference model the NBO prepared architecture (the mid-
way 2 situation) is illustrated in Figure 5-29. All networks are heterogeneous and may
have their own associated application services and transmission mechanisms; how-
ever, they can all be used as transmission mechanisms for the IP-infrastructure.

Architecture Communication architecture description Tactical links
(exclusive tactical links)

DEFCOMM
Reference Model  —~—~~kr/0g94 |
3 — Application Layer Application specific services

(including NBO support)
2 — Convergence Layer IP converged network Native TDL

(+ Dedicated networks including gateways) | services
1 - Transmission Layer IP transmission mechanisms

(+ Dedicated transmission mechanisms)

Figure 5-29: NBO prepared Architecture (Snapshot 3)

5.10.4 Snapshot 4, NBO supported architecture (target)

The NBO supported architecture shows the situation where all communication takes
place in an all-IP converged network. Other networks are only used as a transmis-
sion mechanism or they must be equipped with network-gateways for working to-
gether with IP-networks. In principle all networks can still be heterogeneous and each
of them can have their own associated application services and transmission mecha-
nisms; however, all information exchanges must take place through gateways. Ex-
change of information between dedicated application services through dedicated
gateways should not be necessary- and hence no longer supported.

The tactical data links are integrated parts of the network; however, the target archi-
tecture includes the possibility of having gateways (between tactical data link sys-
tems and IP-systems) with full functionality. Also, the tactical data links may still be
used as transmission mechanisms for IP-networks.

Related to the DEFCOMM reference model the NBO supported architecture (the tar-
get architecture situation) is illustrated in Figure 5-30. All networks are heterogene-
ous and may have their own associated application services; however, all services
must comply with the all-IP network.

Architecture Communication architecture description
DEFCOM
Reference Model
3 — Application Layer Full NBO support
+ Application specific services (incl. TDL)
2 — Convergence Layer All-IP
1 - Transmission Layer IP transmission mechanisms

Figure 5-30: NBO supported architecture (Snapshot 4)
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5.10.5 Concluding remarks on evolution

The evolution architectural work shows a possible road from current communication
architectures towards the target architecture. It is important to notice that the evolu-
tion should be a continuous process over the whole period. In the near future, the
current and new systems must co-exist, - yet they are used as dedicated systems.
The change of paradigm occurs when the systems can be viewed as an IP-
converged network, thus the communication is part of the NBO concept.
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5.11 Mobility

The purpose of this section is to look into the mobility perspective of the target archi-
tecture in the form of a mobility architectural view. The mobility architectural view
shall mainly consider the user requirements for mobility. The characteristics of mobil-
ity are divided into two separate aspects:

o Degree of mobility for terminals
o Degree of mobility for whole networked infrastructures

The architectural view shall facilitate mobility in the operational mode ie operational
on the move as well as timely discrete mobility carried out via physical mobile plat-
forms. Additional mobility requirements in terms of Ad-hoc networking shall be sup-
ported.

The mobility architectural view assumes that optimal network and E2E connectivity
exist at any time. Mobility can be divided into the following mobility types:

e Mobility of individual terminals. This means transparent communication be-
tween terminals and/or users.

e Mobility of Networks. This means movement of whole networks by means of
edge-devices belonging to another network of networks while maintaining to-
tal transparency.

¢ Mobility of applications (logical mobility). This means absolute availability of
applications all over the entire network.

Regarding the DEFCOMM reference model mobility is accomplished at the conver-
gence layer and includes mobility for heterogeneous transport networks. Due to sup-
port of mobility at the convergence layer mobility support at the application layer is
automatically supported. Additional mobility may be performed E2E at the application
layer however this is outside the scope of WP3, as is the use of mobile code.

At the transmission layer, mobility functionality depends entirely upon individual
transport mechanisms ie wireless technology supporting roaming facilities. This kind
of mobility is proprietary for each manufacturer and is transparent from the conver-
gence layer point of view. In case of mobility requirements from operational users,
mobile mechanisms at the transmission layer must be available.

Mobility can be classified according to different criteria.

e Geographical coverage: ie local, regional or global mobility of terminals and
networks. Micro mobility typically includes local and to some extent regional
communication. Macro mobility supports global coverage. Micromobility can
be exemplified by Mobile Ad-hoc NETworking (MANET) and Macromobility by
Mobile IP (MIP).

e Functional coverage: ie defined role models based on services. This logical
mobility requires characteristics of both terminals and networks to support dif-
ferent roles and require specific functions at the convergence layer.

This is shown in Figure 5-31. The geographical movements are shown with block-

arrows, and the functional mobility is shown by colour codes. The networked infra-
structure shown includes convergence layer with matching transmission facilities.

-71 -



A networked infrastructure supporting mobility must have several functionalities of
which the most important ones are:

¢ Mobility functions at the convergence layer by means of addressing (haming
and network addresses, geographic location, etc.), re-routing, management,
roaming between different transmissions facilities, setup and configuration for
mobility, continuous sessions, etc. This could be constituted by an intelligent
mobile agent.

¢ Mobility at the transmission layer by means of wireless mechanisms supple-
mented by necessary roaming possibilities such as GSM, LAN, Bluetooth, Wi-
Fi, WiMax, and Zig-Bee (sensor network).

A critical aspect of the mobility architecture is the requirement for dynamic scaling

due to the tremendous amount of terminals that is expected to be supported by the
mobile infrastructure.

Mobile Network Infrastructure

Functional mobility of
mobility of networks
Geogr Functional networks
mobility mobility of

terminals terminals

Figure 5-31: Mobility supporting architecture

5.11.1 Concluding remarks on mobility

An infrastructure supporting mobility should offer the same services as fixed net-
works although there may in a foreseeable future still be limitations due to character-
istics of some mobile transport mechanisms eg bit-rate limitations. This implies that
certain mobile services will be constrained with regard to some QoS requirements. In

NBO, the mobility requirement is a prerequisite which also impacts the DEFCOMM
target architecture.
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5.120ther Communication Architectural Views

This section will summarily mention a few other architectural views which may have a
role to play in the final communication systems architecture, even if these views don'’t
have much influence at the current stage of planning.

VolIP — Voice is an important part of any military communication, and VolP will be a
decisive factor in any IP-based target architecture. We may here distinguish be-
tween VolP and IP-telephony, of which only the latter will require the use of normal
telephone facilities, such as telephone calls, exchanges, trunk lines, etc. Assuming
sensible choices are made regarding telephone facilities, and assuming satisfactory
levels of QoS can be obtained, both VoIP and IP-telephony may be of interest to
Danish military communications.

MPLS backbone — MPLS (or its more recent relative: GMPLS) may be an integral
part of the convergence process towards an all-IP network, in which case MPLS
routers (switches) must be deployed in a suitable structure.

Campus Communication — This view describes communication in camp, eg for Dan-
ish military units that are deployed abroad. These units will need communication
internally as well as externally, with headquarters in Denmark, with allied forces near-
by, with local military and non-military authorities, as well as welfare communications
with family at home. All these forms of communications are included in other archi-
tectural views, such as

e 5.1 Local, Regional and Global communications
5.3 A global information network
5.5 Security®
5.9 End-to End Communication

DEMARS Communication — DEMARS may very well make its own specific demands
on the communication system architecture. This has not been analyzed in depth.
Our assumption is, that all DEMARS communications demands are met by the pro-
posed target architecture. Sufficient accessibility to the central databases of DE-
MARS will in all likelihood be assured by the proposed global information network. A
closer analysis regarding local or regional use of DEMARS may be warranted to en-
sure existence of proper transmission capacities.

Tactical Data Links - The important concept of Tactical Data Links (TDL) is only pe-
ripherically discussed in this report. Only those aspects of TDLs that are relevant to
the individual architectural views described are considered. The reader is referred to
other reports for more details regarding TDLs, also in connection with NBO.®

8 Here especially the separation of military and non-military communication is important
° Ref 23 (in Danish) "Link 16 | Forsvaret, FOFT LINK 16 Studie” may serve as a starting point for
more detailed information on Link 16 as well as TDLs in general.
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6 Application Architectural Views

In this chapter a number of different architectural views assessed to have significant
impact on the target architecture for the military application and information systems
are described. In general the level of details is somewhat limited compared to the
communication architectural views. This is mainly because of the broader scope of
the target architecture for applications due to the lack of precise requirements gained
from WP2.

The sequence in the description does not necessarily imply priorities. Furthermore,
each architectural view (subchapter) can be read independently of one another. This
implies to some extent overlap between the descriptions of each individual architec-
tural view. However, this structure makes it is easier to relate system architectures to
the target architectural views.

For each architectural view the following items are described:
e The specific purpose of this part of the architecture.
e The scope and environment, including the relation to the DEFCOMM refer-
ence model.
e The requirements to be fulfilled by the view itself

Most of the architectural views are analysed with regard to their properties, advan-
tages- and disadvantages. The expected technological evolution and its impact in the
timeframe of this study are included as well.

The information Systems Reference model in Figure 3-3 describes three layers,
which from top to bottom are called service-, Integration- and communication layer.
The lower layer will primarily be provided by an IP-based network. The two upper
layers will be based on a service oriented architecture, which will enable a loose
coupling of services. The use of service oriented architecture will be an important
facilitator when realizing Network Based Operations. In the following sections, we will
describe the service oriented architecture concept and part of the web service tech-
nology. The latter is currently the preferred technology used to implement service
oriented architectures.

6.1 Service Oriented Architecture (SOA)

In this section the aspects of SOA as a part of the target architecture are discussed.
First the SOA concept is introduced, then how SOA can be implemented in existing
military applications. Finally there is a subsection introducing the web service tech-

nology, which is currently the preferred technology used to implement SOA.

6.1.1 SOA Introduction

Service Oriented Architecture (SOA) is a set of architectural design principles, which
governs the design of loosely coupled software systems. The main components of
service oriented architecture are loosely coupled autonomous services, which are
solely defined by and accessed through their interfaces. An autonomous service is a
software component that implements a business process, and in this sense it is dif-
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ferent from traditional objects and components. Since the service is only defined by
the interface, a service consumer does not need to know the inner workings of the
service, and a service can therefore be both platform and implementation language
agnostic. Service oriented architecture is different from application architecture, since
the former is more focused towards a specific set of customers and a specific situa-
tion, where the SOA is more generic and in this role favours reuse by different com-
munities of interest. Service oriented architecture is therefore not a replacement of
other architectures, but is an architecture which only deals with all the aspects of the
service level of an architecture. A major goal of service oriented architecture is to
align IT capabilities with business processes and not the other way around, which
often has been the case in the past. The enterprise view of an SOA describes only
the standards based interfaces of the underlying system and is a higher level of ab-
straction which focuses on the implementation of business processes [Ref. 25].

In service oriented architecture a service is made available by a service producer and
the service is used by a service consumer. The only interaction between the pro-
ducer and the consumer is done via the service contract as illustrated in Figure 6-1,
and the consumer will therefore be able to use the service, without any knowledge of
the implementation of the particular service. These SOA components resides on
layer A (the service layer) of the DEFCOMM reference model.

Service
Repository
Service Provider Application
Service Consumer Sarvica A
b ] \ 7
. F
Fa
h . P
\ ’
\ "
\ f
) Contract 4

Figure 6-1: The three types of components in an SOA [3] and the contract

NATO and DoD have traditionally described an architecture using operational-, sys-
tem- and technical views to illustrate the different aspects of an architecture. In to-
day’s platform oriented architecture, there will be a tight coupling between operations
and systems, and for that reason there will often be a direct mapping between opera-
tional requirements described in the operational view and the functional components
described in the system view. In a service oriented architecture, the introduction of an
enterprise service view will separate the operational view from the system view. In
service oriented architectures, the operations will drive the services and the services
will drive the system, and will therefore effectively decouple the operational view from
the system view.

The main principles, which govern the design of service oriented architectures, are:

e All business processes are modelled as services - The central concept of
service oriented architecture is the service. Services implement domain-
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specific business processes and are designed for reuse by other applications
in same domain. When defining a service, it is important simultaneously to
define the scope of the service, so that reuse can take place outside the
scope of the current application.

e A service is solely defined by its interface - A service is only defined by
and accessed through a well defined interface, which is defined in a vendor
and platform independent way. Separating the interface from the implementa-
tion of the service, enables consumers to use a service on a different plat-
form, created in a different language, and even more important, enables the
consumer to utilize a service, without having any previous knowledge of the
inner workings of the service.

e Services are autonomous - Being autonomous means that the service is
self-contained, has its own performance criteria etc. A service should also be
meaningful to the consumer, when certain business functionalities are imple-
mented. The service should be implemented in such a way, that the service
can easily be substituted by a similar implementation, without affecting any
service consumers. In general, the service should provide the necessary in-
terface to provide reuse and loose coupling.

e Services should be loosely coupled — A loosely coupled service enables a
complete separation between the service consumer and provider. Loose cou-
pling enables cleaner separation of the user interface from the underlying
technology used to implement a service, and allows the consumer to com-
pose a system using multiple heterogeneous services.

6.1.2 Service Implementation

Services may be implemented as a pure SOA service, but as SOA is gradually im-
plemented, a large number of services will be wrapped legacy components. Besides
being a producer, a service may also act as a consumer of other services. It will be
up to the producer of services which services should be published, and which service
should be internal to a specific domain.
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Figure 6-2: Service composition and orchestration (adapted from [Ref. 3])

Figure 6-2 illustrates the three main kinds of service implementations, namely a new
service, a legacy application that is wrapped, ie given a service interface, and a com-
bined service consisting of legacy and new service components [Ref. 3].

Future application development will to a large degree be done by composing services
in a plug-and-play fashion, using concepts like orchestration and composition, which
are defined below:

e Orchestration — is the composition of multiple services in order to create a
business process reusing existing services. The resulting service can there-
fore be regarded as a simple process, which in it self can be considered as a
service.

o Choreography — deals with collaboration between multiple services, which is
part of a larger business process. Choreography therefore deals with the ex-
change of messages between multiple parties in a peer-to-peer fashion.

These functionalities must be available at layer A (the service layer) of the DEF-
COMM reference model.

6.1.2.1 Web-Services as enabling technology for SOA

Since the service oriented architecture is only an abstract description of the underly-
ing business processes, it is necessary to select a platform on which the services can
be implemented. The platform of choice for now is the Web Service platform. The
term platform is a bit misleading, since the web service platform is actually a collec-
tion of standards, APIs and specifications, which implement a common infrastructure
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that service producers and consumers can rely on. Being standard based also frees
the implementation of vendor lock in, and enables interoperability across both plat-
form- and organization boundaries. Although web services are currently the default
platform used to implement service oriented architecture, it is important to realize that
using web service will not automatically enforce the service oriented architecture- the
architecture needs to adhere to the basic SOA design principles.

The basic web service platform consists of the following standards, which imple-
ments a number of technologies for message transport, service description and ser-
vice discovery:

o XML - XML is the format of choice, when defining the data that will be ex-
changed between the consumer and producer of an application. XML enables
the consumer and producer to exchange information in a vendor neutral way.

¢ SOAP — SOAP is an asynchronous message protocol, which can be used to
send messages between a service consumer and a service provider. SOAP is
transport protocol agnostic, meaning that it may use several transport proto-
cols such as HTTP, SMTP, FTP, etc. SOAP is extensible so that external
standards can be utilized in SOAP.

e WSDL - The service level contract describes the interface of the service. The
interface must be the only access point for a service and can be defined using
the Web Service Description Language (WSDL). It is not mandatory to de-
scribe the interface using WSDL, but in order to promote reuse; a description
of the interface is required. Otherwise, the service will not be discoverable.

e UDDI - To be discoverable, a service needs to be registered in a service re-
pository, The Universal Description, Discovery and Integration (UDDI) specifi-
cation is a way to register and discover web services. UDDI has not been
widely adopted and is currently not recommended.

These technologies reside on the layer B (integration layer) of the DEFCOMM refer-
ence model.

6.1.2.2 Additional Web service functionality

The Information System Reference model illustrated in, Fig. 3.3 defined a number of
additional functions required, when implementing a SOA. Among these are:
o Web service process, incl. flow languages and tools for choreography and or-
chestration
e Service implementation frameworks
Service description languages
e Server communication standards

A number of the information service functions are relevant across both the service
and integration layers. These are:

e Service Registry: The service registry allows service providers to register
service and service consumers to discover services. A service registry is es-
sential for the use of SOA. Typically WSDL is used to describe the service
and a UDDI registry is often mentioned as a potential candidate for an SOA
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registry: however, the standard is still considered immature and might be re-
placed in the future.

Transaction: When orchestrating a number of services, transaction becomes
very important. A transaction mechanism ensures that a system is kept in a
consistent state, and provides recovery facilities if necessary.

Service (including Information) Management: Management of services will
be just as important as management of the underlying communication infra-
structure. A number of management proposals currently exist.

Web service security is becoming increasingly important. However the web-services
security landscape is still immature, although significant progress has been made in
recent years.

6.1.2.3 Web services in perspective

The advantages and disadvantages of SOA in the form of web services are exposed
in [Ref. 13], where the following points are discussed:

Vendors, ie what is the supply situation for the technology
Cost, ie what is the cost by purchase and wide spread use of the technology?

Openness, ie are there implementations based on open, non proprietary
standards?

Maturity, ie at which development stage is the technology?
Evolution potential, i.e. does the technology seem to be promising in the
sense that it may be an important vehicle for NBO in Denmark?

The reader is referred to Appendix B for a more detailed walk-through.
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6.2 Applications Evolution

This section contains a road map for the transition of the applications to the target
architecture. The evolution must be seen in conjunction with the evolution of the
communications, because the applications and their integration will be heavily de-
pendent on the availability of communication services. However, as the communica-
tion is dealt with elsewhere (section 5.10), it is throughout this section assumed that
the communication infrastructure is in place.

Environment Service Providers Service Consumers
Services Service Interfaces User Interfaces
Service Layer A y
S Service descriptions
g Layer
Integration Layer B
A Service Brokers
Integration Bl eeiny Sar/cus
2 Convergence Layer - Application Layer Protocols
Communication;
Layer c
1 Transmission Layer
—H Communication

Environment

Figure 6-3: Information System part of the DEFCOMM reference model in more detail.

The information systems target architecture is in principle an all Service Oriented
Architecture. This means that all applications and data that are to be shared are pub-
lished as services and accessed through their defined and described interfaces. The
interfaces are coarsely grained, so that a service is a meaningful and independent
part of a business process. It must, however, be emphasised that there will be many
applications that are not service oriented, simply because their functionality will be of
no use or interest to remote entities. Trivial examples are office applications like
Word and Excel, less obvious examples are dedicated applications like calculations
of fire solutions, process controlling SW, and services from basic software like the
operating systems of the computers. As for now, the service oriented architectures
cannot fulfil real time requirements. Real time systems may be exempt from being
implemented in SOAs because of that.

The development towards the target architecture may be divided into three stages,
approximately covering 5 years each.

At the first stage, covering the period from now (2005) until the year 2010, the devel-
opment will be characterised by the following items:

e Standards for service descriptions and service brokers must be selected.

¢ Methods for acquisition, development, and managing services must be devel-
oped.

o All new applications with functionality or data that are to be distributed will
have as an option to be service oriented at the end of the period. The possi-
bility of service orientation will be a requirement on all new ICT acquisitions,
and there must be a waiver if they can not be implemented in an SOA. They
will have the option to be implemented as web services.

o A few old applications should be wrapped so that they can meaningfully be
shared as web services. Candidates are parts of the CCIS of the three ser-
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vices and parts of DEMARS. These applications may serve as demonstrators,
and thus pave the way for further successes.

The rules and principles for the military SOA are established. Applications
that follow these rules are net worthy. The rules must be in accordance with
the rules of anticipated coalition partners.

At the next stage, the period 2010-2015, the feasibility and added value of SOA have
been demonstrated. This stage is therefore characterised by:

All new applications with functionality or data that are to be distributed will be
service oriented, in the sense that they follow the rules that allow them to be
part of the military SOA. The possibility of service orientation will be a re-
guirement on all new ITC acquisitions except for the dedicated or real time
systems, and there must be a waiver if they cannot be implemented in a SOA.
Web Services is the most likely platform.

Old systems will be wrapped in the sense that they will be given interfaces
that allow them to be part of the military SOA.

The final stage, reached approximately in 2020 presupposes a further technological
development that allows more systems, including real time systems, to be imple-
mented in service oriented architecture. At this stage security problems, manage-
ment of these systems of systems and human computer interaction problems have
hopefully been solved. This means that almost all shareable resources are accessed
as services. It is not obvious that web services will be the preferred vehicle at this

stage!
Stand alone systems Web enabled
Distr_ibuted systems applications, Applications  geif orchestrating
Multitered Client Server remote as services applications
Systems. instantiation
Technology development >
Stovepiped Development of New applications
systems, system architecture, imlemented as web-
feasibility studies, wrapping of old appli- serevices
data integration, cations, examples
demonstration examples  networthiness
Time
2005 2010 2015 2020

Figure 6-4: Technology development and roadmap
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Figure 6-4 shows the expected development of the technology for making distributed
systems compared to the stages outlined above.

Security properties become particularly important. The commercially available
mechanisms for authentication and authorisation in Web Services are developing
fast, but they are still not considered sufficiently reliable for military use. New ideas
such as Content Based Information Security (CBIS) are promising, but not really ma-
ture yet.

6.3 Services and applications in NBO

The purpose of this section is to set forth an architecture that addresses NBO poten-
tially enabled by operational architectures that closely couple the capabilities of sen-
sors, command and control, and shooters. Consequently NBO architecture for appli-
cations can be drawn by examining operational architectures that effectively link sen-
sors, command and control, and shooters in order to increase joint combat power.

Network based operations advocates a Service Oriented approach for information
distribution and management and rejects doctrines that dictates some predefined
strict flow of information exchange as in traditional military hierarchies. Instead, ser-
vices and application related to NBO resides on the service and integration layer of
the DEFCOMM reference model. However, NBO services and functions need sup-
port from the lower communication layer in terms of logical and physical communica-
tion paths. The SOA approach to NBO is sketched in Figure 6-5.
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6.4 Information Management

One important aspect of NBO is the sharing of information. SOA exposes information
to users (consumers) through the service interfaces. This means that information
management is performed at the service level, and thus not important for the target
architecture. However, in the more detailed system architecture information man-
agement is a key issue.

6.5 Naming services

The purpose of this section is to describe a naming and addressing structure in a
service oriented environments. This naming service is established on the service and
integration layer in the DOFCOM reference model.

6.5.1 Addressing in a Service Oriented Architecture environment

Addressing in SOA is closely related to discovering and providing services. Address-
ing is therefore a two step process, where step one is locating a service repository,
and step two is requesting and obtaining the service. In both steps an addressing
scheme is a necessity.
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One of the major principles of SOA is the service registry. A service registry enables
registration of services and enables services to be discovered. The service registry
must contain information of all available services, how to address them and a de-
scription on how services are utilized. SOA will provide seamless and transparent
access to services. However, the concrete technology used to implement SOA, will
define how services are located and addressed and might very well be implemented
differently on various platforms.

In many present scenarios, however, messages are targeted directly to a service,
and the addressing information in the message simply using an URL. However mes-
sages shall not necessary be limited to specific addresses.

In obtaining the above addressing concept the addressing mechanism within the
Service Layer in the DEFCOMM reference model must provide a transport-neutral
service addressing mechanism. This Service Layer addressing mechanisms enables
services and applications to support message transmission through networks that
include processing nodes such as endpoint managers, firewalls, and gateways in a
transport-neutral manner e.g. decouples address information from any specific trans-
port model.

Controlling the addressing schema combined with a transport-neutral encoding of the
message source and destination enables SOA enabled Service messages to be sent
across a range of transport networks, through intermediaries, and it enables both
asynchronous and extended duration communication patterns as well as real time
communication.

Addressing mechanisms in a SOA environment also enables a sender to indicate
where a response should go in a transport-independent manner. The response to a
message may not necessarily go to the sender. In HTTP for example, without any
SOA like addressing it is impossible to specify that the response should be sent
elsewhere.

Addressing mechanisms for SOA implementations provides a general mechanism to
associate incoming or outgoing messages with specific tasks. The mechanism that
the service uses is transparent to those using the service through an endpoint refer-
ence. Examples of basic addressing mechanisms in the Service Layer are Directory
Services and Domain name services.

6.6 Application Security

An architecture based on SOA principles must also include a security component,
which will deal with security at the service level. The service component should
therefore not replicate security mechanisms, which exists at the integration or com-
munication layer of the reference model.

Among other things the SOA security component should:
¢ Manage security policies associated with a service
Handle identity management
Establish authentication mechanism for access to services
Enable trust relationships between services
Signing of messages
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The functionality mentioned above covers among others, the security concepts of
confidentiality, integrity and non-repudiation. A SOA security component must also
support availability by providing functionality similar to what is described in the com-
munication part of the target architecture (see section 5.5). le the availability can be
ensured by the following requirements.

¢ Robust service implementation, and potentially a redundant service infrastruc-
ture
Reliable messaging between services

o Management agents able to monitor and control the services. N.B. Only inter-
nal services can be controlled in this way. External services must be secured
by other means and eventually have fallback mechanisms.

The service level security component would need to be integrated with security com-
ponents located at other levels of the reference model, such as PKI, directory ser-
vices, etc.

6.7 Some Other Application views

User friendliness and human computer interaction (HCI) in general are essential for
the application layer. The usability issues are far more complex than just “Using the
browser and WWW techniques” seems to indicate. This view comprises issues from
design of screens and forms, ease of learning, to use to multimode interfaces.

Scalability is also a must at the application level. Scalability has at least two dimen-
sions, one is the number of users, the other is the geographic reach. A number of the
usual commercial solutions may have scalability problems.

Applications may usually be classified (grouped) according to their weight on func-
tions and algorithms, on information, and on timeliness. The first group is well repre-
sented by scientific computing, where relatively few data are used in complex calcu-
lations. One proposed solution to this is grid computing, which seems to converge to
SOA. The second group is represented by large administrative systems, where
enormous amount of data is used as input to simple calculations, and where the data
load in the output stream also may be high. The third category consists mainly of
systems with hard or soft real-time requirements. The SOA approach may not be well
suited to this category, because of the loose coupling and hence little control flow
between service consumer and service provider.
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7 Synthesis- Bringing It All Together

The previous chapters have discussed a number of architectural views. The set of
views form the building blocks of the target architecture. In this chapter, we deal with
the concatenation of the views and the problems associated with the dependencies
between the views. The views themselves comprise several sub views in their own
rights. This is eg the case for the Local/Regional/Global view, the IP-convergence,
the security view, and the NBO view. We do not in this chapter go through all the
views, but consider only the ones deemed to be the most important with regard to the
proposed target architecture.

7.1 IP contra non-IP and other forms of dependence

The communications target architecture is based on a transition towards an all-IP
network, but many views are independent of the IP-suite. It is therefore of interest to
identify which components are dependent on the IP, and which are not. The inde-
pendent components can be exchanged without modifying the convergence protocol.

It is obvious that the IP-convergence is dependent on IP, but the network addressing,
the address structure and most of the routing share this dependence. The evolution
toward an all-IP network and the involved architectural views are also dependent on
IP. Most of the other views are not dependent on IP.

An important example is the application architecture, which will converge via an SOA.
The basic SOA principle is not dependent on the network protocol. However concrete
implementations such as Web Services rely on the IP-suite. In an SOA, the security
properties become particularly important. The commercially available mechanisms
for authentication and authorisation in Web Services are developing fast, but they are
still not considered sufficiently reliable for military use. New ideas such as Content
Based Information Security (CBIS) are promising, but not really mature yet.

The QoS view is one example of problems that may be introduced by the IP. The
present versions of IP are connection less (best effort) protocols, which means that
they in principle are non-deterministic. It is therefore in principle impossible to guar-
antee a certain level of service, eg real time performance, in a communication based
on IP.

Also the security, specifically the availability properties, will be hard to guarantee. It
should be noted that the commercially available IP-encryption methods are not ac-
credited to be used for military data classified above restricted today. A development
in this respect is expected along the lines of the US work on High-Assurance-IP-
Encryption (HAIPES), where military applications are foreseen. Public key encryption
is already in commercial use for transmission of certificates etc., and will be important
for large parts of the administrative systems. A similar public-key-infrastructure is
being developed in NATO and will eventually also be implemented in the military in-
frastructure.
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8 General Aspects of the Architecture of Defence ICT
systems

In this chapter the target architecture and its advantages, disadvantages and limita-
tions are discussed.

8.1 IP as protocol for Communication Convergence

It is without doubt that the convergence architecture is to be based on the IP-suite
and IP-compliant software and hardware. The reason for this is the dominant position
on the commercial market that this protocol has and the availability of COTS based
on it. In the military market the IP-suite is gaining interest eg as the protocol for
Global Information Grid (GIG) and the one advocated for in the NATO NEC Feasibil-
ity Study [Ref.4].

One of the IP-protocol advantages is that it can be used on many types of transmis-
sion channels eg Ethernet, WAN, ATM, SATCOM, UHF etc.

Other advantages of the IP-technology include the non-functional properties:
¢ Many suppliers

Many types of products

Low cost

Fast development cycle

Closely connected to market requirements

Widely implemented, huge technology base

Many interfaces to the IP from other protocols in existence

It has to be noted that the IP-technology for the moment is not able to fulfil all the
requirements for the military network. The target architecture incorporates for these
reasons autonomous systems eg TDL and VHF/UHF radio in the IP-network. Use of
gateways allows communication to be made between the IP-network and the
autonomous system.

The current research and development of IP-technology is aimed at removing the
current constraints in IPv4. We see in IPv6 that QoS facilities have been added and
the address space has been extended.

8.2 The use of other protocols than IP as protocols for con-
vergence

A number of other protocols or protocol schemes may support the IP convergence.
These include:

¢ ATM which satisfies most QoS requirements by design. Even if the commer-

cial penetration is limited ATM might function as the backbone of a high per-
formance network. Tunneling of IP-traffic through ATM is a standard solution
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e SONET/SDH (Synchronous Optical Networking/Synchronous Digital Hierar-
chy). Communication based on optical fibre typically used as convergence
layer in the telesector for voice and IP-traffic.

e MPLS. Packets are encapsulated and transmitted through a tunnel which
guarantees that the actual network route is known. In this way QoS and near
real time can be obtained in an IP-network. MPLS does not scale well and
cannot be recommended for the convergence network. MPLS development is
taking place eg GMPLS.

e Other proprietary protocols might be used for dedicated purposes with con-
nection to the IP-networks through available gateways. Other proprietary pro-
tocols might be used as a transmission layer for |P-traffic under the assump-
tion that a tunnel solution exists. Due to their limited use, these protocols can
not be recommended for the convergence network.

8.3 Gateways in general terms

In this report, the term gateway so far has been used without an explicit definition.
The term generally means a hardware and software device for the conversion of in-
formation. In principle, the purpose is to convert information and maintain its proper-
ties eg richness and actuality etc. between two networks. In reality, the gateway func-
tionality is limited to the least common denominator of the two networks. The actual
limitations depend on the gateway implementation.

Since the use of gateways causes information and/or information properties loss, the
use has to be as limited as possible. In the NBO context, it is important that the
gateway solutions are scalable and that only one gateway type is used per applica-
tion or system that cannot directly be connected to the network. Also, in an NBO con-
text, it is important that the gateway functionality is automatic and not based on hu-
man intervention, eg converting telephone voice to UHF radio.

In the context of the IP-convergence architectural view, gateways are used to con-
nect non-1P based networks to the IP-infrastructure. Such a gateway can be one-way
or two-way and offer more or less functionality. In one end of the spectrum we see
fully integrated two way gateways which are able to transparently enlist a device from
a non-IP network as a complete and valid device on the IP-network and vice versa.
End users from different networks will be able to communicate as if they were on the
same network.

An example of a fully integrated two-way gateway is a VHF radio — IP gateway (see
section 5.2.3). An end-user using a PC with a headset is able to communicate with
another user on VHF radio. The communication is transparent to the users.

At the other end of the spectrum gateways with limited functionality exist. Typically
the purpose is to make information from non-IP networks available on the IP-network.
This can be done by connecting a device (eg a standard PC) on the IP-network to a
native device on the non-IP network. The signals in question eg the situation picture
are connected to the PC and through the use of standard software transmitted to the
IP-network. In its simplest form such a gateway can be a PC with a webcam. The
camera is aimed at the situation picture and voice is lead to the voice recording de-
vice on the PC. Picture and voice are presented on the IP-network using standard
web technology.
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In the context of TDL it is worth noticing that if full functionality is required, the gate-
way has to comply with the specifications such as IERs for the TDL. Configuration
and upgrades have to be made to the gateway in the same manner as the native
devices on the TDL and information has to be presented using standard technologies
eg web, XML etc.

8.4 Target architecture compliance with communication re-
quirements

The choice of target architecture is a result of the requirements stated in WP2 [Ref.
2]. Most of the architectural views are related to WP2 where requirements are de-
scribed.

In WP2 requirements from generic tasks are converted to technological requirements
in the form of local communication, communication between C2 systems, BLOS
communication, naming and addressing, real time communication, visualizing and
controlling communication, etc., and these requirements are reflected in the architec-
tural views as described in chapter 5.

Requirements for tactical and strategic communication are directly reflected in the
LRG architectural view, while the requirements of NBO communication are reflected
in the universal and NBO architectural view.

The target architecture does not prevent the use of a network based function for time
and position tracking. However, the system architecture has to specifically address
the topic as well as the software defined radio and VolP topics.

8.5 Concluding remarks on general aspects of the proposed
architecture

The broad application and dominant position of the IP-suite on the market makes it
the suite of choice for the convergence layer ie the layer with which other networks
and TDL are to be connected. The problems of QoS which the IP-suite faces might
be solved by the use of supplementary protocols. However hard real time require-
ments can only be satisfied in dedicated networks eg TDL. Gateways are the glue
between IP-networks and non-IP networks and can have more or less functionality.
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9 The Target Architecture (top-level)

In this chapter the Target Architecture (TA) for the Danish Armed Forces is drawn
up from a top level point of view. The starting points of the TA are the technology
projected on expected development, a networked infrastructure with the Internet Pro-
tocol (IP) as convergence protocol, the SOA of information systems (including appli-
cations), and integration of services with a loose coupling.

The convergence ensures a communication environment where multimedia, voice,
video and data are integrated in a unified communication system with IP as the main
network protocol, and thus yields the full benefit of the IP-suite. This means that net-
work devices can interact directly with each other, - yet the actual interaction may be
limited by security, capacity, and for other reasons. The network convergence in a
distributed environment makes it possible to have local, regional and global commu-
nication between all systems and applications. Both information and services can
reside on distributed servers and may be used by all users on the network. The mili-
tary TA based on network convergence will fully support NBO with sensors, effectors
and C2-systems. Furthermore, this TA is easier to design, deploy, support and main-
tain than a heterogeneous networked infrastructure.

Service integration ensures an information systems structure where the services
have a well-defined interface to the integration functions. This means that the ser-
vices can be domain-specific for the Armed Forces and still have a loose coupling
with other services — enforced by the integration.

The prerequisites for the description of the TA are the architectural views described
in chapters 5 and 6 together with the considerations in chapters 7 and 8. The TA top-
level architectural views are drawn in these subsections:
e Section 9.1 with the integrated architecture of both applications and commu-
nication infrastructure.
e Section 9.2 with more details of the application architecture.
e Section 9.3 with more details of the communication infrastructure architecture.

All together, the TA shows that the information processing systems and applications
can be distributed by seamless use of the communication and application infrastruc-
ture. The top-level view of the TA in this chapter is supported by more specific details
in the architectural views described in chapters 5 and 6. System architecture for the
Danish Armed Forces can be evolved from the target architecture by providing more
details both on the top-level views and the specific architectural views.

9.1 Top-Level Target Architecture

This section describes the target architecture for DEFCOM at top-level. The Top-
Level Target Architecture is the first step in a top-down approach to define the
complete target architecture. The top-level architecture is described in two steps, -
first as a general protocol independent architecture (section 9.1.1) and then inte-
grated with the IP-suite as the chosen convergence protocol (section 9.1.2).
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9.1.1 General Top-Level

This section describes the target architecture as a General Top-Level sub-
architecture. The top-level architecture is the first step in a top-down approach to
define the complete target architecture.

Defence Information Systems

Defence Information Systems use of the Communication Infrastructure

The Communication
Infrastructure

Figure 9-1: General Top-Level architecture

At the top-level, the information target architecture is described with three basic com-
ponents:

e Military information systems and applications which reside at the application
layer (~ layer 3) of the DEFCOMM reference model.

e The communication infrastructure with network and transmission mecha-
nisms. This is transmission layer (~ layer 1) and convergence layer (~ layer 2)
of the DEFCOMM reference model.

¢ Interface between the systems/applications and the communication infrastruc-
ture, thus making it possible for all military systems and applications to use
the communication infrastructure for exchange of information. Related to the
DEFCOMM reference model this interface is at the border between layers 3
and 2.

The general top-level architecture is illustrated in Figure 9-1.

The top-level architecture is not a layered approach, - the only purpose is to describe
that the military systems and applications (information processing) are independent
of the communication infrastructure (physical and logical communication) by using a
well-defined and simplified interface. This architecture reflects the transition towards
NBO, because the communication infrastructure architecture is separated from the
application architecture.
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9.1.2 IP Top Level

This section describes the IP Top-Level architectural view which is an aggregate of
the IP-convergence architectural view (see section 5.2) and the general top-level
architectural view (see section 9.1.1). Figure 9-2 illustrates in more detail the simpli-
fied interface when the IP-convergence architectural view is aggregated with the top-
level architectural view.

Defence Information Systems
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Aq aimoniiseljul 4| 01 Ssadde
S921Aap-abpa d| Jo asn

suonesijdde/swalsAs 4|-UON
alnjonJiseljul 4| 01 ssadoe
108J1p suoneoljdde/walsAs d|
Ag ain1onJiseljul 4| 01 Ssadde
suoneoljdde/swalsAs d]

The Communication
Infrastructure based on all-IP

Figure 9-2: IP Top-Level Architecture

The three different ways of interfacing between the IP-based communication infra-
structure and the military systems are:

No interface. A direct connection means that native IP-based applications
have direct access to the infrastructure by use of the IP-suite. This implies full
network interoperability between applications; - however, the interoperability
at higher levels must be ensured by the applications themselves. The network
interoperability is also available to applications interfaced by gateways or
edge-devices; however, this interoperability may be reduced by limited func-
tionality of the gateway or edge-device.

Gateway as interface. A gateway is used to translate information between a
non-IP system/application and the IP-infrastructure. The functionality of the
gateway is essential for the service integration between the non-IP and IP-
systems. This type of gateway is described in more detail in the IP-
convergence architectural view (see section5.2).

IP edge-device as interface. An IP edge-device is used for converting infor-
mation at the IP-network level. The edge-device has a specific functionality
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for communication to the IP-infrastructure. This can be a transparent func-
tionality in both directions, eg a standard IP-router, - or it can be a firewall with
filtering of the traffic. Another example is an edge-device for using the IP-
infrastructure as a transmission network (~ a tunnel through the IP-
infrastructure) without actually exchanging information, eg a VPN, a crypto-
device, or a proprietary application.

These three ways can be mixed in hybrid interconnections.

It is important that the types of interfaces between the systems/applications and the
communication infrastructure are very limited in order to separate the military sys-
tems/applications from the communication systems. Thus it is possible to describe
the architecture of the communication infrastructure and the application architecture
separately. This is done in sections 9.3 and 9.2 respectively.

The communication infrastructure based on all-IP (referring to Figure 9-2) consists of
both the IP-network at the convergence layer and the transmission mechanisms
(links, trunks, fibre, radios, etc) at the transmission layer of the DEFCOMM reference
model.
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9.2 Defence Information Systems

This section describes the military systems and applications from a top-level point of
view.

Non-SOA and non-IP IP Information SOA Applications
Information Systems Systems and
and Applications Applications
UHF radio app. DeMars
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Figure 9-3: Application types interface to communication infrastructure

There are different types of applications according to the IP top-level architectural
view, see section 9.1.2. The types of military systems and applications are illustrated
in Figure 9-3. The figure illustrates that SOA applications are always IP-compliant
because of the service integration (at the integration layer). All IP-compliant informa-
tion systems and applications (including SOA applications) can access the IP-
infrastructure either directly or by use of IP edge-devices. The figure also illustrates
that all non-IP based information systems and applications must interface to the IP-
infrastructure by use of gateways.

The three types of information systems and applications are dealt with separately in
the subsequent three subsections.
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9.2.1 Non-SOA and Non-IP Information Systems

It's outside the scope of this report to deal with the target architecture of non-IP in-
formation systems (including applications). Either these systems must operate
autonomously or they must interface to the IP-infrastructure by use of an appropriate
gateway. For interoperability this gateway must translate the non-IP information into
IP-information — and vice versa.

9.2.2 IP-compliant Information Systems

IP-compliant information systems (including applications) can use the communication
infrastructure with a homogeneous IP-convergence layer. The IP-convergence layer

makes it possible to reach an arbitrary network device in all interconnected networks
for all the systems, services, and applications available at the application layer of the
DEFCOMM reference model.

Services/ Services/
Server Server Clients

A 4 A 4 \4
Integration layer (with IP interface)

A

Convergence layer (IP based)

Figure 9-4: IP-applications with integration layer as interface to communication

The target architecture has full IP-compliance at the application layer for all applica-
tions using the IP-application protocols. For SOA applications this is accomplished by
IP-interface protocols at the integration layer. This is illustrated in Figure 9-4.

9.2.3 SOA-based Information Systems

The top-level application architectural view shows how a combination of multi-tiered
client/server systems and SOA can support future needs for operability at the appli-
cation layer, - including NBO. SOA may serve as a unifying layer principle at the ap-
plication layer. The target architecture of the applications will be a compromise be-
tween a high degree of interoperability and a relatively loose coupling between the

-08 -



systems and application available. This is carried out by using a set of techniques
and protocols enabling the semantic network at the application layer. The unified
service is illustrated in Figure 9-5.

Service Consumers

Service Providers

A

Service Integration

Figure 9-5: Unified service

The communication infrastructure is only a transport network for the applications, ie
SOA based applications are separated from the communication infrastructure.

The loose coupling allows legacy systems to function and evolve autonomously —
however, non-SOA applications may still exist in the target architecture.

9.3 The IP Communication Infrastructure

This section describes the IP communication infrastructure. It consists of a (large)
number of networks connected by various transmission mechanisms. This forms a
network of networks as described in section 9.3.1. The basics of one of these net-
works are described in section 9.3.2. In section 9.3.3 the IP-infrastructure is shown
as an overlay network on all transmission mechanisms, and finally in section 9.3.4
the IP-infrastructure is shown as a fixed backbone network with the possibility of in-
terconnecting other networks in a highly dynamic way.

These four architectural views make it possible to deploy a networked infrastructure
according to the various tasks of the Danish Armed Forces as identified in [Ref. 1].
The properties of this infrastructure are described in more detail in the architectural
views (see chapter 5), and some more specific references are given in the subse-
guent subsections.
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9.3.1 The IP-Infrastructure as Networks of Networks

This section describes the communication infrastructure as IP-based networks of
networks tied together with transmission mechanisms. This is illustrated in Figure 9-6
which also shows the interface to the defence systems and applications. The net-
works (with and pink colours) can be anything from a simple network with
one network device to large networks of networks with thousands of network devices.
The networks at the border (with colours) of the infrastructure contain access
points to the defence systems and applications - either by gateway or edge-device
interface, or directly connected. The transmission mechanisms are shown by the
black lines between the networks.

[

Gateway Direct
Access Access

Edge-
Device
AcCcCess

Figure 9-6: IP networks of networks

9.3.2 The basic network

This section describes the basic network as part of the communication infrastruc-
ture. In principle one network can consist of “networks of networks”, but a basic net-
work as a simple building block is characterised by:
e The network transmission mechanism. Examples are LAN, WLAN, and Blue-
tooth.
e At least at Point-of-Presence (PoP), ie the possibility of communication to
other similar networks. There are two types of PoP’s:
o Direct communication at the convergence layer. An example is a
router.
0 Use of a transmission mechanism from the transmission layer. Exam-
ples are UHF radio network, satellite link, and fibre link.
o At least one network device, examples are hosts, sensors, or terminals.
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H Connected to other network by a link at transmission
layer
m IP based connection to another network (eg router)

Transmission mechanism of the basic network (eg
LAN)

= Connected network devices (eg host, routers)

Figure 9-7: Example of a basic network as building block

Examples of these components are illustrated in Figure 9-7: The transmission
mechanism is a LAN, network devices are A-E, and PoP’s are F-H.

The basic network as a building block makes it possible to build a communication
infrastructure of networks of networks supporting the tasks of the Danish Armed
Forces. Most of the architectural view described in chapter 5, - including local, re-
gional, and global subsystems, universal, security, E2E, and mobility - is comprised
of these basic networks. This applies to the top-level architectural view within this
chapter as well.

The major part of the PoP’s should be at the convergence level. However, the PoP’s
at the transmission layer are needed for use of specific military transmission mecha-
nisms, - this is further elaborated in section 9.3.3.

Though this basic network view is protocol independent, it is assumed that IP is the
convergence protocol

9.3.3 The IP-Infrastructure with the Transmission Mechanisms

This section describes the important aspect of making the convergence layer a kind
of overlay network on all transmission mechanisms. Figure 9-8 illustrates how the IP
as an overlay gathers all transmission mechanisms.
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IP Overlay

(Convergence Layer)

Transmission mechanisms (transmission layer)

Figure 9-8: Convergence as overlay on all transmission mechanism

With IP as the chosen convergence protocol the basic components®® at the IP-
convergence layer will be COTS, ie civilian technology. Many transmission mecha-
nisms may be COTS as well, but specific requirements for military communication
should be handled by robust transmission mechanisms at the transmission layer.

This means that the IP-infrastructure uses all different mechanisms available for a
specific task, - this includes ATM networks, PSTN/ISDN, SATCOM, MPLS networks,
UHF, VHF, HF, fibre, ethernet, Bluetooth, Internet, or TDL'’s. The information and the
application (with operational requirements) will determine which transmission
mechanism(s) to use. Requirements like security, QoS and capacity determine the
mechanism to be used, thereby referring back to most architectural views in chapter
5, including local, regional and global subsystems, QoS, security, E2E, and mobility.
The architectural view fitting all this together is the network management architectural
view.

9.3.4 The IP-Backbone and the Dynamic Infrastructure

The purpose of this section is to describe the IP-infrastructure as a static and a dy-
namic infrastructure.

19 Specific military components may be included in the civilian architecture, ex. military cryptography
in IPSec. However, IPSec is regarded as the basic component in this context.
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IP-BACKBONE — with network, PoPs, links, etc. [Static]
IP-INFRASTRUCTURE - with network, PoPs, links, etc. [Dynamic]

NEW INTERNAL NETWORKS — networks just moved into the infrastructure
INTERNAL NETWORKS — networks inside the infrastructure [Total]
EXTERNAL NETWORKS — networks outside the infrastructure

Figure 9-9: Example with IP-backbone and dynamic infrastructure

The target architecture thus consists of:

e The static IP-infrastructure, - also denoted the IP-backbone. The IP-
backbone is kept as the principal and permanent part of the IP-infrastructure.
The IP-backbone must always be available (~ operational) and thus the basis
(~ backbone) for the remaining part of the infrastructure. The IP-backbone
can be defined from operational, technical, political, or other reasons. How-
ever, the main purpose is to have a basic and fixed communication infrastruc-
ture making it possible for the Armed Forces to establish the needed net-
works to accomplish the tasks. Though the IP-backbone is a static environ-
ment it may be changed over time; however, changes should occur rarely. In
Figure 9-9 the backbone is illustrated by the colour.

e The dynamic IP-infrastructure is the part of the infrastructure which can be
dynamically extended or reduced from the actual operational situation, - in-
cluding short specific tasks. In principle, this part of the IP-infrastructure can
be changed any second. In Figure 9-9 the dynamic infrastructure is illustrated
by all networks outside the yellow area. Some networks are not (yet) part of
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the infrastructure, ie stand-alone networks. Networks being connected may
be fixed networks built on a local infrastructure or they can be mobile ad-hoc
networks built without a fixed infrastructure.

Thus the total IP-infrastructure is made up of a (large) number of networks which in a
dynamic way can be connected or disconnected. This is supported by the mobility
architectural view (see section 5.11). In Figure 9-9 this is illustrated with a snapshot
of the IP-infrastructure, including PoP’s (marked as blue rhombs in the figure). The
total IP-infrastructure will change when networks are connected and disconnected.

This dynamic infrastructure supports most of the architectural views in chapter 5, -
including E2E, NBO, security, global information network, and local, regional, and
global subsystems. However, the dynamic infrastructure is a big challenge to the
network management architectural view.

Further details on the IP-infrastructure and interfaces to the transmission layer may
be found in the IP-convergence architectural view (see section 5.2) and the basic
network (see section 9.3.2).

The needed flexibility of the dynamic IP-infrastructure requires that a unified IP-
backbone is available, and it is important to ensure this backbone is deeply rooted in
fixed military and civil networks.

Supplier

nets Link 16
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CI_VI! Management
Loaistics Emergency Net
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Figure 9-10: Example of IP-backbone based on current networks
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9.3.4.1 Example of on IP-backbone

In this section an example of an IP-backbone based on current or planned networks
is described.

Figure 9-10 illustrates how the backbone can be build from current networks like
ACCS, RDN CCIS, DACCIS, the planned 1-NET, etc. It should be noted that only the
IP-part of these networks may be part of the IP-infrastructure, - furthermore only the
static part may be interconnected as part of the IP-backbone. In this example, the IP-
backbone consists of parts of different existing or planned networks, which are in
accordance with evolutionary architectural views (see sections 5.9 and 5.10).

In this example, the Link 16 systems are regarded as autonomous non-IP systems.
This requires a gateway to access the IP-backbone.

For availability reasons this IP-backbone must be robust for all services, ie a physical
or logical segmentation of the backbone should be considered. In Figure 9-11, it is
illustrated how current military systems can be connected to the IP-infrastructure
through different backbone segments based on the operational use of the networks.

The flow controls between the backbone segments and the Internet are related to the
security architectural view (see section 5.5).
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Figure 9-11: Example of IP-backbone segmentation
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9.3.5 Concluding Remarks on the Top-Level Target Architecture

The target architecture is formed by a military information systems and a communica-
tion infrastructure with a static and a dynamic part. To facilitate the evolutions to-
wards SOA and converged network of networks, only a limited number of types of
interfaces must exist between the information systems and the communication infra-
structure. For communication flexibility, the IP-infrastructure must be divided into a
static and a dynamic infrastructure, and the robust system architecture of the static
part (ie the IP-backbone) may be developed from existing military and civil IP-based
networks.
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10 Conclusions and recommendations

This chapter summarizes the conclusions and recommendations from the main body
of the report. The recommendations have been grouped into communication and
network aspects, evolution issues, and matters concerning the integration of applica-
tions.

From a technical point of view it is possible to integrate most of the military and total
defence (~ homeland security) networks into a network of networks by use of the
Internet Protocol (IP) as convergence protocol. Convergence at the application level
can be achieved by use of a Service Oriented Architecture (SOA). The converged
network based on IP and applications based on SOA are the cornerstone of the tar-
get architecture.

This report (WP3) is focused on the technological and technical aspects of the transi-
tion towards NBO. It must, however, be emphasized that doctrinal, organizational
and cultural aspects in the process are at least as important, and must in depth be
dealt with elsewhere.

10.1 Recommendations Concerning Architectures and Evolu-
tion

The target architecture including all the presented architectural views should be used
as guidance for planning, acquisition, and the maintenance process for ICT systems.
This includes the development and maintenance of system architectures — detailed
instantiations of the target architecture with available technology and standards.

The ICT aspects must be assessed for all NBO related acquisition, including all sen-
sors and effectors to make sure that they fit into the overall architecture.

It is recommended to use a staged approach, where a number of well-defined mile-
stones manage the development into an overall network of networks with a loose
coupling between component systems. The final goal is to integrate all networks and
applications into the overall scheme, although some services and functionalities are
yet to be fully supported due to lack of the needed technology.

Make adherence to the general principles mandatory. Stove piped systems should
cease to exist. Legacy systems may be integrated by wrapping, i.e. providing SOA
interfaces to them.

The proposed architectural guidelines are in accordance with the anticipated coalition
partners, and should remain so. NATO and other international studies such as NNEC
Feasibility Study, TACOM Post 2000, and MIP are examples of current studies to
follow.

Conduct experiments to demonstrate use, advantages, and technological feasibility
of the principles. This may involve Danish or other relevant industry in partnering
ventures to conduct CDE. It is strongly recommended that COTS technology should
not be implemented before it has reached a mature state.
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10.2 Communication and Networks

To obtain interoperability at the network level, it is recommended to use the IP as the
protocol for the converged network infrastructure. This converged network infrastruc-
ture should be made up of an IP-backbone as the principal part and a dynamic IP-
infrastructure as a flexible part used for (short) specific tasks.

The evolutionary and staged approach means that the acquisition processes must
include an assessment of the IP-capabilities of the communication equipment, includ-
ing effectiveness of IP-interfaces and aspects of QoS, security, management, etc.

Groups of networks such as administrative and operational networks may at least for
some time have to be separated by information flow devices for security reasons. To
limit damage from failure or intrusion incidents the total network must be segmented,
logically or physically.

To fully exploit the network of networks concept, a global and integrated directory
service and naming scheme for the total network of networks should be available.

Apply unified network management wherever possible. This requires agreed man-
agement standards to be defined, and all relevant networks and network components
must adhere to those standards. SNMP is an example of such a standard.

Many networks already use the IP-suite, but it may be necessary to use gateways to
connect some of the legacy networks to the global network.

As the first step it is recommended to develop the system architecture for a unified
IP-based backbone as basis for a flexible and dynamic communication infrastructure.
This IP-backbone may include relevant existing IP-based networks. The IP-part of
FIIN is highly relevant, but 1-NET and operational networks based on IP should be
considered as well. Also the integration of other legacy networks and systems into
the joint IP-backbone has to be considered.

10.3 Integration of Applications

To obtain flexibility and loose coupling between component systems, it is recom-
mended to use a SOA as the overall architectural principle.

It is important that the armed forces obtain and keep a high level of knowledge of
SOA, and that this knowledge is broadly available.

It is strongly recommended to exploit the loose coupling inherent in SOA to let the
different systems (services and service consumers) evolve at their own pace. This
includes applications, tactical networks and other dedicated networks.

Work towards semantic interoperability by using a common joint data model such as
JC3IEDM, supplemented with ontologies.

As the first step it is recommended to develop measures based on simple metrics to

evaluate the degree of network readiness of all relevant present and future systems
and components. Use the methods in the acquisition process.
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10.4 Caveats

It must be emphasised that the recommendations above are not without a cost. Im-
portant points to consider are:
e For the time being IP has no mechanism for meeting hard real time require-
ments.
e SOA implemented as web-services imposes a substantial overhead, leading
to additional load on communication channels and on computer nodes.
o The adherence to the general architectural principles may constrain the
choice of technologies, acquisition practices and introduction of new systems.
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Appendix A: Enabling Technologies for Network Man-
agement

In this appendix, a set of enabling technologies and protocols that are commonly
recognized to be potential candidates for intelligent distributed network management
will briefly be presented.

Policy-based Network Management

In policy-based network management, policies are defined as rules that govern the
states and behavior of the network system. The most significant benefit of policy-
based network management is that it promotes the automation of establishing man-
agement level objectives over a wide-range of network devices. Network administra-
tor would interact with the network by providing high-level abstract policies which are
device independent and human-friendly and which are automatically translated to
low-level device-dependent configurations derived from the high-level policies. Pol-
icy-based NM can adapt rapidly to changing management requirements via run-time
reconfigurations, rather than re-engineer new object modules for deployment which is
also an attractive solution for large networks with frequent changes in operational
directives. IETF's Resource Allocation Protocol (RAP) plays a key role in policy-
based network.

Distributed Object Computing
Distributed Object Computing (DOC) uses Object-Oriented (OO) methodology to
construct distributed applications. Its adaptation to network management is aimed at
providing support for distributed network management architecture, integration with
existing heterogeneous network management solutions and providing development
tools for distributed network management components. DOC provides distribution of
services and applications in a seamless and location transparent way, by separating
object distribution complexity from network management functionality concerns. Two
major adaptations of DOC to network management are:

e Common Object Request Broker Architecture (CORBA)

e Distributed COM (DCOM)

Web-service based NM
Web technology would influence NM only to some degree. With respect to NM, the
critical problems Web-service based NM tries to address are:

¢ Platform heterogeneity. Traditional NM solutions are highly platform-
dependent.

o Lack of management console accessibility. Network administrators must op-
erate on proprietary management consoles to perform their operations, and
the user interfaces for each management platform may vary significantly.
Web technology effectively addresses this problem by providing ubiquitous
management consoles in the form of standard web browsers.

¢ High cost of management platform deployment and maintenance.

Web technology does not implement a distributed paradigm in NM. The burden of
implementing distribution is largely left to higher-level management architecture. In
general, web-based technology is better used for providing web access to managed
devices, especially if the user of the management application does not have much
domain specific knowledge.
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Web technology is provided by HyperText Markup Language (HTML), eXtensible
Markup Language (XML) and Java applet in information presentation, providing a
seamless Graphic User Interface (GUI) accessible everywhere.

Code Mobility for Network Management

Code mobility can be considered the capability of an application to distribute and
relocate its components at run-time. This can be achieved by dynamically transport-
ing programmes from managers to agents and performing the delegated manage-
ment tasks locally.

With code mobility, management tasks no longer have to be performed by the man-
agers. They simply generate management objectives and outline task procedures.
The execution of tasks is delegated to the agents. Code mobility is not a good candi-
date for networks with simple but frequent service requests.

Intelligent Agents
An intelligent agent is an independent entity capable of performing complex actions
and resolving management problems on its own.

Unlike code mobility, an intelligent agent does not need to be given task instructions
to function, rather just the high-level objectives. The use of intelligent agents com-
pletely negates the need for dedicated manager entities; as intelligent agents can
perform the network management tasks in a distributed and coordinated fashion, via
inter agent communications.

Many researchers believe intelligent agents are the future of network management,
since there are quite some significant advantages in using intelligent agents for net-
work management.

Intelligent agents may provide a fully scalable data processing and decision-making
capability. They are completely distributed, which alleviates management bottlenecks
as seen in centralized network management solutions. In this way the resulting net-
work management system is more robust and fault tolerant, as the malfunction of a
small number of agents will have no significant impact on the overall management
function.

As the entire network management system is autonomous, network administrators
will only need to provide service-level directives to the system.

The intelligent agents are self-configuring, self-managing, and self-motivating. Such a
system would largely ease the burden of NM routines that a network administrator
has to currently struggle with.

However, the application of an intelligent agent is still at its infancy, and many difficult
issues still remain unsolved.

Active Networks

Active network is considered a new approach to network architecture in which the
network nodes, such as routers and switches, perform customized computation on
messages flowing through them. In active networks, routers and switches run cus-
tomized services that are uploaded dynamically from remote servers or via code mo-
bility.

Active networks, combined with code mobility, present an effective enabling technol-
ogy for distributing management tasks to device level.
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NM based on economic models

Network management using economic theory proposes to model network services as
an open market model. The resulting network is self-regulating and self-adjusting,
without the presence of any formal network management infrastructure. Network ad-
ministrators would indirectly control the network dynamics by inducing incentives and
defining aggregate economic policies. Using economic models for managing multi-
agent systems could be a viable alternative, due to its simplicity and self-sustaining
nature.
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Appendix B: Web-Services in Perspective

This appendix gives a brief discussion of advantages and disadvantages of Web-
Services as they have been implemented recently. The discussion is based on [Ref.
13] and deals with the following points:
e Vendors, ie what is the supply situation for the technology?
o Cost, ie what is the cost by purchase and wide spread use of the technology?
e Openness, ie are there implementations based on open, non proprietary
standards?
e Maturity, ie at which development stage is the technology?
Evolution potential, i.e. does the technology seem to be promising in the
sense that it may be an important vehicle for NBO in Denmark?

1. Vendors

The specifications for the Universal Description and Discovery Interface (UDDI) are
published and maintained by the W3 consortium. The same applies to the Web Ser-
vices Description Language (WSDL), and also the Simple Object Access Protocol
(SOAP) and XML standards are public. Many vendors, including Microsoft and IBM
support these specifications in their products. One example is the Microsoft .NET
philosophy and product suite. In the Danish arena a number of software houses also
adhere to these open standards. It is thus possible to implement web services and
avoid a single source situation.

2. Cost

Implementing Web services in it self does not necessarily cost anything, in the sense
that development tools are available and efficient. The complexity of Web services
compared to simpler client/server implementations will however add both to the de-
velopment costs and to the requirements for computer power and transmission ca-
pacity.

3. Openness

Web Services standards are open and easily available. It should, however, be noted,
that even if the standards are followed, the different vendors of development tools
differ in their application of the standards. This is particularly the case for the imple-
mentation of the UDDI mechanism.

4.  Maturity

SOAP, WSDL and UDDI represent the core technologies of Web Services. The first
UDDI schema specification was created in 1999. The SOAP specification was first
introduced in early 2000. Finally, the first working draft of the WSDL specification was
in April 2002. The specifications are now relatively stable, but should still be consid-
ered relatively immature technologies. The UDDI mechanism is relatively compli-
cated and therefore differently implemented by different vendors. So even if it does
work, it is still relatively immature.

5. Evolution Potential
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Web services have the potential of forming a general convergence layer for applica-
tions, including service consumers, in a networked environment. It is thus one possi-
ble technology for forming the basis for NBO in Denmark. Because of its dependence
on the Internet Protocols, and because of the service orientation, there are still some
shortcomings, such as real time performance and security. Many sources, including
[Ref. 12] and [Ref. 13] believe that SOA and especially Web services will be the
mainstream technology of the next decade.

6.  Overall Assessment from a Tactical Data Perspective

Web Services provide the capability of separating applications into functional compo-
nents, developing those components on different platforms, using different lan-
guages, and deploying them at different sites. In terms of the management of tactical
data on a single asset (eg, a submarine), Web Services provide the ability to inte-
grate disparate tactical systems. This may be applied to legacy components of a tac-
tical system. The concept of a web service wrapper, placed around a legacy system,
would open the system to all other web service systems on the local asset. In this
regard, Web Services may be useful when integrating existing disparate tactical sys-
tems. For any new developments involving the integration of multiple tactical systems
(ie, a combat system), it is unlikely that Web Services would play a part. This is pri-
marily because the problems that Web Services were developed to address (ie, un-
known hardware, unknown software languages and unknown interfaces) are not pre-
sent.
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Acronyms

1-NET
ACCS
ATCCIS
ATM

BC

BDE
BLOS
BMS

C2
C4ISR

CA
CBIS
CCIS
CDE
CIDR
COM
COP
CORBA
COTS

One network for classified and unclassified information
Air Command & Control System

Army Tactical Command & Control Information System
Asynchronous Transfer Mode

Boundary Control

Brigade

Beyond Line Of Sight

Battle Management System

Command & Control

Command, Control, Communications, Computer, Intelli-
gence, Surveillance and Reconnaissance

Certificate Authority

Content Based Information Security

Command & Control Information System

Concept Development & Experimentation

Classless Interdomain Routing

Component Object Model

Common Operational Picture

Common Object Request Broker Architecture
Commercial of-the-shelf

DACCIS Danish Army Command & Control System
DEFCOMM Danish Defence Communication

DEM
DeMars
DEOS
DIV
DAP
DCOM
DDRE
DOC
DOD
DoS
DSML
E2E
EbXML
EFOS
FIIN
FTP
GIG
GMPLS
GSM
GW
HAIPES
HF

HQ
HTTP
HW

Data Exchange Mechanism

Danish Defence Management and Resource System
Danish Army Communication Network
Division

Directory Access Protocol

Distributed COM

Danish Defence Research Establishment
Distributed Object Computing
Department of Defense

Denial-of-Service

Directory Service Markup Language
End-To-End

e-businnes XML

Etablisement FOrvaltnings System (Danish)
Danish Integrated Information Network
File Transfer Protocol

Global Information Grid

Generalized MPLS

Global System for Mobile communication
Gateway

High-Assurance-IP-Encryptors

High Frequency

Headquarters

Hyper Text Transfer Protocol

Hardware
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ISO International Standardization Organisation

ICT Information and Communication Technology
IER Information Exchange Requirements

IEEE Institute of Electrical and Electronics Engineers
IETF Internet Engineering Task Force

IP Internet Protocol

IPsec Internet security protocol

IPv4 IP version 4

IPv6 IP version 6

IS-IS Intermediate-System-to-Intermediate-System
ISDN Integrated Services Digital Network

IT Information Technology

ITU International Telecommunication Union

J2EE Java 2 platform Enterprise Edition (Java EE)
JC2IEDM Joint C2 Information Exchange Data Model
JC3IEDM Joint C3 Information Exchange Data Model

JMS Java Message System

JTA Joint Technical Architecture
LAN Local Area Network

LAS Local Area Subsystem

LDAP Lightweight DAP
LDIF LDAP Data Interchange Format

LOH Line OverHead

LOS Line of Sight

LF Low Frequency

LRG Local, Regional, Global (sub systems)
MANET Mobile Ad-hoc wireless NETworks
MEM Message Exchange Mechanism

MIB Management Information Base

MIDS Multifunction Information Distribution System
MIP Multilateral Interoperability Programme
MIP Mobile Internet Protocol

MPLS Multi Protocol Label Switching

MS Mobile Subsystem

MTI Moving Target Indicators

NAF NATO Architectural Framework

NAT Network Address Translation

NBO Network Based Operations

NC3TA NATO C3 Technical Architecture
NDAC NATO Data Administration Group

NEC Network Enabled Capability

NECCIS Northern Europe Command and Communication Information
system

NECSec NEC Security

NGO Non-Government Organisation

NI Network Interface

NIS Network Information Service

NIS+ Network Information Service Plus

NM Network Management

NNEC NATO Network Enabled Capability
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NOSWG NATO Open System Working Group

NS Network Services

QoS Quiality of Service

00 Object Oriented

oSl Open System Interconnection
OSPF Open Shortest Path First
PAN Personal Area Network
PDA Personal Digital Assistant
PKI Public Key Infrastructure
POH Path OverHead

PoP Point of Presence

PPP Point-to-Point Protocol

PSTN Public Switched Telephone Network

RDNCCIS Royal Danish Navy Command and Communication Informa-
tion System

RF Radio Frequency

RMON Remote Network Monitor

RSVP Resource ReSerVation Protocol

RTP Real Time Protocol

RTO (NATO) Research and Technology Organisation

SATCOM Satellite Communication

SDH Synchronous Digital Hierarchy
SDR Software Defined Radio

SLA Service Level Agreement
SLIP Serial Line Internet Protocol

SMTP Simple Mail transfer Protocol

SNMP Simple Network Management Protocol
SOA Service Oriented Architecture

SOAP Simple Object Access Protocol

SOH Section OverHead

SONET  Synchronous Optical NETwork
STS-XX  Synchronous Transfer Signal (signalling rate XX =1, 3, 12,)
SW Software

TA Target Architecture

TACOMS Tactical Communication

TBCE Type B Cost Estimate

TCP Transmission Control Protocol

TDL Tactical Datalink

Telco Telephone Company

TETRA  Terrestial Trunked Radio

™ Telecommunication Management

TMN Telecommunication Management Network
TP2K TACOMS Post 2000

uUDDI Universal Decription, Discovery & Integration
UDP User Datagram Protocol

UHF Ultra High Frequency

UMTS Universal Mobile Telephone System
VHF Very High Frequency

VME Variable Message Format

VolP Voice over IP
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VPN Virtual Private Network

WAS Wide Area Subsystem

WEAO  Western European Armaments Organisation

Wi-Fi Wireless Fidelity— Wireless LAN

WLAN Wireless LAN

WPnN Work Package n

WS-BPEL Web Services Business Process Execution Language
WS-CDL Web Services Choreography Description Language
WSDL Web Service Description Language

WwWWwW World Wide Web

XML eXtensible Markup Language
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