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Abstract Modernbytecodesxecutionervironmentswith optimizingjust-in-timecompilers suchasSun’s
HotspotJava Virtual Machine,|IBM’ s Java Virtual Machine,andMicrosoft's CommonLanguageRuntime,
provide aninfrastructurgor generatingastcodeat runtime. Suchruntimecodegeneation canbe usedfor
efficientimplementatiorof parametrizeglgorithms.More generallywith runtimecodegeneratioronecan
introducean additionalbinding-timewithout performancdoss. This permitsimproved performanceand
improved staticcorrectnesguarantees.

We reporton several experimentswith runtime code generationon modernexecutionplatforms. In
particular we shaov how to introduceC#-styledelegatesin Java using runtime codegenerationjo avoid
mostof the overheadof wrappingandunwrappingmethodargumentsandmethodresultsusuallyincurred
by reflectve methodcalls. Furthermoreye give a high-speedmplementatiorof the AdvancedEncryption
StandardAES, alsoknown asRijndael)in C# usingruntimecodegenerationFinally, we experimentwith
sparsematrix multiplication usingruntimecodegeneratioron both platforms.

1 Intr oduction

Runtimecodegeneratiorhasbeena researchopic for mary years but its practicalusehasbeensomevhat
limited. Traditionally, runtimecodegeneratioriools have beenboundnot only to a particularlanguagebut
alsoto a particularplatform. For instance runtime codegeneratiorfor C musttake into accountthe ma-
chinearchitecturepperatingsystemcorventions,andcompilerspecificissuessuchascalling corventions.
Abstractingaway from thesedetailsoftenresultsin sub-optimalkode.

To avoid this platform dependenceauntimecodegeneratiorhasoftenbeendonein bytecodesxecution
systemshut thenthe generatedcodewill not be executedat native speed. This makesit muchharderto
achieve worthwhile speed-ups.

New bytecode-basedxecutionplatformssuchasthe Java Virtual Machineand Microsoft's Common
LanguageRuntime(CLR) containjust-in-timecompilersthatgeneratevell-optimizednative machinecode
from the bytecodeat runtime. Thus,theseplatformscombinethe advantagesf bytecodegenerationease
of codegenerationportability) with native codegeneratior(speef the generateaode).

Moreover, both platformsincorporatea bytecodeverifier thatdetectsype errorsandotherflaws before
executingthe bytecode. While the resultingerror messageare not particularly detailed(‘Operationmay
corruptthe runtime’) they are more usefulthana programcrashthat happensoillions of instructionsafter
theruntimewascorruptedoy flawed codegeneratetruntime.



1.1 The Java Virtual Machine (JVM)

The Java Virtual Machine (JVM) is a specificationof a stack-basedabject-orientecbytecodelanguage.
Implementationsuchas SunMicrosystems HotspotJava Virtual Machiné [6, 29] andIBM’ s J2REJava
Virtual Machine [13] executeJVM bytecodeby a mixture of interpretationjust-in-time (JIT) generation
of native machinecode,andadaptve optimizations. Therearetwo versionsof the SunHotspotJVM, the
ClientVM, whichgenerateseasonableodefast,andthe SenerVM, which generatemoreoptimizedcode
moreslowly by performingdeadcodeelimination,arrayboundscheckelimination,andsoon.

The Java classlibrary doesnot provide facilities for runtime code generationput several third-party
packagesxist, for instanceBytecodeEngineeringd_ibrary BCEL [1] andgnu. byt ecode [5].

Our experimentssuggesthatbytecodegeneratedt runtimeis usuallycompiledto machinecodethatis
just asefficient asbytecodecompiledfrom Java sourcecode. So a priori thereis no performancepenalty
for generatingoytecodeat runtimeinsteadof compiletime(from Java sourcecode). For instanceconsider
asimpleloop suchasthis:

do {
n--;
} while (n!=0);

ThecorrespondingVM bytecodemaybe:

0: iinc 0 -1 /1 Decrenent |ocal variable nunber 0 (n) by 1
iload 0 /1 Load local variable nunber 0 (n)
ifne 0 [/l Go to instruction O if variable was non-zero

The sameloop canbe expressedik e this, usinggeneralbytecodenstructionsfor subtractionduplication,
andcomparison:

0: iload_0 /1 Load local variable nunber 0 (n)
iconst 1 /1 Push constant 1
i sub /1 Subtract
dup /1 Duplicate result
istore 0 [l Store in local variable number 0 (n)
i const 0 /1 Push constant 0
if_icnpgt O [/ G to instruction 0if n>0

Althoughthelattercodesequencés twice aslong, thejust-in-timecompilergenerategquallyfastmachine
code,andthis codeis just asfastascodecompiledfrom the Jaraloop shavn aborve.

Suns HotspotClient VM performsapproximately240million iterationspersecondandthe IBM JVM
performsmorethan400million iterationspersecondln bothcaseghisis justasfastasbytecodecompiled
from Java source,andin caseof the IBM JVM, asfastasoptimizedcodecompiledfrom C; seeFigurel.
Thisshovsthatbytecodegeneratedt runtimecarriesnoinherentspeedenaltycomparedo codecompiled
from Javaprograms The SunHotspotSener VM optimizesmoreaggressiely, andremaovesthe entireloop
becausét is deadcode.

Onthe sameplatform, straightlineJVM bytecodecanbe generatedt a rate of about200,000bytecode
instructionsper secondwith SunHotSpotClient VM and 180,000bytecodeinstructionsper secondwith
the IBM JVM, usingthegnu. byt ecode packagg5]; the BCEL packagd1] is only half asfast. The code
generatiortime includesthe time taken by thejust-in-timecompilerto generatenachinecode.

1We useSunHotSpotClient VM andSener VM 1.4.0underLinux onan850MHz Mobile Pentium3.
2We uselBM J2REJVM 1.3.1underLinux onan850MHz Mobile Pentium3.



SunHotSpot  IBM MS C
Client Sewver JVM CLR gcc-02
Compiled loop (million iter/sec) 243 o 421 408 422
Generatedloop (million iter/sec) 243 o 421 408 N/A
Codegeneration (thousandinstr/sec) 200 142 180 100 N/A

Figurel: Codespeedor simpleloop, andcodegeneratiorspeed.

In the Java Virtual Machine,the size of a methodbody is limited to 65535bytesof bytecode. It is
usuallypointlessto generatanethoddargerthanthatat runtime,but this limitation sometimesomplicates
experiments.

The SunHotSpotJVM andthe IBM JVM areavailablefor free for the operatingsystemd.inux, Mi-
crosoftWindows, Solaris,HP-UX, Apple MacOSX, IBM AIX, andIBM OS/390,andfor arangeof pro-
cessottypes.

Otherimplementation®f the JVM with just-in-time compilationare available,but we have not tested
their suitability for runtimecodegeneration.

SomenotableJVM implementationsuitablefor experimentatiorareIBM’ s JikesResearclVirtual Ma-
chine(RVM, formerly Jalapefio)n which arangeof dynamicoptimizationsmay be turnedon or off [14],
andIntel’'s OpenPlatformRuntime[4].

1.2 The Micr osoft Common LanguageRuntime (CLR)

Anothermajor bytecodesxecutionplatformis Microsoft's CommonLanguageRuntime(CLR), partof the
so-called.Net platform. Lik e the Java Virtual Machineit usesa stack-basedbject-orientedytecodeand
natively supportsuntimecodegeneratiorusingthe.NetFrameavork classesn namespac8yst em Ref | ect . Eni t .

ExperimentzonfirmthatCLR bytecodegeneratedtruntimeis nolessefficientthanbytecodecompiled
from C#. UnderMicrosoft's CLR?, bytecodegenerateatruntimeperformsmorethan400million iterations
per secondin the simple do- whi | e loop shawvn in the precedingsection,which is just as fastas code
compiledfrom C#. The Microsoft CLR just-in-timecompilerappeardo generateeodethatis comparable
in speedto that of the IBM JVM and somavhat fasterthan Sun HotSpotClient VM; seeFigurel. The
experimentreportedn Sectiond shavsthatthis expectatiorscaleso morerealisticprogramsalso. Probably
we underestimatéhereal of MS CLR performanceslightly, becausave run MS Windows underVmWare,
notonthebaremachine.

The Microsoft CLR seemanoresensitve thanthe JVMs to the actualchoiceof bytecodenstructions.
For instance]oop bytecodehatinvolvesdup operationson the evaluationstackperformsonly 250 million
iterationsper second,37 percentlessthan the first bytecodesequenceshavn in the precedingsection.
Multiple load instructionsare clearly preferableto a load followed by a dup. Moreover, the speedshavs
large but reproduciblevariationsdependingon what other code can actually be executed(later) by the
program.

StraightlineCLR bytecodecanbegeneratedtarateof about100,000bytecodenstructionspersecond,
includingthetime usedby thejust-in-timecompilerto generatex86 instructionsrom the bytecode Most of
the codegeneratiortime (around95 percent)is spentin thejust-in-timecompiler but the exactproportion
probablydepend®n the compositionof the code.

Sofar, CLR runtimecodegeneratiorfacilities areavailableonly from Microsoft andfor MS Windows
andFreeBSD put asthe Mono project[3] develops,they will becomeavailablefor arangeof platforms.

3We use Microsoft CLR version1.0 SP2underWindows 2000 underVmWare 3.0 underLinux with an 850 MHz Mobile
Pentium3.



1.3 Relatedwork

Runtimecodegeneratiorhasbeenusedfor mary yearsin the Lisp, Schemeand Smalltalk communities.
The backquoteand commanotationof Lisp and Schemeoriginatesfrom MIT Lisp MachineLisp (1978),
andmay be inspiredby W.v.O. Quine’s quasiquotatior{1960). Backquoteand commaare classicaltools
for codegenerationwhich togethemwith aneval or conpi | e function providesa meandor runtimecode
generation.

A numberof technicakeportsby Keppel EggersandHenryarguedthe utility of runtimecodegeneration
alsoin otherprogramminglanguageg25, 26]. Later work in the samegroupled to the DyC systemfor
runtimecodegeneratiorin C [8, 22].

Englerandotherg18] developedvery fasttoolsfor runtimecodegeneratiorin C. An untypedtwo-level
languag€ecC (tick-C) wasbasedon theVcodelibrary [19]. NeitherVcodenor ‘C is maintainedary longer
(2002). The Gnu Lightning library [2] may be considereda replacementfor Vcode;it currently supports
portableruntimecodegeneratiorin C for thelntel x86, SunSparc,andPoverPCprocessorrchitectures.

LeoneandLee developedFabius,a systemfor runtimecodegenerationin StandardviL, implemented
in the SML/NJ system[27]. It is nolongermaintained.

The Tempospecializerfrom Consels groupis a partial evaluatorfor C that can generatespecialized
programsat runtime,generatingnachinecodeusingso-calledcodetemplateg12].

Bytecodegeneratiortoolsfor Javaincludegnu. byt ecode [5], developedfor the Kawa implementation
of Schemeandthe BytecodeEngineeringLibrary (BCEL) [1], formerly calledJavaClasswhich is usedin
severalprojects.

Oiwa, Masuharaand Yonezava [31] presenia Java-basedypedtwo-level languagdor expressingdy-
namiccodegenerationn Java, ratherthanusingJVM bytecode Thecodegeneratiorspeedandtheruntime
resultsreportedn thatpaperarehowever somevhatdisappointing.

The Microsoft .Net Framavork Library usesruntime codegenerationfor instancein theimplementa-
tion of regular expressionsn namespac&yst em Text . Regul ar Expr essi ons. The sourcecodeof this
implementatioris availableaspartof the sharedsourcemplementatiorof the CLR (alsoknown asRotor).

Cisterninoand Kennedydevelopeda library for C# that considerablysimplifiesruntime generatiorof
CIL code[11]. It usesC# customattributesandrequiresa modificationof the CLR.

At leasttwo librariesfor runtimebytecodegeneratiorin Camlbytecodeexist, namelyRhigers bytecode
combinatorg32], and Lomov and Moskal’s Dynamic Caml[28]. Dynamic Caml permitsruntime code
generatingprogramsto be written usinga two-level sourcelanguagesyntax,so onedoesnot have to work
atthe bytecoddevel.

MetaML [33] andMetaOCam[10] aretypedmulti-level languagedasedn StandardML andOCaml.

Thefirst type systemfor a multi-stagelanguagevasthetwo-level lambdacalculusproposedy Nielson
[30]. DaviesandPfenninggeneralizedNielson'stypesystemyelatingit to themodallogic S4. An extension
of this type systemwasusedby Wickline, LeeandPfenningin atypedmulti-stageversionof ML [34].

Runtimecodegenerations relatedto generatie programmind15], stagedccomputatior{24] andpartial
evaluation[23]. Just-in-timecompilationanddynamiccompilation(asin the SunHotSpotJVMs and Mi-
crosofts CLR) arethemselesinstance®f runtimecodegenerationMachinecodeis generategust before
it is to be executedusuallyfrom a higherlevel bytecoddanguageandpossiblytaking into accountinfor-
mationavailableonly at runtime,suchasmethodcall patternsthe actualCPUtype (AMD Athlon or Intel
Pentium2, 3 or 4), andsoon.

Theimplementatiorof delegatesfor efficientreflectve methodcallsin Jarashovn in Section3isrelated
to Breuelswork onimplementingdynamiclanguagdeaturesn Java[9]. Thatpaperhintsatthe possibility
of creatingdelggatesin analogyto otherconstructionsn the paper However, the Dynamictoolkit described
in Breuel's paperdoesnot appeato beavailable.



2 Examplesof runtime codegeneration

This sectionshawvs a few examplesof runtimecodegeneratiorfor Microsoft's CLR usingC#.

2.1 Evaluation of polynomials

Considetthe evaluationof a polynomial p(x) for mary differentvaluesof x. Thepolynomialp(x) of degree
n in onevariablex andwith coeficentarraycy | is definedasfollows:

p(x) = cq0] + cg1] - X+cg2] - X%+ ---+cgn] - X"

Accordingto Hornersrule, this formulais equivalentto:

p(x) = cg0] + x- (cg1] + X- (...(x- (cgn] +x-0))...))

Thereforep(x) canbe computedby this f or -loop, which evaluatesthe above expressioninside-outand
storesheresultin variabler es,

double res = 0.0

for (int i=cs.Length-1; i>=0; i--)
res =res * x + cs[i];

return res;

If we needto evaluatea polynomialwith fixed coeficentscq] for alarge numberof differentvaluesof x,
thenit may be worthwhile to unroll this loop to a sequencef assignmentsyherecs _i is the contentsof
arraycell cdi]:

double res = 0.0
res =res * x + cs_n;

res =res * x + cs_1;

res =res * x + c¢s_0;
return res;

Thesesourcestatementsouldbeimplementedy stack-orientedytecodesuchasthis:

Ldc_R8 0.0 /1 push res = 0.0 on stack
Ldarg_ 1 /1 |oad x

wul /I conpute res * x

Ldc_R8 cs_n /1 load cs[n]

Add /] conpute res * x + cs[n]
Ldarg_1 /1 1oad x

wul /] conpute res * x

Ldc_R8 ¢s_0 /1 load cs[0]

Add /] conpute res * x + cs[0]
Return [l return res

This bytecodecanbegeneratea@truntimeusingclassesrom thenamespac8yst em Ref | ection. Enit in
the CLR Frameavork, asfollows:



ilg.Enit(OpCodes.Ldc_R8, 0.0); /1 push res = 0.0 on stack
for (int i=cs.Length-1; i>=0; i--) {

ilg.Emt(OpCodes. Ldarg_1); /'l 1oad x
ilg. Emt(OpCodes. Ml ); /] conpute res * x
ilg. Emt(OpCodes.Ldc_R8, cs[i]); /1 load cs[i]
ilg.Emt(OpCodes. Add); /] conpute res * x + cs[i]
}
ilg.Emt(OpCodes. Ret); /'l return res;

Thei | g variableholds a bytecode(IntermediateLanguage)generatorrepresentinga methodbody to be
generatedExecutingi | g. Enit (.. .) appendsbytecoddnstructionto theinstructionstream.ThelLdc_R8
instructionloadsa floating-pointconstanbntothe evaluationstack.ThelLdar g_1 instructionloadsmethod
parametenumberl, assumedo hold x, onto the stack. The Mul instructionmultiplies the two top-most
stackelementsandthe Add instructionaddsthetwo top-moststackelementsleaving theresultonthestack
top.

The generatedtodewill be alinear sequencef instructionsfor pushinga constantor variable,or for
multiplying or addingstackelementsijt containsno loops,tests,or arrayaccessesAll loop testsandarray
accesseareperformedat codegeneratiortime.

As a further optimization,whena coeficient cdi| is zero, pushingandaddingit hasno effect andno
codeneeddo begeneratedor it. The codegenerators easilymodifiedto performthis optimization:

ilg.Enit(OpCodes.Ldc_R8, 0.0); /1 push res = 0.0 on stack
for (int i=cs.Length-1; i>=0; i--) {
ilg.Emt(OpCodes.Ldarg_1); /1 |oad x
ilg.Emt(OpCodes. Mil); /] conpute res * x
if (cs[i] '=0.0) {
ilg. Emt(OpCodes.Ldc_R8, cs[i]); /1 load cs[i]
ilg.Emt(OpCodes. Add); /] conpute x * res + cs[i]
}
}
ilg.Enit(OpCodes.Ret); [l return res;

Runtimecodegeneratioris interestingin the polynomialexamplebecausdherearetwo binding-timesin
the input data. The coeficient arraycg] is availableearly whereaghe value of the variablex is available
only later.

Anotherway of sayingthis is that c§| remainsfixed over a large numberof differentvaluesof x, so
specializatiorof the generalloop codewith respecto cg] is worthwhile. This permitsstaging: In stage
one,the coeficient arraycsis available,andall computationsiependingonly thatarrayareperformed.in
stagetwo, the computationglependingalsoon x areperformed.

Stagingby runtime codegeneratiorgivesa speed-uppver the straightforvard implementatioralready
for polynomialsof degreen higherthan4, andespeciallyif somecoeficientscgi] arezero.Speed-upactors
of 2 to 4 appeato betypical.



2.2 The power function

For anotherexample, considercomputingx”, thatis, x raisedto the n'th power, for integersn > 0 and
arbitraryx. This exampleis a classicin the partialevaluationliterature. The C# or Java function Power ( n,
x) belov computes<™:

public static int Power(int n, int x) {

int p;
p=1
while (n > 0) {
if (n %2 == 0)
{x=x*x, n=n/ 2}
el se
{p=p*x n=n-1;}
}
return p;
}
Thefunctionreliesontheseequivalencesfor n even(n = 2m) andn odd(n = 2m+ 1):
X2m — (XZ)m
2l y2m oy

Notethatthewhi | e- andi f -conditionsin Power dependonly onn, sofor a givenvalueof n onecanunroll
thewhi | e-loop andeliminatethei f -statement.Thusif we have a fixed value of n andneedto compute
x" for mary differentvaluesof x, we cangeneratea specializedunctionpower _n(x) thattakesonly one
parametex andavoidsall thetestsandcomputation®n n.

Thefollowing C# methodPower Gen takesn asargumentandgenerateshe body of apower _n instance
method,usinga bytecodegenerator | g for the methodbeinggeneratedThe Power Gen methodperforms
thecomputationgshatdependnly onn, andgeneratesodethatwill laterperformthe computationsnvolv-
ing x andp:

public static void PowerGen(lLGenerator ilg, int n) {

i1 g.DeclareLocal (typeof(int)); Il declare p as local _0
ilg.Emt(OpCodes.Ldc_I4 1);
ilg.Emt(OpCodes. Stloc_0); IIp=1

while (n > 0) {
if (n%2==0) {
ilg.Enit(OpCodes.Ldarg_1); Il xis arg_1l
ilg.Emt(OpCodes. Ldarg_1);
ilg.Emt(OpCodes. Mul);
ilg.Emt(OpCodes. Starg_S, 1); Il
n=n/l 2
} else {
i1 g.Enit(OpCodes. Ldl oc_0);
ilg.Emt(OpCodes. Ldarg_1);
ilg.Emt(OpCodes. Mil);
(
1

* X

>
1]
>

ilg. Emt(OpCodes. Stloc 0); Il p=p*Xx

n=n- 1]

1

ilg.Emt(OpCodes. Ldloc_0);
ilg.Emt(OpCodes. Ret); Il return p;



Note thatthe structureof Power Gen is very similar to thatof Power . The maindifferences thatoperations
thatdependnthelate or dynamicargumentx have beerreplacedy actionsthatgeneratdytecodewhereas
operationghatdependonly on the early or static agumentn are executedasbefore. Roughly Power Gen
could be obtainedfrom Power just by keepingall codethat can be executedusing only early or static
information(variablen), andreplacingthe remainingcodeby bytecode-generatinigstructions.

A methodsuchasPower Gen is calledthe generting extensionof Power . Given a valuefor Power’s
staticagumentn, it generates versionof Power specializedor thatvalue.

For n = 16, the specializedmethodgeneratedoy Power Gen is considerablyfasterthan the general
methodPower ; seeFigure 2. The fastestway to call the generatedspecializedmethodis to usean in-
terfacecall; areflective call is very slow, on theotherhand.The samepatternis seenn Java. Delegatecalls
(in C#) aretwice asslow asinterfacecalls,apparently

In a Java implementationof this example, calling the specializedmethodcan be 4 times fasterthan
calling the generalmethodwhen using the Sun HotSpotClient VM, approximately8 times fasterwhen
usingthe SunHotSpotSener VM, andfully 22 timesfasterwith the IBM JVM. This very high speed-up
factoris probablyachiesed by inlining the specializedmethodcodeduring machinecodegenerationso
similar speed-upsannotbe expectedwhenlargeror morecomplex codeis generated.

SunHotSpot IBM MS
Client Sewer JVM CLR
Reflective call to specialized(n=16) | 8.225 2.041 24.235 26.879
Interface call to specializedln=16) | 1.334 0.094 0.026 0.260
Delegatecall to specialized(n = 16) N/A N/A N/A  0.541

Static call to generalmethod 5369 0.759 0.711 0.711
Interface call to generalmethod 5677 0.830 0.571 0.741
Delegatecall to generalmethod N/A N/A N/A  1.062

Figure2: Timein secondgor 10 million callsto specializecandgeneralpower methods.

2.3 Practical CLR bytecodegeneration

In the examplesabove we have focusedon generatinghe bytecodefor amethodbody Herewe seehow to
setup the context for thatbytecodeandhow to executeit. The goalis to generatessomemethodW Met hod
in someclassW ass, asif declaredby

class MO ass : I Minterface {
public MO ass() : base() { }

public doubl e MyMet hod(double x) {
. method body generated using ilg.Emt(...) ...

}
-

The methods body consistsof the bytecodegeneratedisingi | g. To be ableto call the generatednethod
MyMet hod efficiently, \yCl ass mustimplementaninterfacel Myl nt er f ace thatdescribeshemethod.The
ideais thatwe cancreateaninstanceof theclass castit to theinterface andthencall the methodW Met hod

onthatinstance For thisto work, theinterfacemustdescribehe generateanethod:



interface | MyInterface {
doubl e MyMet hod(doubl e x);

}

Moreover, theclassmusthave a constructoyd ass() asshavn above, sothatonecancreateinstance®f
theclass.Theconstructors only actionis to call the superclassonstructor

In the CLR, a classmustbelongto somemodule,anda modulemustbelongto an assembly Hence
beforeone cangenerateary code,oneneedsan Assenbl yBui | der, a Modul eBui | der, a TypeBui | der
(for theclass),anda Met hodBui | der , asoutlinedbelon. Thel LGenerat or i | g is thenobtainedfrom the
Met hodBui | der , with the purposeof generatinghe methods body:

Assenbl yNane assenbl yName = new Assenbl yNane();
Assenbl yBui | der assenbl yBui | der = ... assenbl yName ...
Modul eBui | der modul eBui | der = assenbl yBui | der. Def i neDynami chModul e(. . .);
TypeBui | der typeBuil der = nmodul eBui | der. DefineType("MWd ass", ...);
... (1) generate a constructor in class WCass ...
Met hodBui | der net hodBui | der = typeBui | der. Def i neMet hod( " MyMet hod", ...);
| LGenerator ilg = nmethodBuil der. GetlLCGenerator();
. (2) use ilg to generate the body of method Myd ass. MyMethod ...

The classmusthave a constructorso thatwe canmake aninstanceof it. An agumentlesgonstructorthat
simply callsthe superclas§j ect ) constructoicanbe built usingthis boilerplatecode:

ConstructorBuil der constructorBuilder =
typeBui | der. Defi neConstruct or ( Met hodAttri butes. Public,
Cal | i ngConventi ons. HasThi s,

new Type[] { });
| LGenerator ilg = constructorBuilder. GetlLGenerator();

ilg.Emt(OpCodes. Ldarg 0); /I push the current object, ‘this’
ilg.Emt(OpCodes. Call, typeof(Qbject).CGetConstructor(new Type[] {}));
ilg.Emt(OpCodes. Ret);

After themethodbodyhasbeengeneratedthe classmustbe createdby a call to methodCr eat eType:
Type ty = typeBuil der. CreateType();

Theobjectboundtoty representthenewly built classMyC ass, containingtheinstancanethodwW Met hod.
To call the method,createaninstanceobj of the class,castit to theinterfacel Myl nt er f ace, andcall the
methodin thatobject. To createaninstanceof the classwe obtainthe classs agumentlesgonstructorand
call it usingthereflectionfacilitiesof CLR:

(bj ect obj = ty. GetConstructor(new Type[] {}).lnvoke(new Qoject[] { });
I MInterface myMethod = (I Myl nterface)obj;
doubl e res = nyMet hod. MyMet hod( 3. 14) ;

Theinterfacemethodcall is fastbecausao argumentwrappingor resultunwrappingis neededthe argu-
ment3.14is passedtraightto the generatedbytecode.

Alternatively, one canusethe CLR reflectionfacilities to get a handlemto the generatednethodby
evaluatingthe expressiont y. Get Met hod(" MyMet hod") . Using the handle,one canthencall the method,
passingargumentsn anobjectarray andgettingtheresultsasanobject:



Met hodl nfo m = ty. Get Met hod(" MyMet hod") ;
doubl e res = (doubl e)m I nvoke(null, new object[] { 3.14 });

However, reflective callsto a methodhandleare inefficient becausef the needto wrap the methods ar-
gumentsas an objectarray and similarly unwrapthe methodresult. This wrappingand unwrappingis
syntacticallyimplicit in C#, but takestime andspaceavenso.

A third way to call the generatednethodis to turn it into a so-calleddelegate (a typed function ref-
erence)this avoids the amgumentwrappingandresultunwrappingbut still turnsout to be slower thanthe
interfacemethodcall. A delegatesuchasnyMet hod canbecalleddirectly withoutarny wrappingor unwrap-
ping of values:

D2D nyMet hod = ( D2D) Del egat e. Cr eat eDel egat e(t ypeof (D2D),

obj,

ty. Get Met hod(" MyMet hod")) ;
doubl e res = nyMethod(3. 14);

Theexampleabove assumesghatthe delegatetype D2D describes functionthattakesadoubl e algumentx
andreturnsadoubl e result. The deleggatetype D2D maybe declaredasfollowsin C#:

public del egate doubl e D2D(doubl e x);

Otherdelegate(function)typesmaybedescribedsimilarly.

2.4 Practical Java bytecodegenerationwith gnu. byt ecode

Herewe shav thenecessargetupfor generatinga JavaclassWC ass containingamethodwMet hod, using
thegnu. byt ecode packagd5]. An objectco representinga namedclassmustbe createdwith specified
superclassand accesanodifiers. As in Section2.3 it must also be declaredto implementan interface
describingthe generateadnethod:

ClassType co = new C assType("MC ass");
co. set Super ("java.l ang. Qbj ect");
co. set Modi fi ers(Access. PUBLI C) ;
co.setlnterfaces(new C assType[] { new C assType("I M/lInterface") });
... (1) generate a constructor in class Mdass ...
Met hod mo = co. addMet hod(" MyMet hod") ;
mo. set Si gnature("(D)D");
mo. set Modi fi ers(Access. PUBLI C) ;
mo. i ni t Code();
CodeAttr jvmg = no. get Code();
. (2) use jvng to generate the body of method Myd ass. MyMethod . ..

An agumentlessonstructoris addedto classM/C ass (stepl above) by addinga methodwith the spe-

cial name<i ni t >. The constructorshouldjust call the superclasgonstructorusingani nvokespeci al
instruction:

10



Met hod i nitMethod =

co. addMet hod("<init>", new Type[] {}, Type.void_type, 0);
i ni t Met hod. set Modi fiers(Access. PUBLI C);
i ni t Method.initCode();
CodeAttr jvng = initMethod. get Code()
Scope scope = initMethod. pushScope()
Variabl e thisVar = scope. addVari abl e
jvrg. em t Load(thisVar);
jvrg. em t I nvokeSpeci al (O assType. make( "] ava. | ang. Qoj ect ")

.get Met hod("<init>", new Type[] {}));

1

’(j vmg, co, "this");

i ni t Met hod. popScope();
jvng. emtReturn();

Then a methodrepresentedby methodobjectno mustbe addedto the class(step2 above), with given
signatureandaccessnodifiers,anda codegeneratof vy is obtainedor themethodandis usedto generate
themethodbody An exampleuseof codegeneratorén gnu. byt ecode canbeseenin Section5.2.

Oncethe constructorandthe methodhave beengenerateda representatiomnf the classis writtento a
bytearrayandloadedinto the JVM usingaclassloader This produces classreference y representinghe
new classMyCl ass:

byte[] classFile = co.witeToArray();
Cass ty = new ArrayC assLoader ().l oadd ass(" MO ass", classFile);

An instanceobj of the classis createdandcastto the interfacedescribingthe generateanethod,andthen
themethodin the objectis calledusinganinterfacecall:

(bj ect obj = ty.new nstance();
| MyInterface nmyMethod = (I Myl nterface)obj;
double res = | MyInterface. MyMet hod( 3. 14);

Alternatively, one canusereflectiononty to obtainan objectmrepresentinghe methodin the class,and
thencall thatmethod:

java.lang.reflect. Method m=

ty. get Met hod(" MyMet hod", new C ass[] { double.class });
Double ro = (Doubl e)minvoke(obj, new Qbject[] { new Doubl e(3.14) });
doubl e res = ro. doubl eVal ue();

As canbe seenthis requireswrappingof agumentsandunwrappingof results whichis costly Recallthat
in Java,doubl e. cl ass is anobjectthatrepresentthe primitivetypedoubl e atruntime.As in C#, reflective
methodcallsareslow becaus®f thewrappingandunwrapping but in Javathereis no built-in way to avoid
them.

2.5 Practical Java bytecodegenerationwith BCEL

The BytecodeEngineering_ibrary BCEL [1] is anothetthird-partyJavalibrary thatcanbe usedfor runtime
codegenerationHerewe outlinethe necessargetupfor codegeneratiorwith BCEL.

Onemustcreatea classgeneratocg, specifyingsuperclassaccessnodifiersanda constanpool cp for
thegeneratedlass.andaninterfacedescribinghegenerateanethod. Thenonemustgenerate constructor
for theclass,andthe method:

11



CassCGen cg = new O assCGen("Md ass", "java.lang. Qvject",
"<gener at ed>",
Constant s. ACC_PUBLI C | Constants. ACC_SUPER,
new String[] { "Int2Int" });

InstructionFactory factory = new InstructionFactory(cg);

Const ant Pool Gen cp = cg. get Const ant Pool () ;

. (1) generate a constructor in class MCass ...

InstructionList il = new InstructionList();

Met hodGen mg = new Met hodGen( Const ants. ACC_PUBLI C | Constants. ACC_STATIC,
Type. DOUBLE, new Type[] { Type. DOUBLE },
new String[] { "x" },

" MyMet hod",
"Myd ass",
i, cp);
. (2) use il to generate the body of method Myd ass. MyMethod . ..
mg. set MaxSt ack() ;
cg. addMet hod( ng. get Met hod()) ;

An argumentlesgonstructoiis addedo classMy/d ass (stepl above) by addinga methodwith the special
name<i ni t >. The constructoishouldjust call thesuperclassonstructor:

InstructionFactory factory = new InstructionFactory(cg);
InstructionList ilc = new InstructionList();
Met hodGen ngc = new Met hodGen( Const ants. ACC_PUBLI C,
Type. VA D,
new Type[] { }, new String[] { },
"<init>", "MWdass",
ilc, cp);
il c.append(factory.createlLoad( Type. OBJECT, 0));
il c.append(factory.createlnvoke("java.lang. Qbject", "<init>",
Type. VO D,
new Type[] { },
Const ant s. | NVOKESPECI AL) ) ;
il c.append(new RETURN());
myc. set MaxSt ack() ;
cg. addMet hod( ngc. get Met hod() ) ;

Whenamethodbodyhasbeengeneratedstep2 above), we canwrite arepresentationl azz of theclassto
abytearrayandthenloadit into the JVM usinga classloader This givesa classreference y representing
thenew classM/C ass:

byte[] classFile = clazz.getBytes();

JavaC ass clazz = cg.getJavad ass();
Cass ty = new ArrayC assLoader (). |

oadd ass(" MO ass", classFile);

As in Section2.4, an instanceof the classis createdand castto the interface describingthe generated
method,andthenthe methodin the objectis calledusinganinterfacecall:

(bj ect obj = ty.new nstance();

I MyInterface myMethod = (I Myl nterface)obj;
double res = I MyInterface. MyMet hod( 3. 14);

12



3 Efficient reflectve method callsin Java

This sectionshaws thatruntime codegeneratiorcanbe usedto introducethe conceptof a delegate (typed
functionreference)n the Jara programminganguage.Delegatesareknown from C# andotherprogram-
ming languages.The experimentsbelon showv that delegatescan be usedto improve the speedof Java
reflectve methodcallsby afactorof 8 to 16.

Thisis primarily of interestwhena pre-&isting methodneedgo becalledby reflectionseveralthousand
times. A methodgeneratedt runtimeshouldbe calledby interfacecallsthroughaninterfaceimplemented
by the generatedlassto which the methodbelongsasshavn in Section2.3through2.5. Thisis far more
efficientthanareflectve call, andalsomoreefficientthana delegatecall asimplementechere.

3.1 Reflective method calls are slow

In Java one canobtainan objectno of classj ava. | ang. refl ect. Met hod representinga namedmethod
from anamedclass.andonecancall thatmethodusingareflectve methodcall no. i nvoke(. . . ) . However,
the agumentsto methodno mustbe given asan array of objects,andthe resultis returnedasan object;
this meansthat primitive type argumentsmustbe wrappedas objects,and primitive type resultsmustbe
unwrapped.

This wrappingof agumentsand unwrappingof resultsimposesa considerableverheadon reflectve
methodcalls. A reflective call to a public methodin a public classappeardo be 16 to 28 timesslowerthan
adirectcall. SeeFigure3. Theslowdown is higherfor methodgakingargumentghanfor thosethatdo not,
becausef the agumentwrappingand unwrapping. The reflective slovdown is approximatelythe same
regardlessof whetherthe called methodis static, virtual, or calledvia an interface. A reflective call to a
public methodin a non-publicclassis slower by a furtherfactorof 8, probablydueto acceschecksonthe
class.

Static method Instance method
Reflective Direct | Reflective Virtual Interface
No argumentsor results 3.279 0.288 3.39 0.329 0.372
Integerargumentandresult 7.746 0.310 8.18 0.346 0.343

Figure3: Timein secondgor 10 million methodcalls,usingSunHotSpotClient VM.

Thefigureshavsthatreflective methodcallscarryaconsiderabl@erformanceverheadln Microsoft's
CLR, mostof this overheadcanbe avoidedby turningthereflectve methodreferencento a delegate (Sec-
tion 2.3). Java doesnot have a built-in notion of delegate,but the next sectionsshov how to adddelegates
to the Java programmingdanguageusingruntime codegeneration.This way, mostof the call overheadcan
beavoided.

3.2 Delegateobjectsin Java

To implementdelegates we needaninterfacedescribinghe delegateby a methodi nvoke with appropriate
argumentand resulttypes. We generatea new classthat implementsthat interfaceand whosei nvoke
methodcalls the methodobtainedby reflection,andthenwe createaninstancedl g of the generatedlass
andcastit to theinterface. A call to dl g. i nvoke will call the methodobtainedby reflection,yet without
the overheadf wrappingandunwrapping.

Considera methodmfrom a classC with returntype R andparametetypesTl, ..., Tn. Assumefor now
thatthe methodis static;ourtechniquenorksalsofor instancemethodqSection3.4):

13



public class C {
public static Rm(T1 x1, ..., Tnxn) { ... }

}

UsingJava’s reflectionfacilities onecanobtaina methodobjectno of classj ava. | ang. ref | ect. Met hod,
andthen one cancall methodm by invoking no. i nvoke(wr ar gs) , wherewr ar gs is an array of objects
holding the agumentvaluesvy, ..., vn. Thusary argumentsof primitive type (i nt, doubl e, andsoon)
mustbe wrappedas objects. The call will returnthe methods result(if any) asanobject,which mustbe
castto nisresulttypeR, or unwrappedn caseR is a primitive type.

Insteadof calling mvia the methodreferencem, with wrappingand unwrappingof aguments,we
shall createandusea delggateobjectdl g. The delegateobjectwill be madeto implementa userdeclared
interfaced that describesa methodi nvoke with preciselythe parametetypesandresulttypesof m so
dl g. i nvoke andmhave the samesignature:

interface O {
R invoke(Tl x1, ..., Tn xn);

}

Thenonecancalln(vl, ..., vn) asdl g.invoke(vl, ..., vn) viathedelgatedl g, withoutany wrap-
ping of theargumentvaluesvl, ..., vn, norunwrappingof results.

The implementationof this ideais detailedin the sectionsbelown. The efficiengy of the approachs
illustratedin Figure 4, which shouldbe read as additional columnsfor Figure 3 above. We seethat a
delayate call to a methodwithout agumentsis 8 timesfasterthanan ordinaryreflective call. The speed-
up factoris closerto 16 for a methodwith arguments becausehe reflective call’'s agumentwrappingis
avoidedin thedelayatecall. A call via adeleggateis still around50 percentlowerthanadirectcall, but this
slowdown is quitesimilar to thatincurredby delegatecallsin CLR.

Static method | Instance method
Delegate Delegate
No argumentsor results 0.446 0.477
Integerargumentandresult 0.487 0.537

Figure4: Time in secondgor 10 million delegatecalls,usingSunHotSpotClient VM.

The speed-uplerivesfrom two sources:(1) accespermissionsandtypesarechecled onceandfor all
whenthedelgjateis creatednot at every call; and(2) the objectallocationrequiredby argumentwrapping
andthe downcastsimplied by resultunwrappingare avoided completely With the IBM JVM, reflective
callsare3timesslowerthanwith SunHotSpotClient VM, but delegatecallsarel0timesslower. Thuswith
thelBM JVM, delegatecallsareonly 3 to 5 timesfasterthanreflectve calls.

Note the importanceof the userdeclaredinterfaced . It enableghe compilerto staticallytypecheck
every call dl g.invoke(...) tothe deleate,althoughthe delegate objectdl g, andthe classof which it
is aninstancewill becreatedonly at runtime. Our delggateimplementatiormakessure(andthe bytecode
verifier checks)hatthe delegateactuallyimplementgheinterfaceQ .

3.3 The implementation of delegatecreation

Ourimplementatiorof delegateobjectsin Javauseghegnu. byt ecode [5] packagebut couldusetheBCEL
[1] packagenstead Assumeasabovethatno isaj ava. | ang. ref | ect. Met hod objectreferringto a static
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methodmin aclassC;

public class C{
public static Rm(T1 x1, ..., Tn xn) { ... }

}...

Assumefurtherthatthereis aninterfaced describingamethodi nvoke with the same(unwrappedyeturn
typeandparametetypesasm

interface O {
R invoke(Tl x1, ..., Tn xn);

}

We createatruntime,anew classDl g thatimplementsd , andwhosei nvoke methodsimply callsthereal
methodC. mrepresentedby mo andreturnsits result,if ary. In Jara syntax,the classDl g would look like
this (assuminghatnis returntypeRis nonvoi d):

public class Dig inplements O extends Object {
public Dig() { super(); }

public R invoke(Tl pl, ..., Tn pn) {
return C.m(pl, ..., pn);
}
}

Thenew classDl g (whichis generatedby thebytecoddools,notin Jaszasourceform) is loadedinto the Java
Virtual Machine,andaninstancedl g of classDl g is createdthisis the delegate. By constructiondl g can
be castto theinterfaceQ , andcallingdl g. i nvoke(. ..) hasthesameeffectascallingno. i nvoke(...),
but avoids the overheadof wrappingandresultunwrappingargumentsandresult. The only overheads an
additionalinterfacemethodcall.

We implementdelegatecreationby a staticmethodcr eat eDel egat e. A delggated| g thatcorresponds
to methodobjectno andimplementsnterfaceO canbecreatedandcalledasfollows:

O dlg = (O)(Del egate. createbel egate(Q . class, m));
. dlg.invoke(vl, ..., vn) ...

Note the castto interface , andrecall thatin Java, O . cl ass is an objectof classj ava. | ang. d ass
representingheinterfacetypeQ atruntime.
More preciselyourimplementatiorof cr eat eDel egat e(i face, no) performsthefollowing steps:

1. Checkthati f ace represents public interfacethathasa singlemethodi nvoke.

2. Checkthatthei nvoke methodin theinterfacehasthe sameparameteandresulttypesasthe method
representetdy no.

3. Checkthatno represents public staticmethodm (or a public instancemethod,seeSection3.4) in a
public class<C.

4. Createagnu. byt ecode. Cl assType objectrepresenting nen public classDl g thatimplementghe
interfacerepresentedy i f ace.
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5. Generate publicagumentlesgonstructoDl g() andaddit to theclass.

6. Generatea public methodi nvoke andaddit to the class. The methodhasthe sameparameteand
resulttypesasi nvoke in theinterfacei f ace.

7. GeneratelVM bytecodefor i nvoke’s body The codecontainsinstructionsto call methodC. mwith
preciselytheargumentgpassedo i nvoke, andendswith areturninstructionof the appropriatekind.

8. Write arepresentationf thenew classD g to abytearray

9. Invoke a classloadeto load the D g classfrom the byte arrayinto the JVM. The JVM bytecode
verifierwill checkthe new classbeforeloadingit.

10. Usereflectionto createan objectdl g of classDl g, andreturnthat objectasthe resultof the call to
creat eDel egat e(i face, m).

The checksmale surethatthe generatedytecodepasseshe bytecodeverifier.

Experimentsandicatethatthe time to createa Dl g classanda delegate usingthis approachs approx-
imately 1.5 ms (with the SunHotSpotClient VM). Thusa delegate mustbe called approximately2000
timesbeforethe costof creatingthe delegate hasbeenrecovered. Not surprisingly this prototypeimple-
mentationof delegatecreationin Javais approximatelylOOtimesslower thanthe built-in delegatecreation
in Microsoft's CLR.

CreatingaDl g classanda delegateasabore consumespproximatelyl 100bytesof memoryin the Sun
HotSpotClient VM. However, aseparaté®)l g classneedgo be createdonly for eachdistinctmethodC. m
Hencethe cr eat eDel egat e methodshouldcacheD g classequsinga HashMap, for instance)andreuse
themwhencreatingnewn delegatesfor a methodalreadyseen. This is especiallyimportantwhencreating
delagatesover instancamethodqseebelow), wheremary delggatesmay be createdrom the samemethod.

3.4 Implementing delegateobjectsfor instancemethods

The previous sectiondescribedheimplementatiorof delegatesfor staticmethods.The procedurdo create
adelgyatefor aninstancemethodnmis almostthe same pnly thecreationof thedelegatemuststorearecever
objectin the delgyateobjectdl g.

Assumewe have a methodobjectno representingn instancemethodmof classC, with returntypeR
andparametetypesT], ..., Tn:

class C{
public RmT1 x1, ..., Tn.xn) { ... }

}

Also assumehatthe (recever) objectobj is anobjectof classC or oneof its subclassesThe programmer
mustdeclareaninterfaced describinga methodi nvoke with the sameargumenttypesandresulttype as
m preciselyasin Section3.3.

Now thecall cr eat eDel egat e( A . cl ass, no, obj) shouldreturnanobjectdl g thatcanbe castto
interfaced , andsothatacalltodl g. i nvoke(...) will callthemethodasif by obj . no(...).

This works asabove, exceptthatthe classDl g constructedat runtime mustcontaina referenceo the
receverobjectobj of classC, andmustuseit wheninvokingm sotheclassDl g would look likethisin Java
syntax:
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public class Dig inplements | extends Object {
private C obj;

public Dig() { super(); }

public void sethj (Cbject obj) {
this.obj = (Qobj;

}

public R invoke(Tl pl, ..., Tn pn) {
return obj.mpl, ..., pn);

}

}

The new classDl g is loadedinto the JVM using a classloader an instanced! g of the classis created,
andthedl g. set Obj (obj ) methodis calledon the givenrecever objectobj . Now dl g is the delegatefor
obj.n(...) andisreturnedastheresultof thecall to Del egat e. creat eDel egate(...).

Insteadof usingaset Gbj method,onemight createa one-agumentconstructorin classDl g andpass
obj whencreatingthe delegateobject. This would complicatethe classgeneratoslightly.
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4 Efficient implementation of the AdvancedEncryption Standard

The AdvancedEncryptionStandard AES) [7], alsoknown asthe Rijndaelalgorithmafter its inventorsJ.
DaemenandV. Rijmen, is the US Federalstandardor encryptionof sensitve (unclassifiedjnformation.
It succeedghe DES encryptionalgorithm andis expectedto be adoptedalso by the private sector and
internationally

Startingfrom anefficientbaselinemplementatiorof AES in C#, we have madeanimplementatiorthat
usesuntimecodegeneratiorin CLR to createa specializedlock encryption/decryptiomoutinefor agiven
key. Thesamebytecodegeneratogenerateboththeencryptionroutineandthedecryptionroutine. It works
for all threestandardkey sizes(128,192,265bit), anda block sizeof 128bit.

Thespecializedcodegeneratedt runtime(for aknown key) is 35 percenfasterthanthe bestwe could
write by hand(for a fixedkey size,but unknovn key). The generateddodecanencryptor decryptapproxi-
mately139Mbit/s undertheMicrosoft CLR. Extrapolatingrom datagivenby RijmenandDaemenahighly
optimizedimplementatiorby Brian GladmarusingVisualC++ andnative Pentium3 rotateinstructiongnot
expressiblen ANSI C norin C#) canencrypt280—-300Mbit/s [16, 21]. Giventhatourimplementatiorruns
in amanagedxecutionernvironment,its performances wholly satisictory

4.1 Brief description of the AES

The AES algorithmis a block cipher, thatis, it encryptsdatain blocksof 128bits (16 bytes)atatime. The
algorithmworksin two phases:

(1) Givenanencryptionor decryptionkey (of size128,1920r 256bits), createanarrayr k[ ] of so-called
roundkeys. Eachroundkey canbeconsidere@4 by 4 block of bytes. Thenumberof rounds(ROUNDS
=10,12,0r 14) depend®nthe sizeof thekey.

(2) For each128bit datablockd to encrypt,performthefollowing operations:
(2.1) Addfirstroundkey r k[ 0] to thedatablock:
KeyAddi tion(d, rk[0Q])

TheKeyAddi ti on is performedby xor’'ing theroundkey into the datablockd, byte-wise.

(2.2) Performthefollowing operationdgor eachintermediateoundr = 1, ..., ROUNDS-1:
Substitution(d, S)
Shi f t Row( d)
M xCol umm( d)

KeyAddi tion(d, rk[r])

TheSubsti t uti on stepreplacesachbyteb in thedatablock by §[ b] , whereS is a so-called
S-box, a 256-entrytableof bytes. The S-box representaninvertible affine mapping,composed
of apolynomialmultiplicationmodulox® + 1 followed by anaddition.

The Shi f t Row operatiorrotatestherows of the datablockd left by 0, 1, 2, or 3 bytes.

TheM xCol umm operationtransformseachcolumnof the datablock d, usingpolynomialmulti-
plicationmodulox* + 1.

Finally, theKeyAddi t i on xorsthekey rk[ r] into thedatablockd, byte-wise.

(2.3) Thelastround,for whichr = ROUNDS, hasno M xCol uim operation,andthereforeconsistsof
thesesteps:
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Substitution(d, S)
Shi ft Row( d)
KeyAddi tion(d, rk[r])

Decryptioncan be performedsimply by doing thesestepsin reverse,usingthe inverseSi of the S-box,
inverseM xCol urm, andsoon. However, by simplealgebraigropertiesof thealgorithm,decryptioncanbe
performedby a sequencef stepsvery similar to thatfor encryption,usingthe roundkeys backwardsafter
applyinginverseM xCol um to theroundkeysr k[ 1] throughr k[ ROUNDS- 1] .

4.2 Implementing AESin C#

The sequencd?) of operationamustbe performedfor eachdatablock to be encryptedor decrypted. It
canbe implementedefficiently on architecturesvith 32-bit words and sufficient memory asdescribedn
DaemerandRijmen’s AES Proposapape16], andimplementedn Cryptix’s Jaraimplementatiorof AES
[20].

We have followed this approachwhich requiresauxiliary tablesT0, T1, T2, T3 to be built as 256-
entry tablesof unsigned32-bit integers,eachrepresentinghe composedactionof the Subst i t uti on and
M xCol umrm operations.Thenthe intermediaterounds(step2.2) of encryptioncanbe implementedusing
bitwise operation®n unsigned32-bitintegers,or 4 bytesin parallel.In C#it canbedonelik e this:

for(int r = 1; r < ROUNDS; r++) {
k =rk[r];
uint t0 =
TO[a0 >> 24] ~
Ti[(al >> 16) & OxFF] *
T2[ (a2 >> 8) & OxFF]
T3[a3 & OxFF] ~ Kk[O0];
uint tl1 =
TO[al >> 24] ~
Ti[ (a2 >> 16) & OxFF] *
T2[ (a3 >> 8) & OxFF]
T3[a0 & OxFF] ~ k[1];
uint t2 =
TO[a2 >> 24] ~
Ti[ (a3 >> 16) & OxFF] *
T2[ (a0 >> 8) & OxFF] *
T3[al & OxFF] ~ k[2];
uint t3 =
TO[a3 >> 24] ~
Ti[ (a0 >> 16) & OxFF] ~
T2[(al >> 8) & OxFF] *
T3[a2 & OxFF] ~ k[3];
a0 = t0; al =t1; a2 =t2; a3 =t3
}

Above, k[ 0] is thefirst columnof theroundkey, asa 32-bit unsignednteger, k[ 1] is the secondcolumn,
andsoon.
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4.3 A deoptimizedimplementation of AES

In fact, the AES middle roundimplementatiorshovn above hasbeenhand-optimizedalready The most
compactandgeneralimplementationis shavn below, where4-elementarraysa[ ], t[] andT[] areused
insteadof thevariablesa, t andT above:

for(int r = 1; r < ROUNDS; r++) {
k =rk[r];
uint[] t = new uint[4];
for (int j 0; j <4; j++) {

uint res = K[j];
for (int i =0; i <4; i+4)

res = Tlil[(a[(i +]) %4] >> (24 - 8 * i)) & OxFF];
t[j] = res;

}
a[0] =t[0]; a[1] =t[1]; a[2] = t[2]; a[3] = t[3];
}

For giveni andj in the range0..3, the indexing into T[i] with a[j] can be uniformly expressedas
TIi][(a[(i+)% >> (24-8*i)) & OxFF].However, it istemptingto write thecomplicatechand-optimized
form in Section4.2 becausef the presumedcefficiengy of hand-specializingor i andj — andindeedthe
resultingimplementationis 5 timesfaster Below we shall seethat runtime codegeneratiorallows us to
write the generaklgorithmandobtainthe efficiency of the specializedbne,andmore.

Moreover, wheni is 0 or 3, theshift countis 24 or 8, in which caseheindex expressiorcanbesimplified
by eliminatingthe bitwise‘and’ (&) or the shift, because] is a 32-bitunsignednteger.

Thefirst round(step2.1, not shavn) is still just a key addition (usingthe C# xor operator'), andthe
lastround(step2.3,notshavn) usesheS box bytewise,sinceit involvesnoM xCol um. Decryptioncanbe
implementedy a similar sequencef operationsashintedabove, but whenhandwritingthe codeonewiill
usuallyspecializet for efficiency, sothatsomeof the similarity with the encryptionalgorithmis lost.

4.4 Runtime generationof encryption code

Usingruntimecodegenerationpnecanunroll thestep2.2f or -loop shavn abore, andinline theroundkeys
rk[r] . Sinceno computationganbe performedon the basisof the roundkey alone,onewould think that
thisgivesnospeed-umtall. However, apparenththejust-in-timecompilerin Microsoft's CLR canperform
more optimizationson the unrolled code: it is around35 per centfasterwhenencryptingor decryptinga
large numberof datablocks.

Thethreenested or -loopsbelon generateodecorrespondingo anunrolling of thef or  r -loop showvn
in Section4.2:
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for (int r =1; r < ROUNDS; r++) {

k = rk[r];

for (int j =0 j <4 j++) {
ilg. Emit(QpCodes. Ldc_14, k[j]); /1 Push k[j]
for (int i =0; i <4; i+t {

ilg.Enit(OpCodes.Ldloc, T[i]);
ilg.Emit(OpCodes.Ldloc, a[encrypt ? (i+j) %4 : (j+4-i) %4]);
if (i 1=3) {
ilg.Emt(OpCodes.Ldc_14, 24 - 8 * i);
ilg. Enit(OpCodes. Shr_Un);
}
if (i '=0) {
ilg. Emt(OpCodes. Ldc_I| 4, OxFF);
ilg.Emt(OpCodes. And);
}
ilg.Enit(OpCodes. Ldel em U4);
i|g.Enit(OpCodes. Xor);

}
ilg. Emit(QpCodes. Stloc, t[j]); Il Assign to t]
}
for (int j =0; j <4; j++) { /I Generate a0=t0; al=tl; ...
ilg. Emt(OpCodes.Ldloc, t[j]);
ilg. Emt(OpCodes. Stloc, a[j]);
}

}

Above, K[ j] isthej 'th columnof theroundkey k = rk[r]. ThevariableT[i] holdsthecodegeneratos
representationf alocal variablecorrespondingo tableTi fori in 0..3; variablea[ j] holdstherepresen-
tation of local variableaj ; andvariablet [j] holdsthe representatiomf local variablet j . The variable
encrypt determinesvhethercodeis generatedor encryption(true) or decryption(false);thetablesTi for
encryptionanddecryptionaredifferentalso.

Oneiterationof theinnerf or -loop generatesodeto computeTi [ (aj >> 24-8*i) & O0xFF] andxor
it into thevalueonthestacktop. Thei f -statementi theinnerf or -loop implementthe optimizationfor i
being0 or 3, discussedn Section4.3. Writing this logic in the codegeneratoiis actuallysimplerandless
errorpronethanhand-writingthe optimizedcodeit generate¢Section4.2).

Oneiterationof the middlef or -loop generatesodeto computethe right-handsidein theinitialization
uint ti = ... from Section4.2,andto assignit toti . Oneiterationof the outerf or -loop generateshe
codecorrespondingo oneiterationof thef or -loop in Section4.2.

4.5 Pragmatic considerations

Approximately 256 bytesof MSIL bytecodeis generatedor eachround of encryption,or roughly 2600
bytesof bytecodefor the entireencryptionfunction (whenthe key sizeis 128bit). It is unclearhow much
x86 codeis generatedby the CLR just-in-timecompilerfrom this bytecode.

Two questionsarecentralto the practicalviability of this approacho encryption:

e Theencryptionkey equalghefirstroundkey r k[ 0] andthereforecanberecoveredfromthegenerated
code.Hencethe generatedodeshouldnot be cachedanywhereon disk, andshouldnot beaccessible
to otherapplicationgunningin the sameoperatingsystem.

e Sincea specializedroutine is generatedor eachkey, it would be usefulto be able to discardthe
generatedodewhenit is nolongerin use.
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5 Sparsematrix multiplication

A plainimplementatiorof the multiplication R = A- B of two n x n matricesusesn® scalarmultiplications.
When matrix B hasonly few non-zeroelementgsay 5 percent),matrix multiplication can profitably be
performedin two stagesi(1) make alist of all non-zeroelementsn eachcolumnof B, and(2) to compute
elementR;j of R, multiply the elementsof row i of A only with the the non-zeroelementsof column j of

B. With 100x 100matricesand5 percenmnon-zercelementsthisis approximately2 timesfasterthanplain

matrix multiplication.

With runtimecodegenerationthereis a further possibility, especiallyinterestingif A-B mustbe com-
putedfor mary differentA’s andafixed sparsamatrix B. Namely split step(2) above into: (2a)for every |,
generatecodeto computeR;j for fixed j, andthen(2b) usethatcodeto computeR;; for everyi. Still using
100x 100 matriceswith 5 percentnon-zeroelementsthis canbe a further4 to 10 timesfasterthansparse
matrix multiplication,or 8 to 20timesfasterthanplain matrix multiplication.

5.1 Matrix multiplication and sparsematrix multiplication

Plainmatrix multiplicationR = A- B, assuminghatthe matricesarenon-emptyectangulaarraysof appro-
priatesizes,canbeimplementedasfollows:

final int aCols = A[0].length, rRows = R length, rCols = R0].!|ength;
for (int i=0; i<rRows; i++)
for (int j=0; j<rCols; j++) {
doubl e sum = 0.0;
for (int k=0; k<aCols; k++)
sum += A[i J[K] * BIK][j];
\ RET[]] = sum

Sparsenatrixmultiplicationcanbeimplementedsshavn belov. We assuméhattheSpar seMat ri x object
computedor B hasa methodget Col (j) thatreturnsalist of the non-zeroelementof the j’th columnof
thematrix. Eachnon-zercelementnz is representetdy its row nz. k andits valuenz. BKj .

SparseMatri x sparseB = new SparseMatrix(B);
final int rRows = Rlength, rCols = R 0].length;
for (int i=0; i<rRows; i++) {
final double[] Al = Ali];
final double[]] R = Ri];
for (int j=0; j<rCols; j++) {
doubl e sum = 0.0;
Iterator iter = sparseB.getCol (j).iterator();
while (iter.hasNext()) {
final NonZero nz = (NonZero)iter.next();
sum += Ai[nz.k] * nz.Bkj;
}
Ri[j] = sum
}
}

Notethatmultiplicationhappensn two stagesassuggestedbove: (1) first computethespar seB represen-
tationof B, then(2) multiply thatwith the non-sparseepresentationf A.
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5.2 Generating a sparsemultiplication routine

We now furthersplit thesecondstageinto two. In stage(2a)we generateodefor the secondstage special-
izedwith respecto spar seB, unrollthef or | -loopandthewhi | e-loop,butkeepthef or i -loop. Unrolling
thefor i-loopwould make only a few moreoperationsstatic,andwould make the generateccodemuch
larger.

Thebytecodeggeneratior(stage2a) canbeimplementedik e this,assuminghatspar seB is given:

Label |oop = new Label (jvng);
[ oop. define(jvmg); Il do {
jvng. enitLoad(varA);
jvng. enitlLoad(vari);
jvng. emtArrayLoad(d
jvrg. em t Store(varAi
jvng. emtlLoad(varR);
jvng. emtLoad(vari);
jvng. em t ArrayLoad(doubl elD type);
jvng.enmtStore(varRi); II' R =Ri]
for (int j=0; j<B.cols; j++) {
jvmg. enmitLoad(varRi); /1 Load Ri
jvng. emitPushint(j);
j vig. eni t PushDoubl e( 0. 0) ; /1 sum= 0.0
Iterator iter = B.getCol (j).iterator();
while (iter.hasNext()) {
final NonZero nz = (NonZero)iter.next();
j vig. enmi t PushDoubl e(nz. BKj ) ; /1 load B[k][j]
jvng. enitLoad(varAi); /1 load Ali]
jvng. enit Pushint (nz. k) ;

oubl elD type);
) I A= Ai]

jvng. emit ArrayLoad( Type. doubl e_t ype); Il load Ali][k]
jvng. eni t Ml (); Il prod = Ali][k]*B[K][]]
jvrg.emtAdd(’ D ); [l sum += prod
}
jvng. enmit ArrayStore(Type. doubl e_type); Il Ril[j] = sum
}

jvng. emtLoad(vari);

jvrg. em t Pushint (1);

jvng.em tAdd('1");

jvng.emtStore(vari); I i++

jvng. enitlLoad(vari);

j vng. eni t Pushl nt (aRows) ;

jvrg. emt Gotol fLt(1oop); I} while (i<aRows);
jvng.emtReturn();

Above we assumeéhatthe generatedodes parameteré\ andR areheldin generation-timezariablesvar A
andvar R, andsimilarly for thegenerated¢odes variablesAi , Ri , andi .

Thei -loopis expressedisado- whi | e loop in thegeneratedode. The generatedioop beginswith the
labell oop, andendswith the conditionaljump instructiongeneratedby eni t Got ol f Lt (| oop) . Theuseof
ado- whi | e loopis consistentvith theassumptiorthatthe matricesarenon-empty

After the codehasbeengeneratedywe useit in stage(2b) to computeall cells of theresultingmatrix R.
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5.3 Experimental results

We have implementedthis ideain Jasa usingthe gnu. byt ecode [5] bytecodegenerationpackage;see
Section2.4. Runtimegenerationof a sparsematrix multiplication routine specializedfor B canproduce
codethatis 4 to 10 timesfasterthana generakparsanatrix multiplicationroutine,and8 to 20 timesfaster
thanplain matrix multiplication.

Theseruntimefiguresarefor the SunHotSpotClient VM. The SunHotSpotSener VM is fasterfor
bytecodecompiledfrom Java code,but (in this case)slower for bytecodegeneratedt runtime. It is unclear
why 1000 matrix multiplicationstake more than 15 times as long as 100 matrix multiplicationsin Sun
HotSpotSener VM. The IBM JVM is even more variable,in that runtime codegenerationgives a net
slowdown of 25 percentwhenperforming100 matrix multiplications,but a speed-ugby afactorof 6 when
performingl000matrix multiplications.This maybedueto dynamicoptimizationgperformedonfrequently

executedcode.SeeFigures.

100matrix multiplications 1000matrix multiplications
SunHotSpot  IBM MS Sun HotSpot IBM MS
Client Sernver JVM CLR | Client Sewer JVM CLR

Plain 2749 2302 1.067 1.432| 27.489 21.890 10.535 14.230
Sparse 1.118 0.820 0.904 1.191| 10.660 5.548 7.405 11.567
Sparse,2-phase| 0.993 0.458 0.684 0.931| 9.814 4.438 6.737 9.263
Sparse,rtcg 0.222 0.467 1.341 0.300| 0.920 6.995 1.482 0.691

Figure5: Timein secondgor multiplicationsof 100x 100sparsg5 percentymatrices.

The expectednumberof instructionsin the specializedmultiplication methodfor 100x 100 sparsg5
percent)matricesis 100-5- 15 bytes,thatis, 37.5KB. This seemdo translateinto 60 KB of generated
assemblycodeandotheroverheadvhencompiledby thejust-in-timecompilerin SunHotSpotClient VM,
and 70 KB in MS CLR; but in generalwe have no accurateway to estimatethis number. The time to
generatea specializedsparsemultiplication methodis roughly 15 ms with SunHotSpotClient VM, and
roughly 260 ms with MS CLR. For SunHotSpotClient VM, runtimecodegeneratiompaysoff afteronly
two usesof thegeneratedunction,whereast0 usesarerequiredonthe MS CLR platform.
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6 Conclusion

We have demonstratethatruntimecodegenerations well supportedy modernexecutionplatformssuch
asSun's HotSpotJVM, IBM’ s JVM, andMicrosoft's CommonLanguageRuntime. This is due primarily
to:

o thesimplicity of generatingstack-orienteghortablebytecode,
e thesupportfrom bytecodeverifiers,and
¢ highly optimizingjust-in-timenative codegenerators.

Togetherthesefeatureanalke portableruntimecodegeneratiorfairly easyandsafe,andthe generateadode
efficient. We demonstratethis usingseveralsmallexamples andtwo slightly largerones.

We have found the Microsoft CLR runtime codegeneratiorfacilities to be well-documentecndwell
integratedwith thereflectionfacilities.

For the Java Virtual Machineoneneedgo usethird-partycodegeneratiodibraries. Thegnu. byt ecode
runtime codegeneratiorfacilities areratherpoorly documentedbut they arewell-designedandtherefore
fairly easyto use.The BCEL runtimecodegeneratiorfacilitiesarefairly well-documentedput offers mary
waysto dothe samething, andmaybe someavhatbewildering for this reason.

First, we have shavn how to implementdelggates(as known from C#) in Java using runtime code
generation.Using delegatesone canavoid someof the inefficiency usuallyincurredby reflectve method
calls. Thisworksbetterwith the SunHotSpotClient VM thanwith theIBM JVM.

Secondly we have shavn that the AdvancedEncryptionStandardAES, Rijndael) algorithm canbe
implementedefficiently in C# usingruntimecodegenerationreachingspeedotherwisenot possibleonthe
managedCommonLanguageRuntimeplatform.

Third, we have shavn that runtime code generationcan be profitably applied also to sparsematrix
multiplication,atleastwhenthe matricesarelarge enoughandsparsesnough.

The executionplatforms (Sun HotSpot Client JVM, Sun HotSpotSener JVM, IBM JVM, and Mi-
crosoft's CLR) displayquite diverging executionspeeddor differenttypesof programs.For instancethe
IBM JVM executeshytecodecompiledfrom Java programfasterthanSunHotSpotClient VM does,but is
considerablyslover whenexecutingreflective methodcalls andwhenexecutingdelggatesasimplemented
in Section3. The SunHotSpotSener VM appeato represenamiddle point betweerthese.The Microsoft
CLRiscomparabl¢o IBM JVM whenexecutingbytecodecompiledfrom Jasa, andexecutesodegenerated
atruntimevery fast,too.

In general the executiontimes of JIT-compiledcodeare subjectto considerablevariations,probably
becaus®f the dynamicandsomeavhatheuristicnatureof the optimizationsperformedby the JIT-compiler
Often, the executiontimes exhibit strangebut reproduciblevariationsbetweernvery similar bytecodepro-
grams.

Moreover, the hardwareplatform(e.g.Intel Pentium3 versusAMD Athlon) affectscodespeedn non-
obviousways. In particulay the speed-ugactorobtainedby runtimecodegeneratiorcanbe very different
onthetwo architectures.

We have focusedmainly on technologicalaspectof runtime codegeneration.To make runtime code
generatiommorepracticalandsafer researcttouldfocuson theseaspects:

e Languagemechanismghat permit the programmeito work at the Java or C# level insteadof the
bytecodelevel. Previous work in this directionis representedby Tick C [19], and MetaML [33]
MetaOCami[10]. The DynJava implementatior[31], andCisterninoandKennedys C# toolkit [11]
seemo betheonly attemptdn this directionfor JavaandC#.
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e A codegenerationframenork or type systemthat could guaranteeat Java or C# compiletimethat
the generatedytecodewill passthe verifier. Althoughthe JVM or CLR verifier will catchall code
errors,it is far betterto have a staticguaranteg¢hat the generatecodewill be verifiable. Previous
relevantwork includesthat by Davies and Pfenning[17], andthe type systemsf MetaOCami[10]
andDynJava[31].

Acknowledgements: Martin Elsmansuggestedooking at encryptionalgorithmsfor a casestudy and
providedcomment®nadraft. Thanksalsoto KaspedsterbyeKenFriis LarsenandNiels JagenKokholm
for pointersandsuggestions.
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