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Abstract Modernbytecodeexecutionenvironmentswith optimizingjust-in-timecompilers,suchasSun’s
HotspotJava Virtual Machine,IBM’ s Java Virtual Machine,andMicrosoft’sCommonLanguageRuntime,
provide aninfrastructurefor generatingfastcodeat runtime.Suchruntimecodegenerationcanbeusedfor
efficient implementationof parametrizedalgorithms.Moregenerally, with runtimecodegenerationonecan
introducean additionalbinding-timewithout performanceloss. This permitsimproved performanceand
improvedstaticcorrectnessguarantees.

We report on several experimentswith runtime codegenerationon modernexecutionplatforms. In
particular, we show how to introduceC#-styledelegatesin Java usingruntimecodegeneration,to avoid
mostof theoverheadof wrappingandunwrappingmethodargumentsandmethodresultsusuallyincurred
by reflectivemethodcalls.Furthermore,we give a high-speedimplementationof theAdvancedEncryption
Standard(AES,alsoknown asRijndael)in C# usingruntimecodegeneration.Finally, we experimentwith
sparsematrixmultiplicationusingruntimecodegenerationonbothplatforms.

1 Intr oduction

Runtimecodegenerationhasbeena researchtopic for many years,but its practicalusehasbeensomewhat
limited. Traditionally, runtimecodegenerationtoolshavebeenboundnotonly to aparticularlanguage,but
alsoto a particularplatform. For instance,runtimecodegenerationfor C musttake into accountthe ma-
chinearchitecture,operatingsystemconventions,andcompiler-specificissuessuchascalling conventions.
Abstractingaway from thesedetailsoftenresultsin sub-optimalcode.

To avoid this platformdependence,runtimecodegenerationhasoftenbeendonein bytecodeexecution
systems,but thenthe generatedcodewill not be executedat native speed.This makesit muchharderto
achieveworthwhilespeed-ups.

New bytecode-basedexecutionplatformssuchasthe Java Virtual MachineandMicrosoft’s Common
LanguageRuntime(CLR) containjust-in-timecompilersthatgeneratewell-optimizednativemachinecode
from thebytecodeat runtime. Thus,theseplatformscombinetheadvantagesof bytecodegeneration(ease
of codegeneration,portability) with nativecodegeneration(speedof thegeneratedcode).

Moreover, bothplatformsincorporatea bytecodeverifier thatdetectstypeerrorsandotherflaws before
executingthe bytecode.While the resultingerror messagesarenot particularlydetailed(‘Operationmay
corruptthe runtime’) they aremoreusefulthana programcrashthathappensbillions of instructionsafter
theruntimewascorruptedby flawedcodegeneratedat runtime.
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1.1 The Java Virtual Machine (JVM)

The Java Virtual Machine(JVM) is a specificationof a stack-basedobject-orientedbytecodelanguage.
ImplementationssuchasSunMicrosystem’s HotspotJava Virtual Machine1 [6, 29] andIBM’ s J2REJava
Virtual Machine2 [13] executeJVM bytecodeby a mixtureof interpretation,just-in-time(JIT) generation
of native machinecode,andadaptive optimizations.Therearetwo versionsof theSunHotspotJVM, the
ClientVM, whichgeneratesreasonablecodefast,andtheServerVM, whichgeneratesmoreoptimizedcode
moreslowly by performingdeadcodeelimination,arrayboundscheckelimination,andsoon.

The Java classlibrary doesnot provide facilities for runtimecodegeneration,but several third-party
packagesexist, for instanceBytecodeEngineeringLibrary BCEL [1] andgnu.bytecode [5].

Ourexperimentssuggestthatbytecodegeneratedat runtimeis usuallycompiledto machinecodethatis
just asefficient asbytecodecompiledfrom Java sourcecode. Soa priori thereis no performancepenalty
for generatingbytecodeat runtimeinsteadof compiletime(from Java sourcecode).For instance,consider
asimpleloopsuchasthis:

do {
n--;

} while (n != 0);

ThecorrespondingJVM bytecodemaybe:

0: iinc 0 -1 // Decrement local variable number 0 (n) by 1
iload_0 // Load local variable number 0 (n)
ifne 0 // Go to instruction 0 if variable was non-zero

Thesameloop canbeexpressedlike this, usinggeneralbytecodeinstructionsfor subtraction,duplication,
andcomparison:

0: iload_0 // Load local variable number 0 (n)
iconst_1 // Push constant 1
isub // Subtract
dup // Duplicate result
istore_0 // Store in local variable number 0 (n)
iconst_0 // Push constant 0
if_icmpgt 0 // Go to instruction 0 if n > 0

Althoughthelattercodesequenceis twiceaslong, thejust-in-timecompilergeneratesequallyfastmachine
code,andthiscodeis justasfastascodecompiledfrom theJava loopshown above.

Sun’sHotspotClient VM performsapproximately240million iterationspersecond,andtheIBM JVM
performsmorethan400million iterationspersecond.In bothcasesthis is justasfastasbytecodecompiled
from Java source,andin caseof the IBM JVM, asfastasoptimizedcodecompiledfrom C; seeFigure1.
Thisshowsthatbytecodegeneratedat runtimecarriesnoinherentspeedpenaltycomparedto codecompiled
from Javaprograms.TheSunHotspotServerVM optimizesmoreaggressively, andremovestheentireloop
becauseit is deadcode.

On thesameplatform,straightlineJVM bytecodecanbegeneratedat a rateof about200,000bytecode
instructionsper secondwith SunHotSpotClient VM and180,000bytecodeinstructionsper secondwith
the IBM JVM, usingthegnu.bytecode package[5]; the BCEL package[1] is only half asfast. Thecode
generationtime includesthetime takenby thejust-in-timecompilerto generatemachinecode.

1We useSunHotSpotClient VM andServerVM 1.4.0underLinux on an850MHz Mobile Pentium3.
2We useIBM J2REJVM 1.3.1underLinux onan850MHz Mobile Pentium3.
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SunHotSpot IBM MS C
Client Server JVM CLR gcc-O2

Compiled loop (million iter/sec) 243 ∞ 421 408 422
Generatedloop (million iter/sec) 243 ∞ 421 408 N/A
Codegeneration(thousandinstr/sec) 200 142 180 100 N/A

Figure1: Codespeedfor simpleloop,andcodegenerationspeed.

In the Java Virtual Machine,the sizeof a methodbody is limited to 65535bytesof bytecode. It is
usuallypointlessto generatemethodslargerthanthatat runtime,but this limitation sometimescomplicates
experiments.

The SunHotSpotJVM andthe IBM JVM areavailablefor free for the operatingsystemsLinux, Mi-
crosoftWindows, Solaris,HP-UX, Apple MacOSX, IBM AIX, andIBM OS/390,andfor a rangeof pro-
cessortypes.

Otherimplementationsof theJVM with just-in-timecompilationareavailable,but we have not tested
their suitability for runtimecodegeneration.

SomenotableJVM implementationssuitablefor experimentationareIBM’ sJikesResearchVirtual Ma-
chine(RVM, formerly Jalapeño)in which a rangeof dynamicoptimizationsmaybeturnedon or off [14],
andIntel’sOpenPlatformRuntime[4].

1.2 The Micr osoft Common LanguageRuntime (CLR)

Anothermajorbytecodeexecutionplatformis Microsoft’s CommonLanguageRuntime(CLR), partof the
so-called.Net platform. Like theJava Virtual Machineit usesa stack-basedobject-orientedbytecode,and
nativelysupportsruntimecodegenerationusingthe.NetFrameworkclassesin namespaceSystem.Reflect.Emit.

ExperimentsconfirmthatCLR bytecodegeneratedatruntimeis nolessefficientthanbytecodecompiled
from C#. UnderMicrosoft’sCLR3, bytecodegeneratedatruntimeperformsmorethan400million iterations
per secondin the simple do-while loop shown in the precedingsection,which is just as fast as code
compiledfrom C#. TheMicrosoft CLR just-in-timecompilerappearsto generatecodethat is comparable
in speedto that of the IBM JVM andsomewhat fasterthanSunHotSpotClient VM; seeFigure1. The
experimentreportedin Section4 showsthatthisexpectationscalesto morerealisticprogramsalso.Probably
we underestimatetherealof MS CLR performanceslightly, becausewe run MS Windows underVmWare,
noton thebaremachine.

TheMicrosoft CLR seemsmoresensitive thantheJVMs to theactualchoiceof bytecodeinstructions.
For instance,loop bytecodethatinvolvesdup operationson theevaluationstackperformsonly 250million
iterationsper second,37 percentless than the first bytecodesequenceshown in the precedingsection.
Multiple load instructionsareclearly preferableto a load followed by a dup. Moreover, the speedshows
large but reproduciblevariationsdependingon what other codecan actually be executed(later) by the
program.

StraightlineCLR bytecodecanbegeneratedatarateof about100,000bytecodeinstructionspersecond,
includingthetimeusedby thejust-in-timecompilerto generatex86instructionsfrom thebytecode.Mostof
thecodegenerationtime (around95 percent)is spentin thejust-in-timecompiler, but theexactproportion
probablydependson thecompositionof thecode.

Sofar, CLR runtimecodegenerationfacilitiesareavailableonly from Microsoft andfor MS Windows
andFreeBSD,but astheMonoproject[3] develops,they will becomeavailablefor a rangeof platforms.

3We useMicrosoft CLR version1.0 SP2underWindows 2000 underVmWare 3.0 underLinux with an 850 MHz Mobile
Pentium3.
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1.3 Relatedwork

Runtimecodegenerationhasbeenusedfor many yearsin theLisp, Scheme,andSmalltalkcommunities.
The backquoteandcommanotationof Lisp andSchemeoriginatesfrom MIT Lisp MachineLisp (1978),
andmay be inspiredby W.v.O. Quine’s quasiquotation(1960). Backquoteandcommaareclassicaltools
for codegeneration,which togetherwith aneval or compile functionprovidesa meansfor runtimecode
generation.

A numberof technicalreportsby Keppel,EggersandHenryarguedtheutility of runtimecodegeneration
also in otherprogramminglanguages[25, 26]. Later work in the samegroupled to the DyC systemfor
runtimecodegenerationin C [8, 22].

Englerandothers[18] developedvery fasttoolsfor runtimecodegenerationin C. An untypedtwo-level
language‘C (tick-C) wasbasedon theVcodelibrary [19]. NeitherVcodenor ‘C is maintainedany longer
(2002). The Gnu Lightning library [2] may be considereda replacementfor Vcode; it currentlysupports
portableruntimecodegenerationin C for theIntel x86,SunSparc,andPowerPCprocessorarchitectures.

LeoneandLeedevelopedFabius,a systemfor runtimecodegenerationin StandardML, implemented
in theSML/NJsystem[27]. It is no longermaintained.

The Tempospecializerfrom Consel’s group is a partial evaluatorfor C that cangeneratespecialized
programsat runtime,generatingmachinecodeusingso-calledcodetemplates[12].

Bytecodegenerationtoolsfor Java includegnu.bytecode [5], developedfor theKawa implementation
of Scheme,andtheBytecodeEngineeringLibrary (BCEL) [1], formerly calledJavaClass,which is usedin
severalprojects.

Oiwa, MasuharaandYonezawa [31] presenta Java-basedtypedtwo-level languagefor expressingdy-
namiccodegenerationin Java,ratherthanusingJVM bytecode.Thecodegenerationspeedandtheruntime
resultsreportedin thatpaperarehowever somewhatdisappointing.

TheMicrosoft .Net Framework Library usesruntimecodegeneration,for instancein the implementa-
tion of regular expressionsin namespaceSystem.Text.RegularExpressions. The sourcecodeof this
implementationis availableaspartof thesharedsourceimplementationof theCLR (alsoknown asRotor).

CisterninoandKennedydevelopeda library for C# that considerablysimplifiesruntimegenerationof
CIL code[11]. It usesC# customattributesandrequiresamodificationof theCLR.

At leasttwo librariesfor runtimebytecodegenerationin Camlbytecodeexist, namelyRhiger’sbytecode
combinators[32], and Lomov and Moskal’s DynamicCaml [28]. Dynamic Caml permitsruntime code
generatingprogramsto bewritten usinga two-level sourcelanguagesyntax,soonedoesnot have to work
at thebytecodelevel.

MetaML [33] andMetaOCaml[10] aretypedmulti-level languagesbasedonStandardML andOCaml.
Thefirst typesystemfor amulti-stagelanguagewasthetwo-level lambdacalculusproposedby Nielson

[30]. DaviesandPfenninggeneralizedNielson’stypesystem,relatingit to themodallogic S4.An extension
of this typesystemwasusedby Wickline, LeeandPfenningin a typedmulti-stageversionof ML [34].

Runtimecodegenerationis relatedto generativeprogramming[15], stagedcomputation[24] andpartial
evaluation[23]. Just-in-timecompilationanddynamiccompilation(asin theSunHotSpotJVMs andMi-
crosoft’sCLR) arethemselvesinstancesof runtimecodegeneration.Machinecodeis generatedjust before
it is to beexecuted,usuallyfrom a higher-level bytecodelanguage,andpossiblytaking into accountinfor-
mationavailableonly at runtime,suchasmethodcall patterns,theactualCPUtype(AMD Athlon or Intel
Pentium2, 3 or 4), andsoon.

Theimplementationof delegatesfor efficientreflectivemethodcallsin Javashown in Section3 is related
to Breuel’swork on implementingdynamiclanguagefeaturesin Java [9]. Thatpaperhintsat thepossibility
of creatingdelegatesin analogyto otherconstructionsin thepaper. However, theDynamictoolkit described
in Breuel’spaperdoesnotappearto beavailable.
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2 Examplesof runtime codegeneration

This sectionshows a few examplesof runtimecodegenerationfor Microsoft’sCLR usingC#.

2.1 Evaluation of polynomials

Considertheevaluationof apolynomialp
�
x� for many differentvaluesof x. Thepolynomialp

�
x� of degree

n in onevariablex andwith coefficentarraycs��� is definedasfollows:

p
�
x��� cs� 0��� cs� 1�
	 x � cs� 2�
	 x2 ��	�	
	
� cs� n�
	 xn

Accordingto Horner’s rule, this formulais equivalentto:

p
�
x��� cs� 0��� x 	 � cs� 1��� x 	 ���
����� x 	 � cs� n��� x 	 0�
� �
��� ���

Thereforep
�
x � canbe computedby this for-loop, which evaluatesthe above expressioninside-outand

storestheresultin variableres,

double res = 0.0;
for (int i=cs.Length-1; i>=0; i--)
res = res * x + cs[i];

return res;

If we needto evaluatea polynomialwith fixedcoefficentscs��� for a largenumberof differentvaluesof x,
thenit maybeworthwhile to unroll this loop to a sequenceof assignments,wherecs_i is thecontentsof
arraycell cs� i � :

double res = 0.0;
res = res * x + cs_n;
...
res = res * x + cs_1;
res = res * x + cs_0;
return res;

Thesesourcestatementscouldbeimplementedby stack-orientedbytecodesuchasthis:

Ldc_R8 0.0 // push res = 0.0 on stack
Ldarg_1 // load x
Mul // compute res * x
Ldc_R8 cs_n // load cs[n]
Add // compute res * x + cs[n]
...
Ldarg_1 // load x
Mul // compute res * x
Ldc_R8 cs_0 // load cs[0]
Add // compute res * x + cs[0]
Return // return res

Thisbytecodecanbegeneratedat runtimeusingclassesfrom thenamespaceSystem.Reflection.Emit in
theCLR Framework, asfollows:
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ilg.Emit(OpCodes.Ldc_R8, 0.0); // push res = 0.0 on stack
for (int i=cs.Length-1; i>=0; i--) {
ilg.Emit(OpCodes.Ldarg_1); // load x
ilg.Emit(OpCodes.Mul); // compute res * x
ilg.Emit(OpCodes.Ldc_R8, cs[i]); // load cs[i]
ilg.Emit(OpCodes.Add); // compute res * x + cs[i]

}
ilg.Emit(OpCodes.Ret); // return res;

The ilg variableholdsa bytecode(IntermediateLanguage)generator, representinga methodbody to be
generated.Executingilg.Emit(...) appendsabytecodeinstructionto theinstructionstream.TheLdc_R8
instructionloadsafloating-pointconstantontotheevaluationstack.TheLdarg_1 instructionloadsmethod
parameternumber1, assumedto hold x, onto the stack. The Mul instructionmultiplies the two top-most
stackelements,andtheAdd instructionaddsthetwo top-moststackelements,leaving theresulton thestack
top.

The generatedcodewill bea linear sequenceof instructionsfor pushinga constantor variable,or for
multiplying or addingstackelements;it containsno loops,tests,or arrayaccesses.All loop testsandarray
accessesareperformedat codegenerationtime.

As a further optimization,whena coefficient cs� i � is zero,pushingandaddingit hasno effect andno
codeneedsto begeneratedfor it. Thecodegeneratoris easilymodifiedto performthisoptimization:

ilg.Emit(OpCodes.Ldc_R8, 0.0); // push res = 0.0 on stack
for (int i=cs.Length-1; i>=0; i--) {
ilg.Emit(OpCodes.Ldarg_1); // load x
ilg.Emit(OpCodes.Mul); // compute res * x
if (cs[i] != 0.0) {

ilg.Emit(OpCodes.Ldc_R8, cs[i]); // load cs[i]
ilg.Emit(OpCodes.Add); // compute x * res + cs[i]

}
}
ilg.Emit(OpCodes.Ret); // return res;

Runtimecodegenerationis interestingin thepolynomialexamplebecausetherearetwo binding-timesin
the input data.Thecoefficient arraycs��� is availableearly, whereasthevalueof thevariablex is available
only later.

Anotherway of sayingthis is that cs��� remainsfixed over a large numberof differentvaluesof x, so
specializationof the generalloop codewith respectto cs��� is worthwhile. This permitsstaging: In stage
one,thecoefficient arraycs is available,andall computationsdependingonly thatarrayareperformed.In
stagetwo, thecomputationsdependingalsoonx areperformed.

Stagingby runtimecodegenerationgivesa speed-upover thestraightforward implementationalready
for polynomialsof degreen higherthan4,andespeciallyif somecoefficientscs� i � arezero.Speed-upfactors
of 2 to 4 appearto betypical.
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2.2 The power function

For anotherexample,considercomputingxn, that is, x raisedto the n’ th power, for integersn � 0 and
arbitraryx. This exampleis a classicin thepartialevaluationliterature.TheC# or Java functionPower(n,
x) below computesxn:

public static int Power(int n, int x) {
int p;
p = 1;
while (n > 0) {
if (n % 2 == 0)
{ x = x * x; n = n / 2; }

else
{ p = p * x; n = n - 1; }

}
return p;

}

Thefunctionrelieson theseequivalences,for n even(n � 2m) andn odd(n � 2m � 1):

x2m � �
x2 � m

x2m� 1 � x2m 	 x
Notethatthewhile- andif-conditionsin Power dependonly on n, sofor a givenvalueof n onecanunroll
the while-loop andeliminatethe if-statement.Thusif we have a fixed valueof n andneedto compute
xn for many differentvaluesof x, we cangeneratea specializedfunctionpower_n(x) that takesonly one
parameterx andavoidsall thetestsandcomputationsonn.

Thefollowing C#methodPowerGen takesn asargumentandgeneratesthebodyof apower_n instance
method,usinga bytecodegeneratorilg for themethodbeinggenerated.ThePowerGen methodperforms
thecomputationsthatdependonly onn, andgeneratescodethatwill laterperformthecomputationsinvolv-
ing x andp:

public static void PowerGen(ILGenerator ilg, int n) {
ilg.DeclareLocal(typeof(int)); // declare p as local_0
ilg.Emit(OpCodes.Ldc_I4_1);
ilg.Emit(OpCodes.Stloc_0); // p = 1;
while (n > 0) {
if (n % 2 == 0) {
ilg.Emit(OpCodes.Ldarg_1); // x is arg_1
ilg.Emit(OpCodes.Ldarg_1);
ilg.Emit(OpCodes.Mul);
ilg.Emit(OpCodes.Starg_S, 1); // x = x * x
n = n / 2;

} else {
ilg.Emit(OpCodes.Ldloc_0);
ilg.Emit(OpCodes.Ldarg_1);
ilg.Emit(OpCodes.Mul);
ilg.Emit(OpCodes.Stloc_0); // p = p * x;
n = n - 1;

}
}
ilg.Emit(OpCodes.Ldloc_0);
ilg.Emit(OpCodes.Ret); // return p;

}
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Notethatthestructureof PowerGen is very similar to thatof Power. Themaindifferenceis thatoperations
thatdependonthelateor dynamicargumentx havebeenreplacedby actionsthatgeneratebytecode,whereas
operationsthatdependonly on theearly or staticargumentn areexecutedasbefore. Roughly, PowerGen
could be obtainedfrom Power just by keepingall codethat can be executedusing only early or static
information(variablen), andreplacingtheremainingcodeby bytecode-generatinginstructions.

A methodsuchasPowerGen is calledthe generating extensionof Power. Given a valuefor Power’s
staticargumentn, it generatesaversionof Power specializedfor thatvalue.

For n � 16, the specializedmethodgeneratedby PowerGen is considerablyfasterthan the general
methodPower; seeFigure 2. The fastestway to call the generatedspecializedmethodis to usean in-
terfacecall; a reflectivecall is veryslow, on theotherhand.Thesamepatternis seenin Java. Delegatecalls
(in C#) aretwiceasslow asinterfacecalls,apparently.

In a Java implementationof this example,calling the specializedmethodcanbe 4 times fasterthan
calling the generalmethodwhen using the Sun HotSpotClient VM, approximately8 times fasterwhen
usingtheSunHotSpotServer VM, andfully 22 timesfasterwith the IBM JVM. This very high speed-up
factor is probablyachieved by inlining the specializedmethodcodeduring machinecodegeneration,so
similar speed-upscannotbeexpectedwhenlargeror morecomplex codeis generated.

SunHotSpot IBM MS
Client Server JVM CLR

Reflectivecall to specialized(n � 16) 8.225 2.041 24.235 26.879
Interface call to specialized(n � 16) 1.334 0.094 0.026 0.260
Delegatecall to specialized(n � 16) N/A N/A N/A 0.541
Static call to generalmethod 5.369 0.759 0.711 0.711
Interface call to generalmethod 5.677 0.830 0.571 0.741
Delegatecall to generalmethod N/A N/A N/A 1.062

Figure2: Time in secondsfor 10million callsto specializedandgeneralpowermethods.

2.3 Practical CLR bytecodegeneration

In theexamplesabove we have focusedon generatingthebytecodefor a methodbody. Herewe seehow to
setup thecontext for thatbytecode,andhow to executeit. Thegoalis to generatesomemethodMyMethod
in someclassMyClass, asif declaredby

class MyClass : IMyInterface {
public MyClass() : base() { }

public double MyMethod(double x) {
... method body generated using ilg.Emit(...) ...

}
...

}

Themethod’s bodyconsistsof thebytecodegeneratedusingilg. To beableto call thegeneratedmethod
MyMethod efficiently, MyClass mustimplementaninterfaceIMyInterface thatdescribesthemethod.The
ideais thatwecancreateaninstanceof theclass,castit to theinterface,andthencall themethodMyMethod
on thatinstance.For this to work, theinterfacemustdescribethegeneratedmethod:
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interface IMyInterface {
double MyMethod(double x);

}

Moreover, theclassmusthaveaconstructorMyClass() asshown above,sothatonecancreateinstancesof
theclass.Theconstructor’sonly actionis to call thesuperclassconstructor.

In the CLR, a classmustbelongto somemodule,anda modulemustbelongto an assembly. Hence
beforeonecangenerateany code,oneneedsan AssemblyBuilder, a ModuleBuilder, a TypeBuilder
(for theclass),anda MethodBuilder, asoutlinedbelow. TheILGenerator ilg is thenobtainedfrom the
MethodBuilder, with thepurposeof generatingthemethod’sbody:

AssemblyName assemblyName = new AssemblyName();
AssemblyBuilder assemblyBuilder = ... assemblyName ...
ModuleBuilder moduleBuilder = assemblyBuilder.DefineDynamicModule(...);
TypeBuilder typeBuilder = moduleBuilder.DefineType("MyClass", ...);
... (1) generate a constructor in class MyClass ...
MethodBuilder methodBuilder = typeBuilder.DefineMethod("MyMethod", ...);
ILGenerator ilg = methodBuilder.GetILGenerator();
... (2) use ilg to generate the body of method MyClass.MyMethod ...

Theclassmusthave a constructorsothatwe canmake aninstanceof it. An argumentlessconstructorthat
simply callsthesuperclass(Object) constructorcanbebuilt usingthisboilerplatecode:

ConstructorBuilder constructorBuilder =
typeBuilder.DefineConstructor(MethodAttributes.Public,

CallingConventions.HasThis,
new Type[] { });

ILGenerator ilg = constructorBuilder.GetILGenerator();
ilg.Emit(OpCodes.Ldarg_0); // push the current object, ‘this’
ilg.Emit(OpCodes.Call, typeof(Object).GetConstructor(new Type[] {}));
ilg.Emit(OpCodes.Ret);

After themethodbodyhasbeengenerated,theclassmustbecreatedby acall to methodCreateType:

Type ty = typeBuilder.CreateType();

Theobjectboundto ty representsthenewly built classMyClass, containingtheinstancemethodMyMethod.
To call themethod,createan instanceobj of theclass,castit to the interfaceIMyInterface, andcall the
methodin thatobject.To createaninstanceof theclasswe obtaintheclass’s argumentlessconstructorand
call it usingthereflectionfacilitiesof CLR:

Object obj = ty.GetConstructor(new Type[] {}).Invoke(new Object[] { });
IMyInterface myMethod = (IMyInterface)obj;
double res = myMethod.MyMethod(3.14);

The interfacemethodcall is fastbecauseno argumentwrappingor resultunwrappingis needed:theargu-
ment3.14is passedstraightto thegeneratedbytecode.

Alternatively, onecanusethe CLR reflectionfacilities to get a handlem to the generatedmethodby
evaluatingtheexpressionty.GetMethod("MyMethod"). Using thehandle,onecanthencall themethod,
passingargumentsin anobjectarray, andgettingtheresultsasanobject:
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MethodInfo m = ty.GetMethod("MyMethod");
double res = (double)m.Invoke(null, new object[] { 3.14 });

However, reflective calls to a methodhandleareinefficient becauseof the needto wrap the method’s ar-
gumentsas an object array, and similarly unwrapthe methodresult. This wrappingand unwrappingis
syntacticallyimplicit in C#,but takestime andspaceevenso.

A third way to call the generatedmethodis to turn it into a so-calleddelegate(a typedfunction ref-
erence);this avoids theargumentwrappingandresultunwrappingbut still turnsout to beslower thanthe
interfacemethodcall. A delegatesuchasmyMethod canbecalleddirectlywithoutany wrappingor unwrap-
pingof values:

D2D myMethod = (D2D)Delegate.CreateDelegate(typeof(D2D),
obj,
ty.GetMethod("MyMethod"));

double res = myMethod(3.14);

TheexampleaboveassumesthatthedelegatetypeD2D describesa functionthattakesadouble argumentx
andreturnsadouble result.ThedelegatetypeD2D maybedeclaredasfollows in C#:

public delegate double D2D(double x);

Otherdelegate(function)typesmaybedescribedsimilarly.

2.4 Practical Java bytecodegenerationwith gnu.bytecode

Hereweshow thenecessarysetupfor generatingaJavaclassMyClass containingamethodMyMethod, using
thegnu.bytecode package[5]. An objectco representinga namedclassmustbe created,with specified
superclassand accessmodifiers. As in Section2.3 it must also be declaredto implementan interface
describingthegeneratedmethod:

ClassType co = new ClassType("MyClass");
co.setSuper("java.lang.Object");
co.setModifiers(Access.PUBLIC);
co.setInterfaces(new ClassType[] { new ClassType("IMyInterface") });
... (1) generate a constructor in class MyClass ...
Method mo = co.addMethod("MyMethod");
mo.setSignature("(D)D");
mo.setModifiers(Access.PUBLIC);
mo.initCode();
CodeAttr jvmg = mo.getCode();
... (2) use jvmg to generate the body of method MyClass.MyMethod ...

An argumentlessconstructoris addedto classMyClass (step1 above) by addinga methodwith the spe-
cial name<init>. The constructorshouldjust call the superclassconstructor, usingan invokespecial
instruction:
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Method initMethod =
co.addMethod("<init>", new Type[] {}, Type.void_type, 0);

initMethod.setModifiers(Access.PUBLIC);
initMethod.initCode();
CodeAttr jvmg = initMethod.getCode();
Scope scope = initMethod.pushScope();
Variable thisVar = scope.addVariable(jvmg, co, "this");
jvmg.emitLoad(thisVar);
jvmg.emitInvokeSpecial(ClassType.make("java.lang.Object")

.getMethod("<init>", new Type[] {}));
initMethod.popScope();
jvmg.emitReturn();

Then a methodrepresentedby methodobjectmo must be addedto the class(step2 above), with given
signatureandaccessmodifiers,andacodegeneratorjvmg is obtainedfor themethodandis usedto generate
themethodbody. An exampleuseof codegeneratorsin gnu.bytecode canbeseenin Section5.2.

Oncetheconstructorandthemethodhave beengenerated,a representationof theclassis written to a
bytearrayandloadedinto theJVM usingaclassloader. Thisproducesaclassreferencety representingthe
new classMyClass:

byte[] classFile = co.writeToArray();
Class ty = new ArrayClassLoader().loadClass("MyClass", classFile);

An instanceobj of theclassis createdandcastto the interfacedescribingthegeneratedmethod,andthen
themethodin theobjectis calledusinganinterfacecall:

Object obj = ty.newInstance();
IMyInterface myMethod = (IMyInterface)obj;
double res = IMyInterface.MyMethod(3.14);

Alternatively, onecanusereflectionon ty to obtainan objectm representingthemethodin theclass,and
thencall thatmethod:

java.lang.reflect.Method m =
ty.getMethod("MyMethod", new Class[] { double.class });

Double ro = (Double)m.invoke(obj, new Object[] { new Double(3.14) });
double res = ro.doubleValue();

As canbeseen,this requireswrappingof argumentsandunwrappingof results,which is costly. Recallthat
in Java,double.class is anobjectthatrepresentstheprimitivetypedouble atruntime.As in C#,reflective
methodcallsareslow becauseof thewrappingandunwrapping,but in Java thereis nobuilt-in way to avoid
them.

2.5 Practical Java bytecodegenerationwith BCEL

TheBytecodeEngineeringLibrary BCEL [1] is anotherthird-partyJava library thatcanbeusedfor runtime
codegeneration.Hereweoutlinethenecessarysetupfor codegenerationwith BCEL.

Onemustcreateaclassgeneratorcg, specifyingsuperclass,accessmodifiersandaconstantpoolcp for
thegeneratedclass,andaninterfacedescribingthegeneratedmethod.Thenonemustgenerateaconstructor
for theclass,andthemethod:
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ClassGen cg = new ClassGen("MyClass", "java.lang.Object",
"<generated>",
Constants.ACC_PUBLIC | Constants.ACC_SUPER,
new String[] { "Int2Int" });

InstructionFactory factory = new InstructionFactory(cg);
ConstantPoolGen cp = cg.getConstantPool();
... (1) generate a constructor in class MyClass ...
InstructionList il = new InstructionList();
MethodGen mg = new MethodGen(Constants.ACC_PUBLIC | Constants.ACC_STATIC,

Type.DOUBLE, new Type[] { Type.DOUBLE },
new String[] { "x" },
"MyMethod",
"MyClass",
il, cp);

... (2) use il to generate the body of method MyClass.MyMethod ...
mg.setMaxStack();
cg.addMethod(mg.getMethod());

An argumentlessconstructoris addedto classMyClass (step1 above) by addinga methodwith thespecial
name<init>. Theconstructorshouldjust call thesuperclassconstructor:

InstructionFactory factory = new InstructionFactory(cg);
InstructionList ilc = new InstructionList();
MethodGen mgc = new MethodGen(Constants.ACC_PUBLIC,

Type.VOID,
new Type[] { }, new String[] { },
"<init>", "MyClass",
ilc, cp);

ilc.append(factory.createLoad(Type.OBJECT, 0));
ilc.append(factory.createInvoke("java.lang.Object", "<init>",

Type.VOID,
new Type[] { },
Constants.INVOKESPECIAL));

ilc.append(new RETURN());
mgc.setMaxStack();
cg.addMethod(mgc.getMethod());

Whenamethodbodyhasbeengenerated(step2 above),wecanwrite a representationclazz of theclassto
a bytearrayandthenloadit into theJVM usinga classloader. This givesa classreferencety representing
thenew classMyClass:

JavaClass clazz = cg.getJavaClass();
byte[] classFile = clazz.getBytes();
Class ty = new ArrayClassLoader().loadClass("MyClass", classFile);

As in Section2.4, an instanceof the classis createdand cast to the interfacedescribingthe generated
method,andthenthemethodin theobjectis calledusinganinterfacecall:

Object obj = ty.newInstance();
IMyInterface myMethod = (IMyInterface)obj;
double res = IMyInterface.MyMethod(3.14);
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3 Efficient reflectivemethodcalls in Java

This sectionshows that runtimecodegenerationcanbeusedto introducetheconceptof a delegate(typed
function reference)in theJava programminglanguage.Delegatesareknown from C# andotherprogram-
ming languages.The experimentsbelow show that delegatescan be usedto improve the speedof Java
reflectivemethodcallsby a factorof 8 to 16.

This is primarily of interestwhenapre-existingmethodneedsto becalledby reflectionseveralthousand
times.A methodgeneratedat runtimeshouldbecalledby interfacecallsthroughaninterfaceimplemented
by thegeneratedclassto which themethodbelongs,asshown in Sections2.3 through2.5. This is far more
efficient thana reflectivecall, andalsomoreefficient thanadelegatecall asimplementedhere.

3.1 Reflective methodcallsare slow

In Java onecanobtainan objectmo of classjava.lang.reflect.Method representinga namedmethod
from anamedclass,andonecancall thatmethodusingareflectivemethodcall mo.invoke(...). However,
the argumentsto methodmo mustbe given asan arrayof objects,andthe result is returnedasan object;
this meansthat primitive type argumentsmustbe wrappedasobjects,andprimitive type resultsmustbe
unwrapped.

This wrappingof argumentsandunwrappingof resultsimposesa considerableoverheadon reflective
methodcalls. A reflectivecall to a public methodin a public classappearsto be16 to 28 timesslower than
adirectcall. SeeFigure3. Theslowdown is higherfor methodstakingargumentsthanfor thosethatdonot,
becauseof the argumentwrappingandunwrapping. The reflective slowdown is approximatelythe same
regardlessof whetherthe calledmethodis static,virtual, or calledvia an interface. A reflective call to a
public methodin a non-publicclassis slower by a furtherfactorof 8, probablydueto accesscheckson the
class.

Static method Instancemethod
Reflective Dir ect Reflective Virtual Interface

No argumentsor results 3.279 0.288 3.39 0.329 0.372
Integerargumentandresult 7.746 0.310 8.18 0.346 0.343

Figure3: Time in secondsfor 10million methodcalls,usingSunHotSpotClientVM.

Thefigureshowsthatreflectivemethodcallscarryaconsiderableperformanceoverhead.In Microsoft’s
CLR, mostof this overheadcanbeavoidedby turningthereflective methodreferenceinto a delegate(Sec-
tion 2.3). Java doesnot have a built-in notionof delegate,but thenext sectionsshow how to adddelegates
to theJava programminglanguageusingruntimecodegeneration.This way, mostof thecall overheadcan
beavoided.

3.2 Delegateobjectsin Java

To implementdelegates,weneedaninterfacedescribingthedelegateby amethodinvoke with appropriate
argumentand result types. We generatea new classthat implementsthat interfaceand whoseinvoke
methodcalls themethodobtainedby reflection,andthenwe createan instancedlg of thegeneratedclass
andcastit to the interface. A call to dlg.invoke will call themethodobtainedby reflection,yet without
theoverheadof wrappingandunwrapping.

Consideramethodm from aclassC with returntypeR andparametertypesT1, . . . , Tn. Assumefor now
thatthemethodis static;our techniqueworksalsofor instancemethods(Section3.4):
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public class C {
public static R m(T1 x1, ..., Tn xn) { ... }
...

}

UsingJava’s reflectionfacilitiesonecanobtaina methodobjectmo of classjava.lang.reflect.Method,
and thenonecancall methodm by invoking mo.invoke(wrargs), wherewrargs is an arrayof objects
holding theargumentvaluesv1, . . . , vn. Thusany argumentsof primitive type (int, double, andso on)
mustbe wrappedasobjects.The call will returnthemethod’s result(if any) asan object,which mustbe
castto m’s resulttypeR, or unwrappedin caseR is aprimitive type.

Insteadof calling m via the methodreferencemo, with wrappingand unwrappingof arguments,we
shall createandusea delegateobjectdlg. Thedelegateobjectwill bemadeto implementa user-declared
interfaceOI that describesa methodinvoke with preciselythe parametertypesandresult typesof m, so
dlg.invoke andm have thesamesignature:

interface OI {
R invoke(T1 x1, ..., Tn xn);

}

Thenonecancallm(v1, ..., vn) asdlg.invoke(v1, ..., vn) via thedelegatedlg, withoutany wrap-
pingof theargumentvaluesv1, . . . , vn, norunwrappingof results.

The implementationof this idea is detailedin the sectionsbelow. The efficiency of the approachis
illustratedin Figure 4, which shouldbe readas additionalcolumnsfor Figure 3 above. We seethat a
delegatecall to a methodwithout argumentsis 8 timesfasterthanan ordinaryreflective call. The speed-
up factor is closerto 16 for a methodwith arguments,becausethe reflective call’s argumentwrappingis
avoidedin thedelegatecall. A call via adelegateis still around50percentslower thanadirectcall, but this
slowdown is quitesimilar to thatincurredby delegatecallsin CLR.

Static method Instancemethod
Delegate Delegate

No argumentsor results 0.446 0.477
Integerargumentandresult 0.487 0.537

Figure4: Time in secondsfor 10 million delegatecalls,usingSunHotSpotClientVM.

Thespeed-upderivesfrom two sources:(1) accesspermissionsandtypesarecheckedonceandfor all
whenthedelegateis created,not at every call; and(2) theobjectallocationrequiredby argumentwrapping
andthe downcastsimplied by resultunwrappingareavoidedcompletely. With the IBM JVM, reflective
callsare3 timesslower thanwith SunHotSpotClientVM, but delegatecallsare10timesslower. Thuswith
theIBM JVM, delegatecallsareonly 3 to 5 timesfasterthanreflectivecalls.

Note the importanceof the user-declaredinterfaceOI. It enablesthe compilerto staticallytypecheck
every call dlg.invoke(...) to the delegate,althoughthe delegateobjectdlg, andthe classof which it
is aninstance,will becreatedonly at runtime.Our delegateimplementationmakessure(andthebytecode
verifier checks)thatthedelegateactuallyimplementstheinterfaceOI.

3.3 The implementation of delegatecreation

Our implementationof delegateobjectsin Javausesthegnu.bytecode [5] package,but couldusetheBCEL

[1] packageinstead.Assumeasabove thatmo is ajava.lang.reflect.Method objectreferringto astatic
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methodm in aclassC:

public class C {
public static R m(T1 x1, ..., Tn xn) { ... }
...

}

Assumefurtherthatthereis aninterfaceOI describinga methodinvoke with thesame(unwrapped)return
typeandparametertypesasm:

interface OI {
R invoke(T1 x1, ..., Tn xn);

}

We create,at runtime,a new classDlg thatimplementsOI, andwhoseinvoke methodsimply callsthereal
methodC.m representedby mo andreturnsits result,if any. In Java syntax,theclassDlg would look like
this (assumingthatm’s returntypeR is non-void):

public class Dlg implements OI extends Object {
public Dlg() { super(); }

public R invoke(T1 p1, ..., Tn pn) {
return C.m(p1, ..., pn);

}
}

Thenew classDlg (whichis generatedby thebytecodetools,not in Javasourceform) is loadedinto theJava
Virtual Machine,andaninstancedlg of classDlg is created;this is thedelegate.By construction,dlg can
becastto theinterfaceOI, andcallingdlg.invoke(...) hasthesameeffect ascallingmo.invoke(...),
but avoidstheoverheadof wrappingandresultunwrappingargumentsandresult.Theonly overheadis an
additionalinterfacemethodcall.

We implementdelegatecreationby a staticmethodcreateDelegate. A delegatedlg thatcorresponds
to methodobjectmo andimplementsinterfaceOI canbecreatedandcalledasfollows:

OI dlg = (OI)(Delegate.createDelegate(OI.class, mo));
... dlg.invoke(v1, ..., vn) ...

Note the castto interfaceOI, and recall that in Java, OI.class is an objectof classjava.lang.Class
representingtheinterfacetypeOI at runtime.

More precisely, our implementationof createDelegate(iface, mo) performsthefollowing steps:

1. Checkthatiface representsa public interfacethathasasinglemethodinvoke.

2. Checkthattheinvoke methodin theinterfacehasthesameparameterandresulttypesasthemethod
representedby mo.

3. Checkthatmo representsa public staticmethodm (or a public instancemethod,seeSection3.4) in a
public classsC.

4. Createa gnu.bytecode.ClassType objectrepresentinga new public classDlg that implementsthe
interfacerepresentedby iface.
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5. GenerateapublicargumentlessconstructorDlg() andaddit to theclass.

6. Generatea public methodinvoke andaddit to the class. The methodhasthe sameparameterand
resulttypesasinvoke in theinterfaceiface.

7. GenerateJVM bytecodefor invoke’s body. Thecodecontainsinstructionsto call methodC.m with
preciselytheargumentspassedto invoke, andendswith a returninstructionof theappropriatekind.

8. Write a representationof thenew classDlg to a bytearray.

9. Invoke a classloaderto load the Dlg classfrom the byte array into the JVM. The JVM bytecode
verifierwill checkthenew classbeforeloadingit.

10. Usereflectionto createanobjectdlg of classDlg, andreturnthatobjectasthe resultof thecall to
createDelegate(iface, mo).

Thechecksmake surethatthegeneratedbytecodepassesthebytecodeverifier.
Experimentsindicatethat the time to createa Dlg classanda delegateusingthis approachis approx-

imately 1.5 ms (with the SunHotSpotClient VM). Thusa delegatemustbe calledapproximately2000
timesbeforethe costof creatingthe delegatehasbeenrecovered. Not surprisingly, this prototypeimple-
mentationof delegatecreationin Java is approximately100timesslower thanthebuilt-in delegatecreation
in Microsoft’sCLR.

CreatingaDlg classandadelegateasaboveconsumesapproximately1100bytesof memoryin theSun
HotSpotClient VM. However, a separateDlg classneedsto becreatedonly for eachdistinctmethodC.m.
Hencethe createDelegate methodshouldcacheDlg classes(usinga HashMap, for instance)andreuse
themwhencreatingnew delegatesfor a methodalreadyseen.This is especiallyimportantwhencreating
delegatesover instancemethods(seebelow), wheremany delegatesmaybecreatedfrom thesamemethod.

3.4 Implementing delegateobjectsfor instancemethods

Theprevioussectiondescribedtheimplementationof delegatesfor staticmethods.Theprocedureto create
adelegatefor aninstancemethodm is almostthesame,only thecreationof thedelegatemuststoreareceiver
objectin thedelegateobjectdlg.

Assumewe have a methodobjectmo representingan instancemethodm of classC, with returntypeR
andparametertypesT1, . . . , Tn:

class C {
public R m(T1 x1, ..., Tn xn) { ... }
...

}

Also assumethatthe(receiver) objectobj is anobjectof classC or oneof its subclasses.Theprogrammer
mustdeclarean interfaceOI describinga methodinvoke with thesameargumenttypesandresulttypeas
m, preciselyasin Section3.3.

Now thecall createDelegate(OI.class, mo, obj) shouldreturnanobjectdlg thatcanbecastto
interfaceOI, andsothatacall to dlg.invoke(...) will call themethodasif by obj.mo(...).

This works asabove, exceptthat the classDlg constructedat runtimemustcontaina referenceto the
receiverobjectobj of classC, andmustuseit wheninvokingm, sotheclassDlg would look like this in Java
syntax:

16



public class Dlg implements I extends Object {
private C obj;

public Dlg() { super(); }

public void setObj(Object obj) {
this.obj = (C)obj;

}

public R invoke(T1 p1, ..., Tn pn) {
return obj.m(p1, ..., pn);

}
}

The new classDlg is loadedinto the JVM using a classloader, an instancedlg of the classis created,
andthedlg.setObj(obj) methodis calledon thegivenreceiver objectobj. Now dlg is thedelegatefor
obj.m(...) andis returnedastheresultof thecall to Delegate.createDelegate(...).

Insteadof usinga setObj method,onemight createa one-argumentconstructorin classDlg andpass
obj whencreatingthedelegateobject.This wouldcomplicatetheclassgeneratorslightly.
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4 Efficient implementation of the AdvancedEncryption Standard

The AdvancedEncryptionStandard(AES) [7], alsoknown astheRijndaelalgorithmafter its inventorsJ.
DaemenandV. Rijmen, is the US Federalstandardfor encryptionof sensitive (unclassified)information.
It succeedsthe DES encryptionalgorithm and is expectedto be adoptedalso by the private sector, and
internationally.

Startingfrom anefficientbaselineimplementationof AES in C#,wehavemadeanimplementationthat
usesruntimecodegenerationin CLR to createaspecializedblockencryption/decryptionroutinefor agiven
key. Thesamebytecodegeneratorgeneratesboththeencryptionroutineandthedecryptionroutine.It works
for all threestandardkey sizes(128,192,265bit), andablock sizeof 128bit.

Thespecializedcodegeneratedat runtime(for a known key) is 35 percentfasterthanthebestwe could
write by hand(for a fixedkey size,but unknown key). Thegeneratedcodecanencryptor decryptapproxi-
mately139Mbit/s undertheMicrosoftCLR. Extrapolatingfrom datagivenbyRijmenandDaemen,ahighly
optimizedimplementationby BrianGladmanusingVisualC++andnativePentium3 rotateinstructions(not
expressiblein ANSI C nor in C#)canencrypt280–300Mbit/s [16, 21]. Giventhatour implementationruns
in amanagedexecutionenvironment,its performanceis wholly satisfactory.

4.1 Brief description of the AES

TheAES algorithmis a block cipher, that is, it encryptsdatain blocksof 128bits (16 bytes)at a time. The
algorithmworksin two phases:

(1) Givenanencryptionor decryptionkey (of size128,192or 256bits),createanarrayrk[] of so-called
roundkeys. Eachroundkey canbeconsidereda4 by 4 blockof bytes.Thenumberof rounds(ROUNDS
= 10,12,or 14)dependson thesizeof thekey.

(2) For each128bit datablockd to encrypt,performthefollowing operations:

(2.1) Add first roundkey rk[0] to thedatablock:

KeyAddition(d, rk[0])

TheKeyAddition is performedby xor’ing theroundkey into thedatablockd, byte-wise.

(2.2) Performthefollowing operationsfor eachintermediateroundr = 1, ..., ROUNDS-1:

Substitution(d, S)
ShiftRow(d)
MixColumn(d)
KeyAddition(d, rk[r])

TheSubstitution stepreplaceseachbyteb in thedatablock by S[b], whereS is a so-called
S-box,a 256-entrytableof bytes.TheS-box representsaninvertibleaffine mapping,composed
of a polynomialmultiplicationmodulox8 � 1 followedby anaddition.

TheShiftRow operationrotatestherowsof thedatablockd left by 0, 1, 2, or 3 bytes.

TheMixColumn operationtransformseachcolumnof thedatablockd, usingpolynomialmulti-
plicationmodulox4 � 1.

Finally, theKeyAddition xorsthekey rk[r] into thedatablockd, byte-wise.

(2.3) Thelast round,for which r = ROUNDS, hasno MixColumn operation,andthereforeconsistsof
thesesteps:
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Substitution(d, S)
ShiftRow(d)
KeyAddition(d, rk[r])

Decryptioncanbe performedsimply by doing thesestepsin reverse,using the inverseSi of the S-box,
inverseMixColumn, andsoon. However, by simplealgebraicpropertiesof thealgorithm,decryptioncanbe
performedby a sequenceof stepsvery similar to that for encryption,usingtheroundkeys backwardsafter
applyinginverseMixColumn to theroundkeysrk[1] throughrk[ROUNDS-1].

4.2 Implementing AES in C#

The sequence(2) of operationsmustbe performedfor eachdatablock to be encryptedor decrypted. It
canbe implementedefficiently on architectureswith 32-bit wordsandsufficient memory, asdescribedin
DaemenandRijmen’sAESProposalpaper[16], andimplementedin Cryptix’sJavaimplementationof AES
[20].

We have followed this approach,which requiresauxiliary tablesT0, T1, T2, T3 to be built as 256-
entry tablesof unsigned32-bit integers,eachrepresentingthecomposedactionof theSubstitution and
MixColumn operations.Thenthe intermediaterounds(step2.2) of encryptioncanbe implementedusing
bitwiseoperationsonunsigned32-bit integers,or 4 bytesin parallel.In C# it canbedonelike this:

for(int r = 1; r < ROUNDS; r++) {
k = rk[r];
uint t0 =

T0[a0 >> 24] ^
T1[(a1 >> 16) & 0xFF] ^
T2[(a2 >> 8) & 0xFF] ^
T3[a3 & 0xFF] ^ k[0];

uint t1 =
T0[a1 >> 24] ^
T1[(a2 >> 16) & 0xFF] ^
T2[(a3 >> 8) & 0xFF] ^
T3[a0 & 0xFF] ^ k[1];

uint t2 =
T0[a2 >> 24] ^
T1[(a3 >> 16) & 0xFF] ^
T2[(a0 >> 8) & 0xFF] ^
T3[a1 & 0xFF] ^ k[2];

uint t3 =
T0[a3 >> 24] ^
T1[(a0 >> 16) & 0xFF] ^
T2[(a1 >> 8) & 0xFF] ^
T3[a2 & 0xFF] ^ k[3];

a0 = t0; a1 = t1; a2 = t2; a3 = t3;
}

Above,k[0] is thefirst columnof theroundkey, asa 32-bit unsignedinteger, k[1] is thesecondcolumn,
andsoon.
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4.3 A deoptimizedimplementation of AES

In fact, the AES middle roundimplementationshown above hasbeenhand-optimizedalready. The most
compactandgeneralimplementationis shown below, where4-elementarraysa[], t[] andT[] areused
insteadof thevariablesa, t andT above:

for(int r = 1; r < ROUNDS; r++) {
k = rk[r];
uint[] t = new uint[4];
for (int j = 0; j < 4; j++) {
uint res = k[j];
for (int i = 0; i < 4; i++)

res ^= T[i][(a[(i + j) % 4] >> (24 - 8 * i)) & 0xFF];
t[j] = res;

}
a[0] = t[0]; a[1] = t[1]; a[2] = t[2]; a[3] = t[3];

}

For given i and j in the range0
���
3, the indexing into T[i] with a[j] can be uniformly expressedas

T[i][(a[(i+j)%4 >> (24-8*i)) & 0xFF]. However, it is temptingtowrite thecomplicatedhand-optimized
form in Section4.2becauseof thepresumedefficiency of hand-specializingfor i andj — andindeedthe
resultingimplementationis 5 timesfaster. Below we shall seethat runtimecodegenerationallows us to
write thegeneralalgorithmandobtaintheefficiency of thespecializedone,andmore.

Moreover, wheni is 0or 3, theshift countis 24or 8, in whichcasetheindex expressioncanbesimplified
by eliminatingthebitwise‘and’ (&) or theshift, becauseaj is a32-bit unsignedinteger.

The first round(step2.1, not shown) is still just a key addition(usingtheC# xor operator̂ ), andthe
lastround(step2.3,notshown) usestheS boxbytewise,sinceit involvesnoMixColumn. Decryptioncanbe
implementedby a similar sequenceof operations,ashintedabove,but whenhandwritingthecodeonewill
usuallyspecializeit for efficiency, sothatsomeof thesimilarity with theencryptionalgorithmis lost.

4.4 Runtime generationof encryption code

Usingruntimecodegeneration,onecanunroll thestep2.2for-loopshown above,andinline theroundkeys
rk[r]. Sinceno computationscanbeperformedon thebasisof theroundkey alone,onewould think that
thisgivesnospeed-upatall. However, apparentlythejust-in-timecompilerin Microsoft’sCLR canperform
moreoptimizationson the unrolledcode: it is around35 per centfasterwhenencryptingor decryptinga
largenumberof datablocks.

Thethreenestedfor-loopsbelow generatecodecorrespondingto anunrollingof thefor r-loopshown
in Section4.2:

20



for (int r = 1; r < ROUNDS; r++) {
k = rk[r];
for (int j = 0; j < 4; j++) {

ilg.Emit(OpCodes.Ldc_I4, k[j]); // Push k[j]
for (int i = 0; i < 4; i++) {
ilg.Emit(OpCodes.Ldloc, T[i]);
ilg.Emit(OpCodes.Ldloc, a[encrypt ? (i+j) % 4 : (j+4-i) % 4]);
if (i != 3) {

ilg.Emit(OpCodes.Ldc_I4, 24 - 8 * i);
ilg.Emit(OpCodes.Shr_Un);

}
if (i != 0) {

ilg.Emit(OpCodes.Ldc_I4, 0xFF);
ilg.Emit(OpCodes.And);

}
ilg.Emit(OpCodes.Ldelem_U4);
ilg.Emit(OpCodes.Xor);

}
ilg.Emit(OpCodes.Stloc, t[j]); // Assign to tj

}
for (int j = 0; j < 4; j++) { // Generate a0=t0; a1=t1; ...

ilg.Emit(OpCodes.Ldloc, t[j]);
ilg.Emit(OpCodes.Stloc, a[j]);

}
}

Above,k[j] is thej’ th columnof theroundkey k = rk[r]. ThevariableT[i] holdsthecodegenerator’s
representationof a local variablecorrespondingto tableTi for i in 0

���
3; variablea[j] holdstherepresen-

tation of local variableaj; andvariablet[j] holdsthe representationof local variabletj. The variable
encrypt determineswhethercodeis generatedfor encryption(true)or decryption(false);thetablesTi for
encryptionanddecryptionaredifferentalso.

Oneiterationof theinnerfor-loop generatescodeto computeTi[(aj >> 24-8*i) & 0xFF] andxor
it into thevalueon thestacktop. Theif-statementsin theinnerfor-loop implementtheoptimizationfor i
being0 or 3, discussedin Section4.3. Writing this logic in thecodegeneratoris actuallysimplerandless
error-pronethanhand-writingtheoptimizedcodeit generates(Section4.2).

Oneiterationof themiddlefor-loop generatescodeto computetheright-handsidein theinitialization
uint ti = ... from Section4.2,andto assignit to ti. Oneiterationof theouterfor-loop generatesthe
codecorrespondingto oneiterationof thefor-loop in Section4.2.

4.5 Pragmatic considerations

Approximately256 bytesof MSIL bytecodeis generatedfor eachroundof encryption,or roughly 2600
bytesof bytecodefor theentireencryptionfunction(whenthekey sizeis 128bit). It is unclearhow much
x86codeis generatedby theCLR just-in-timecompilerfrom this bytecode.

Two questionsarecentralto thepracticalviability of thisapproachto encryption:

� Theencryptionkey equalsthefirst roundkey rk[0] andthereforecanberecoveredfrom thegenerated
code.Hencethegeneratedcodeshouldnotbecachedanywhereondisk,andshouldnotbeaccessible
to otherapplicationsrunningin thesameoperatingsystem.

� Sincea specializedroutine is generatedfor eachkey, it would be useful to be able to discardthe
generatedcodewhenit is no longerin use.
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5 Sparsematrix multiplication

A plain implementationof themultiplicationR � A 	 B of two n � n matricesusesn3 scalarmultiplications.
Whenmatrix B hasonly few non-zeroelements(say, 5 percent),matrix multiplication canprofitably be
performedin two stages:(1) make a list of all non-zeroelementsin eachcolumnof B, and(2) to compute
elementRi j of R, multiply theelementsof row i of A only with the thenon-zeroelementsof column j of
B. With 100 � 100matricesand5 percentnon-zeroelements,this is approximately2 timesfasterthanplain
matrixmultiplication.

With runtimecodegeneration,thereis a furtherpossibility, especiallyinterestingif A 	 B mustbecom-
putedfor many differentA’s andafixedsparsematrixB. Namely, split step(2) above into: (2a)for every j ,
generatecodeto computeRi j for fixed j , andthen(2b) usethatcodeto computeRi j for every i. Still using
100 � 100matriceswith 5 percentnon-zeroelements,this canbea further4 to 10 timesfasterthansparse
matrixmultiplication,or 8 to 20 timesfasterthanplainmatrix multiplication.

5.1 Matrix multiplication and sparsematrix multiplication

PlainmatrixmultiplicationR � A 	 B, assumingthatthematricesarenon-emptyrectangulararraysof appro-
priatesizes,canbeimplementedasfollows:

final int aCols = A[0].length, rRows = R.length, rCols = R[0].length;
for (int i=0; i<rRows; i++)
for (int j=0; j<rCols; j++) {
double sum = 0.0;
for (int k=0; k<aCols; k++)

sum += A[i][k] * B[k][j];
R[i][j] = sum;

}

Sparsematrixmultiplicationcanbeimplementedasshown below. WeassumethattheSparseMatrix object
computedfor B hasa methodgetCol(j) that returnsa list of thenon-zeroelementsof the j ’ th columnof
thematrix. Eachnon-zeroelementnz is representedby its row nz.k andits valuenz.Bkj.

SparseMatrix sparseB = new SparseMatrix(B);
final int rRows = R.length, rCols = R[0].length;
for (int i=0; i<rRows; i++) {
final double[] Ai = A[i];
final double[] Ri = R[i];
for (int j=0; j<rCols; j++) {
double sum = 0.0;
Iterator iter = sparseB.getCol(j).iterator();
while (iter.hasNext()) {

final NonZero nz = (NonZero)iter.next();
sum += Ai[nz.k] * nz.Bkj;

}
Ri[j] = sum;

}
}

Notethatmultiplicationhappensin two stagesassuggestedabove: (1) first computethesparseB represen-
tationof B, then(2) multiply thatwith thenon-sparserepresentationof A.
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5.2 Generatinga sparsemultiplication routine

Wenow furthersplit thesecondstageinto two. In stage(2a)wegeneratecodefor thesecondstage,special-
izedwith respecttosparseB, unroll thefor j-loopandthewhile-loop,but keepthefor i-loop. Unrolling
thefor i-loop would make only a few moreoperationsstatic,andwould make thegeneratedcodemuch
larger.

Thebytecodegeneration(stage2a)canbeimplementedlike this,assumingthatsparseB is given:

Label loop = new Label(jvmg);
loop.define(jvmg); // do {
jvmg.emitLoad(varA);
jvmg.emitLoad(vari);
jvmg.emitArrayLoad(double1D_type);
jvmg.emitStore(varAi); // Ai = A[i]
jvmg.emitLoad(varR);
jvmg.emitLoad(vari);
jvmg.emitArrayLoad(double1D_type);
jvmg.emitStore(varRi); // Ri = R[i]
for (int j=0; j<B.cols; j++) {
jvmg.emitLoad(varRi); // Load Ri
jvmg.emitPushInt(j);
jvmg.emitPushDouble(0.0); // sum = 0.0
Iterator iter = B.getCol(j).iterator();
while (iter.hasNext()) {
final NonZero nz = (NonZero)iter.next();
jvmg.emitPushDouble(nz.Bkj); // load B[k][j]
jvmg.emitLoad(varAi); // load A[i]
jvmg.emitPushInt(nz.k);
jvmg.emitArrayLoad(Type.double_type); // load A[i][k]
jvmg.emitMul(); // prod = A[i][k]*B[k][j]
jvmg.emitAdd(’D’); // sum += prod

}
jvmg.emitArrayStore(Type.double_type); // R[i][j] = sum

}
jvmg.emitLoad(vari);
jvmg.emitPushInt(1);
jvmg.emitAdd(’I’);
jvmg.emitStore(vari); // i++
jvmg.emitLoad(vari);
jvmg.emitPushInt(aRows);
jvmg.emitGotoIfLt(loop); // } while (i<aRows);
jvmg.emitReturn();

Above we assumethatthegeneratedcode’s parametersA andR areheldin generation-timevariablesvarA
andvarR, andsimilarly for thegeneratedcode’svariablesAi, Ri, andi.

Thei-loop is expressedasa do-while loop in thegeneratedcode.Thegeneratedloop beginswith the
labelloop, andendswith theconditionaljump instructiongeneratedby emitGotoIfLt(loop). Theuseof
ado-while loop is consistentwith theassumptionthatthematricesarenon-empty.

After thecodehasbeengenerated,weuseit in stage(2b) to computeall cellsof theresultingmatrixR.
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5.3 Experimental results

We have implementedthis idea in Java using the gnu.bytecode [5] bytecodegenerationpackage;see
Section2.4. Runtimegenerationof a sparsematrix multiplication routinespecializedfor B canproduce
codethatis 4 to 10 timesfasterthana generalsparsematrix multiplicationroutine,and8 to 20 timesfaster
thanplainmatrixmultiplication.

Theseruntimefiguresarefor the SunHotSpotClient VM. The SunHotSpotServer VM is fasterfor
bytecodecompiledfrom Javacode,but (in thiscase)slower for bytecodegeneratedat runtime.It is unclear
why 1000 matrix multiplicationstake more than 15 times as long as 100 matrix multiplicationsin Sun
HotSpotServer VM. The IBM JVM is even morevariable,in that runtimecodegenerationgivesa net
slowdown of 25 percentwhenperforming100matrix multiplications,but a speed-upby a factorof 6 when
performing1000matrixmultiplications.Thismaybedueto dynamicoptimizationsperformedonfrequently
executedcode.SeeFigure5.

100matrix multiplications 1000matrix multiplications
SunHotSpot IBM MS Sun HotSpot IBM MS

Client Server JVM CLR Client Server JVM CLR
Plain 2.749 2.302 1.067 1.432 27.489 21.890 10.535 14.230
Sparse 1.118 0.820 0.904 1.191 10.660 5.548 7.405 11.567
Sparse,2-phase 0.993 0.458 0.684 0.931 9.814 4.438 6.737 9.263
Sparse,rtcg 0.222 0.467 1.341 0.300 0.920 6.995 1.482 0.691

Figure5: Time in secondsfor multiplicationsof 100 � 100sparse(5 percent)matrices.

The expectednumberof instructionsin the specializedmultiplication methodfor 100 � 100 sparse(5
percent)matricesis 100 	 5 	 15 bytes,that is, 37.5 KB. This seemsto translateinto 60 KB of generated
assemblycodeandotheroverheadwhencompiledby thejust-in-timecompilerin SunHotSpotClient VM,
and 70 KB in MS CLR; but in generalwe have no accurateway to estimatethis number. The time to
generatea specializedsparsemultiplication methodis roughly 15 ms with SunHotSpotClient VM, and
roughly260mswith MS CLR. For SunHotSpotClient VM, runtimecodegenerationpaysoff afteronly
two usesof thegeneratedfunction,whereas40usesarerequiredon theMS CLR platform.
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6 Conclusion

We have demonstratedthatruntimecodegenerationis well supportedby modernexecutionplatformssuch
asSun’s HotSpotJVM, IBM’ s JVM, andMicrosoft’s CommonLanguageRuntime. This is dueprimarily
to:

� thesimplicity of generatingstack-orientedportablebytecode,

� thesupportfrom bytecodeverifiers,and

� highly optimizingjust-in-timenativecodegenerators.

Togetherthesefeaturesmake portableruntimecodegenerationfairly easyandsafe,andthegeneratedcode
efficient. Wedemonstratedthis usingseveralsmallexamples,andtwo slightly largerones.

We have found theMicrosoft CLR runtimecodegenerationfacilities to bewell-documentedandwell
integratedwith thereflectionfacilities.

For theJavaVirtual Machineoneneedsto usethird-partycodegenerationlibraries.Thegnu.bytecode
runtimecodegenerationfacilities areratherpoorly documented,but they arewell-designedandtherefore
fairly easyto use.TheBCEL runtimecodegenerationfacilitiesarefairly well-documented,but offersmany
waysto do thesamething,andmaybesomewhatbewildering for this reason.

First, we have shown how to implementdelegates(as known from C#) in Java using runtime code
generation.Using delegatesonecanavoid someof the inefficiency usually incurredby reflective method
calls.This worksbetterwith theSunHotSpotClientVM thanwith theIBM JVM.

Secondly, we have shown that the AdvancedEncryptionStandard(AES, Rijndael)algorithmcanbe
implementedefficiently in C#usingruntimecodegeneration,reachingspeedsotherwisenotpossibleon the
managedCommonLanguageRuntimeplatform.

Third, we have shown that runtime codegenerationcan be profitably appliedalso to sparsematrix
multiplication,at leastwhenthematricesarelargeenoughandsparseenough.

The executionplatforms(Sun HotSpotClient JVM, Sun HotSpotServer JVM, IBM JVM, and Mi-
crosoft’s CLR) displayquitediverging executionspeedsfor differenttypesof programs.For instance,the
IBM JVM executesbytecodecompiledfrom Java programfasterthanSunHotSpotClient VM does,but is
considerablyslower whenexecutingreflective methodcallsandwhenexecutingdelegatesasimplemented
in Section3. TheSunHotSpotServerVM appearto representamiddlepointbetweenthese.TheMicrosoft
CLR is comparableto IBM JVM whenexecutingbytecodecompiledfrom Java,andexecutescodegenerated
at runtimevery fast,too.

In general,the executiontimesof JIT-compiledcodearesubjectto considerablevariations,probably
becauseof thedynamicandsomewhatheuristicnatureof theoptimizationsperformedby theJIT-compiler.
Often, the executiontimesexhibit strangebut reproduciblevariationsbetweenvery similar bytecodepro-
grams.

Moreover, thehardwareplatform(e.g.Intel Pentium3 versusAMD Athlon) affectscodespeedin non-
obviousways. In particular, thespeed-upfactorobtainedby runtimecodegenerationcanbevery different
on thetwo architectures.

We have focusedmainly on technologicalaspectsof runtimecodegeneration.To make runtimecode
generationmorepracticalandsafer, researchcouldfocuson theseaspects:

� Languagemechanismsthat permit the programmerto work at the Java or C# level insteadof the
bytecodelevel. Previous work in this direction is representedby Tick C [19], and MetaML [33]
MetaOCaml[10]. TheDynJava implementation[31], andCisterninoandKennedy’s C# toolkit [11]
seemto betheonly attemptsin thisdirectionfor JavaandC#.
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� A codegenerationframework or type systemthat could guaranteeat Java or C# compiletimethat
thegeneratedbytecodewill passtheverifier. Although theJVM or CLR verifier will catchall code
errors,it is far betterto have a staticguaranteethat the generatedcodewill be verifiable. Previous
relevantwork includesthatby Davies andPfenning[17], andthe type systemsof MetaOCaml[10]
andDynJava [31].

Acknowledgements: Martin Elsmansuggestedlooking at encryptionalgorithmsfor a casestudy, and
providedcommentsonadraft. Thanksalsoto KasperØsterbye,KenFriis Larsen,andNielsJørgenKokholm
for pointersandsuggestions.
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